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Status of this Meno

This menmo provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this neno is unlimted.

Abst ract

This meno describes Version 1.5 of the client/server interaction of
RWhois. RwWois provides a distributed systemfor the discovery,
retrieval, and naintenance of directory information. This systemis
primarily hierarchical by design. It allows for the determninistic
routing of a query based on hierarchical tags, referring the user
closer to the nmaintainer of the information. Wile Rwois can be
considered a generic directory services protocol, it distinguishes
itself fromother protocols by providing an integrated, hierarchica
architecture and query routing nmechani sm

1. Introduction

Early in the devel opnment of the ARPANET, the SRI-N C established a
centralized Wi s database that provided host and network information
about the systens connected to the network and the el ectronic nail
(enmail) addresses of the users on those systens [ RFC 954]. The
ARPANET experiment evolved into a gl obal network, the Internet, with
count | ess peopl e and hundreds of thousands of end systems. The sheer
size and effort needed to nmaintain a centralized database
necessitates an alternate, decentralized approach to storing and
retrieving this information.

Wl lianson, et. al. I nf or mat i onal [ Page 1]



RFC 2167 RwWhoi s Pr ot ocol June 1997

The original Wois function was to be a central directory of
resources and people on ARPANET. However, it could not adequately
meet the needs of the expanded Internet. RWois extends and enhances
the Whois concept in a hierarchical and scal eable fashion. In
accordance with this, Rwois focuses primarily on the distribution of
"network objects", or the data representing |Internet resources or
peopl e, and uses the inherently hierarchical nature of these network
obj ects (domai n nanes, Internet Protocol (IP) networks, emnai
addresses) to nore accurately discover the requested information.

RWhoi s synthesi zes concepts from ot her, established Internet
protocols. The RWwois protocol and architecture derive a great dea
of structure fromthe Domain Name System (DNS) [ RFC 1034] and borrow
directory service concepts fromother directory service efforts,
primarily [X. 500]. The protocol is also influenced by earlier
established Internet protocols, such as the Sinple Mail Transport
Prot ocol (SMIP) [ RRFC 821].

Thi s RwWhois specification defines both a directory access protoco
and a directory architecture. The directory access protocol
specifically describes the syntax of the client/server interaction
It describes how an Rwhois client can search for data on an RWois
server, or howthe client can nodify data on the server. It also
descri bes how the server is to interpret input fromthe client, and
how the client should interpret the results returned by the server
The architecture portion of this docunent describes the conceptua
framewor k behind the RWois protocol. It details the concepts upon
whi ch the protocol is based and describes its structural el enents.
The protocol inplenents the architecture.

Thi s docunent uses | anguage |ike SHOULD and SHALL that have specia

meani ng as specified in "Key words for use in RFCs to Indicate
Requi rement Level s". [RFC2119]
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2. Architecture
2.1 Overview

As a directory service, RWois is a distributed database, where data
is split across nmultiple servers to keep database sizes nanageabl e.
The architecture portion of this docunent details the concepts upon
whi ch the protocol is based and describes its structural el enents.
Specifically, the architecture is concerned with how the data is
split across the different servers. The basis of this splitting is
the lexically hierarchical |abel (or tag), which is a text string
whose position in a hierarchy can be deternined fromthe structure of
the string itself.

Al data can follow some sort of hierarchy, even if the hierarchy
seens somewhat arbitrary. For exanple, person nanes can be arranged
into hierarchical groups via geography. If all the people in
particular towns are grouped into town groups, then all of the town
groups can be grouped into state (or province) groups, and then al

of the state groups can be grouped into a country group. Then, a
particul ar name would belong in a town group, a state group, and a
country group. However, just given a nane, it would be inpossible to
determne where in the hierarchy it belongs. Therefore, a person
name is not |exically hierarchical

However, there are certain types of data whose position in the

hi erarchy can be determ ned by deci phering the data itself, for
exanpl e, phone nunbers. A phone nunber is grouped according to
country code, area code, |ocal exchange, and |ocal extension. By

| ooki ng at a phone nunber, it is possible to determne to which of
all these groups the number belongs: 1-303-555-2367 is in country
code 1, area code 303, |ocal exchange 555, and has a | ocal extension
of 2367. Therefore, a phone nunber is Iexically hierarchical

On the Internet, two such types of data are wi dely used: donain nanes
and | P networks. Domain nanes are organi zed via a | abel -dot system
reading froma nore specific |label to a nore general |abel left to
right; for exanple, war.west.netsol.comis a part of west.netsol.com
which is a part of netsol.com which is a part of com I|P networks
are also lexically hierarchical |abels using the Cl assless Inter-
Domain Routing (CIDR) notation, but their hierarchy is not easily
determined with sinple text mani pul ation; for exanple, 198.41.0.0/22
is a part of 198.41.0.0/16, which is a part of 198.40.0.0/15.
Instead, an IP network’s hierarchy is determ ned by converting the
network to binary notation and applying successively shorter bit
masks.
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It is inmportant to note that, while very little real data is
lexically hierarchical in nature, people often create | abel systens
(or nanespaces) to help manage the data and provi de an el ement of

uni queness, for exanple, Social Security Nunbers, |SBNs, or the Dewey
Deci mal System RWhois | everages lexically hierarchical |abels,
domain names and | P networks, for its data splitting using the
concepts of authority areas and referrals. An authority area is
associated with an Rwhois server and a lexically hierarchical |abel,
which is considered to be its nane. An authority area is a piece of
the distributed database that speaks with authority about its
assigned part of the hierarchy. Al data associated with a particul ar
I exically hierarchical tag should be located within that authority
area’ s database. Authority areas are further explained in Section

2. 4.

RWhois directs clients toward the appropriate authority area by
generating referrals. Referrals are pointers to other servers that
are presuned to be closer to the desired data. The client uses this
referral to contact the next server and ask the same question. The
next server may respond with data, an error, or another referral (or
referrals). By following this chain of referrals, the client wll
eventually reach the server with the appropriate authority area. In
the Rwhois architecture, referrals are generated by identifying a

| exically hierarchical |abel and deci phering the | abel to determne
the next server. Referrals are further explained in Section 2.5.

When a nunber of RwWhois servers containing authority areas are
brought on line and infornmed about each other, they forman Rwois
tree. The tree has a root authority area, which is the group that
contains all other groups. The root authority area nust keep
pointers to the servers and authority areas that formthe first |eve
of the hierarchy. The authority areas in the first level of the

hi erarchy are then responsible for keeping pointers to the authority
areas bel ow them and for keeping a pointer to the root.

2.2 Design Phil osophy
The design goals for the RWois protocol are as foll ows.

* |t should be a directory access protocol. The server should be
abl e to access and update the data residing on it.

* |t should facilitate query routing. An unresolved query shoul d
be redirected to a server that is presunmed to be closer to the
desired dat a.

* It should enable data replication. The server should be able to
duplicate its data on another server

* The server should be |ightweight and del egate nore functions to
the client.

Wl lianson, et. al. I nf or mat i onal [ Page 4]



RFC 2167 RwWhoi s Pr ot ocol June 1997

The concepts used to achi eve these design goals are explained in the
remai ni ng docunent .

2.3 Schema Mdel

As a directory service, RWois uses various database schema to store
and represent data. Schema, in this docunent, has two definitions
First, it refers to the entire structure of a database, all the
tables and fields form ng a conpl ete database. Wen schema is used in
this context, it is called the "database schema". Database schemm
consists of attributes, classes, and objects. Schema may al so refer
to a single piece of the database, a single table with fields. Wen
schema is used in this context, it is just called "schema" or it is
preceded by the name of the particul ar piece: contact schema or
domai n schema, for exanple. In this usage, schema is equivalent to
"class", defined bel ow

There is no standard dat abase schema in the Rwhois architecture. Each
authority area is presunmed to be able to define its own |ocal schena.
However, an authority area that is part of a |larger RVois tree is
expected to have sone part of its schema pertain to the lexically

hi erarchi cal | abel upon which the RWois tree is based. An authority
area schena may not change throughout nmuch of an RwWois tree.

2.3.1 Attributes

An attribute is a named field and is the snmallest typed unit in the
dat abase schema. It is equivalent to a relational database’'s field.
An attribute is not considered to be data by itself; it is sinply
used to give data a type. Wen a piece of data has been typed by an
attribute, it is typically referred to as a value and is represented
as an attribute-value pair. The RWois syntax for the attribute-val ue
pair is to separate themw th a colon, for exanple:

Fi rst-Nane: Bill

Attributes have a nunber of properties, sone nmandated by the Rwhois
protocol and sone that are inplenmentation dependent. These properties
are usually a reflection of the database system used by the server
The following is a list of the protocol -mandated properties and their
descri ptions.

Attribute This is the nane of the attribute.

Description This is a natural |anguage description of the
attribute.
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This is a paraneter that broadly indicates the use

of the attribute to the protocol. There are three
standard types: TEXT, ID, and SEE-ALSO The default is
TEXT, which indicates that the value is a text string.
IDindicates that the attribute contains the |ID of

anot her RWhoi s object. This type of attribute is used
for database normalization. SEE-ALSO indicates that
the attribute contains a pointer (a Uniform Resource
Identifier (URI)) to sone other kind of external data;
for exanple, a Wrld Wde Wb page or FTP site.

This is an interpretable string that describes the
acceptance format of the value. The server (and
optionally the client) should match the value to the
format string to determne if the value is acceptable.
The format of this property is a keyword indicating the
syntax of the format string, followed by a col on,
followed by the format string itself. Currently, the
only keyword recognized is "re" for POSI X. 2 extended
regul ar expressions.

This is a true or false flag indicating that this
attribute should be indexed (and therefore able to be
sear ched).

This is a true or false flag indicating that this
attribute nust have a value in an instance of the
cl ass.

This is a true or false flag indicating that this
attribute may have nultiple instances in a class, but
all of the instances are to be considered as multiple
lines of the sane attribute instance. This all ows
normal line termnators to termnate val ues.

This is a true or false flag indicating that there may
be multiple instances of this attribute in a class and
each instance is to be interpreted as a separate
instance (in contrast to Multi-Line). This flag is
mutual ly exclusive with Multi-Line: if Miulti-Line is
true, then Repeatable nmust be false and vice versa.
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Primry This is a true or false flag that indicates that this
attribute is a primary key. If nore than one attribute
in aclass is marked as primary, then these attributes
together forma single primary key. The primary key is
intended to be used to force uni queness anong cl ass
i nstances. Therefore, there can be only one instance of
a primary key in a database. The Primary flag inplies
that the attribute is also required.

Hi erarchical This is a true or false flag that indicates that this
attribute is lexically hierarchical

Private This is a true or false flag that indicates whether or
not this attribute is private (that is, publicly not
viewable). It defaults to false. If it is true, then

only the clients that satisfy the

aut henti cati on/encryption requirenents of a guardi an
(described below) are able to view the attribute-val ue
pair.

2.3.2 O ass

A class is a collection of attributes; it is a structure, not data.
The concept is equivalent to that of a relational database table. It
is also equivalent to the second definition of schemm, above.

A class al so has sone properties that are sonetines referred to as
its "meta" information. These properties are |isted bel ow

Ver si on This is a tinme/date stanp that is used to quickly detect
when a cl ass definition has been changed.

Description This is a natural |anguage description of the class.
2.3.3 bj ect

An object is an instance of a class. It is data with a type of
<cl ass>.

2.3.4 Base C ass

Wi | e RWhoi s does not have or advocate using a specific, standardized
schema, it does inpose a few requirements. It requires that all
defined classes inherit attributes froma particul ar base class (or
base schema). The Rwhois specification does not require the actua

i npl ementation of inheritance. Instead, all classes nust include the
attributes defined in the base cl ass.
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The base class has the followi ng attributes.

C ass- Name This attribute contains the name of the class to which
the object belongs. It is the type of the object
itself. It is of type TEXT and is required.

Aut h- Ar ea This attribute contains the nane of the authority area
to which the object belongs. It, along with C ass-
Nane, definitively defines the type of the object. It
is of type TEXT and is required.

I D This attribute is a universal identifier for the
object. It is forned by choosing a string that is
unique within an authority area and appendi ng the
authority area to it, separating the local string from
the authority area nane with a period. The only
restrictions on the local string are that it nust be
uni que within the authority area and not contain the
period character. This attribute is hierarchical in
nature. It is always generated by the server (for
exanple, during a register operation). It is of type
TEXT and is required.

Updat ed This attribute is a tine/date stanp that indicates the
time of last nodification of the object. It is both
i nformational and a form of record | ocking. It
prevents two clients fromnodifying the same object at
the sanme tine. It is of type TEXT and is required

Guar di an This attribute is a link to a guardi an object
(described below). Its value is the ID of a guardian
object. It is of type IDand is optional. It is
repeat abl e, since an object may have multiple
guardi ans.

Private This attribute is a true or false flag that indicates
whet her or not an object is private (that is, publicly
not viewable). It defaults to false. If it is true,
then only the clients that satisfy the
aut henti cation/encryption requirenments of one of the
obj ect’s guardians are able to view the object. If the
object is publicly viewable, then the Private
attribute property of each of its attributes stil
appl i es.
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TTL This attribute is the "tinme-to-live" of a given
object. It is included only if an object has a
different tinme-to-live than the default given in the
Start of Authority information. Its value is specified
in seconds. It is of type TEXT and is optional

The Rwhois specification defines two standard classes that shoul d be
included in all inplementations: the referral and guardi an cl asses.

2.3.5 Referral d ass

The referral class is defined to hold referral information (typically
for link referrals). It consists of attributes defined as part of the
base class, the protocol -specific attributes described bel ow, and any
installation-specific attributes.

Ref erred- Auth-Area This attribute contains the nane of the authority
area to which the referral points. It is used as
a search key during the query routing. It is of
type TEXT and is required. It is repeatable,
since referrals can point to servers hosting nore
than one authority area.

Ref erral This attribute contains the referral itself. It
is an RWois URL. It is of type TEXT and is
required. It is repeatable, since nore than one
server can host a Referred-Auth-Area

2.3.6 @uardi an d ass

The guardian class is defined to hold security information. The
fundanmental concept behind the guardian class is that an object (or
anot her structure) is "guarded" by containing a pointer to a guardian
obj ect [Quardian]. To nodify, delete, or possibly view the guarded
obj ect, the authentication (or encryption, or both) schene nust be
satisfied. Guardians are intended to not have rank: if an object is
guarded by nore than one guardi an object, satisfying any one of those
guardians is sufficient. A guardi an object that does not have any
Guardian attribute linking it to other guardians guards itself. That
is, the authentication schene in the guardi an object itself nust be
satisfied to nodify, delete, or possibly viewit.

Guardi an objects are typically linked to actual database objects with
the Guardian attribute found in the base class. However, a guardian
may al so be linked to an entire authority area, in which case the
guardi an becones inplicitly linked to all of the objects contained
within the authority area.
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The guardi an cl ass consists of the base class, the protocol -specific
attributes described bel ow, and any installation-specific attributes.

Guar d- Scheme This attribute contains a keyword indicating the
aut henti cati on nmet hodol ogy. Its val ue nust be
under stood by both the client and server, and its val ue
dictates the contents of the Guard-Info attribute. It
is of type TEXT and is required.

Guard-Info This attribute contains that data that is used by the
Guard-Schene to verify the authentication. Its actua
format is dictated by the Guard-Schene, for exanple, it
could contain a password or Pretty Good Privacy (PGP)
public key id [RFC 1991]. For security reasons, it
shoul d not be displayed, and its Private attribute
property should be set to true. It is of type TEXT and
is required

2.4 Authority Areas

The concept of authority areas is pivotal to the Rwois architecture.
When an RWhois tree is created for a particular lexically

hi erarchi cal nanespace, the different pieces of the hierarchy are
mapped to authority areas. The npst inportant concept behind an
authority area is the ability for a portion of the RWois tree to
definitively control that portion of the hierarchy. This means that
an authority area is able to state whether or not a hierarchical tag
is in the whole RMois tree. It does this either by returning the

obj ect containing this tag, returning a referral to a sub-authority
area, or returning a response indicating that no objects were found.

This structure enables efficient routing of queries based on the
hi erarchical |abel to the piece of the hierarchy responsible for it.
For exanple, in the domai n name nanespace as served by Rwois, the

root of the tree would be an authority area naned ".", which would
del egate a "us" sub-authority area, which would del egate "va", "co",
"md", and "ca" authority areas, and so forth. Wen the server with
the "va.us" authority area is asked about "Ioudoun.va.us", it wll be

able to authoritatively state that either no "l oudoun.va.us" exists
or it will provide an object for or a referral to "l oudoun. va. us".
Further, if the server is asked about "howard.nd.us", it cannot
answer authoritatively, so it nust provide a referral to its

hi erarchi cal parent ("us" or the root).

This use of authority area strongly indicates where data shoul d be
stored within an RWois tree. Because RWois uses a specific query
routing nodel, data needs to be placed under the proper authority
area. It is certainly possible to place a piece of data under the
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wong authority area, for exanple, putting an object for
"howar d. nd. us" under the "va.us" authority area. In such cases, the
data is considered to be nisplaced and unable to be found within the
RWwhoi s tree. However, while data should be placed under the | owest
(nmost specific) authority area, it is also possible that it could be
placed in a higher (least specific) authority area, for exanple,
putting an object for "loudoun.va.us" under the "us" authority. This
may be acceptable since, in nost cases, the data would be able to be
f ound.

In addition to controlling a part of an Rwois hierarchy, an
authority area is considered to be autononmpous. Each authority area is
treated as a separate database by the protocol. However, it is
recomrended that an authority area share some core schema with the
rest of the RWois tree for interoperability reasons. Each authority
area, however, is not bound by the database schema of its

hi erarchi cal parent or by any of its sub-authority areas.

2.5 Query Routing

RWwhois is not only a directory access protocol but it can also route
queries. Routing a query involves redirecting the query to another
server that is presunmed to be closer to the desired data. To route a
query, the server first determines the location of the next server

It then either forwards the query to that server and returns the
result to the client or returns the location of that server to the
client. The location of the server nust contain its host nane (or IP
address), port nunber, and authority area.

The location of the server to which a query is routed is called a
referral. There are two types of referrals: punt and link referrals.
A punt referral is a pointer to a server that is further up an RWois
tree, and a link referral is a pointer to a server that is further
down the tree. For exanple, in Figure 1, when the server for the
"va.us" authority area routes a query up to the server for the "us"
authority area, it generates a punt referral. Aternatively, when it
routes a query down to the server for the "loudon.va.us" authority
area, it generates a link referral

Query routing depends on whether or not the search value in a query
is lexically hierarchical. If the search value is hierarchical, the
server can generate punt or link referrals using the association of
authority areas with lexically hierarchical |abels. Oherw se, the
server may send the query to a special index server that gathers the
i ndexing information for both hierarchical and non-hierarchical data
fromthe directory servers and returns referrals to these servers
[CIP]. If the server receives one or nore referrals fromthe index
server, it should return themto the client.
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It is inportant to note that the server may route a query whether it
could resolve the query or not. Even if a query has been resol ved
locally, the server may also return referrals to the client by
sending the query to the index server. For exanple, if the server for
the "com' authority area receives the "domai n Org-Nane=I BM' query, it
may return all the domain objects for IBMwithin the "com' authority
area. In addition, it may also return referrals to the server for the
"nl" authority area if that server contains domain objects for IBMin
the Net herlands and has fed the corresponding i ndexing information to
the index server. This way the client can get back information for
both "ibm conm and "i bmnl" domains

2.5.1 Query Routing Rules

An RWhoi s server routes a query based on certain rules. The objective
is to determne the |ocation of a server to which to route the query.
A query may contain one or nore query ternms. The query routing rules
are applied on each query termuntil a referral is found. The rules
are |isted bel ow

* |s the search value in the query termhierarchical? If not, go
to the next query term

* Parse the hierarchical portion of the search value. Is it is
within one of the authority areas? If not, go to the next query
term

* Does the found authority area have any referral objects
(instances of the referral class)? If not, return the "230 No
obj ects found" error to the client.

* |s the hierarchical portion of the search value within the
Ref erred-Auth- Area attribute of one of the referral objects? If
it is, return the value of the Referral attribute of the found
referral object as a link referral to the client.

* Are the search values of sonme of the query terns hierarchica
but not within any of the authority areas? If they are, return a
punt referral to the client.

* Are the search values of all the query terns non-hierarchical ?
If they are, send the query to a special index server that
gathers the indexing information for both hierarchical and non-
hi erarchical data fromthe directory servers and returns
referrals to these servers. |If the server receives one or nore
referrals fromthe index server, return themto the client.

Note that there can be nore than one referral returned to the client.

These referrals may point to servers serving different authority
areas. The client may follow themin any order
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The pseudo code for the above rules is:

for each query termin the query
if the search value in the query termis hierarchica
if the search value is within one of the authority areas
if the search value is within one of the referred authority areas
the server sends link referral (s)
el se
the server sends a "230 No objects found" error
endi f
endi f
endi f
endf or

if the search values of some of the query terns are hierarchical but
not within any of the authority areas

the server sends Punt referral (s)

endi f

if the search values of all the query terns are non-hierarchica
the server sends Referral (s) froman index server
endi f

2.6 Data Replication

An Rwhois server can replicate (duplicate) data from another Rwhoi s
server on a per-authority area basis. Data replication makes the
RWhoi s service nore reliable. Further, it increases throughput by
distributing queries to nore than one server

There can be two types of servers serving an authority area: a master
server and a slave server. A master server is where data is
registered for an authority area. It answers authoritatively to
queries in that authority area. There nust be one and only one naster
server for an authority area. A naster server is also called a
primary server.

A slave server is where data is replicated fromthe master server for
an authority area. It also answers authoritatively to queries in that
authority area. There nay be one or nore slave servers for an
authority area. A slave server is also called a secondary server.
Note that a slave server nmust not register data for an authority

ar ea.

It is reconmrended that the master and sl ave servers for an authority
area be geographically separate. Therefore, network unreachability at
one site will not conpletely shut down the RWhois service for that
authority area.
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2.6.1 Data to Replicate

In RWois, data is replicated on a per-authority area basis. The
smal | est type of data a slave server can replicate is an attribute of
a class. Therefore, a slave server can replicate data for all the

cl asses, sonme classes, or some attributes of sone cl asses.

The anmount of data a slave server can replicate each time is either
all of the data or the data that has changed since the |ast
replication. The process of replicating all of the data is called
conpl ete replication. The process of replicating the data that has
changed since the last replication is called increnental replication

2.6.2 Start OF Authority Variabl es

Each authority area has sone adm nistrative variables, defined at the
master server, to control data replication. These variables are
called the Start O Authority (SOA) variables. They are |isted bel ow

Seri al - Nurber This is the serial nunmber of the data in an
authority area. The master server shoul d update
this variable whenever the data in the authority
area is changed. Its value is a tinme/date stanp.

Refresh-Interval This is the tine interval before a slave server
checks for conplete replication. Its value is
specified in seconds.

Increnent-Interval This is the tinme interval before a slave server
checks for increnmental replication. Its value is
specified in seconds.

Retry-1nterval This is the tine interval before a slave server
tries again to connect to a master server that
appears to be out-of-service. Its value is
specified in seconds.

Ti me- To- Li ve This is the default tine to live for the data in
an authority area at a slave server. The sl ave
server should not answer authoritatively to
queries for such stale data. Its value is
specified in seconds.

Adm n- Cont act This is the emnil address of an individual or a

rol e account responsible for the data integrity in
an authority area at the master server
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Tech- Cont act This is the emai|l address of an individual or a
rol e account responsible for the operation of the
master server for an authority area.

Host mast er This is the emai|l address of an individual or a
rol e account to whom enmail nmessages to update the
data in an authority area at the master server are
sent.

Pri mary- Server This is the location of the master server for an
authority area. Its value nust contain both the
host nanme (or | P address) and port nunber of the
mast er server.

3. Protocol
3.1 Overview

The above sections describe the directory service architecture based
on the Rwhois protocol. The remaining sections describe the syntax of
the protocol; the sequence and syntax of the information exchanged
between a server and a client. There are five types of infornmation
that may be exchanged during a client/server session: directive,
response, query, result, and info.

3.1.1 Directive

A directive is a command that a client sends to a server to set a
control parameter for the session, get the neta-information (class
definitions and SOA infornmation) about an authority area, or get the
data in an authority area. The first character of a directive nust be
a "-". The server nust support the "-rwhois" directive; all other
directives are optional. The server must indicate in the banner which
directives are inplemented (see Section 3.1.9).

3.1.2 Response

A response is the information that a server returns to a client for a
directive. It is conprised of one or nore lines, and the last |ine

al ways indicates the success or failure of the directive. The first
character of each response line nust be a "% . If a server runs a
directive successfully, the |l ast response |line nmust be "%ok".

O herwi se, it nust be "%rror <error-code> <error-text>". Aline with
the string "%k" or "%rror" in the first position must occur only
once in a server response and nust always be the last line. The
server may send the "% nfo" response for special nessages.
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A client must understand the "%ok", "%rror", and "% nfo" responses.
The client nust al so understand directive specific responses, if it
uses the related directives to conmunicate with the server. For
exanple, if the client sends the "-schema" directive to the server,
the client nust understand the "% chena" response.

3.1.3 Query

A query is a command that a client sends to a server to access the
data in an authority area. The first character of a query nust not be
a "-", since the server checks the first character of each command
froma client to determne whether it is a directive or a query.

3.1.4 Result

Aresult is the information that a server returns to a client for a
query. It can be either the accessed data or referrals to other
servers. It is conprised of one or nore lines, and the last line

al ways indicates the success or failure of the query. If a server
returns either data or referrals for a query, the last result l|ine
must be "%k". Qtherw se, it must be "%rror <error-code> <error-
text>".

3.1.5 Info

An info nessage contains mscellaneous information that a server
sends to a client. The server may use it to send speci al messages,
for exanple a "nessage of the day" (MOTD), to the client. The first
info line must be "% nfo on", and the last info line nust be "%nfo
of f".

3.1.6 dient/Server Session

A typical RwWois client/server session has the followi ng sequence of
nessages.

The client connects to the server.

The server returns a banner identifying its protocol versions
and capabilities.

The client sends one or nore directives to the server

The server returns the response to each directive.

The client finally sends a query to the server

The server returns the query results.

The server closes the connection, unless the client has directed
it not to close the connection

* %

E I
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3.1.7 Exanpl es

This section gives some common exanpl es of the client/server
interaction. The notation in the exanples uses a prefix to indicate
fromwhere the information cones. A "C' indicates that the client
sends the data to the server. An "S" indicates that the server sends
the data to the client. The line is a comment when "#" is used. The
space after the prefix is not part of the data.

The followi ng exanple illustrates a successful query.

The client connects to the server.

The server returns a banner identifying its protocol versions and
capabilities.

% whois V-1.5:00ffff:00 master.rwhois.net (Network Sol utions V-1.5)
The client sends a directive to limt the nunber of search hits
to 20.

-limt 20

The server returns a successful response.

%0k

The client sends a query to search for rwhois.net domain.

domai n rwhoi s. net

The server returns the data for rwhois.net donain.

domai n: | D: dom 1. rwhoi s. net

FOOOOLOLOOLOOLOLOEOHFOVHFOFRHFOVHHREH

domai n: Aut h- Ar ea: r whoi s. net
domai n: Cl ass- Namre: donai n
domai n: Updat ed: 19970107201111000
domai n: Donmai n: r whoi s. net
domai n: Server; |:hst-1.rwhois. net
donmi n: Server; | : hst-2.rwhois. net
%0k
The server cl oses the connection
The following exanple illustrates the Iink and punt referrals.
# The client connects to the server
# The server returns a banner identifying its protocol versions and
# capabilities.
S %whois V-1.5:00ffff:00 master.rwhois.net (Network Solutions V-1.5)
# The client sends a directive to hold the connection until it sends
# a directive to close the connection
C - hol dconnect on
# The server returns a successful response.
S %ok
# The client sends a query to search for a.b.rwhois.net donmain.
C donmai n a. b. rwhoi s. net
# The server returns a link referral to a server serving the
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# b.rwhoi s. net authority area.

S %eferral rwhois://master.b. rwhois. net: 4321/ aut h- ar ea=b. rwhoi s. net
S %k

# The client sends a query to search for internic.net domain.

C dommi n internic.net

# The server returns a punt referral to a server serving the root

# authority area.

S %eferral rwhois://rs.internic.net: 4321/ aut h-area=

S %k

# The client sends a directive to close the connection

C-quit

S %ok

# The server closes the connection

The followi ng exanple illustrates a query error

# The client connects to the server

# The server returns a banner identifying its protocol versions and
# capabilities.

S %whois V-1.5:00ffff: 00 master.rwhois.net (Network Solutions V-1.5)
# The client sends a query to search for c.rwhois.net domain.

C dommi n c.rwhoi s. net

# The server returns an error, since neither data nor referrals for
# c.rwhoi s.net domain are found within the rwhois.net authority area.
S %error 230 No objects found

# The server closes the connection

3.1.8 Notation

The foll owi ng sections use the Augnented Backus-Naur Form ( ABNF)
notation to describe the syntax of the protocol. For further

i nformati on, see Section 2 of [RFC3822]. The notation in the exanples
uses a prefix to indicate fromwhere the information comes. A"C
indicates that the client sends the data to the server. An "S"

i ndicates that the server sends the data to the client. The line is a
comment when "#" is used. The space after the prefix is not part of

t he dat a.

3.1.9 CGeneral ABNF definitions

Lexi cal Tokens

al pha = n aII . IIZII / n AII . n ZII

digit ="0".."9"

hex-digit = digit / "a".."f" [ "A".. "F"
id-char = alpha / digit / " " [ "-"

any-char = <ASCI| 1..255,
except LF (linefeed) and CR (carriage return)>
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dns-char = alpha / digit / "-
emai | -char = <see [RFC 822] >
Sspace = " "

tab = <ASCI| TAB (tab)>

| f <ASCI | LF (linefeed)>

cr <ASCIl CR (carriage return)>
crif =cr If

G ammar

year = 4digit
month = 2digit
day = 2digit
hour = 2digit
mnute = 2digit
second = 2digit

mlli-second = 3digit

host - name = dns-char *(dns-char / "."

i p-address = 1*3digit "." 1*3digit "." 1*3digit "." 1*3digit
email = 1*email-char "@ host-nane

authority-area = (dns-char / ".") *(dns-char [/ "." [ "[")
object-id = 1*id-char "." authority-area

host-port = (host-name / ip-address) ":" 1*5digit

cl ass-nanme = 1*id-char

attribute-nanme = 1*id-char

attribute-val ue = 1*any-char

time-stanp = year nonth day hour minute second mlli-second
on-off = "on" [/ "off"

Note that the time-stanp nmust be in the Greenwich Mean Tine (GMI)
time zone. Also note that since in the above any-char is 1..255
ASCI| that the Rwois protocol is an 8 bit protocol

Response

The general response for every directive and query is either "% k" or
"9error". In addition, a "%nfo" response may be sent.

response = ok-response crlf / error-response crlf / info-response

ok-response = "%ok"

error-response = "% rror" space error-code space error-text

error-code = 3digit

error-text = 1*any-char

i nfo-response = "% nfo" space
space "of f" crlf

on" crlf *(*any-char crlf) "% nfo"
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Banner

The server nust send a banner to the client when the connection is
opened. The banner contains the version(s) of the protocol the
server supports and a capability I D of encoded bit flags that

i ndi cates which directives are inplenented. If the server supports
nmore than one version of the protocol, the | owest-nunbered version
must be specified first. The bits in extra-id are reserved for future
use. The end of the banner should contain a free-formstring

i ndicating the nane of the server inplenmentation. A server nust
support at |east one version of the protocol, and may accept nore
versions for conpatibility reasons.

rwhoi s- banner = "% whoi s" space version-list space host-name
[ space inplenmentation] crlf

version-list = version *("," version)

versi on = version-nunber [":" capability-id]
/[ "V-1.5" ":" capability-id

versi on-nunber = "V-" 1*digit "." 1*digit

capability-id = response-id ":" extra-id

response-id = 6hex-digit
extra-id = 2hex-digit

i mpl ementati on = 1*any-char
Pr ot ocol

The entire RWois protocol can be defined as a series of directives,
responses, queries, and results.

rwhoi s-protocol = client-sends / server-returns
client-sends = *(directives / rwhois-query)
server-returns = *(responses / rwhoi s-query-result)

3.2 Required Directives

The server mnust inplement the follow ng directives.
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3.2.1 rwhois
Descri ption

The "-rwhois" directive may be issued by the client at the start of
every session . It tells the server which version of the protocol the
client can handle. The server nust respond with a banner containing
the protocol version and directives it inplenments. This banner is the
same banner that is sent by the server when the connection i s opened,
except that the server nust indicate only one version nunber. The
banner issued when opening a connection nmay contain nore than one
versi on nunmber. The directive flags are encoded into three octets,

whi ch are described in Appendi x D.

ABNF
rwhoi s-dir = "-rwhoi s" space version-nunber [space inplenmentation]
rmhois-responggli "9 whoi s" space version space host-nane
[ space inplementation] crlf
Errors

300 Not conpatible with version
338 Invalid directive syntax

Exanpl es

# When a connection is opened, the server issues the banner

S Wwwhois V-1.0,V-1.5:00ffff:00 rs.internic.net (NSI Server 1.5.4)
# The client sends the rwhois directive.

C-rwhois V-1.5 NSI dient 1.2.3

S %whois V-1.5:00ffff:00 rs.internic.net (NSI Server 1.5.4)

S %ok

3.3 Optional Directives

The server should inplement the follow ng directives.
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3.3.1 class
Descri ption

The "-class" directive can be used by the client to get the neta-
informati on for one or nore classes in an authority area. The
response nmust contain the description and version nunber of each
specified class and may be expanded in the future with additiona
attributes. When no class name is given, the server mnmust return the
meta-information for all the classes in the authority area. Every

class record nmust end with an enpty "%l ass" |ine.
ABNF
class-dir = "-class" space authority-area *(space class-nane) crlf

cl ass-response = *cl ass-record response
class-record = *class-line "%l ass" crlf
class-line = "%l ass" space class-nanme ":"
1*any-char crlf
/ "%l ass" space cl ass-name
/ "%l ass" space cl ass-name
meta-field 1*i d-char
met a- val ue 1*any- char

"description"

"version" time-stanp crlf
meta-field ":" neta-value crlf

The following fields are required.
meta-field met a- val ue Description

description 1*any-char C ass description
Ti me/ date stanp indicating version of class,

versi on time-stanp must be updated after class definition is
changed.

Errors

338 Invalid directive syntax

340 Invalid authority area

341 Invalid class

400 Directive not avail able

401 Not authorized for directive

Exanpl es

C -cl ass rwhoi s. net donmai n host

S %l ass donmi n: descri ption: Domai n i nformation
S %l ass domai n: versi on: 19970103101232000

S %l ass
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S %l ass host:description: Host information
S %l ass host:version: 19970214213241000

S %l ass

S %ok

3.3.2 directive
Descri ption

The "-directive" directive can be used by the client to get

i nformati on about the directives that the server supports. The
response nust contain the nane and description of each specified
directive and may be expanded in the future with additiona
attributes. When no directive nane is given, the server nust return

i nformati on about all the directives. Every directive record nust end

with an enmpty "%lirective" I|ine.
ABNF
directive-dir = "-directive" *(space directive-name) crlf

directive-nanme = 1*id-char
directive-response = *directive-record response

directive-record = "%lirective" space "directive" ":" directive-nane
crlf *directive-line "%irective" crlf
directive-line = "%lirective" space "description" ":" 1*any-char crlf

/| "9%irective" space attribute-name attribute-value crilf

Errors

338 Invalid directive syntax
400 Directive not avail able
401 Not authorized for directive

Exanpl es
Wt hout paraneters

-directive

%li rective directive:rwhois

%li rective description: RWhois directive
%lirective

%li rective directive:quit

%li rective description:Qit connection
%lirective

Yok

NnuuLLLOumO
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Wth paramneters:

C -directive quit

S %lirective directive: quit

S %lirective description: Qit connection
S %lirective

S %ok

3.3.3 display
Description

By default, the server uses the dunp format for the output of a query
result. The output format can be changed with the "-display”
directive. Wen no paraneter is given, the server nust list all the
display formats it supports. Every display record nmust end with an
enpty "%li spl ay" |ine.

Currently, only the dunp format is standard and nmust be supported by
the server. Oher output formats may be added in the future. See
Section 3.4 for the definition of the dunp format.

ABNF

di splay-dir = "-display" crlf
[ "-display" space display-nane crlf
di spl ay-name = 1*id-char
di spl ay-response = *(display-record) response

di spl ay-record = "%li spl ay" space "nane" ":" display-nanme crlf
*di splay-line "%lisplay" crlf
di splay-line = "%i spl ay" space attribute-nanme ":"

attri bute-value crlf
Errors

338 Invalid directive syntax

400 Directive not available

401 Not authorized for directive
436 Invalid display format

Exanpl es

Get the avail able display formats.
-di spl ay

%li spl ay nane: dunp

%li spl ay

Yok

nunmoH
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# Change the active display fornmat.
C -display dump
S %ok

3.3.4 forward
Descri ption

The "-forward" directive instructs the server to follow all the
referrals and return the results to the client. This directive can be
used to run an RWhois server as a proxy server. The default val ue
must be "off". When the value is set to "on", the server nust not
return referral s.

ABNF

forward-dir = "-forward" space on-off crlf
f orwar d-response = response

Errors

338 Invalid directive syntax
400 Directive not avail able
401 Not authorized for directive

Exanpl es

C -forward on
%ok

S
C -forward off
S %k

3. 3.5 hol dconnect
Descri ption

Normal Iy, the server closes the connection after each query. This
behavior is controlled by the hol dconnect state, which can be changed
with the "-holdconnect" directive. Wen the hol dconnect state is set
to "of f", the server nust close the connection after a query; when it
is set to "on", the server nust not close the connection after a
query. By default, the hol dconnect state must be set to "off" for
each connecti on.
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ABNF

hol dconnect-dir = "-hol dconnect"” space on-off crlf
hol dconnect - response = response

Errors

338 Invalid directive syntax

400 Directive not avail abl e

401 Not authorized for directive
Exanpl es

C - hol dconnect on
S %k

C - hol dconnect off
S %ok

3.3.6 limt
Descri ption
When returning a query result, the server should linmit the nunber of
objects returned to the client. The "-linit" directive changes this
limt. The default and maxinumlimt is server-dependent. The client

can get the current Iimt by using the "-status" directive (see
Section 3.3.13).

ABNF

limt-dir ="-limt" space 1*digit crlf
limt-response = response

Errors
331 Invalid limt
338 Invalid directive syntax

400 Directive not avail abl e
401 Not authorized for directive

Exanpl es

C-limt 100
S %k
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3.3.7 notify
Descri ption
The "-notify" directive perforns several functions.

* |f the server returns a referral that results in an error, the
client can report the bad referral to the server using the
"badref" option.

* When the client follows referrals and goes through the sane
referral twice, that referral is a recursive referral and causes
a referral loop. The client can report the recursive referral to
the server using the "recurref" option

* When the data in an authority area changes, a master server can
use the "update" option to notify its slave servers to update
t he dat a.

* The "inssec" option allows an RWhois server to register itself
as a slave server for an authority area with a master server.
The master server may reject the request on the basis of its
regi stration policy.

* The "del sec” option allows a slave server to cancel its
registration with the nmaster server

ABNF

notify-dir = "-notify" space "badref" space referral -query crlf
[ "-notify" space "recurref" space referral-query crlf
/[ "-notify" space "update" space host-port ":" authority-area crlf
/[ "-notify" space "inssec" space host-port ":"
authority-area crlf
[ "-notify" space "del sec" space host-port
authority-area crlf
referral -query = referral -url space [cl ass-nane space] query
notify-response = response

See Section 3.4 for the definitions of referral-url and query.
Errors

338 Invalid directive syntax

340 Invalid authority area

342 Invalid host/port

400 Directive not avail abl e

401 Not authorized for directive
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Exanpl es

# The client reports a bad referral to rwhois.foobar.comto the

# server.

C -notify badref rwhois://rwhois.foobar.com 4321/ aut h- ar ea=f oobar. com
domai n foobar.com

S %ok

# The client reports a recursive referral to rwhois.foobar.comto the

# server.

C -notify recurref rwhois://rwhois.foobar.com 4321/ aut h- area=
f oobar.com contact Last- Name="Beebl ebr ox"

S %ok

# The master server for the foobar.comauthority area notifies its

# sl ave servers to update the data.

C -notify update naster.foobar.com 4321: f oobar. com

S %ok

# The server rwhoi s2.foobar.comregisters as a slave server for the

# foobar.comauthority area

C -notify inssec rwhois2. foobar.com 4321: f oobar. com

S %ok

# The server rwhoi s2.foobar.comcancels its registration as a sl ave

# server for the foobar.comauthority area

C -notify del sec rwhoi s2. foobar.com 4321: f oobar. com

S %ok

3.3.8 quit
Descri ption

The "-quit" directive can be used by the client to close the
connection. Before the server closes the connection, it nust respond
with "%ok".

ABNF

quit—dir ="-quit" crlf
qui t-response = response
Errors

No errors.
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Exanpl es

C-quit

S %ok

3.3.9 register

Descri ption

The "-register" directive can be used by the client to add, nodify,
or delete objects in the server’'s database. The client nust wait to
send the registration data until the "% k" response is received from
the server. This directive has the follow ng options.

*

*

The "add" option indicates that the object being sent should be
added to the server’s database

The "nod" option indicates that the object being sent is a
nmodi fi cation of an object that already resides on the server’s
dat abase. During a nodify operation, the "_NEW" tag is used to
delineate the end of the original (unnodified) object and the
begi nning of the replacenment object. That is, the identifying
characteristics of the original object are sent first, then the
" NEW" separator is sent, and then the entire repl acenent

obj ect is sent.

The "del" option indicates that the object being sent should be
del eted fromthe server’s database

After a register operation (add, nodify, or delete an object) in an
authority area, the server should update the "Serial - Nunber" vari abl e
in the SOA information for the authority area. This is useful for
data replication because a sl ave server checks the "Serial - Nunber"
variable to detect a data change at the master server (see Section
3.6.2).

ABNF

register-dir = register-on space "add" space nmaintainer-id crlf

regi ster-on =
regi ster-off
regi st er-add
regi st er-nod

regi ster-add register-off

/ register-on space "nod" space maintainer-id crlf
regi ster-nod register-off

/ register-on space "del" space naintainer-id crlf
regi ster-del register-off

"-register" space "on"

"-register" space "off" crlf
1*(register-line crlf)

1*(register-line crif) " _NEW" crlf
1*(register-line crlf)

register-del = 1*(register-line crlf)
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mai ntainer-id = emai |
register-line = attribute-nane
regi ster-on-response = response
regi ster-off-response = "%egister"” space "ID'" ":" object-id crlf
response
| "% egister" space "Updated"
| response

attri bute-val ue

time-stanp crlf response

* The server nust return the register-on-response for the
"-register on" directive and the register-off-response for the
"-register off" directive.

* The maintainer-id identifies, for maintenance purposes, the
sender of registration information. The server should not use it
to authenticate the sender.

* For the "add" option, the client nust send all the required
attributes for the object, including the C ass-Name and Aut h-
Area attributes. However, the client must not send the ID and
Updated attributes. These attributes are assigned by the server
and returned in the response.

* For the "nod" option, the client nmust send the identifying
information for the object to be nodified, foll owed by the
" NEW" separator and the entire replacenent object. The
identifying informati on nust contain the I D and Updated
attributes; it may contain other attributes, but the server may
not check them The ID, Auth-Area, and C ass-Nane attributes
must match in both the original object data and the repl acenent
object. The original object data is sent before the repl acenent
object to enable the server to lock the record in the database.

* For the "del" option, the client nust send the identifying
informati on for the object to be deleted. The identifying
i nformati on nust contain the ID and Updated attributes; it may
contain other attributes, but the server may not check them

Errors

120 Registration deferred

320 Invalid attribute

321 Invalid attribute syntax

322 Required attribute m ssing
323 hj ect reference not found
324 Primary key not unique

325 Failed to update outdated object
336 Obj ect not found

338 Invalid directive syntax

340 Invalid authority area

341 Invalid class

400 Directive not avail able

401 Not authorized for directive
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Exanpl es

Add an obj ect.

-register on add joe@etsol.com
%ok

Cl ass- Nane: cont act

Aut h- Area: a. com

Fi r st - Nanme: Scot t

Last - Nane: Wl | i anson

Narme: W1 | i amson, Scott

Emai | : scottw@. com

-register off

% egi ster | D:23456789. a.com

% egi ster Updat ed: 19961205224403000
%ok

Modi fy an obj ect.
-register on nod joe@etsol.com
%ok

I D: 23456789. a. com

Updat ed: 19961205124403000
_NEW.

Cl ass- Nane: cont act

Aut h- Ar ea: a. com

| D: 23456789. a. com

Fi r st - Nane: Scot t

Last - Nane: WI | i anson

Narme: W1 | i amson, Scott
Emai | : sw@. com

-register off

%ok

Del ete an obj ect.

-register on del joe@etsol.com
%ok

| D: 23456789. a. com

Updat ed: 19961205224403000
-register off

Yok

VCOOOLOHE VOOOOOOOOOOOLOHE VLOLLOOOOOOOWLOH

3.3.10 schemn
Descri ption
The "-schema" directive can be used by the client to get the
attribute definitions of one or nore classes in an authority

the client specifies class nanes, the server nust return the
attribute definitions of the specified classes. Qtherw se, t

WIlianson, et. al. I nf or mat i onal
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must return the attribute definitions of all the classes in the
authority area. Every schema record must end with an enpty "%chem"
I'ine.

ABNF

schema-dir = "-schema" space authority-area *(space cl ass-nane) crlf
schema-response = *schema-record response
schema-record = *schema-line "%chema" crlf
schema-line = "%chema" space class-name ":"
attribute-value crlf

attri but e- name

Errors

338 Invalid directive syntax

340 Invalid authority area

341 Invalid class

400 Directive not avail able

401 Not authorized for directive

Exanpl es

-schenma map

%schema map: attri bute: d ass- Nane

%schema map: descri ption: Type of the object
%schema map: type: TEXT

%chema map: format:re:[a-zA- Z0-9-]+
%schenma map: i ndexed: OFF

%scherma map: required: ON

%chema map: multi-line: OFF

%schema map: r epeat abl e: OFF

%schema map: primary: OFF

%schema map: hi erarchi cal : OFF

%schenma map: pri vat e: OFF

%schema

%schenma map: attribute: I D

%schema map: descri ption: d obal Iy uni que object identifier
%schema map:type: TEXT

%chema map: format:re:[0-9] +.[a-zA-Z0-9. -]+

NOLOLLLLLOLOLLOLOLOOLOOO
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%schema map: i ndexed: ON

%schema map: required: ON

%chema map: mul ti-1ine: OFF

%schema map: r epeat abl e: OFF

%schema map: primary: ON

%schema map: hi erarchi cal : OFF

%chema map: private: OFF

%schema

This is an abbrevi ated exanple, nore attributes usually foll ow
Yok

NHEOLLOLOLOLOWOW

3.3.11 security
Descri ption

The "-security" directive enables either a client request or a server
response to be authenticated and/or encrypted. Currently, RwWois uses
two standard security nethods: password and PGP. Password provides
aut henti cation only, and PGP provi des both authenticati on and
encryption. This directive can be used to securely access or update
any information (neta or data) in an authority area that is protected
by one or nore guardi an objects.

ABNF

security-dir = "-security" space "on" space direction space
security-nethod [space security-data] crlf
security-payload ["-security" space "off" crlf]

direction = "request" / "response"

security-nethod = "password" / "pgp" / 1*id-char

security-data = password-data / pgp-data / 1*any-char

password-data = 1*any-char

pgp-data = "signed" / "encrypt" [space key-id] / "signed-encrypt”

[ space key-id]
security-payload = *(*any-char crlf)
security-response = response

* The "password" security-nmethod is available in the "request™
direction only. For password, the security-data is a cleartext
passwor d.

* The "pgp" security-nmethod is available in both the "request" and
"response" directions. For PGP, the security-data indicates how
to treat the security-payl oad: signed, encrypted, or signed and
encrypted. To encrypt the security-payload in the "response"
direction, the security-data nmust include the public key ID with
which to encrypt it.
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Errors

338 Invalid directive syntax

352 Invalid security nethod

353 Authentication failed

354 Encryption failed

400 Directive not available

401 Not authorized for directive

Exanpl es

Aut henticate a request using password.
-security on request password hello!1l
%0k

Aut henticate a PGP signed request.
-security on request pgp signed
%ok

-register on nod joe@etsol.com
%0k

————— BEG N PGP MESSAGE- - - - -
Version: 2.6.2

owHr ZJj KzMpgdP9D9cr UhdpBYnwHGRNPbnvhiHl V7 Hef 9j e/ n7vyzhnE6589/ +Dg
j PpVb9t Nz92vPSnt FB/ 4ankBRz+xgY+7z90UY] ef GahbWBNwz zxbwe TpWZGer U+
uQUg/ Cygs33JBdHgj wec+wyf ZPp+N5p2bu+ywoaOu8elLPyn+m2M / T9p1UaG68vP
Zd2d9EPw+Ywpi 07dco6yh3b/ v7zmxJHecWyaVFSSUDEH 6\VWBkZbi amvt Y6i Xq
Jef nKnCFFqKI gSmBI aWpoZGhmyGhgZnBg YGx g YKHAS5y QAF+v6JeamN Xn55Uk
JpcocDMN nToGhal JI pB9cf 7uYbHEGKW / VumJXFJRBOwec n5J UBdPokwgf DivhlzM
xNzi / DwFLj QBHQWbat f cxMwecg+JyB6h5AA==

=al0sQ

-register off
Yok

Encrypt a response using PGP. 52160ECL is the public key ID wth
whi ch the response is encrypted.

-security on response pgp encrypt 52160EC1

Yok

-xfer com cl ass=donmai n attri but e=Domai n- Nane

attri but e=Organi zati on- Nane

----- BEG N PGP MESSAGE- - - - -

Version: 2.6.2

OVNOHRE NVOOOOOOOOOOOOONOLOHE OWOH

hl wDgWM K11 WDs EBBACOXss TzD2ChB7Vj j 2cNURScpJc2as2ThUDOQ wkT+8qFgG
ZyRf kt pWNNTawRl cGOk1Kcs84z8a3vvTA/ of e9vZexHt zf JwBHFdi | ZxPuCEpvgv
2ppK7Wyl mHGEe QKVBJ JHYW7 Fq83CUke GIBOP1MBCQ XeWBh8MnAuhx Sghgt 23PKYA
AABUhKkNnJr Xeh90OmB1+MryzgLOyM/'sj DYnt t U9sj / yuOYmAhSOV+34MT/ Mwn4wOs

nNnununnnm

Wl lianson, et. al. I nf or mat i onal [ Page 34]



RFC 2167

2BCsJqBHXb
HDh Xy nki PO
=vZ2X

nuunnnm

3.3.12 soa
Descri ption

The "-soa" d
i nformation

nane is give
authority ar

ABNF

soa-dir = "-
soa-response
soa-record =
soa-line ="
/ "9Y%soa"
"0so0a"
"osoa"
"oUsoa"
"Uso0a"
"0so0a"
"0so0a"
"0so0a"
"osoa"
"oUsoa"

~ YN Y Y Y Y~

RwWhoi s Pr ot ocol June 1997

WOUYKs 02p0sedj yKFt ZRSNDPWNTOQy AP+0NMTj suf y6ZRa9PegUCHt
3MKMWKL/ / 7X0=

----- END PGP NMESSAGE- - - - -

irective can be used by the client to retrieve the SOA
for one or nore authority areas. Wen no authority area
n, the server nmust return the SOA information for all the
eas. Every SOA record nust end with an enpty "%oa" line.

soa" *(space authority-area) crlf
= *soa-record response
*soa-line "%oa" crlf

%so0a" space "authority"”

space "ttl" ":" 1*digit crlf

space "serial" ":" time-stanp crlf

authority-area crlf

space "refresh" ":" 1*digit crlf
space "increnment” ":" 1*digit crlf
space "retry" ":" 1*digit crlf

space "tech-contact” ":" email crlf
space "adm n-contact" ":" email crlf
space "hostmaster" ":" email crlf

space "primry"
space attribute-name

host-port crlf
":" attribute-value crlf

The server nust return the followi ng SOA information for an authority

ar ea.
attri but e-name
aut hority

ttl

seri al

WIIlianson, et.

attri bute-val ue Comments
authority-area This is the nane of the authority area.

1*digit This is the default tine to live for
the data in the authority area.

time-stanp This is the serial nunber of the data

in the authority area; it changes
when t he data changes
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refresh

i ncrement

retry

t ech- cont act

adm n- cont act

host mast er

primary

Errors

338 Invalid directive syntax
340 Invalid authority area
400 Directive not avail abl e

1*digit
1*digit
1*digit
emai |
emai |
emai |
host - port

RwWhoi s Pr ot ocol June 1997

This is the tine interval before a
sl ave server checks for conplete
replication.

This is the tine interval before a
sl ave server checks for increnental
replication.

This is the tine interval before a

sl ave server tries again to connect
to a master server that appears to be
out - of - servi ce

This is the contact for the operation
of the master server

This is the contact for the data
integrity at the naster server

This is the contact for sending update
requests at the nmaster server.

This is the host nane (or |P address)
and port nunber of the master server.

401 Not authorized for directive

Exanpl es

C -soa org

S %soa authority:org
S %soa ttl: 86400

S

S %soa refresh: 3600
S %soa increnment: 1800
S %o0a retry: 180

S

S

S

S

S ¥%soa

S %ok

WIIlianson, et.

al .

oso0a serial:19961119111535000

%s0a tech-contact:tech@nternic. net
%so0a adm n-cont act:adm n@ nt erni c. net
%s0a host mast er: host mast er @ nt er ni ¢. net
%o0a primary:rs.internic.net:4321
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3.3.13 status
Descri ption

The "-status" directive can be used by the client to get various
status flags fromthe server. The response nust include the nunber of
objects in all the authority areas, the current display format, the
server contact information, and the status flags for the state-

oriented directives: "-limt", "-holdconnect", and "-forward"
ABNF

status-dir = "-status" crlf

status-response = *status-line response

status-line = "% tatus” space "limt" ":" 1*digit crlf

[/ "%tatus" space "hol dconnect"” on-off crlf

/| "Y%status" space "forward" ":" on-off crlf

/| "Y%tatus" space "objects" ":" 1*digit crlf

[ "9%status" space "display" ":" 1*any-char crlf

/| "Ystatus" space "contact" ":" email crlf

/| "Ystatus" space attribute-name ":" attribute-value crlf
Errors

338 Invalid directive syntax
400 Directive not avail abl e
401 Not authorized for directive

Exanpl es
C -status
S %status limt:20
S %status hol dconnect : OFF
S %status forward: OFF
S Y%status objects: 12345
S Y%status display:dunp
S %status contact:joe@whois. net
S %ok
3.3.14 xfer
Descri ption

The "-xfer" directive can be used by the client (generally, a slave
server) to transfer the data in an authority area. The client can
control the anount of data transferred using one of the follow ng
options.
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*

ABNF
xf er

attr

7 RwWhoi s Pr ot ocol June 1997

serial -nunmber: The client can transfer all the objects that have
been added, nodified or deleted since a certain time, specifying
the serial -nunber that indicates that time. This option is used
for incremental replication.

class: The client can linit the data transfer to one or nore

cl asses, using the "class=<cl ass-nane>" option. The server nust
return data for only the specified classes. If no class nanme is
specified, the server nust return data for all the classes.
attribute: The client can limt the data transfer to one or nore
attributes of a class, using the "attribute=<attri bute-name>"
option in conbination with the "cl ass=<cl ass-nanme>" option. The
server must return data for only the specified attributes of the
class. The client can specify nultiple "class=" and "attribute="
pairs.

-dir = "-xfer" space authority-area *attri bute-def

[ space serial -nunber] crlf
i but e- def [ space "class=" cl ass-name] *(space "attribute="
attri but e- nane)

serial -nunber = tine-stanp

xfer

-response = *xfer-record response

xfer-record = *xfer-line "%fer" crlf

xfer-line = "Wfer" space cl ass-nane

Erro

332
333
338
340
341
342
400
401

attri but e-name
attri bute-value crlf

rs

Not hing to transfer

Not master for authority area
Invalid directive syntax
Invalid authority area
Invalid class

Invalid attribute

Directive not avail abl e

Not aut horized for directive
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Exanpl es
C -xfer com cl ass=donmai n attri bute=Domai n- Nane
attri but e=Organi zati on- Nane
S %fer donmi n: Dorai n- Name: acre. com
S %fer domain: Organi zati on- Nane: Acne | nc.
S %fer
S %fer domai n: Domai n- Nanme: vogon. com
S %fer domain: Organi zat i on- Nane: Vogon Heavy | ndustries
S Wfer
S %ok
3.3.15 X
Descri ption

The "-X" directive is used to specify an additional, non-standard
directive. It can be inplenented by executing an external program by
internal functions, or by other nmeans. It may interact with the
client or sinply produce output |like one of the standard directives.

ABNF

x-dir = "-X-" x-directive [space x-argunents] crlf *x-line
x-directive = 1*id-char

X-argunments = *any-char

X-response = *(*any-char crlf) response
x-line = *any-char crlf

Errors

338 Invalid directive syntax

400 Directive not avail able

401 Not authorized for directive

Exanpl es

The foll owi ng exanpl e uses an inpl enentati on that executes an
external program the UNI X "date" comrand. The server runs the "date"
command and returns its output to the client.

C -X-date

S Mon Jan 6 13:21:20 EST 1997
S %k
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3.4 Query
Descri ption

The query allows the client to retrieve objects fromthe server’s
dat abase. The server nust support the follow ng types of queries.

* Unrestricted query: It is a single word or a quoted string. The
server must return all the matchi ng objects where one or nore
attributes match the query, regardl ess of the class.

* Class-restricted query: It is a class nanme specified in front
of the unrestricted query. The server nust return all the
mat chi ng obj ects where one or nore attributes of the specified
class match the query.

* Attribute-restricted query: It is of the
"<attribut e-nane>=<search-string>" form The server nust return
all the matching objects where the specified attribute matches
the query.

The server may inplenment the follow ng types of queries.

* Bool ean operator query: It consists of sinpler queries conbined
usi ng the "and" and "or" operators.

* WIld card query: It consists of an asterisk ("*") in the front
and/ or at the end of the search string. The server may support
partial matching using the asterisk

In response to the query, the server will return the objects that
match the query. If the server does not support conpl ex queri es,
with, for exanple, wild cards or bool ean operators, the server nmay
return the "351 Query too conplex" error. Wen the nunber of objects
found exceeds the linmt (set by the "-limt" directive), the server
shoul d return the objects, followed by the "330 Exceeded maxi num
objects limt" error.

The default object output format is the dunp format that uses the
"<cl ass- name>: <attri but e- nane>; <type character>: <attri bute-val ue>"
form The type character is optional and identifies the type of the
attribute value. The type character is a shorthand for the Type field
of the attribute definition (see Section 2.3.1). The type characters
are defined as foll ows.
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Type Attribute
character Type

T TEXT

| I D

S SEE- ALSO

When no type character is given, the client should assune the "T"
type character. The server nust provide the type character when the
attribute type is I D or SEE-ALSO The purpose of the type character
is to aid the client in displaying the data. For exanple, when an
attribute value is an ID, the client may indicate to the end-user
that it is possible to retrieve the object indicated by the ID

The server may return one or nore referrals in the "%eferral

rwhoi s: // <host - nane>: <port - nunber >/ aut h- area=<aut hority area>" form
The client can distinguish multiple referrals by conparing their
authority areas; if all the referrals refer to the sane authority
area, the client should follow only one of them Oherw se, the
client should follow all of them To follow a referral, the client
must connect to the specified host nane and port nunber, and issue
the same query.

ABNF

rwhoi s-query = [cl ass-nane space] query crlf
query = query-string / attribute-query / query bin-bool ean query

query-char = <any-char, except """, space, tab>
quot ed- query-char = query-char / space / tab / "
query-string = ["*"] 1*query-char ["*"] [ """ ["*"]

1*quot ed- query-char ["*"] """
attribute-query = attribute-nane "=" query-string
bi n-bool ean = "and" / "or"

rwhoi s-query-result = *(query-record / referral-record) response
query-record = 1*query-line crlf

query-line = class-nane ":" attribute-nane [";" type-char] ":"
attribute-value crlf

type-char ="T" / "I" [ "S"

referral-record = 1*(referral-line crif)

referral-line = "% eferral” space referral -url

referral-url = "rwhois" ":" "//" host-port "/" "auth-area="

aut hority-area
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Errors
130 bject not authoritative
230 No objects found
330 Exceeded maxi num objects limt
340 Invalid authority area
341 Invalid class
342 Invalid attribute
350 Invalid query syntax
351 Query too conpl ex
Exanpl es
This exanple illustrates a query, where no objects are found.
C vogon
S %rror 230 No objects found
This exanple illustrates a query, where two different objects are
ret ur ned.
C i bm

;1 D: 1 BMLI FEPRO- DOM com

: Aut h- Ar ea: com

: Domai n- Name: | BMLI FEPRO. COM
:Org- Nane: | BM

:Server ;| :NS12345- HST. NET
:Server ;| :NS12345- HST. NET

: Admi n- Cont act ; | : TWL.234. COM
: Tech-Cont act ; | : BN123. NET

: Updat ed: 19961120123455000

donai
donai
donai
dommai
dommai
donai
donai
donai
donai
dommai
dommai

5 333533535 35 35 33535

: Cl ass- Name: donmai n

networ k: | D: NET-1 BMNET-3.0.0.0/0
net wor k: Aut h- Area: 0.0.0.0/0

net wor k: Net wor k- Nane: | BMNET- 3

net wor k: | P- Net wor k: 123. 45. 67. 0/ 24
net wor k: Or g- Nane: | BM

network: G ty: Bl ack Pl ains

net wor k: St at e: NY

net wor k: Post al - Code: 12345

net wor k: Count ry- Code: US

net wor k: Tech- Cont act ; | : MG305. COM

net wor k: Updat ed: 19931120123455000
net wor k: Updat ed- By: j oebl o@i c. ddn. mi |
net wor k: Cl ass- Nane: net wor k

NOLOLLLLOLLOLOLLOLOLOLOLLOLLOLOLOOLOOnO

WIlianson, et. al. I nf or mati ona

: Updat ed- By: aut or eg@ nt er ni c. net

net wor k: Street - Address: 1234 Maneck Avenue
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S

S %ok

This exanple illustrates a query with a class restrictor, where the
nunber of objects found exceeds the |limt set by the "-limt"
directive.

C-limt 1

S %ok

C domain i bm

S domai n: | D: | BMLI FEPRO- DOM com

S donai n: Aut h- Area: com

S donai n: Domrai n- Nane: | BMLI FEPRO. COM

S donmai n: Or g- Nane: | BM

S domai n: Server ;| : NS12345- HST. NET

S domai n: Server; | : NS12345- HST. NET

S domai n: Adm n- Cont act; | : TWL234. COM

S donai n: Tech- Cont act ; | : BN123. NET

S domai n: Updat ed: 19961120123455000

S donuai n: Updat ed- By: eri ce@ nt erni c. net

S donai n: d ass- Nane: domai n

S

S %error 330 Exceeded maxi mum objects limt

This is an exanple of attribute nmatching.

C domai n Domai n- Nane=konabo. com

S dommi n: | D: 12345678. com

S donmi n: Aut h- Area: com

S donmi n: Domai n- Nane: konabo. com

S domai n: Or g- Nane: ACME

S domai n: Server ;| :12345670. com

S domai n: Server;|:12345671. com

S dommi n: Adm n- Contact; |:12345660. com
S donmmi n: Tech- Cont act ;1 : 12345665. com

S donai n: Updat ed: 19961120123455000

S donuai n: Updat ed- By: j oebl o@ nt er ni c. net
S domai n: Cl ass- Namre: domai n

S

S %ok

This exanple illustrates a link referral

C domai n a. b. rwhoi s. net

# The server returns a link referral to a server serving the

# b.rwhois.net authority area.

S Weferral rwhois://master.b.rwhois. net: 4321/ aut h- ar ea=b. rwhoi s. net
S %ok
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This exanple illustrates a punt referral

C donmai n internic.net

# The server returns a punt referral to a server serving the root
# authority area.

S %Weferral rwhois://rs.internic.net: 4321/ aut h-area=

S %ok

This exanple illustrates nultiple referrals that refer to the sane
authority area. The client should follow only one of them

C dommi n a. b. rwhoi s. net

# The server returns link referrals to two RWMois servers serving the
# b.rwhoi s. net authority area.

S %eferral rwhois://master.b.rwhois. net: 4321/ aut h- ar ea=b. rwhoi s. net
S %eferral rwhois://slave.b.rwhois. net: 4321/ aut h- ar ea=b. rwhoi s. net

S %ok

This exanple illustrates multiple referrals that refer to different
authority areas. The client should follow all of them

contact Last- Name="Beebl ebr ox"

The server returns a link referral to a server serving the

b. rwhoi s. net authority area.

% ef erral rwhois://mster.b.rwhoi s. net: 4321/ aut h- ar ea=b. rwhoi s. net
The server also returns a punt referral to a server serving the
net authority area since the query matched an entry in the

non-hi erarchi cal index received fromit.

%eferral rwhois://rs.internic.net: 4321/ aut h- ar ea=net

%ok

N EE T e
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This is an exanpl e of a bool ean operator and wil dcard matchi ng.

NOLNnLLLLOLOLOLOLOLOOOO

%ok

i bm and j ubli ana*

host : | D: JUBLI ANA- HST. r oot

host : Aut h- Area: .

host : Host - Nane: JUBLI ANA. TRL. | BM CO. JP
host : | P- Addr ess: 123. 156. 220. 68

host : Or g- Name: | BM

host: Street - Address: 1234 Maneck Avenue
host: City: Bl ack Pl ai ns

host: St at e: NY

host : Post al - Code: 12345

host : Count ry- Code: US

host : Updat ed: 19961120123455000

host : Updat ed- By: j oebl o@i c. ddn. mi |
host : O ass- Nane: host

3.5 Connection Model

An RWhois client can connect to an RWois server using one of the
foll owi ng transport protocols.

3.5.1 Transm ssion Control Protocol (TCP)

TCP provides a reliable streamtransport service between a client and

a server.

In RWois, TCP is the default transport protocol because,

during a particular session, a client can send nore than one query
and a server can reliably return a | arge ambunt of data for each of
those queri es.

st andar d,

4321. However,
avail abl e port

3.5.2 User

By default, a TCP Rwhois server should run on the

I nternet Assigned Number Authority (IANA)-assigned port

if port 4321 is not available, it may run on an
in the non-reserved range (1024 - 65535).

Dat agr am Pr ot ocol (UDP)

UDP provi des an unreliabl e connectionless transport service between a
client and a server. In RwWois, UDP may be used as the transport

if aclient wants to quickly send only one query, w thout
incurring the overhead of establishing a TCP connection with a

By default, a UDP Rwhois server should run on the standard,

I ANA- assi gned port 4321. However, if port 4321 is not available, it
may run on an avail able port in the non-reserved range (1024 -

A separate docunment will describe the use of UDP as the
transport protocol in Rwois.

pr ot ocol

server.

65535) .
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3.6 Data Replication

Thi s section discusses when and how a sl ave server should replicate
data. Further, it describes the server registration and | ocation
mechani sns.

3.6.1 Wen to Replicate Data

The tinme when a slave server may replicate data for an authority area
is determ ned by the SOA variables for that authority area. The
possible tinmes are the foll ow ng.

* When the "Refresh-Interval" expires, a slave server may
compl etely replicate data.

* When the "Increment-Interval "™ expires, a slave server may
incrementally replicate data.

* A slave server fails to connect to its master server to
replicate data. Wien the "Retry-Interval" expires, it tries
again to replicate data.

* When the data in an authority area is changed and its "Seri al -
Nunber” updated, a master server may notify its slave servers to
i medi ately update the data. To notify about the data change,
the master server should send the "-notify update <host-
nane>: <port - nunber >: <aut hority-area>" directive to its slave
servers.

3.6.2 How to Replicate Data

To replicate data, a slave server sends a series of directives to its
mast er server and checks each response before sending the next
directive. The follow ng sections describe the protocols for

compl ete and increnmental replication

Conpl ete Replication

The protocol between a nmaster server and a slave server to conpletely
replicate data for an authority area is as foll ows.

1. The sl ave server should connect to the nmaster server. If there
is a connection error, the slave server should | og an error and
exit.

2. The sl ave server should send the "-soa <authority-area>"
directive to the master server and parse the SOA variables from
the response. Let the "Serial-Nunber"” variable in this response
be call ed the "ol d-serial - number™.
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3. The sl ave server should send the "-class <authority-area>"
directive to the master server and parse the versions of all the
cl asses fromthe response.

4. The sl ave server should send the "-schema <authority-area>"
directive to the naster server and parse the definitions of all
the classes fromthe response.

5. The sl ave server should send the "-xfer <authority-area>"
directive to the master server and parse the data objects from
the response. The master server should return all the data
obj ects, excluding the deleted ones, in the authority area. The
sl ave server shoul d i ndex these data objects.

6. Wien the "Refresh-Interval" expires, the slave server should
to the master server. If there is a connection error, the slave
server should try again after the "Retry-Interval"”

7. The sl ave server should send the "-soa <authority-area>"
directive to the naster server and parse the SOA variables from
the response. Let the "Serial-Nunber" variable in this response
be called the "newserial -nunber”. If the "newserial-nunber" is
not greater than the "ol d-serial-nunber", go back to step 6
O herwise, it indicates a data change at the master server.

8. The sl ave server should send the "-class <authority-area>"
directive to the naster server and parse the versions of all the
classes fromthe response. If the version of any of the cl asses
has changed, the slave server should send the "-schem
<authority-area>" directive to the master server and parse the
definitions of all the classes fromthe response.

9. The sl ave server should send the "-xfer <authority-area>"
directive the nmaster server and parse the data objects fromthe
response. The master server should return all the data objects,
excluding the deleted ones, in the authority area. The sl ave
server should index these data objects and seanl essly repl ace
the old index with the new one. Further, it should assign the
"new-serial -nunber” to the "ol d-serial - nunber"”.

10. Go back to step 6

Note that the "-class", "-schema", and "-xfer" directives change when
a slave server replicates data for only a subset of the schema for an
authority area.

In the followi ng exanple, a slave server conpletely replicates data
for all the classes in an authority area. The notation in the exanple
uses a prefix to indicate fromwhere the information is comng. An
"M indicates that the master server sends the data to the slave
server. An "S" indicates that the slave server sends the data to the
master server. The line is a comment when "#" is used. The space
after the prefix is not part of the data. The exanple authority area
is "rwhois.net".
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#
M
S
M
M
M

VHHJHBOHREHOEH TSI SIS SRR ORRORTO S

The sl ave server connects to the master server
% whois V-1.5:00ffff: 00 master.rwhois. net
-soa rwhoi s. net

%soa serial : 19970103102258000
%so0a refresh: 3600

-cl ass rwhoi s. net

The master server returns the versions of all the classes in the
rwhoi s. net authority area.

-schema rwhoi s. net

The naster server returns the definitions of all the classes in the
rwhoi s. net authority area.

-xfer rwhois. net

The master server returns all the data objects, excluding the
del eted ones, in the rwhois.net authority area. The sl ave server
i ndexes these data objects.

The refresh interval of 3600 seconds expires.

-soa rwhoi s. net

%soa serial:19970103103258000
%so0a refresh: 3600

The new serial nunber 19970103103258000 is greater than the old
serial number 19970103102258000. It indicates a data change at the
mast er server.

-cl ass rwhoi s. net

The master server returns the versions of all the classes in the
rwhoi s. net authority area. If the version of any of the classes has
changed, the slave server logs an error and cl oses the connection
-xfer rwhois. net

The master server returns all the data objects, excluding the

del eted ones, in the rwhois.net authority area. The sl ave server

i ndexes these data objects and seam essly replaces the ol d index.
The refresh interval of 3600 seconds expires.

I ncrenental Replication

The protocol between a naster server and a slave server to
incrementally replicate data for an authority area is as foll ows.

Wi

1. The sl ave server should connect to the nmaster server. If there
is a connection error, the slave server should | og an error and
exit.
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2. The sl ave server should send the "-soa <authority-area>"
directive to the master server and parse the SOA variables from
the response. Let the "Serial-Nunber"” variable in this response
be called the "ol d-serial - nunber".

3. The sl ave server should send the "-class <authority-area>"
directive to the naster server and parse the versions of all the
cl asses fromthe response.

4. The sl ave server should send the "-schema <authority-area>"
directive to the master server and parse the definitions of al
the classes fromthe response.

5. The slave server should send the "-xfer <authority-area>"
directive to the naster server and parse the data objects from
the response. The master server should return all the data
obj ects, excluding the deleted ones, in the authority area. The
sl ave server shoul d index these data objects.

6. Wien the "lIncrenment-Interval" expires, the slave server should
connect to the master server. If there is a connection error,
the slave server should try again after the "Retry-Interval"

7. The sl ave server should send the "-soa <authority-area>"
directive to the master server and parse the SOA variables from
the response. Let the "Serial-Nunber"” variable in this response
be called the "new serial-nunber”. If the "new serial-nunber" is
not greater than the "ol d-serial -nunber", go back to step 6
O herwise, it indicates a data change at the nmaster server

8. The sl ave server should send the "-class <authority-area>"
directive to the master server and parse the versions of all the
cl asses fromthe response. If the version of any of the classes
has changed, the slave server should send the "-schema
<authority-area>" directive to the master server and parse the
definitions of all the classes fromthe response. The sl ave
server should then send the "-xfer <authority-area>" directive
to the master server and parse the data objects fromthe
response. The master server should return all the data objects,
excluding the deleted ones, in the authority area. The sl ave
server should index these data objects and seanl essly repl ace
the old index with the new one. Further, it should assign the
"newserial -nunber” to the "old-serial-number”. |If the version
of any of the classes has changed, go back to step 6

9. The sl ave server should send the "-xfer <authority-area>
<ol d-serial -nunber>" directive to the naster server and parse
the data objects fromthe response. The naster server should
return all the data objects in the authority area that have been
i nserted, updated, or deleted since the "ol d-serial-nunber". The
sl ave server should index all the data again after purging stale
data objects and seam essly replace the old index with the new
one. Further, it should assign the "newserial-nunber” to the
"ol d-seri al - nunber".

10. Go back to step 6
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Note that the "-class", "-schema", and "-xfer" directives change when
a slave server replicates data for only a subset of the schema for an
authority area.

In the followi ng exanple, a slave server increnentally replicates
data for all the classes in an authority area. The notation in the
exanpl e uses a prefix to indicate fromwhere the information is
coming. An "M indicates that the master server sends the data to the
sl ave server. An "S" indicates the slave server sends the data to the
master server. The line is a comment when "#" is used. The space
after the prefix is not part of the data. The exanple authority area
is "rwhois.net".

# The sl ave server connects to the nmaster server.
M % whois V-1.5:00ffff:00 master.rwhois. net

S -soa rwhoi s. net

M. ..

M %soa serial : 19970103102258000

M %soa i ncrenent: 1800

-class rwhoi s. net

The nmaster server returns the versions of all the classes in the
rwhoi s. net authority area.

-schema rwhoi s. net

The master server returns the definitions of all the classes in the
rwhoi s. net authority area.

-xfer rwhois. net

The nmaster server returns all the data objects, excluding the
del eted ones, in the rwhois.net authority area. The sl ave server
i ndexes these data objects.

The increnent interval of 1800 seconds expires.

-soa rwhoi s. net

%soa serial:19970103103258000
%o0a i ncrenent: 1800

The new serial nunber 19970103103258000 is greater than the old
serial nunber 19970103102258000. It indicates a data change at

the master server.

-cl ass rwhoi s. net

The master server returns the versions of all the classes in the
rwhoi s. net authority area. If the version of any of the classes has
changed, the slave server logs an error and cl oses the connection
-xfer rwhois.net 19970103102258000

NHEHHVERHZZI I ZOEFHHOETORTNZ
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# The master server returns all the data objects in the rwhois. net
# authority area that have been inserted, updated, or del eted since
# 19970103102258000. The sl ave server indexes all the data again

# after purging stale data objects and seam essly replaces the old
# index. The increnent interval of 1800 seconds expires.

S ...

3.6.3 Server Registration

Thi s section discusses how an RWois server can register itself or
cancel its registration as a slave server for an authority area with
a master server.

The initial list of slave servers for an authority area should be
manual |y configured at the master server. To register itself as a

sl ave server, the server should send the "-notify inssec <host-
nane>: <port - nunber >: <aut hority-area>" directive to the nmaster server
The naster server nmay reject the request on the basis of its
registration policy. To cancel its registration as a slave server,
the server should send the "-notify del sec <host-name>: <port -

nunber >: <aut hority-area>" directive to the master server. Note that
the "host-nanme" and "port-nunber" in the above directives correspond
to the requesting server

3.6.4 Server Location

To resolve a query in a particular authority area, an Rwois client
may need to first locate the master and sl ave servers for that
authority area. The different server |ocation nechanisns are as
fol | ows.

Referral s

An Rwhois client should know about at |east one RwWois server. It
shoul d send the "referral <authority-area>" query to that server. The
query may be routed up or down the RWois tree before getting
resolved. If the query does get resolved, the result should be a
referral object for that authority area. The client should parse the
"Referral" attributes fromthe result to obtain a list of servers
serving that authority area

The client should then send the "-soa <authority-area>" directive to
one of the above servers and parse the "Primary-Server" variable from
the response. The value of this variable is the master server. Then,
the remaining servers in the list are the slave servers
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SRV RRs

The Server Resource Record (SRV RR), defined for DNS, can be used to
| ocate the master and slave servers for an authority area. An SRV RR
specifies the location of a network service in an organi zation’s DNS
It is defined in [ RFC 2052] as foll ows.

Service. Proto. Name TTL Cl ass SRV Priority Wi ght Port Target

Since an authority area identifier is generally a domain nane or an
| P address, the Rwois SRV RRs can be added to the DNS file for that
domai n or | P address. For exanple, the RWois SRV RRs for the
"rwhois.net" authority area could be:

rwhoi s. tcp. rwhois.net. 86400 IN SRV 10 0 4321 naster. rwhois. net.
SRV 20 0 4322 sl ave.rwhois. net.

where the "master.rwhois.net" server has a higher priority than the
"sl ave.rwhoi s.net" server. The client nust try to connect to the
server with a higher (lower-nunbered) priority.

4. Security Considerations

RWhoi s provi des security using the guardian class (see Section
2.3.6). Any information (nmeta or data) in an authority area can be
guarded by containing pointers to one or more guardi an objects; that
is, it can be securely updated and accessed. Currently, there are two
standard security nethods: password and PGP (see Section 3.3.11).
Password provi des authentication only, and PGP provides both

aut hentication and encryption. PGP is the recommended security

met hod i n Rwhoi s.

The foll owi ng sections di scuss how to securely update and access the
data in an authority area.

4.1 Data Update

This involves the ability to securely add, nodify, or delete sone
information (meta or data) in an authority area. An authority area,
on the whol e, can be guarded by linking guardians to its SOA and
schenma i nformati on. Only these guardi ans should be allowed to add
objects to the authority area and nodify its SOA and schena
information. In addition, they can also nodify or delete existing
objects in the authority area. However, the function of nodifying or
del eting existing objects can be del egated to other guardi ans by
linking themto objects on a per-object basis.
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4.2 Access Control

There are two access control issues; the first is the ability to
securely transfer data between the slave and naster servers. To
transfer data for an authority area, a slave server can authenticate
itself by satisfying one of the guardians linked to the SOA
informati on of the authority area at the naster server. In addition,
the master server may encrypt the transferred data.

The second issue is the ability to nake public only a subset of the
data in an authority area. If all the objects of a particular class
need to be private, the Private attribute of the class should be set
to true. If only sone attributes of all the objects of a particular
class need to be private, the Private attribute property of each of
those attributes should be set to true. The guardi ans of such objects
must be able to view them conpletely.
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Appendi x A: dossary OF Terns

ABNF: Augment ed Backus-Naur Form Refined version of BNF, defined in
[ RFC 822]. See BNF.

Attribute: A naned field and the snallest typed unit in a database
schema. See Dat abase Schenma.

Authority Area: An autonompus part of an RwWois tree. It is

associ ated and naned after a particular piece of a hierarchy and is
able to state authoritatively whether or not an instance of

hi erarchical data is present within the RMois tree. See RwWhois Tree.

Banner: A line sent by a server indicating which protocol versions it
supports and which directives are inplenmented. This line is issued by
the server after a connection is opened and as a response to the "-
rwhoi s" directive. See Directive and Response.

Base Class: A class fromwhich all defined classes in a database
schemn inherit attributes. See Attribute, C ass, and Database Schensn.

BNF: Backus-Naur Form Language to precisely define the syntax of
protocol s and conputer | anguages.

Class: A collection of attributes. See Attri bute.

Conpl ete Replication: The process of replicating all of the data for
an authority area. See Replication.

Dat abase Schema: A collection of all the classes form ng an RWois
dat abase. See d ass.

Directive: A command that a client sends to a server to set a control
paraneter for the session, get the neta-information (class
definitions and SOA i nfornmation) about an authority area, or get the
data in an authority area. See C ass and SCA.

Guardi an O ass: A standard class that contains security information.
An object is guarded by containing a pointer to a guardi an object.
See O ass and Obj ect.

Increnental Replication: The process of replicating the data that has
changed since the last replication for an authority area. See

Repl i cati on.

Info: The m scell aneous information that a server sends to a client.
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Lexically Hi erarchical Label: A text string whose position in a
hi erarchy is encoded in the string itself.

Link Referral: A pointer to another server that is further down an
RWhois tree. It is used to route a query down the tree. See Referra
and Rwhoi s Tree.

Master Server: A server where the data is registered for an authority
area. It answers authoritatively to queries in the authority area.
It is also called a primary server. See Authority Area

Nanespace: A particular nanming systemdefined by a set of rules
describing the format of a name. Alternately, all of the nanes
satisfying the rules.

oject: An instance of a class. It is data with a type of <class>
See C ass.

PGP: Pretty Good Privacy. An authentication and encryption schene.
Primary Server: See Master Server.

Punt Referral: A pointer to another server that is further up an
RWhois tree. It is used to route a query up the tree. See Referra

and RwWhoi s Tree.

Query: A command that a client sends to a server to access the data
in an authority area.

Query Routing: Redirecting a query to another server for resol ution
See Query.

Referral: A pointer to another server that is presumed to be cl oser
to the desired data. It is used to route a query. See Query Routing.

Referral O ass: A standard class that contains referral information
for an authority area. See Cl ass and Referral

Replication: A server duplicating data from another server on a per-
authority area basis. See Authority Area.

Response: The information that a server returns to a client for a
directive. See Directive.

Result: The information that a server returns to a client for a

query. It can be either the accessed data or referrals to other
servers. See Query and Referral
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RWois Tree: A data information tree of RWois servers where the data

is arranged hierarchically in the authority areas. See Authority
Ar ea.

Schema: See O ass.
Secondary Server: See Sl ave Server
Sl ave Server: A server where the data is replicated fromthe master
server for an authority area. It also answers authoritatively to
queries in the authority area. It is also called a secondary server
See Master Server.
SOA: Start OF Authority. Administrative variables, defined at the
master server, to control replication for an authority area. See
Mast er Server and Replication.

Appendi x B: Rwhoi s ABNF

Thi s specification uses the Augnmented Backus- Naur Form ( ABNF)
notation, as defined in Section 2 of [RFC 822].

Ceneral Definitions

Lexi cal Tokens

al pha = "a".."z" [/ "A".."Z"

digit ="0".."9"

hex-digit = digit / "a".."f" [/ "A".. "F"
id-char = alpha / digit / " " [ "-"

any-char = <ASClI| 1..255
except LF (linefeed) and CR (carriage return)>
dns-char = alpha / digit / "-"
emai | -char = <see [RFC 822] >
space = " "
tab = <ASCI| TAB (tab)>
| f <ASCI| LF (linefeed)>
cr <ASCIl CR (carriage return)>
crif =cr If

G anmar

year = 4digit
month = 2digit
day = 2digit
hour = 2digit
m nut e 2digit
second 2digit
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mlli-second = 3digit

host - name = dns-char *(dns-char / ".")

email = 1*email-char "@ host-nane

authority-area = (dns-char / ".") *(dns-char / "." [ "[")
object-id = 1*id-char "." authority-area

host-port = (host-name / ip-address) ":" 1*5digit

i p-address = 1*3digit "." 1*3digit "." 1*3digit "." 1*3digit

cl ass-nane = 1*id-char

attribute-name = 1*id-char

attribute-value = 1*any-char

time-stanp = year nonth day hour minute second mlli-second

on-off = "on" / "off"

Note that the time-stanp nmust be in the Greenwich Mean Tine (GWID)
time zone.

response = ok-response crlf / error-response crlf / info-response
ok-response = "%ok"

error-response = "% rror" space error-code space error-text
error-code = 3digit

error-text = 1*any-char

i nfo-response = "% nfo" space "on" crlf *(*any-char crlf) "% nfo"
space "of f" crlf
rwhoi s- banner = "% whoi s" space version-list space host-name

[ space inplementation] crlf

version-list = version *("," version)
versi on = version-nunber [":" capability-id]
[ "V-1.5" ":" capability-id
versi on-nunber = "V-" 1*digit "." 1*digit
capability-id = response-id ":" extra-id
response-id = 6hex-digit
extra-id = 2hex-digit
i npl ementati on = 1*any-char
rwhoi s-protocol = client-sends / server-returns

client-sends = *(directives / rwhois-query)
server-returns = *(responses / rwhoi s-query-result)

directives = rwhois-dir / class-dir / directive-dir / display-dir /
hol dconnect-dir / limt-dir / notify-dir / quit-dir /
register-dir / schema-dir / security-dir / soa-dir /
status-dir / xfer-dir / x-dir
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responses = rwhoi s-response / class-response/ directive-response/
di spl ay-response/ hol dconnect -response/ |imt-response/
notify-response/ quit-response/ register-response/
schema-response / security-response/ soa-response/
st atus-response/ xfer-response/ Xx-response

Required Directives

rwhoi s

rwhoi s-dir = "-rwhoi s" space version-nunber [space inplenmentation]
crif

rwhoi s-response = "% whoi s" space version space host-nane

[ space inplementation] crlf
Optional Directives
cl ass

class-dir = "-class" space authority-area *(space cl ass-nane) crlf
cl ass-response = *cl ass-record response
class-record = *class-line "%l ass" crlf

class-line = "%l ass" space class-nanme ":"
1*any-char crlf

/ "%l ass" space cl ass-nane

/ "%l ass" space cl ass-name

"description"
" "version" ":" time-stamp crlf
meta-field ":" meta-value crlf

meta-field = 1*id-char

nmet a- val ue = 1*any-char

directive

directive-dir = "-directive" *(space directive-name)crlf

directive-nanme = 1*id-char
directive-response = *directive-record response

directive-record = "%lirective" space "directive" ":"
directive-name crlf *directive-line "%irective" crlf
directive-line = "%lirective" space "description" ":" 1*any-char crlf

/| "9%irective" space attribute-name attribute-value crilf
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di spl ay

di splay-dir = "-display"” crlf
[ "-display" space display-nane crlf
di spl ay-nane = 1*id-char
di spl ay-response = *di spl ay-record response

di splay-record = "%li spl ay" space "nane" ":" display-name crlf

*di spl ay-1ine "%li splay" crlf

di splay-line = "%li spl ay" space attribute-name ":" attribute-val ue
crlf

hol dconnect

hol dconnect-dir = "-hol dconnect" space on-off crlf
hol dconnect - response = response

[imt
limt-dir ="-limt" space 1*digit crlf
limt-response = response

notify

notify-dir = "-notify" space "badref" space referral-query crlf
[ "-notify" space "recurref" space referral-query crlf
[ "-notify" space "update" space host-port ":" authority-area

crilf

/[ "-notify" space "inssec" space host-port ":" authority-area
crlf

/[ "-notify" space "del sec" space host-port ":" authority-area
crlf

referral -query = referral -url space [cl ass-nanme space] query
notify-response = response

See the query section for the definitions of referral-url and query.
qui t

quit-dir = "-quit" crlf
qui t-response = response
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regi ster

register-dir = register-on space "add" space maintainer-id crlf
regi ster-add register-off
/ register-on space "nod" space naintainer-id crlf
regi ster-nod register-off
/ register-on space "del" space maintainer-id crlf
regi ster-del register-off
register-on = "-register" space "on"
regi ster-off "-register" space "off" crlf
regi ster-add 1*(register-line crlf)
regi ster-nod 1*(register-line crlf) "_NEW" crlf
1*(register-line crlf)
regi st er-del 1*(register-line crlf)
mai ntainer-id = emai
register-line = attribute-nane
regi ster-on-response = response
regi ster-off-response = "% egi ster" space "ID'
response
/| "% egister" space "Updated"
/ response

attri bute-val ue

object-id crlf

time-stanp crlf response

schemn

schema-dir = "-schema" space authority-area *(space cl ass-nane) crlf

schema-response = *schema-record response

schema-record = *schema-line "%chem" crlf

schema-line = "%chema" space class-name ":"
attribute-value crlf

attri but e- name

security

security-dir = "-security" space "on" space direction space
security-nethod [space security-data] crlf security-payl oad
["-security" space "of f" crlf]

direction = "request" / "response"

security-nethod = "password" / "pgp" / 1*id-char

security-data = password-data / pgp-data / 1*any-char

password-data = 1*any-char

pgp-data = "signed" / "encrypt" [space key-id] / "signed-encrypt

[ space key-id]
security-payload = *(*any-char crlf)
security-response = response
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soa

soa-dir = "-soa" *(space authority-area) crlf
soa-response = *soa-record response
soa-record = *soa-line "%oa" crlf

soa-line = "%o0a" space "authority" ":" authority-area crlf
/| "%oa" space "ttl" ":" 1*digit crlf
/| "9%soa" space "serial" ":" time-stamp crlf
/| "9%soa" space "refresh” ":" 1*digit crlf
/| "% oa" space "increnment" ":" 1*digit crlf
/| "%oa" space "retry" ":" 1*digit crlf
/| "9%oa" space "tech-contact" ":" emmil crlf
/| "9%oa" space "admin-contact" ":" email crlf
/| "9%soa" space "hostmaster" ":" email crlf
/| "9Ysoa" space "primary" ":" host-port crlf
/| "%oa" space attribute-nane ":" attribute-value crlf
status
status-dir = "-status" crlf
status-response = *status-line response
status-line = "%tatus" space "limt" ":" 1*digit crlf
/| "%tatus" space "hol dconnect" ":" on-off crlf
/| "Y%tatus" space "forward" ":" on-off crilf
/| "Y%status" space "authority" ":" 1*digit crlf
/| "9Ystatus" space "display" ":" l1*any-char crlf
/[ "9Ystatus" space "contact" ":" email crlf
/| "Y%tatus" space attribute-name ":" attribute-value crlf
xfer
xfer-dir = "-xfer" space authority-area *attri bute-def

[ space serial -nunber] crlf
attribute-def = [space "class=" cl ass-nane]

*(space "attribute=" attribute-nane)
serial -nunber = tinme-stanp
xfer-response = *xfer-record response
xfer-record = *xfer-line "Wfer" crlf
xfer-line = "Wfer" space cl ass-nane

attribute-value crlf

attri bute-nane

X

x-dir = "-X-" x-directive [space *[x-argunments]] crlf
x-directive = 1*id-char

X-argunents = *any-char

X-response = *(*any-char crlf) response
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Query

rwhoi s-query = [cl ass-name space] query crlf
query = query-string / attribute-query / query bin-bool ean query

query-char = <any-char, except """, space, tab>

quot ed- query-char = query-char / space / tab / "

query-string = 1*query-char ["*"] / """ 1*quoted-query-char ["*"] """
attribute-query = attribute-nane "=" query-string

bi n- bool ean = "and" / "or"

rwhoi s-query-result = *(query-record / referral-record) response
query-record = 1*query-line crlf

query-line = class-nane ":" attribute-name [";" type-char] ":"
attribute-value crilf

type-char = "7 / "I" | "S"

referral-record = 1*(referral-line crif)

referral-line = "%eferral" space referral -url

referral-url = "rwhois" ":" "//" host-port "/" "auth-area="

aut hority-area
Appendi x C. Error Codes

When a server fails to run a comand (directive or query), it returns
an error response. The ABNF for an error response is as foll ows.

error-response = "% rror" space error-code space error-text
error-code = 3digit
error-text = 1*any-char

An error text may be nodified, but its meaning nust remain the sane.
The server may append additional information to it, for exanple
"9error 333 Not master for authority area: foobar.coni.
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second,
XXX
1XX
2XX
3XX
4AXX
5XX
X0X
X1X
X2X
X3X
X4X
X5X
X6X
XXX

The f ol
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owi ng tabl e describes the possible digits in the first,

and third positions of an error code.

Descri ption

Information only, no action required

I nformation, action required

Specific comand error, retry that command or try anot her one
Serious for current command, may correct with another comrand
Fatal , must di sconnect

System wi de, no specific command

System wi de, no specific command

Regi stration error

Speci fic command

Speci fic command

Speci fic command

Ext ended nessage (version specific)

Sequenti al order

owi ng table gives an ordered |ist of RWois error codes.

These codes may be extended with inplenmentation- specific codes. An
i mpl ement ati on- specific code nust have a "6" in the second position

Code
120
130
230
300
320
321
322
323
324
325
330
331
332
333
336
338
340
341
342
350
351
352
353
354
400
401

Wl ianson,

Text

Regi stration deferred

oj ect not authoritative

No objects found

Not compatible with version
Invalid attribute

Invalid attribute syntax
Required attribute m ssing
oj ect reference not found
Primary key not unique

Fail ed to update outdated object
Exceeded maxi mum objects limt
Invalid limt

Not hing to transfer

Not master for authority area
oj ect not found

Invalid directive syntax
Invalid authority area
Invalid class

I nvalid host/port

Invalid query syntax

Query too conpl ex

Invalid security method

Aut hentication failed
Encryption failed

Directive not avail abl e

Not authorized for directive

et. al. I nf or mat i onal [ Page 64]



RFC 2167 RwWhoi s Pr ot ocol June 1997

402 Unidentified error

420 Regi stration not authorized
436 Invalid display format

500 Menory al |l ocati on problem
501 Service not avail able

502 Unrecoverabl e error

503 Idle time exceeded

The followi ng error codes, defined in [RFC 1714], have been nade
obsol ete: 100, 200, 231, 334, 335, 337, 421, 431, 432, 433, 434,
460, 461, and 530.

Appendi x D. Capability ID

The capability 1D encodes which directives are inplenented in the
server. To create a capability ID, performa logical ORon all the
hexadeci mal nunbers corresponding to the inplenented directives. The
resulting nunmber is used in the banner, which is sent by the server
after opening a connection and as a response to the "-rwhois"
directive. The eight nost significant bits of the capability ID are
reserved for future use

cl ass 000001h
directive 000002h
di spl ay 000004h
forward 000008h
hol dconnect 000010h
limt 000020h
notify 000040h
qui t 000080h
regi ster 000100h
schemn 000200h
security 000400h
soa 000800h
st at us 001000h
xf er 002000h
X 004000h
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Appendi x E: Schena Definitions

Attribute Definition Mdel

Name
Attribute

Descri ption

Type

For mat

| ndexed

Requi r ed

Mul ti - Li ne

Wl ianson,

Type
N

S

T

et.

al .

Description
This is the nane of the attribute.
This is a free-formdescription of the attribute.

This is a paraneter that broadly indicates the use
of the attribute to the protocol. There are three
standard types: TEXT, ID, and SEE-ALSO. The default
is TEXT, which indicates that the value is a text
string. IDindicates that the attribute contains
the 1D of another Rwhois object. This type of
attribute is used for database nornualization. SEE-
ALSO i ndicates that the attribute contains a pointer
(a Uniform Resource Identifier (URI)) to sone other
ki nd of external data; for exanple, a Wrld Wde Wb
page or FTP site.

This is an interpretable string that describes the
acceptance format of the value. The server (and
optionally the client) should match the value to the
format string to determne if the value is
acceptable. The format of this property is a
keyword indicating the syntax of the format string,
followed by a colon, followed by the format string
itself. Currently, the only keyword recogni zed is
"re" for PCSI X 2 extended regul ar expressions.

This is a true or false flag that indicates that
this attribute should be i ndexed (and therefore able
to be searched).

This is a true or false flag that indicates that
this attribute nust have a val ue.

This is a true or false flag that indicates that

this attribute may have nmultiple instances in an

object; all the instances are to be considered as
multiple lines of the same attribute instance.
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Primary

Hi erarchi ca

Private
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B

B
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This is a true or false flag that indicates that
there may be nultiple instances of this attribute in
a class and each instance is to be interpreted as a
separate instance (in contrast to Multi-Line). This
flag is nutually exclusive with Milti-Line: if
Multi-Line is true, then Repeatable nust be fal se
and vice versa

This is a true or false flag that indicates that
this attribute is a primary key. |If nore than one
attribute in a class is marked as prinmary, then
these attributes together forma single primry Kkey.
The primary key is intended to be used to force

uni queness anong cl ass instances. Therefore, there
can be only one instance of a primary key in a

dat abase. The Primary flag inplies that the
attribute is also required.

This is a true or false flag that indicates that
this attribute is lexically hierarchical

This is a true or false flag that indicates whether

or not this attribute is private (that is, publicly

not viewable). It defaults to false. If it is true,

then only the clients that satisfy the

aut henti cati on/encryption requirenents of a guardi an
are able to view the attribute-val ue pair.
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Type is defined as foll ows:

Type ABNF Definition

B "ON' /| "OFF"

N 1*i d- char

S 1*any- char

T "ID'" /| "SEE-ALSO' / "TEXT"

Base C ass

Name Type

Cl ass- Nane TEXT

Aut h- Area TEXT

I D TEXT

Updat ed TEXT

Guar di an I D

Private TEXT

WIIlianson, et.

al .

Requi red Repeatabl eDescri ption

Y N This attribute is the nane of the
class to which the object
bel ongs.

Y N This attribute is the name of the

authority area to which the
obj ect bel ongs.

Y N This attribute is the universa
identifier of the object.

Y N This attribute is a tine/date
stanp that indicates the tine of
| ast nodification of the object.

N Y This attribute is alink to a
guardi an object. Its value is the
I D of a guardi an object.

N N This attribute is a true or fal se
flag that indicates whether or
not an object is private (that
is, publicly not viewable). It
defaults to false. If it is
true, then only the clients
that satisfy the
aut henti cati on/ encryption
requi renents of one of the
obj ect’s guardians are able to
view the object. If the object
is publicly viewable, then the
Private attribute property of
each of its attributes stil
appl i es.
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TTL TEXT N N This attribute is the
"time-to-live" of a given object.
It is included only if an object
has a different tine-to-live than
the default given in the Start of
Aut hority information. Its val ue
is specified in seconds.

Appendi x F: Changes RwWois V1.0 - V1.5
Gener al

Multiple authority areas per server.

Data replication.

Revi sed schenma nodel .

Revi sed query routing rul es.

Revi sed error codes.

Renoved unnecessary spaces in responses and results.

* ok Xk kX

Directives

* Class: New. Returns neta-information for a class.
* Display: Can return supported display fornmats.

* Load: Obsol ete.

* Notify: Syntax change.

* Private: (bsolete.

* Regi ster: Syntax change.

* Schema: Syntax change.

* Security: Obsoletes Private.

* Xfer: Syntax change.

Query

* Display option renoved.

* Qutput format: Only the dunp format is standard; optional type
character added.

* Attribute-restricted query.

Revi sed referral syntax.

*
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