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1. I nt roduction

Thi s docunent is a conmpanion to [M XER], which defines the principles
and transl ati on of headers for interworking between M MeE-based RFC-
822 mail and X. 400 nail .

Thi s docunent defines how to map body parts of X 400 nessages into

M ME entities and vice versa, including the handling of multipart
nmessages and forwarded nessages.
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1.1. dossary
The following terns are defined in this docunent:

Body part
Part of a nessage that has a unique type. This term conmes from
X.400; the corresponding termin MM (RFC 2046) is linmted to use
in parts of a multipart nmessage; the term "body" may correspond
better.

Content-type
Type information indicating what the content of a body part
actually is. This termcones from M Mg, the correspondi ng X 400
termis "body part type".

Mappi ng
(noun): A description of howto transforman X 400 body part into
a M ME body part, or howto transforma MM body part into an
X. 400 body part.

Equi val ence
A set of two mappings that taken together provide a | ossless
conversi on between an X 400 body part and a M ME body part

Encapsul ati on
The process of wapping sonmething fromone of the mail systens in
such a way that it can be carried inside the other mail system
When encapsulating, it is not expected that the other mail system
can nake reasonabl e sense of the body part, but a gateway back
into the first systemwi |l always be able to convert the body part
without |oss back to its original format.

HARPOON encapsul ati on
The encapsul ating of a M ME body part by putting it inside an | A5
body with all headers and encoding intact. First described in RFC
1496 [ HARPOOV] .

Tunnel i ng
VWhat happens when one gateway encapsul ates a nessage and sends it
to anot her gateway that decapsulates it. The hope is that this
wi Il cause mninmal danage to the nessage in transit.

DI SCUSSI ON
At many points in this docunent, the author has found it useful to
include material that explains part of the reasoning behind the
specification. These sections all start with DI SCUSSI ON: and
continue to the next nunbered section heading; they do not dictate
any additional requirenents on a gateway.
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The words MJST, SHOULD and MAY, when capitalized, are used as defined
in RFC 2119 [ MJST].

2. Basic rules for body part conversion

The basi ¢ approach for translating body parts is described in section
2.1 and 2. 2.

Chapter 3 gives details on "encapsul ation”, which allows you to be
certain that no information is | ost even when unknown types are
encount er ed.

Chapter 6 gives the core mappings for various body parts.

The conformance requirements in chapter 8 describe what the m ni num
conformance for a M XER gateway is with respect to body part
conversi on.

DI SCUSSI ON

At the noment both the M ME and the X 400 worlds seemto be in a
stable state of flux with regards to carrying around stuff that is
not text. In such a situation, there is little chance of defining a
mappi ng between themthat is the best for all people, all of the
time. For this reason, this specification allows a gateway

consi derable latitude in deciding exactly what conversion to apply.

The deci sion taken by the gateway may be based on various information
sour ces:

(1) If the gateway knows what body parts or content
types the recipient is able to handle, or has
registered a particular set of preferences for a
user, and knows how to convert the nessage
reasonably to those body parts, the gateway may
choose to convert body parts in the nmessage to
those types only.

(2) If the gateway gets indications (via specia
headers or headi ng- ext ensi ons defined for the
purpose) that the sender wanted a particul ar
representation on the "other side", and the gateway
is able to satisfy the request, it may do so. Such
a mechanismis defined in chapter 4 of this
docunent .
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(3) If the gateway gets a nessage that might be

appropriate to send as one out of several types,

but where the typing information does not tell you
whi ch one to use (like an X 400 BP14, FTAM "just a
file", or MM application/octet-strean), it may
apply heuristics |ike |ooking at content or | ooking
at filenanes to figure out howto deal with the
message

(4) If the gateway knows that the next hop for the
nmessage has limted capabilities (like X 400/84),
it may choose to perform conversions appropriate
for that medi um

(5) VWhere no mapping is known by the gateway, it
may choose to drop the body part, reject the
message, or encapsul ate the body part as
described in chapter 3. The choice may be
configurable, but a conformant M XER gateway MJST
be able to be configured for encapsul ation

In many cases, a nessage that goes SMIP->X 400->SMIP will arrive
wi t hout |oss of information.

In sone cases, the reverse translation nay not be possible, or two
gat eways may choose to apply different translations, based on the
criteria above, leading to an apparently inconsistent service.

In addition, service will vary because sone gateways w || have
i mpl ement ed conversions not inplenented by other gateways.

This is believed to be unavoi dabl e.
2.1. Cenerating the IPM Body from M Me

When converting the body of a nmessage fromMME to X 400, the
foll owi ng steps are taken:

If the header does not contain a 822. M ME-Version field, then
generate an | PM5. Body with a single | PVS. BodyPart of type

| PMB. | A5Text BodyPart containing the body of the RFC 822 nessage with
| PMB. | A5Text BodyPart . paraneters.repertoire set to the default (1A5).

If 822. M ME-Version is present, the body is analyzed as a M Me

message and the body is converted according to the nmappi ngs
configured and inplenmented in the gateway.
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2.2. Cenerating the M ME Body fromthe | PMS. Body

When converting the body of a message from X 400 to M Mg, the
foll owi ng steps are taken:

If there is nore than one body part, and the first body part is | A5
and starts with the string "RFC 822-Headers:" as the first line,
then the remai nder of this body part shall be appended to the RFC 822
header. This relies upon the theory that this body part has been
generated according to Appendix B of MXER A gateway shall check
the consistency and syntax of this body part, to ensure that the
resulting nessage is conformant with RFC 822

If the remaining | PM5. Body consists of a single | PMS. Bodypart, there
are three possibilities.

(1) If it is of type IPMS. I A5Text, and the first |line
is "MM-Version: 1.0", it is assuned to be a
HARPOON- encapsul at ed body part. The conpl et e body
content is then appended to the headers; the
separating blank line is inside the message. If an
RFC 822 syntax error is discovered inside the
message, it nmay be mapped directly as descri bed
bel ow i nst ead.

(2) If it is of type IPM5. 1 ASText, then this is mapped
directly and the default M ME encoding (7bit) is
used, unless very long lines or non-ASClI| or
control characters are found in the body part, in
whi ch case Quoted-Printable SHOULD be used

(3) Al'l other types are nmapped according to the
mappi ngs configured and i nplenmented in the gateway.

If the | PM5. Body contains nultiple | PMS. Bodypart fields, then a MM
message of content type multipart is generated. If all of the body
parts are nessages, then this is nmultipart/digest. Oherwise it is
mul tipart/m xed. The conponents of the nultipart are generated in
the same order as in the | PMS. Body.

Each conponent is nmapped according to the mappi ngs configured and

impl emented in the gateway; any |A5 body parts are checked to see if
they are HARPOON mappi ngs, as descri bed above.
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2.3. Mapping the EMA FTBP paraneters
DI SCUSSI ON:

EMA has defined a profile for use of the File Transfer Body Part
(FTBP). [ MAWG

New mappi ngs are expected to use this as the mechani smfor carrying
body parts, and since it is inportant to have a consistent napping
for the special FTBP paraneters, these are defined here.

The mappi ng of the body will depend on the content-type in M ME and
on the application-reference in FTBP, and is not specified here.

However, in many cases, we expect that the translation will involve
sinmply copying the octets fromone fornat to the other; that is, "no
conversi on".

2.3.1. Mapping G aphicStrings

Sone paraneters of the EMA Profile are encoded as ASN. 1

Graphi cStrings, which are troubl esone because they can contain any

I SO regi stered graphic character set. To map these to ASCII for use
in mail headers, the gateway nay either:

(1) Use the RFC 2047 [M MeE- HDR] encodi ng nmechani smto
create appropriate encoded-words for the headers
i nvol ved. Note that in some cases, such as within
Content-Disposition fil enanmes, the encoded-words
must be in quotes, which is not the nornmal usage of
encoded- wor ds.

(2) Apply the normalization procedure given in Appendi x
Ato identify the ASCII characters of the string,
and replace all non-ASCI| characters with the
question mark (?).
Both procedures are valid for M XER gateways; the sinplified
procedure of ignoring escape sequences and bit-stripping the result
is NOT valid.
2.3.2. Mapping specific paranmeters
The foll owi ng paraneters are mapped in both directions:
Content-1D

The mapping of this elenment is conplex.
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The Content-1D is encoded as an | PM Messagel dentifier and entered
into the FTBP. Fil eTransferParaneters.rel ated-stored-file. file-
identifier.cross-reference. nessage-reference.
FTBP. Fi | eTransfer Paraneters.rel ated-stored-file.
rel ati onshi p.descriptive-relationship is set to the string
"Internet M ME Body Part".
FTBP. Fi | eTransfer Paraneters.rel ated-stored-file. file-
identifier.cross-reference. application-crossreference is set to a
nul I OCTET STRI NG
The reverse mapping is only perforned if the
FTBP. Fi | eTr ansf er Paraneters. rel ated-stored-file.
rel ati onshi p. descriptive-rel ationship has the string val ue
"Internet M ME Body Part".

Cont ent - Descri pti on

The value of this field is mapped to and fromthe first string in
FTBP. Fi | eTr ansf er Par anet er s. envi ronnment . user - vi si bl e-stri ng.

Content - Di sposition

This field is defined in [CDISP]. It has multiple conponents; the
handl i ng of each component is given bel ow.

The "di sposition" conponent is ignored on MM -> X 400 nappi ng,
and is always "attachnment" on X 400 -> M ME nmappi ng.

C-D filenane

The fil ename component of the C-D header is mapped to and from
Fil eTransferParanmeters.file-attributes. pat hnane.

The EBNF. di sposition-type is ignored when creating the FTBP
pat hnarme, and al ways set to "attachment" when creating the
Content-Di sposition header. For exanpl e:

Content-Di sposition: attachnment; fil enanme=dodo. doc

or

Content-Di sposition: attachment; fil ename=/etc/passwd
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The filename will be carried as a single inconplete-pathnane
string. No special significance is assuned for the characters "/"
and "\". Note that normal security precautions MJIST be taken in
using a filename on a local file system this should be obvious
fromthe second exanpl e.

This is done to be conformant with the EMA Profil e.
C-D. Creation-date

Mapped to and from Fil eTransferParaneters.file-attributes. date-
and-tine-of-creation

For this and all other date fields, the RFC-822 date format is
used (822.date-tine). Note that the paranmeter syntax of [CDI SP]
requires that all dates be quoted!

C-D. Modification-date

Mapped to and from Fil eTransferParameters.file-attributes. date-
and-ti me-of -1 ast-nodi fication

C-D. Read-date

Mapped to and from Fil eTransferParanmeters.file-attributes. date-
and-ti ne-of -l ast-read- access

C-D Size
Mapped to and from Fil eTransferParaneters.file-attributes. object-
size. If the value is "no-val ue-available", the conponent is NOT
gener at ed.

O her RFC-822 headers

Mapped to extension in FTBP. Fil eTransfer Paranet ers. ext ensi ons
using the rfc-822-field HEADI NG EXTENSI ON from [ M XER] .

NOTE:
The set of headers that are mapped will depend on the placenent of
the body part (single body part or nultipart).
When it is the only body of a nmessage, headers starting with
"content-" SHOULD be put into the FTAM extension, and all other
headers should be put into the | PM5 extension for the message.
When it is a single bodypart of a nmultipart, ALL headers on the
body part are included, since there is nowhere else to put them
Note that only headers that start with "content-" have defined
semantics in this case.
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EMA NOTE

The EMA profile, version 1.5, specifies that handling of
extensions is Optional for reception. This neans that sone non-
M XER gat eways may not inplenent handling of this field, and sone
UAs may not have the possibility of showing the content of this
field to the user.

An al ternative approach using

FTBP. Fi | eTr ansf er Par anet er s. envi ronnent . user-vi si bl e-string was
suggested to EMA, and the EMA MAWG recomended in its April 1996
conference that the I ETF M XER group shoul d rat her choose this
appr oach.

2.3.3. Summary of FTBP el enments generated
This is a summary of the preceding section, and does not add new
i nformation.
The following el enents of the FTBP paraneters are mapped or used (the
ri ghtmost colum gives their status in the EMA profile; M:Mandatory,
O=Optional, R=Recommended for Origination/ Receipt):

Fi | eTransfer Paraneters MM

Rel ated-Stored-Fil e ao
file-identifier

cross-reference

appl i cation-crossreference NULL
nmessage-r ef erence Content-1D
descriptive-rel ationship Used as narker
contents-type Must be unstructured-binary M M
envi ronment MM
application-reference Sel ect s mappi ng M M
user-visible-string Cont ent - descri ption R M
file-attributes
pat hnane C-D. Fil enane R M
dat e-and-ti me-of -creation C-D. Creation-Date Qo
date-and-ti me-of-last-nodification C-D. Mdification-Date R M
dat e-and-ti ne-of -l ast -read- access C-D. Read-Date Qo
obj ect -si ze C-D Size R M
ext ensi ons O her headers Qo
Al'l other elenents of the FTBP parameters are discarded.
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NOTE: There is ongoing work on defining a nore conpl ete
mappi ng between FTBP headers and a set of RFC-822 headers.
A gateway MAY choose to support the larger set once it is
avai | abl e, but MJST support this limted set.

2.4. Information that is |ost when mappi ng
M ME defines fields which add information to M ME contents. Two of
these are "Content-1D", and "Content-Description”, which have specia
rules here, but MME allows new fields to be defined at any tine.

The possibilities are |imted about what one can do with this
i nformati on:

(1) When using encapsul ation, the information can be
preserved

(2) When using napping to FTBP, the information can be
preserved in the Fil eTransferParaneters. extensi ons
defined for that purpose.

(3) When mappi ng to a singl e-body nmessage, the
informati on can be preserved as P22 header
ext ensi ons

(4) When mappi ng to other body part types, the
informati on nmust be di scarded.

3. Encapsul ation of body parts

Where no mapping i s possible, the gateway may choose any of the
followi ng alternatives:

- Di scard the body part, leaving a "marker" sayi ng what
happened

- Rej ect the nessage

- "Encapsul ate" the body part, by wapping it in a body
part defined for that purpose in the other nmail
system

The choice to be nade should be configurable in the gateway, and may
depend on both policy and know edge of the recipient’s capabilities.
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3.1. Encapsulation of MM in X 400

Four body parts are defined here to encapsul ate M ME body parts in
X. 400.

This externally-defined body part is backwards conpatible with RFC
1494. The FTBP body part is conpatible with the EMA MAWG docunent
[MAWG , version 1.5, but has sone extensions, in particular the one
for extra headers.

The i nmagi ned scenarios for each body part are:

FTBP For use when sending to recipients that can handl e
generic FTBP, and for tunnelling MME to a M ME UA

BP15 For use when tunnelling MME to a MME UA through an
X. 400(88) network, or to UAs that have been witten
to RFC 1494

I A5 For use when tunneling MME to a MM UA through an
X. 400 network, where some of the links may involve
X. 400( 84) .

BP14 For use when the recipient may be an X 400(84) UA
with BP14 handling capability, and the |oss of
information in headers is not regarded as inportant.

but the gateway is free to use any nethod it finds appropriate in any
si tuation.

FTBP is expected to be the nost useful body part in sending to
X.400(92) systems, while the BP14 content passing is primarily usefu
for sending to X 400(84) systens.

3.1.1. FTBP encapsul ati ng body part
This body part utilizes the fundanental assunption in MME that al
message content can be legally and conpletely represented by a single
octet stream the "canonical format".
The FTBP encapsul ating body part is defined by the application-
reference id-mne-ftbp-data; all headers are mapped to the FTBP
headers, including putting the "Content-type:" header inside the FTBP
Ext ensi onsFi el d.
Translation fromthe MM body part is done bhy:

- Undoi ng the content-transfer-encodi ng
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- Setting the "Fil eTransferData. FTdat a. val ue. octet -
aligned" to the resulting string of octets
- Putting the appropriate paraneters into the headers.
Reversing the translation is done by:
- Extracting the headers
- Appl ying an appropriate content-transfer-encoding to
the body. If this is for some reason different from
the content-transfer-encodi ng: header retrieved from
the headers, the old one nust be del eted.

This mapping is |ossless, and therefore counts as "no conversion"

Note that this mappi ng does not work with nultipart types; the
mul tipart nmust first be mapped to a Forwardedl PMessage

3.1.2. BP15 encapsul ati ng body part

This section defines an extended body part, based on body part 15,
whi ch may be used to hold any M ME content.

m me- body- part EXTENDED- BODY- PART- TYPE
PARAMETERS M nePar anet er s
| DENTI FI ED BY i d- m me- bp- par aneters
DATA OCTET STRI NG
;.= id-mne-bp-data

M neParameters ::=

SEQUENCE {
content-type | A5St ri ng,
cont ent - paranet ers SEQUENCE COF
SEQUENCE {
par anet er | A5String
par amet er - val ue | A5String

}
ot her - header-fi el ds RFC822Fi el dLi st
}

The OBJECT | DENTI FI ERS i d- i me- bp- paraneter and id-m ne-bp-data are
defined in Appendix B. A MM content is mapped onto this body part.
The M ME headers of the body part are mapped as foll ows:

RFC822Fi el dLi st is defined in Appendix L of [M XER]
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Cont ent - Type:
The "type/subtype" string is mapped to
M nmePar anet er s. cont ent - t ype.

For each "paraneter=val ue" string create a

M nePar anet er s. cont ent - paraneters el ement. The

M nePar anet ers. cont ent - Paranet ers. paraneter field is
set to the parameter and the M meParaneters. content -
paraneters. paraneter-value field is set to the val ue.

Quoting is preserved in the paraneter-val ue.

O her
Take all other headers and create
M nmePar amet er s. ot her - header-fi el ds.
The M ME-version, content-type and content-transfer-
encoding fields are NOT copi ed.

NOTE:
The set of headers that are mapped will depend on the
pl acement of the body part (single body part or
mul tipart).

When it is the only body of a nmessage, headers
starting with "content-" SHOULD be put into the

ot her-header-fields, and all other headers shoul d be
put into the | PM5 extension for the nessage.

VWhen it is a single bodypart of a nultipart, ALL
headers on the body part are included, since there is
nowhere else to put them Note that only headers that
start with "content-" have defined semantics in this
case.

The body is mapped as foll ows:

Convert the M ME body part into its canonical form as specified in
Appendix Hof MME [MME]. This canonical formis used to generate
the m ne-body-part.data octet string.

The Paraneter mappi ng may be used i ndependently of the body part
mapping (e.g., in order to use a different encoding for a mapped M ME
body part).

This body part contains all of the MM information, and so can be
mapped back to M ME without |[oss of information

The O D id-mnme-bp-data is added to the Encoded I nformation Types of
t he envel ope.

Al vestrand St andards Track [ Page 14]



RFC 2157 X. 400/ M ME Body WMappi ng January 1998

This body part is conpletely conpatible with RFC 1494.

When converting back to a MM body part, the gateway is responsible
for:

(1) Sel ecting an appropriate content-transfer-encoding,
and del eting any content-transfer-encodi ng header
fromthe ot her-header-fields

(2) Addi ng quotes to any paraneters that need them (but
not addi ng quotes to paraneters that are already
quot ed)

(3) Renovi ng any content-type field that is left in the
RFCB22Fi el dLi st of the nessage that is redundant or
conflicting with the one fromthe m ne-body-part

(4) Make sure that on nultipart nmessages, the boundary
string actually used is reflected in the boundary-
paraneter of the content-type header, and does not
occur within the body of the nmessage.

3.1.3. Encapsul ation using | A5 ( HARPOON)

Thi s approach is the one taken in RFC 1496 - HARPOON - for tunneling
any M ME body part through X 400/84 networks. It has proven rather
unhel pful for bringing information to X 400 users, but preserves al
the information of a MM body part.

The foll owi ng | A5SText body part is nade:
- Content = I A5String

- First bytes of content: (the descriptionis in US
ASCI I, with C escape sequences used to represent
control characters):

M ME-ver si on: <version>\r\n

Content-type: <the proper M ME content type>\r\n
Content-transfer-encoding: <7bit, quoted-printable or base64>\r\n
<Possi bly other Content headi ngs here, terninated by\r\n>

\r\n

<Here follows the bytes of the content, encoded

in the proper encodi ng>

Al'l inplenmentations MJST place the M Me-version: header first in the

body part. Headers that are placed by [MXER] into other parts of the
message MUST NOT be placed in the M ME body part.
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Thi s encapsul ati on may al so be applied to subtypes of multipart,
creating a single I A5 body part that contains a single multipart/*,
which in turn may contain nultiple M ME body parts.

3.1.4. Content passing using BP14

This is described in this section because it is at the sane
conceptual |evel as encapsulation. It is a lossy transformation; it
is inpossible to reconstruct the MM type information fromit.

Neverthel ess, there is a demand for such functionality.

This "encapsul ation" sinply strips off all headers, undoes the
content-transfer-encoding, and creates a BilaterallyDefined body part
(BP14) fromthe resulting octet stream

No reverse translation is defined; when a BP14 arrives at a M XER
gateway, it will be turned into an application/octet-stream according
to chap. 6.3

3.2. Encapsulating X 400 Body Parts in M ME
This section specifies a generic nmechanismto map X. 400 body parts to
a MM content. This allows for the body part to be tunnel ed through
M ME. It may al so be used directly by an appropriately configured
M ME UA.
This content-type is defined to carry any X 400 extended body part.
The mapping of all standard X 400 body parts is defined in this
docunent. The content-type field is "application/x400-bp". The
parameter is defined by the EBNF:
m me-paraneter = "bp-type=" ( object-identifier / 1*DIdT=

If the body is a basic body part, the bp-type paranmeter is set to the
nunber of the body part’'s context-specific tag, that is, the tag of
t he | PVS. Body. BodyPart comnponent .
If the body is an Extended Body Part, the EBNF.object-dentifier is
set to the OBJECT | DENTI FI ER from | PVMS. body. external | y-
defined. dat a. direct-reference
For exanple, a basic VideotexBodyPart will have

Cont ent -t ype=appl i cati on/ x400- bp; bp-type=6

whi | st a Extended Vi deotex body part will have
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Cont ent -t ype=appl i cati on/ x400- bp; bp-type=2.6.1.4.5

The body contains the raw ASN.1 | PM body octet stream that is, the
BER encodi ng of the | PM Body. BodyPart, including the initial tag
octet. The content may use a content-transfer-encoding of either
base64 or quoted-printable when carried in 7-bit MME. It is
recommended to use the one which gives the nore conpact encodi ng of
the data. |If this cannot be determ ned, Base64 is recomended. No
attenpt is made to turn the paraneters of Extended Body Parts into
M ME paraneters, as this cannot be done in a general manner

For extended body parts, the
3.3. Encapsul ating FTBP body parts in M M

The File Transfer Body Part is believed to be inportant in the future
as "the" neans of carrying well-identified data in X 400 networks.

They al so share the property (at lest when limted to the EMA MAWG
functional profile) of having a well-defined data part that is always
representabl e as a sequence of bytes.

This conversion will have to fail, and the x400-bp encapsul ati on used
instead, if:

- Fil eTransferData has nore than one el enent

- Contents-type is not unstructured-binary

- Paraneters that are not mappable, but inportant, are
present (like Conpression, which EMA doesn’t
recomend) .

O herwise, it can be encapsulated in M M by:

- Creating the "content-type" value by form ng the
string "application/x-ftbp." and appendi ng the
nunbers of the O D found in
Fi | eTr ansf er Par anet er s. envi ronment . appl i cati on-
reference.regi stered-identifier

- Mappi ng all other paraneters according to the
standard FTBP paraneter mappi ng

- Appl yi ng an appropriate content-transfer-encoding to
the data contained in FileTransferData. val ue. encodi ng
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DI SCUSSI ON

The choi ce of the somewhat strange, and by necessity unregistered,
M ME type "application/x-ftbp.n.n.n.n" is because for any concrete
exanpl e of this usage, it will be easy to configure any M ME reader
to take advantage of the identification. If the MM type
registration rules are ever changed to allow the registration of a
nanespace, rather than just of nanes, the "x-" can be del eted, and
the types can be "application/ftbp.n.n.n.n".

4. User control over the gateway choice

In sone cases, the gateway may nake an inappropriate choi ce when
deci ding what to do about a particular body part.

To all ow an escape clause, this chapter defines a way in which the
user can signhal the gateway what action it finds nost appropriate.

The headers given here override any "conversion prohibited" and
"conversion with | oss prohibited" on the message.

It is still the gateway's responsibility that the generated nessages
conformto the destination domain's syntax rul es.

DI SCUSSI ON
The intent of this nechanismis to allow the sender to efficiently
get a nessage through to a single recipient when the sender has
i nformati on about the recipient that the gateway does not have.
It is not a part of the minimumfunctionality listed in chapter 8; a
gat eway does not have to inplenent this spec to be M XER conformant,
but if inplenented, it should be done like this.
The additional conplexity, both in user interface and in protocol, of
making this field sel ectabl e per recipient was not thought
wor t hwhi | e;

4.1. Conversion fromMME to X 400
The header field described bel ow specifies explicit M XER conversion
Comments are allowed within the field according to the usual RFC 822
conventi on.
If "x400-o0bject-id" is omtted, "tunnel" is assuned.

m nme-t o- x400 = "Want ed- X400- Conver si on" ":"
[ mme-from] [ x400-object-id ]

Al vestrand St andards Track [ Page 18]



RFC 2157 X. 400/ M ME Body WMappi ng January 1998

i n" x400-encodi ng

x400-object-id = "to" ( object-identifier-2 / "tunnel" )
x400- encodi ng = "bp14" / "bpl5" [/ "ftbp" / "iab5"
mne-from= "from' mne-type

m ne-type wor d

There is no way to ask for a different conversion based on M Me
paraneters or bodypart content.

Exanpl es:

Want ed- X400- Conver si on: from appli cation/ msword
to 1.2.840.113556.4.2 (Mcrosoft defined ms-word)
in ftbp

This uses the MAWG definitions, and | eads to an FTBP encodi ng.

Want ed- X400- Conver si on: from appli cation/ msword
to tunnel in bpl4

This leads to a Body Part 14 encoding for all body parts of type
appl i cati on/ nsword.

Want ed- X400- Conversion: in bpl4d

This requests that this specific body part be encoded in Body Part
14.

This field may be used in two places:

(1) In the heading of an unstructured M ME body part.
In this case the EBNF.minme-fromis omtted, and the
request ed conversion applies to the body part.

(2) Inanmltipart. In this case, the body part type to
whi ch the conversion applies is defined by
EBNF. m me-from and the conversion applies to al
body parts of this MM type contained in the
mul tipart, including those contained in nested
messages and multiparts. If a contained body part
has its own heading, this takes precedence. Note
that the "front paraneter is nandatory when used in
a multipart.

The EBNF. x400-object-id shall be present when "bpl5" or
"ftbp" encoding is selected.
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The value "tunnel" inplies encapsulation as defined in
Chapter 3.

The "object identifier" used belowis:

- For BP 15, it is the value of the EXTENDED BODY- PART-
TYPE macro that defines the body part, which is found
in External | yDefi nedBodyPart . dat a. di rect-reference.

- For FTBP, it is the value of the
Envi ronnment . appl i cation-reference.

4.2. Conversion from X 400 to MM

The |1 PM headi ng defined here shall be present in the heading of a
message. It defines the mapping for all body parts of the specified
types, including those in nested nessages.

want ed- M ME- conver si on HEADI NG EXTENSI ON
VALUE \Want edM MEConver si ons
;= id-want ed- M ME- conver si ons

Want edM MEConver si ons ::= SEQUENCE OF X400t oM MEConver si on
X400t oM MEConver si on ::= SEQUENCE {

x400-type X400Type,
m ne-type M METype }

X400Type ::= CHO CE {
standard [ 0] | NTEGER, -- standard body part
extended [1] OBJECT IDENTIFIER -- BP 15
ftbp [2] OBJECT | DENTI FI ER} -- FTBP
-- application-reference
M METype ::= SEQUENCE {
type I A5String, -- type (e.g., application/ns-word)
encoding [1] I A5String OPTIONAI -- e.g. quoted-printable
paraneters [2] |1 A5String OPTI ONAL } -- M ME Paraneters

The headi ng extension includes all requested conversions, with
explicit information as to how each body part type is encoded in
M ME.

FTBP is identified as a separate body part type, as there will be a
need for different encodi ngs, dependent on what is being carried.
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Encapsul ation is requested by asking for "application/x400-bp" or
"application/ftbp" as the destination type.

For FTAM body parts, the paraneters will survive the gatewaying
process. For other body parts, there are three alternatives:

(1) The gateway knows a defined mapping for this
particul ar body part and destination type. It will be used,
and paraneters mapped accordi ngly.
(2) The gateway knows how to extract an OCTET STRI NG
fromthe body part, and the destination is a sinple MM body
part. Al information outside the OCTET STRINGis lost. (This
may be the case for a BP14 that should end up in an
application/xyzzy, for instance).
(3) The gateway knows of no rel evant mappi ng, and does
not know how to sinplify the X 400 body part. The gateway
will then proceed as if the mapping control field had not
been present.
5. The equival ence registry
5.1. What information one nmust give about a nmapping

The followi ng informati on MUST be supplied when describing an
equi val ence or a nmappi ng:

M ME type name (which nust be preregistered)

X. 400 body part (often BP15 or FTAM Body Part)

If BP15 is used, the follow ng information nmust be given
(1) oj ect Identifier for X 400 BP15 Data
(2) Obj ect ldentifier for X 400 BP15 Paraneters

(3) X. 400 ASN. 1 Syntax (nust be an EXTENDED- BODY- PART-
TYPE nmcr o)

If FTBP is used, the follow ng information nmust be given:

<1) oject ldentifier for the FTAM Envi ronnent. appli cati on-
reference

<2) oject Identifier for the FTAM Contents-type, if
unstructured-binary is not used
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(3) Any ot her special considerations
In all cases, the follow ng nust be given

Conversion algorithnms. The expected effect of "Conversion prohibited"
and "Conversion with | oss prohibited" should be noted.

The conversion must be specified with enough detail to permt
i ndependent inplenentation; literature references are acceptabl e.

An equi val ence can be registered with 1 ANA using the format the end
of this docunment. The purpose of the registration is to achieve a
greater uniformty anmong gateways inplenmenting the sane translation
there is no requirenent that a gateway nmust support all of the
translations that are registered with 1 ANA, and there is no
requirenent that all conversions supported by a gateway are
registered with | ANA. Specific conformance requirenents for M XER are
given at the end of this docunent.

Anyone can regi ster an equivalence with 1 ANA, and may update the
regi stered equi val ence at any time, or reassign the right to update
the registry entry at any tinme. However, the | ESG has the power to
"l ock" a registration, so that changing it requires | ESG approval,
and to update such a "locked" registration. Al registered
equi val ences defined in standards-track docunments (including this
one) are | ocked.

5.2. Equival ence summary for known X 400 and M ME Types

This section item zes the equival ences for all currently known M ME
content-types and X 400 body parts.

For each M ME content-type/ X. 400 body part pair, the equival ence
table contains an entry with the follow ng sections:

X. 400 Body Part
This section identifies the X 400 Body Part governed by this
Table entry. It includes any OBJECT | DENTI FI ERs or ot her
paraneters necessary to uniquely identify the Body Part.

M ME Cont ent - Type
This section identifies the MME content-type governed by this
Table entry. The M ME content-type naned here nust be
registered with the | ANA

Secti on/ docunment reference

Reference to section of this docunent, or to the other document
that describes this nmapping.
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Equi val ence Table entries in this docunent are described

Further registrations of equival ences should be submitted to the | ANA
after a public review, using the exanple formgiven at the end of

this docunent.

5.3. MME to X 400 Table

M ME content-type
text/plain

char set =us- asci

char set =I SO 8859- x
text/richtext
appl i cation/ oda
appl i cation/octet-stream

appl i cation/ postscript
i mage/ g3f ax

i mage/ j peg

i mage/ gi f

audi o/ basi c

vi deo/ npeg

message/ RFC822

mul tipart/*

mul ti part/signed

mul tipart/encrypted

Abbrevi ati on: EBP -

5.4. X 400 to M ME Tabl e

X. 400 Basic Body Part

voi ce

g3-facsimle

g4-cl assl

tel etex

vi deot ex

encrypted

bil ateral |l y-defined
nati onal | y-defi ned
external | y-defined

Al vestrand

X. 400 Body Part

i ab-text

EBP - General Text

no mappi ng defi ned

EBP - ODA

bil ateral |l y-defined or
FTBP unknown attachnent
EBP - mi ne-postscript-body
g3-facsimle

EBP - m ne-j peg- body
EBP - m ne-gif-body

no mappi ng defined

no mappi ng defi ned

For war dedl PMessage

For war dedl PMessage
HARPOON encap

HARPOON encap

Ext ended Body Part

Basi ¢ Body Parts

M ME content-type

text/ pl ai n; char set =us- asci
No Mappi ng Defi ned

i mage/ g3f ax

no mappi ng defined

text/ pl ai n; char set =t el et ex
no mappi ng defi ned

no mappi ng defi ned

appl i cation/octet-stream
no mappi ng defined

Secti on

Secti on
6.1
Encap

[ 1 MAGES]
Encap
6.7
Encap
Encap
6.3
Encap

See Extended Body Parts bel ow
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For war dedl PMessage message/ RFC822 or multipart 6.5,6.6

X. 400 Extended Body Part M ME content -type Secti on
Gener al Text text/pl ai n; charset =1 SO 8859-x 6.2

ODA appl i cati on/ oda [ ODA]

m me- post scri pt - body appl i cation/ postscript [ POSTSCRI PT]
m nme- j peg- body i mage/ j peg [ 1 MACES]

m nme- gi f - body i mage/ gi f [ 1 MACES]
FTAM vari ous 2.3,6.4
FTAM application ID M ME content type Secti on
ema- unknown- at t achnent appl i cation/octet-stream 6.4

5.5. Use of OBJECT | DENTIFIERs and ASN. 1 MACROS

When one wants to define new BP15 body parts for use with
equi val ences, it is inmportant to know that X 420 dictates that
Ext ended Body Parts shall:

(1) use OBJECT IDENTIFIERs (O Ds) to uniquely identify
the contents, and

(2) be defined by using the ASN.1 Macro:

EXTENDED- BODY- PART- TYPE MACRQO. : =
BEG N
TYPE NOTATI ON

: Paraneters Data
VALUE NOTATI ON ::

val ue (VALUE OBJECT | DENTI FI ER)

Par amet er s "PARAMETERS" type "I DENTI FI ED"
"BY" val ue( OBJECT | DENTI FI ER)
| enpty;
Dat a 1= "DATA" type
END

To nmeet these requirenments, this docunent uses the QD
m xer

defined in [MXER], as the root OD for X 400 Extended Body Parts
defined for M ME interworKking.

Each Extended Body Part contains Data and optional Paraneters, each

being naned by an OD. To this end, two O D subtrees are defined
under m xer-bodies, one for Data, and the other for Paraneters:

Al vestrand St andards Track [ Page 24]



RFC 2157 X. 400/ M ME Body WMappi ng January 1998
m xer-bp-data OBJECT | DENTIFIER :: =
{ mxer 1}

m xer - bp- paramet er OBJECT | DENTI FIER :: =
{ mxer 2}

Al'l definitions of extended X. 400 body parts subnitted to the | ANA
for registration with a mappi ng nust use the Extended Body Part Type
macro for the definition. See [IMAGES] for an exanple.
Lastly, the ANA will use the mi xer-bp-data and m xer-bp- paranet er
O Ds as root ODs for any new M ME content-type/ subtypes that aren't
ot herwi se registered in the Equival ence Tabl e.
NOTE: The ASN.1 for an Externall yDefi nedBodyPart is
Ext ernal | yDef i nedBodyPart ::= SEQUENCE ({
paraneters [0] ExternallyDefinedParaneters OPTI ONAL,
dat a Ext ernal | yDefi nedData }
Ext ernal | yDefi nedParaneters ::= EXTERNAL
Ext ernal | yDefi nedData ::= EXTERNAL

The ASN.1 for EXTERNAL is (from X 208):

EXTERNAL ::= [UNI VERSAL 8] | MPLICI T SEQUENCE
{direct-reference OBJECT | DENTI FI ER OPTI ONAL,
indirect-reference | NTEGER OPTI ONAL,

dat a- val ue- descri ptor Obj ect Descri ptor OPTI ONAL,
encodi ng CHO CE
{singl e- ASN1-type [0] ANY,

octet-aligned [1] IMPLICIT OCTET STRI NG
arbitrary [2] IMPLICIT BIT STRI NG}
Obj ect Descriptor ::= [UNIVERSAL 7] IMPLICIT GraphicString

There are a bit too many choi ces here; the common X 400 usage for
BP15 encoding is to:

(1) Al ways use direct-reference
(2) Orit indirect-reference and dat a-val ue-descri ptor

(3) Use the singl e-ASNL-type encodi ng only
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6

6

Unfortunately, some inplenmentations have chosen to use the octet-
al i gned choi ce when constructing val ues where the ASN.1 type is OCTET
STRI NG which of course caused interoperability problens.

An attenpt to specify that X 420 only all owed the single-ASNL-type
choice in the 1996 versions is still (Sept 1995) being debated in
I1SO the end result seens to be that all agree in principle that

si ngl e- ASN1-type shoul d be used, but that one has to allow the
generation of the octet-aligned choice as being confornmant.

Def i ned Equi val ences
1. 1 A5Text - text/plain

X. 400 Body Part: |1 A5Text M ME Content-type: text/plain; charset=US
ASCI | Conversion Type: No conversi on Comments:

When mapping from X 400 to MME, the "repertoire" paraneter is
i gnor ed.

VWhen mapping fromM M to X 400, the "repertoire"” parameter is set to
I A5 (5).

NOTE: The M ME Content-type headers are onitted, when mapping from
X. 400 to MME, if and only if the | A5Text body part is the only body
part in the | PMS. Body sequence.

NOTE: | A5Text specifies the "currency" synbol in position 2/4. This
is converted without comment to the "dollar" synbol, since the author
of this docunment has seen nmany docunents in which the position was
intended to indicate "dollar" while he has not yet seen one in which
the "currency" synbol is intended.

(For reference: The T.50 (1988) reconmendation, which defines |A5,
tal ks about |1SO registered set nunber 2, while ASCI|, using the
"dollar" synbol, is I1SO registered set nunber 6. There are no ot her
di fferences.)

NOTE: It is not uncommon, though it is a violation of the standard,
to use 8-bit character sets inside an | A5 body part. Gateways that
can expect to encounter this situation should consider inplenenting
sonmet hing li ke the guidance given in RFC 1428 [ M METRANS],
"Transition of Internet Mail fromjust-send-8 to 8-bit SMIP/ M ME"
and generate appropriate charset paranmeters for the M ME nmessages
they generate. This behavior is not required for M XER conformance,
since it is only needed when the base standards are viol at ed.
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6.2. Ceneral Text - text/plain (ISO 8859)

X. 400 Body Part: General Text; CharacterSets in

6, 14, 42, 87, 100,101, 109, 110, 126, 127, 138, 144, 148
M ME Cont ent-Type: text/plain; charset=I SO 8859-(1-9)

or iso-2022-jp

Conversion Type: Text conversion w thout character change Wen
mappi ng from X. 400 to M Mg, the character-set is chosen fromthe
tabl e bel ow according to the val ue of Paraneters. CharacterSets. If no
match is found, and the gateway does not support a conversion, the
character set shall be encoded as x-iso-nnn-nnn-nnn, where "nnn" is
the nunmbers of the Paraneters. CharacterSets, sorted in nuneric order.

VWhen mapping fromM ME to X 400, CGeneral Text is an Extended Body
Part, hence it requires an OD. The OD for the Ceneral Text body is
defined in [MOTIS], part 8, annex D, as {2 6 1 4 11}. The O D for the
paraneters is {2 6 1 11 11}.

The Paraneters. CharacterSets is set fromtable bel ow according to the
val ue of "charset"

The following table Iists the M ME character sets and the
corresponding | SO registry nunmbers. |If no correspondence is found,
this conversion fails, and the generic body part approach is used.

M ME char set I SO I R numnbers Conmrent

| SO 8859-1 6, 100 West European "8-bit ASCI "
| SO 8859- 2 6, 101 East European

| SO 8859-3 6, 109 <regarded as obsol et e>

| SO 8859-4 6, 110 <regarded as obsol et e>

| SO 8859-5 6, 144 Cyrillic

| SO 8859-6 6, 127 Ar abi c

| SO 8859-7 6, 126 G eek

| SO 8859- 8 6, 138 Hebr ew

| SO 8859-9 6, 148 O her Latin-using | anguages
| SO 2022-JP 6, 14, 42, 87 Japanese

When converting fromMME to X 400, generate the correct O Ds for use
in the nessage envel ope’s Encoded I nformati on Types by | ooking up the
I SO IR nunbers in the above table, and then appending each to the
id-cs-eit-authority {1 0 10021 7 1 0} O D, generating 2-4 O Ds.

Sim | ar procedures can be used with other M ME charsets that map to a
set of 1SO character sets.
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The escape sequences to designate and invoke the rel evant character
sets in their proper positions nust be added to the front of the
Gener al Text character string.

For |1SO 8859-1, the rel evant escape sequence w |l be:

ESC 28 42
ASCIl in QO

ESC 2D 41
SO 1R-100 in GL

ESC 21 41
Hi gh control character set in Cl

ESC 7E
Locking shift 1 Right

These escape sequences are renmoved when converting from General Text
to text/plain.

Not e that new character sets may be defined on both the Internet side
and the X 400 side; a gateway MAY choose to inplenent nore
conversions in the sane fashion.

DI SCUSSI ON

The conversion of text is a problematic one, and one in which it is
likely that gateways should be given wide |latitude to nake deci sions
based upon their know edge of the user’s preferences. The text given
bel ow i s thought to give the best approximation to a gateway
conform ng to current and anticipated usage in the M ME and X. 400
worl ds, and is the way recommended when no know edge of the
recipient’s capabilities exists.

The | ossl ess changes, such as nornalizi ng escape sequences, can be
done even when "conversion-prohibited" is set. If "conversion-wth-

| oss-prohibited" is set, translation to a character set that is not
able to encode all characters cannot be done, and the message shoul d
be non-delivered with an appropriate non-delivery reason

The common use of character sets in MM is sonewhat different from
the rules given by X 400; in particular, it is conmon in MM to
assune that the character sets follow strict rules. For the | SO
8859-x character sets, it is assuned that they are designated and

i nvoked at the beginning of the text, and that no designation or

i nvocati on sequences occur within the body of the text.
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The rules for | SO 2022-JP are given in RFC 1468 [2022-JP], and are
even nore particular, using a pure 7-bit encoding in which each |ine
of text starts in ASCII.

Therefore, the text nmust be "nornmalized" by going through the whole
message, using a state nmachine or sinilar device to renbve or rewite
all escape and shift sequences.

Appendi x A gives pseudocode for such a conversion

NOTE: I n 1988, the General Text body part was defined in | SO 10021-8
[MOTIS], and NOT in the corresponding CCITT recommendation; this was
added later. Also, the paraneters have been heavily nodified; they
should be a SET OF INTEGER in the currently valid text. Use the

| atest version of the standard that you can get hold of.

6.3. BilaterallyDefined - application/octet-stream

X. 400 Body Part: BilaterallyDefined
M ME Cont ent - Type: Application/Cctet-Stream (no paraneters)
Conversion Type: No conversion

When mapping fromMMeE to X 400, if there are paraneters present in
the Content-Type: header field, they are renoved.

DI SCUSSI ON

The paraneters "nane" "type" and "conversions" are advi sory; nane and
conversions are depreciated in RFC 2046

The paraneter "paddi ng" changes the interpretation of the last byte
of the data, but it is deemed better by the Wsto delete this
informati on than to non-deliver the body part. The "paddi ng"
paraneter is rarely used with M M

Use of BilaterallyDefined Body Parts is specifically deprecated in
both 1988 and 1992 X. 400. It is retained solely for backward
compatibility with 1984 systens, and because it is in conmpn use.

6.4. FTBP EMA Unknown Attachnent - application/octet-stream
X. 400 Body Part: FTBP EMA Unknown Attachment

M ME Cont ent - Type: Application/ Cctet-Stream
Conversion Type: No conversion
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The O D for the Unknown Attachnent is { joint-iso-ccitt(2)
country(16) us(840) organization(l) ema(113694) objects(2)
messagi ng(2) attachnments(1l) unknown(1) }, or
2.16.840.1.113694.2.2.1.1 for short.

NOTE: Previous EMA drafts gave it as { iso(1) countries(2) usa(840)
organi zation (1) erma (113694) objects(2) messaging(2) attachments(1l)
unknown (1)}, or 1.2.840.1.113694.2.2.1.1 for short.

The paraneters for this type nust be mapped according to chapter 2.3,
with the foll owing extensions for the paraneters of the
appl i cation/octet-stream

If there is no Content-Disposition paraneter with a fil ename, and
there is a nane paraneter, the FTBP.Fil eTransferParaneters. Fil e-
attributes. pathnane is generated fromthis paraneter. Note that
RFC 2046 reconmends not using the "name" paraneter.

The "type", "conversions" and "padding" attributes are ignored,
"type" is for human consunption; "conversions" are discouraged in RFC
2046.

The body napping is just copying the bytes in both directions.
6.5. MessageBodyPart - nessage/ RFC822

X. 400 body part: MessageBodyPart
M ME Cont ent - Type: nessage/ RFC822
Conversi on Type: Speci al

NOTE: |If the headers of the X 400 MessageBodyPart contains the
"mul tipart-nmessage” headi ng extension with the i sAMessage bit set
(either explicitly or inplicitly), the mapping should be to

mul tipart/* according to section 6.6, bel ow

To map an | PMS. MessageBodyPart, the full X 400 -> RFC 822 mapping is
recursively applied, to generate an RFC 822 Message. |If present, the
| PMS. MessageBodyPart . par anet ers. del i very-envel ope is used for the MIS
Abstract Service Mappings. |If present, the

| PMB. MessageBodyPart . paraneters. delivery-tine is mapped to the
extended RFC 822 field "Delivery-Date:".

When a nessage/ RFC822 is contained within a M ME nessage, it is
mapped to an | PVM5. MessageBodyPart according to M XER  specification.
Any mappi ngs that woul d have been nade to the MIS Abstract Service
are placed in | PMB. MessageBodyPart . paranet ers. del i very-envel ope.
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6.6. MessageBodyPart - multipart/*

X. 400 body part: MessageBodyPart
M ME Content-Type: nultipart/*
Conver si on Type: Speci al

NOTE: |If the headers of the X 400 MessageBodyPart do not contain the
"mul tipart-nmessage” headi ng extension with the "i sAMessage” fl ag
FALSE=, the mappi ng shoul d be to nessage/ RFC822.

A MM multipart is a set of content-types and not a nessage with a
set of content types. When the nmultipart is at the outernost MM
header, elements of the nmultipart are mapped directly onto

| PMS. Bodypart .

When the MME nultipart is not at the outernost level, it is napped
to an | PMB. MessageBodyPart contai ning an | PMS. Bodypart for each
el ement of the multipart.

When a nested | PVMS. Message is generated froma nultipart, an

| PMS. headi ng shal |l al ways be generated. The only mandatory field is
the | PVB. Headi ng. this-1 PM nessage id, which shall be generated by the
gateway. An | PMS. Headi ng. subj ect field shall also be generated, in
order to provide useful information to non-M ME capabl e X 400(88) UAs
and to all X 400(84) UAs. The subject field is set as foll ows
according to the nultipart subtype:

m xed:
"Mul tipart Message"

al ternative:
"Alternative Body Parts containing the same information”

di gest:
"Message Digest"”

parall el :
"Body Parts interpreted in parallel™

ot her:
"Mul tipart Message (<subtype>)"

For other types of multipart, the nultipart subtype shall be included
in the subject I|ine.

For each multipart, the foll owi ng | PM5. Headi ngExt ensi on shal |l be
generated, with the value set according to the subtype.
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6

7

If the multipart is the outernost nultipart, and the subtype is
"mxed", it may be onmitted

mul ti part - message HEADI NG EXTENSI ON
VALUE Mul tipart Type
::= id-hex-multipart-nessage-v2

Mul tipart Type ::= SEQUENCE {
subtype 1 A5String,
i SAMessage BOCOLEAN DEFAULT TRUE }

The Mul tipart Type contains the subtype, for exanple "digest". |If
this heading is present when nmapping from X 400 to M ME, the
appropriate nultipart nmay be generated.

The i sAMessage flag is needed because of the case where a nessage
contai ns a Forwardedl PMessage, which itself was generated froma M Me
message that was a Multipart; it is set whenever the multipart is the
outernost | evel of nesting inside a Message/ RFC822

NOTE:
When downgradi ng to X. 400/84, the content-type SHOULD be
regenerated fromthis headi ng-extension and put into the RFC 822-
HEADERS extra body part.

NOTE:
This definition is different fromthe one in RFC 1494, because the
RFC 1494 definition turned out to be insufficient when new
subtypes of Multipart (like Signed or Related) were defined. That
is the reason for the "-v2" part of the nanme of the OD.

If both the old and the new headi ng extensi ons occur on a message,
a M XER gat eway shoul d give preference to the new one.

Tel etex - Text/Plain (Tel etex)

X. 400 Body Part: Tel etex
M ME Cont ent - Type: text/plain; charset=Tel etex
Conversion Type: Text conversion

From X. 400 to RFC-822, the conversion shall take the bytes
of all the pages in the "data" part of the

Tel et exBodyPart, add a FF character (0OxO0C, control-L) to
each part that does not already end in one, and
concatenate themtogether to formthe body of the
Text /Pl ai n.
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The character set shall be "Teletex", which is especially
registered for this purpose. Its definition is shown in an
appendi X.

The paraneters are di scarded

From RFC-822 to X 400, the conversion shall split the
content at each occurrence of the FF character (0x0C),

del ete the character and construct the Tel etex body part
as a SEQUENCE OF Tel etexString, as described in X 420(88),
section 7.3.5

The Tel et exParameters nmay, but need not, contain the
nunber - of - pages comnponent .

NOTE: It is recomended, but not mandated, that the data
be converted into a nore wi despread character set like

| SO-8859-1 or | SO 2022-JP (if applicable) if possible

This will result in the reverse translation giving a
Gener al Text body part, which will have to be dealt with
appropriately at the X 400/88 to X 400/84 downgradi ng
boundary, if possible, but will give a much greater chance
that the M ME recipient can actually read the nessage.

DI SCUSSI ON

The Tel etex body part is frequently used in X 400(84) to
send around text with slightly extended character sets
beyond ASCI | .

Its body consists of a series of "pages", separated by
ASN. 1 representation. It is inmportant to many people to
have this mapped into sonething that is readable to nost
end-users; therefore, it is recomended to map this onto
Text/ Pl ain; however, since this is not plain text, the
conversi on must be specifi ed.

Note that the definition of Text/Plain permts only CRLF as a line
separator; the sequences "CR FF' and "CR LF LF LF.." permtted in
Tel et ex nmust be encoded as Quoted-Printable.

7. Body parts where encapsul ation is recomended

Sone body parts are MME constructs, and their functionality will be
severely damaged if they are coerced into an X 400 framework.

Speci al care needs to be taken with these; they are described bel ow.
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7.1. nmessage/ external - body

The gateway MJST support the encapsul ation of this body part using
t he HARPOON encapsul ation (1 A5).

It MAY support some kind of retrieval of the referred object.
DI SCUSSI ON

The nessage/ external -body part points to an object that can be
retrieved using |Internet protocols.

There are three cases to consider for the recipient’s capabilities:

(1) The user has no Internet access. In this case, the
user mght be grateful if the gateway fetches the body part and
inserts it into the nessage. |If the body part is large or
dynanmic, it might not be appropriate.

(2) The user has Internet access, but no UA support for
fetchi ng external -body objects.

(3) The user has Internet access and UA support for
fetchi ng external -body objects, based on an understandi ng of
this docunent.

Sone access-types, |ike anonynous FTP, are easy to resolve. Ohers,
like the Mail server access-type, are alnpbst inpossible to resolve at
a gat eway.

To support the second case above, the tunneling nethod chosen is the
HARPOON encapsul ati on described in section 3.1.3, using an | A5 body
part, inserting the string "M ME-Version: 1.0 (generated by gateway)"
at the beginning of the body part. (The part in parentheses can be
changed at will).

This will:

(1) Maxi mi ze the chance that the user will see the
nessage

(2) G ve the user hints that will enable himto fetch
the message using other Internet tools

(3) Identify the nessage as a MME object in a reliable

fashion, allowing UAs to support the fetching of the object if
the UA inpl enentor desires.
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7.2. message/parti al

This represents part of a |larger nessage, where it is only possible
to parse the conpl ete nmessage after getting all the pieces

The gateway MJST support the encapsul ation of this body part.

It MAY inplement transparent reassenbly of the nessage, but in this
case, it MJIST support a configurable timeout

for the reassenbly, defaulting back to encapsul ation

DI SCUSSI ON

The gateway’ s choices are:

(1) Wait until all the pieces arrive at the gateway,
reassenbl e the nessage, and use normal processing

(2) Encapsul ate the nessage, using any encapsul ation
net hod (BP15, FTAM or HARPOQON) .

In sone cases, not all pieces will arrive at the gateway; sone may
have been transferred through other gateways due to route changes or
machi ne out ages; sonme nmay have been lost in transit.

7.3. multipart/signed

A gateway MJST inpl enent encapsul ati on of nmultipart/signed using
HARPOON

The gateway MAY be configured to do other processing, as outlined in
the di scussion below. This is outside the scope of the standard.

DI SCUSSI ON

Gat ewayi ng security is a problem The gateway can basically take
t hree approaches:

- Strip the nmultipart/signed, |eaving the bare body
part unsecured, possibly with a comment that the signature was
stripped

- Attenpt to check the signature and re-signing the
message using X 400 security functions, then stripping as above

- Encapsul ate the nessage. This is the only approach

that allows end to end security, but requires MM functionality
at the recipient.
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- Repl ace the nmessage content with nmultiple body parts,
containing first an unsecured body part and then the
encapsul ated mul ti part/signed.

Al these are valid options for a M XER gat eway.

Note that the encapsul ati on nust use HARPOON, as the signature is
comput ed on the ENCODED body part, not on the canonica
representation, and HARPOON is the only encapsul ati on that preserves
the content transfer encodi ng of the nessage.

Note al so that all mnethods except for encapsul ati on break end-to-end
security; the recipient can place no nore trust in the integrity of
the message than he can place in the security of the gateway.

7.4. multipart/encrypted

A gateway MJST inpl enent encapsul ation of nultipart/encrypted using
HARPQOON.

If the inplementor chooses to all ow other processing at the gateway,
as outlined below, he/she is advised that there are grave security
concerns with such a solution, since it violates the general rule of
keepi ng decryption keys as close to the user as possible.

DI SCUSSI ON
There are two basic cases for a gateway:

- The gateway is trusted with the user’s keys. In this
case, the gateway can decrypt the nmessage, possibly add a note
that it has done so, and gateway the unencrypted form possibly
appl ying X 400 security functions, and possibly attaching a copy
of the original, encrypted material for reference. This does
nothing to protect the transfer fromgateway to recipient,
unl ess suitable X 400-native security is applied. It also neans
that the gateway must be part of the user’s trusted environnent.

- The gateway is not trusted with the recipient’s keys.
In this case, encapsulation is the only approach that preserves
any information at all.

The valid options for a M XER gateway are therefore:

- Decrypt the body part

- Encapsul ate the body part

Al vestrand St andards Track [ Page 36]



RFC 2157 X. 400/ M ME Body WMappi ng January 1998

- Drop the body part
The M XER WG has shown strong preference for the encapsul ation
alternative, and urges anyone who thinks of buying or inplenenting
gateway decryption to carefully evaluate this choice in |ight of the
conpany’ s general security policy.

8. Conformance requirements
In order to be called M XER conformant, a gateway mnust i npl enent:

- Encapsul ation of MM content in the FTBP body part

- Encapsul ati on of X. 400 body parts in the x400-bp body
part

- Encapsul ati on of FTBP body parts in the
application/x-ftbp.oid body part

- Encapsul ati on of security nultiparts using HARPOON
- Text/plain <-> | A5Text

- Text/ pl ain; charset=i so-8859-* <-> CGeneral Text

- Mul tipart/* <-> Forwardedl PMessage

- message/ RFC822 <-> Forwar dedl PMessage

- appl i cation/octet-stream <-> FTBP unknown

- application/octet-stream<-> Bilaterall yDefined

- A configuration choice of which application/octet-
streamtranslation to use

Al other parts of this specification MAY be inplenented by the
gateway. If they are inplenmented at all, they MJST be inpl enented
conformant to this specification

In this context, a feature is "inplenented" in a product if it is
possible to configure the product in such a way that this feature is
used. This specification does not restrict the product to only be
configured in such a fashion.
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9. Security Considerations
The security issues identified in this nmenmo are:

(1) Security inplications of using filenanes that
arrive in body part headers (section 2.3.2)

(2) Security inplications of letting a gateway handl e
encrypted and/or signed content (section 7.3 and 7.4)

If a gateway fetches nessage/ external -body on behal f of the
recipient, as described in section 7.1, it may be tricked into
perform ng i nappropriate actions by malicious senders.

In addition, all the normal caveats that apply to sending data that
may contain executable code apply to UAs on both sides of the
gat eway.
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Appendi x A Escape code normalization

The al gorithm gi ven here in pseudocode wl |l

reduce a Ceneral String

I SO-2022 unlinited use of shifts sequence to a pure 8-bit sequence

that does not use shift sequences,

Sonme error conditions,
m ssi ng.

A simlar routine,

like ECOF, are not tested for
asked to do sonething it cannot.

al beit more conpl ex,

i f possible.

It crashes if

Control character set switching is

can be witten for

normalizing to the | SO 2022-JP character set.

BEG N: (from X. 209)

6 (should be 2, but
NUL L
NULL
NULL

1 (ASC |
cl NULL

| eftset = &0 (current
rightset = &yl (current
| owset = 6 (output set, |ow)
hi ghset NULL (out put set,
char set US- ASCl |

control)

i nput

(Init for the set tables)
chartoi d[{2D, 2E, 2F}, 41]

i dt onane[ 100]

= "] SO 8859-1"

VWHI LE (nore data)

i nput set,

i gnore the difference)

set,

| ow)
hi gh)

hi gh)

100

CASE head of i nput

{These are the | ocking shift sequences}

I NCASE "00/14": (LSO, SO
| eftset = &gO;

I NCASE "00/15": (LS1, SI)
| eftset = &g

I NCASE "ESC 07/ 14": (LS1R
rightset = &gl

I NCASE "ESC 07/13": (LS2R
rightset = &g2

I NCASE "ESC 07/12": (LS3R
rightset = &g3;

{There is mssing code for

Al vestrand
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{These are the changes of graphic character sets}
{Note that GO0 can contain only 94-character charsets}

I NCASE " ESC 28"
g0 = chartoid[l astchar,
set hi set (g0)

I NCASE "ESC 2D', "ESC 29"
gl = chartoid[l astchar,
set hi set (gl)

I NCASE "ESC 2E", "ESC 2A"
g2 = chartoid[l astchar,
set hi set (g2)

I NCASE "ESC 2F", "ESC 2B"
g3 = chartoid[l astchar,
set hi set (g3)

X. 400/ M ME Body WMappi ng

next character]

next character]

next character]

next character]

January 1998

{control characters. There is mssing code for changi ng these}

I NCASE 00/ 00-01/15 {nor mal
wite(char)

control}

I NCASE 08/ 00- 09/ 15 {upper control}

wite(char)
{Normal characters}
I NCASE 02/ 00-07/ 15 (Left)
IF (*leftset == | owset)
wite(char)

ELSIF (*l eftset == highset)
write(char +80)
ELSE
ERROR "Shift error”
ENDI F
I NCASE 10/ 00- 15/ 15
IF (*rightset == highset)
wite(char)
ELSIF (*rightset == | owset)
write(char-80)
ELSE
ERRCOR "Shift error"
ENDI F
ENDCASE
ENDWHI LE

SUBROUTI NE set hi ghset (gl)

Al vestrand

I F (hi ghset == NULL)
charset = idtonane[gl]
hi ghset = g1

ELSI F (highset == gl)
(it’s OK)

ELSE

ERROR "Too many charsets encountered"
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ENDI F

ENDROUTI NE
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Appendi x B: O D Assi gnments

M XER- MAPPI NGS DEFI NI TIONS ::= BEG N
EXPORTS -- everything --;

I MPORTS

mxer -- { iso(l) org(3) dod(6) internet(1) mail(7) mxer(1) }
FROM M XER - - Conpani on RFGC -;

m xer - headi ngs OBJECT | DENTIFIER :: =
{ mxer 1} -- called mne-nhs-headings in RFC 1495 --

m xer - bodi es OBJECT | DENTIFIER :: =
{ mxer 2} -- called m ne-nhs-bodies in RFC 1495 --

-- mxer-core is defined as { nmixer core(3) } in [MXER]

m xer - bp-data OBJECT | DENTI FIER :: =
{ mxer-bodies 1 }; -- called mne-nhs-bp-data in RFC 1494 --

m xer - bp- paramet er OBJECT | DENTIFIER :: =
{ mxer-bodies 2 };

i d-m nme-bp-data OBJECT | DENTIFIER :: =
{ mixer-bp-data 1 };
-- for debugging: mxer-bp-datais 1.3.6.1.7.1.2.1.1

i d- m me- bp-paraneters OBJECT | DENTIFIER :: =
{ m xer-bp-paraneter 1 };

-- the follow ng assignments were done in RFC 1494, using
-- slightly different nanes, but the sanme numnbers.
-- their defining text is nowis nowin other docunents
i d- mi me-postscript-body OBJECT | DENTIFIER :: =
{ mxer-bp-data 2 }

i d-m me-j peg- body OBJECT | DENTIFIER :: =
{ mxer-bp-data 3}

i d-mi me-gi f-body OBJECT | DENTIFIER :: =
{ mxer-bp-data 4 }

-- This is a new definition, and defines an FTAM application
ref erence,
-- not a BP15 data O D.
i d-mime-ftbp-data OBJECT | DENTIFIER :: =
{ mxer-bp-data 5 }
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-- The foll owi ng headi ng extensions are defined
i d-hex-partial -nessage OBJECT | DENTIFIER :: =
{ m xer-headings 1}

i d-hex-mul tipart-nessage OBJECT | DENTIFIER :: =
{ mxer-headings 2 } -- from RFC 1495; obsol ete

i d-hex-nul tipart-nessage-v2 OBJECT | DENTIFIER :: =
{ m xer-headings 3}

END
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Appendi x C. Registration information for the Tel etex
character set

The Tel etex character set is a character set in which the |1 SO 2022
character set sw tching nmechanismmay be used to switch between the
follow ng registered | SO character sets:

SO IR 87 - JIS C6226-1983; a 16-bit Japanese character set
ISO- 1R 102 - a fairly standard US-ASCI| vari ant

I SO I R-103 - Latin characters using non-spaci ng accents

I SO 1R 106 - Control characters for C0 use; CR LF, FF and a few nore
| SO I R-107 - Control characters for Cl use

Its intended use of this character set is to represent data that
comes from | SO protocols that use the ASN.1 construct "Tel etexString"”
or "T6lstring" w thout conversion

The set of allowed character sets can be found in CCTT
recomrendati on X. 208(1988), chapter 31.2 and Table 6/ X. 208.

The rules for encoding the data type can be found in COTT
recomendati on X. 209(1988), chapter 23. It states that at the

begi nning of the string, &Q is always SO 1R 102, CO is ISO IR 106
and C1 is ISO IR 107.

The specification seenms sonmehow to have m ssed the inmplicit
assunption that SO 1R-103 is designated and i nvoked as Gl and
shifted into the upper half of the character set which seens to be
assuned at |east by the X 400 and X. 500 software that uses

Tel etexStrings; inplenmentors should act as if the sequence ESC 2/9
7/6 LSIR is always present at the beginning of the data; however,
when generating Tel etex strings, inplementors should include the
sequence ESC 2/9 7/6 within the string before the first occurence of
a character from| SO | R-103.

The rules for interpreting T.61 data are found (I believe) in COTT
recommendations T.51, T.52 and T.53 (data fromthe |ITU WAV server):

T.51 (09/92) [Rev.1] [26 pp.] [Publ.: My. 93]

Lati n based coded character sets for telematic services
T.52 (1993) [New] [88 pp.] [Publ.: Apr.94]

Non-Latin coded character sets for telemntic services
T.53 (04/94) [New] [68 pp.] [Publ.: Jan.95]

Character coded control functions for telematic services

The Tel etex character set is closely related to (but not identica
with) that specified in | SO 6937.
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No further restrictions are inposed by this registration; in
particul ar, character set switching can occur anywhere, and there is
no guarantee that the character sets will be swi tched "back" at the

end.
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Appendi x D. | ANA Regi stration formfor new mappi ngs

To: | ANA@ si . edu
Subj ect: Registration of new X 400/ M ME content type mappi ng

M ME type nane:

(this rmust have been registered previously with | ANA)

X. 400 body part:

| F BP15:

- X. 400 bject ldentifier for Data:

(I'f left enpty, an OD w |l be assigned by | ANA under m xer-bp-data)
- X. 400 bject ldentifier for Paraneters:

(I'f left enpty, an O D wll be assigned by | ANA under m xer-bp-
paraneter. If it is not used, fill in the words NOTI USED.)

X. 400 ASN. 1 Synt ax:

(rmust be an EXTENDED- BODY- PART- TYPE nmacro, or reference to a Basic
body part type)

| F FTBP:

- FTAM bj ect Identifier for application-reference:

- FTAM bj ect Identifier for contents-type:

(if left enpty, unstructured-binary is assuned)

Conversion al gorithm

(rmust be defined conpletely enough for independent inplenmentation. It
may be defined by reference to RFCs).

Person & email| address to contact for further information:

| NFORVATI ON TO THE SUBM TTER:

The accepted registrations will be listed in the "Assigned Nunbers”

series of RFCs. The information in the registration formis freely
di stributable.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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