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M ME E-mai| Encapsul ation of Aggregate Docunents, such as HTM. (IVHTM.)
Status of this Docunent

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

Al t hough HTML [ RFC 1866] was designed within the context of M M,
nmore than the specification of HTM. as defined in RFC 1866 i s needed
for two electronic nail user agents to be able to interoperate using
HTML as a docunent format. These issues include the nam ng of objects
that are normally referred to by URIs, and the neans of aggregating
objects that go together. This docunent describes a set of guidelines
that will allow conform ng nmail user agents to be able to send,
deliver and display these objects, such as HTM. objects, that can
contain links represented by URIs. In order to be able to handle
inter-linked objects, the docunent uses the M ME type

mul tipart/related and specifies the MM content - headers "Content -
Locati on" and " Content - Base".
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iling List Information

Further discussion on this docunment shoul d be done through the

mai ling |ist MHTML@EGATE. SUNET. SE.

To subscribe to this list, send a nessage to
LI STSERV@EGATE. SUNET. SE
whi ch contains the text
SUB MHTML <your nane (not your e-nmil address)>

Archives of this list are avail able by anonynmous ftp from
FTP: / /| SEGATE. SUNET. SE/ | i st s/ mHTM./

The archives are also available by e-mail. Send a nessage to
LI STSERV@SEGATE. SUNET. SE with the text "I NDEX MHTM." to get a list
of the archive files, and then a new nessage "GET <file nane>" to

retrieve the archive files.

Conments on |less inportant details may al so be sent to the editor,

Jacob Pal ne <j pal ne@isv. su. se>.

More information may al so be avail able at URL:
HTTP: / / www. dsv. su. se/ ~j pal ne/ietf/]p-ietf-honme. HTM

1. Introduction

There are a nunber of docunent formats, HTM. [HTM.2], PDF [ PDF] and

VRML for exanple, which provide links using URIs for their

resolution. There is an obvious need to be able to send documents in
these formats in e-mail [RFC821=SMIP, RFC822]. This docunent gives

addi tional specifications on howto send such docunents in MM [ RFC
1521=M ME1] e-nmil nessages. This version of this standard was based
on full consideration only of the needs for objects with links in the
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Text/HTM. nedia type (as defined in RFC 1866 [HTM.2]), but the
standard may still be applicable also to other formats for sets of
interlinked objects, linked by URIs. There is no conformance

requi renent that inplenentations clainmng conformance to this
standard are able to handle URI-s in other document formats than
HTM..

URIs in docunents in HTML and other simlar formats reference other
obj ects and resources, either enbedded or directly accessible through
hypertext |inks. Wien nailing such a docunent, it is often desirable
to also mail all of the additional resources that are referenced in
it; those elements are necessary for the conplete interpretation of
the primary object.

An alternative way for sending an HTM. document or other object
containing URIs in e-mail is to only send the URL, and let the
reci pi ent ook up the docunment using HTTP. That nethod is described
in [URLBODY] and is not described in this document.

An informational RFC will at a later time be published as a
supplenent to this standard. The informational RFC will discuss

i mpl ement ati on net hods and sone inplenentation problens. |nplenentors
are recomended to read this informational RFC when devel opi ng

i npl emrent ati ons of the MHTM. standard. This informational RFC s,
when this RFC is published, still in |IETF draft status, and will stay
that way for at |least six nonths in order to gain nore inplenentation
experience before it is published.

Ter mi nol ogy

2.1 Conformance requirenent term nol ogy

Thi s specification uses the sane words as RFC 1123 [ HOSTS] for
defining the significance of each particular requirenent. These words
are:

MUST This word or the adjective "required" nmeans that the itemis
an absol ute requirenent of the specification

SHOULD This word or the adjective "recomended” neans that there may
exi st valid reasons in particular circunstances to ignore this
item but the full inplications should be understood and the
case carefully wei ghed before choosing a different course.
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MAY This word or the adjective "optional" neans that this itemis
truly optional. One vendor may choose to include the item
because a particul ar marketplace requires it or because it
enhances the product, for exanple; another vendor may omt
the same item

An inmplenentation is not conpliant if it fails to satisfy one or nore
of the MJST requirenents for the protocols it inplenents. An

i mpl ementation that satisfies all the MIUST and all the SHOULD
requirenents for its protocols is said to be "unconditionally
conpliant"; one that satisfies all the MJST requirenents but not al
the SHOULD requirenments for its protocols is said to be
"conditionally conpliant.”

2.2 O her term nol ogy

Most of the terns used in this docunment are defined in other RFCs.

Absol ute URI, See RFC 1808 [ RELURL].

Absol ut eUR

Cl D See [M DCI D] .

Cont ent - Base See section 4.2 bel ow.

Content-1D See [MDCI D] .

Cont ent - Locati on M ME nessage or content part header with the

URI of the M ME nessage or content part body,
defined in section 4.3 bel ow

Cont ent - Transf er-Enco Conversion of a text into 7-bit octets as

di ng specified in [M ME1].

CR See [ RFCB822].

CRLF See [ RFC822].

Di spl ayed text The text shown to the user reading a docunent

with a web browser. This may be different from
the HTML mar kup, see the definition of HTM.
mar kup bel ow.

Header Field in a message or content headi ng specifying
the val ue of one attribute.

Pal me & Hopmann St andards Track [ Page 4]



RFC 2110 MHTML March 1997

Headi ng Part of a nessage or content before the first
CRLFCRLF, containing formatted fields with
attributes of the nmessage or content.

HTML See RFC 1866 [HTM.2].

HTML Aggregate HTML obj ects together with some or all objects,
to objects which the HTM. object contains
hyper | i nks.

HTML mar kup A file contai ning HTM. encodi ngs as specified

in [HTM.] which may be different fromthe
di spl ayed text which a person using a web
browser sees. For exanple, the HTM. markup
may contain "& t;" where the displayed text
contains the character "<".

LF See [ RFC822] .

MC Message Integrity Codes, codes use to verify
that a nessage has not been nodified.

M ME See RFC 1521 [M ME1], [M ME2].

MJUA Messagi ng User Agent.

PDF Port abl e Docunent Format, see [PDF].

Rel ative URI, See RFC 1866 [HTM.2] and RFC 1808[ RELURL] .

Rel ati veUR

URI, absolute and See RFC 1866 [HTM.2].

relative

URL See RFC 1738 [URL].

URL, relative See [RELURL].

VRMWL Virtual Reality Markup Language.

3. Overview

An aggregate docunment is a M ME-encoded nessage that contains a root
docunent as well as other data that is required in order to represent
that document (inline pictures, style sheets, applets, etc.).
Aggregat e docunents can al so include additional elenents that are
linked to the first object. It is inportant to keep in mind the
differing needs of several audiences. Mil sending agents m ght send
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4.

aggregat e docunents as an encodi ng of normal day-to-day el ectronic
mail. Mail sending agents mght al so send aggregate docunments when a
user wishes to mail a particular document fromthe web to someone
else. Finally mail sending agents m ght send aggregate docunents as
automati c responders, providing access to WNMWVresources for non-I1P
connected clients.

Mai | receiving agents al so have several differing needs. Some nai
recei ving agents mght be able to receive an aggregate docunent and
display it just as any other text content type would be displayed.
QO hers m ght have to pass this aggregate docunent to a browsing
program and provisions need to be made to nmake this possible.

Finally several other constraints on the problemarise. It is
inmportant that it be possible for a docunment to be signed and for it
to be able to be transmtted to a client and di splayed with a m ni mum
ri sk of breaking the nessage integrity (MC) check that is part of
the signature.

The Content-Locati on and Cont ent-Base M ME Cont ent Headers

4.1 M ME content headers

In order to resolve URI references to other body parts, two MM
content headers are defined, Content-Location and Content-Base. Both
these headers can occur in any nessage or content heading, and wll
then be valid within this heading and for its content.

In practice, at present only those URIs which are URLs are used, but
it is anticipated that other forms of URIs will in the future be
used.

The syntax for these headers is, using the syntax definition tools
from[RFC822]:

content-location ::= "Content-Location:" ( absoluteUR |
relativeURl )

content-base ::= "Content-Base:" absol ut eURl

where URI is at present (June 1996) restricted to the syntax for URLs
as defined in RFC 1738 [ URL].

These two headers are valid only for exactly the content heading or
message headi ng where they occurs and its text. They are thus not
valid for the parts inside nultipart headings, and are thus
meani ngl ess in nultipart headi ngs.
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These two headers may occur both inside and outside of a
multipart/related part.

4.2 The Cont ent - Base header

The Content-Base gives a base for relative URIs occurring in other
heading fields and in HTM. docunents which do not have any BASE
element inits HIM. code. Its value MJST be an absolute URI.

Exanmpl e showi ng which Content-Base is valid where

Content - Type: Miltipart/rel ated; boundary="boundary-exanple-1";
type=Text/HTM.; start=fo002*foo3@ar 2. net
; A Content-Base header cannot be placed here, since this is a
; multipart M ME object.

--boundary- exanpl e- 1

Part 1:

Cont ent - Type: Text/HTM.; charset =US- ASCl |

Content-1D: <foo2*foo3@ar?2. net>

Content-Location: http://ww.ietf.cnir.reston.va.us/imges/fool. barl
; This Content-Location nust contain an absolute URI, since no base
; is valid here

- -boundary- exanpl e-1

Part 2:

Cont ent - Type: Text/HTM.; charset =US- ASCI |

Content-|1 D <foo4*foo5@ar?2. net>

Content - Locati on: fool.barl ; The Content-Base bel ow applies to
; this relative URI

Content-Base: http://ww.ietf.cnri.reston.va.us/inmages/

--boundary- exanpl e- 1- -
4.3 The Content-Locati on Header

The Content-Location header specifies the URl that corresponds to the
content of the body part in whose heading the header is placed. Its
val ue CAN be an absolute or relative URI. Any URI or URL schene may
be used, but use of non-standardi zed URI or URL schemes mi ght entai
sone risk that recipients cannot handle themcorrectly.

The Content-Location header can be used to indicate that the data
sent under this heading is also retrievable, in identical format,
t hrough nornmal use of this URI. If used for this purpose, it nust
contain an absolute URI or be resolvable, through a Content-Base
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header, into an absolute URI. In this case, the information sent in
the message can be seen as a cached version of the original data.

The header can al so be used for data which is not available to sone
or all recipients of the message, for exanple if the header refers to
an object which is only retrievable using this URI in a restricted
domai n, such as within a conpany-internal web space. The header can
even contain a fictious URI and need in that case not be globally

uni que.

Exanpl e:

Content - Type: Miltipart/rel ated; boundary="boundary-exanple-1";
type=Text/HTM.

--boundary-exanpl e-1

Part 1:
Cont ent - Type: Text/HTM.; charset =US- ASCl |

<IM5 SRC="fictionl/fiction2"> ..
--boundary- exanpl e- 1
Part 2:
Cont ent - Type: Text/HTM.; charset =US- ASCl |
Content-Location: fictionl/fiction2
--boundary- exanpl e- 1- -
4.4 Encoding of URIs in e-mail headers
Since M ME header fields have a limted length and URIs can get quite
|l ong, these lines may have to be folded. If such folding is done, the
al gorithmdefined in [ URLBODY] section 3.1 should be enpl oyed.
5. Base URIs for resolution of relative URI's
Rel ati ve URI's inside contents of MM body parts are resol ved
relative to a base URI. In order to determne this base URI, the
first-applicable method in the following |ist applies.
(a) There is a base specification inside the MM body part
containing the link which resolves relative URIs into absolute

URIs. For exanple, HTM. provides the BASE el ement for this.

(b) There is a Content-Base header (as defined in section 4.2),
speci fying the base to be used.
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(c) There is a Content-Location header in the heading of the body
part which can then serve as the base in the sanme way as the
requested URI can serve as a base for relative URIs within a
file retrieved via HITP [HTTP].

When the nethods above do not yield an absolute URI the procedure in
section 8.2 for matching relative URI's MJST be foll owed.

6. Sendi ng docunents wi thout |inked objects

If a docunent, such as an HTM. object, is sent without other objects,
to which it is linked, it MAY be sent as a Text/HTM. body part by
itself. In this case, nultipart/related need not be used.

Such a docunent may either not include any links, or contain |inks
which the recipient resolves via ordinary net | ook up, or contain
I i nks which the recipient cannot resol ve.

I nclusion of |inks which the recipient has to | ook up through the net
may not work for some recipients, since all e-mail recipients do not
have full internet connectivity. Al so, such links may work for the
sender but not for the recipient, for exanple when the link refers to
an URI within a conpany-internal network not accessible from outside
t he company.

Note that documents with links that the recipient cannot resolve MAY
be sent, although this is discouraged. For exanple, two persons
devel opi ng a new HTM. page nay exchange inconpl ete versions.

7. Use of the Content-Type: Miltipart/rel ated

If a nessage contains one or nore M ME body parts containing |inks
and al so contains as separate body parts, data, to which these |inks
(as defined, for exanple, in RFC 1866 [HTM.2]) refers, then this
whol e set of body parts (referring body parts and referred-to body
parts) SHOULD be sent within a nmultipart/related body part as defined
in [REL].

The root body part of the multipart/related SHOULD be the start

obj ect for rendering the object, such as a text/htm object, and
whi ch contains links to objects in other body parts, or a

mul tipart/alternative of which at |east one alternative resolves to
such a start object. |Inplenentors are warned, however, that nany
mai | prograns treat nultipart/alternative as if it had been

mul tipart/m xed (even though M ME [ M MEL] requires support for

mul tipart/alternative)
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[ REL] requires that the type attribute of the "Content-Type:
Multipart/rel ated" statement be the type of the root object, and this
val ue can thus be "nultipart/alternative". If the root is not the
first body part within the nmultipart/related, [REL] further requires
that its Content-1D MJST be given in a start paraneter to the
"Content-Type: Miltipart/related" header

When presenting the root body part to the user, the additional body
parts within the nultipart/related can be used:

(a) For those recipients who only have e-nmail but not ful
I nternet access.

(b) For those recipients who for other reasons, such as firewalls
or the use of conpany-internal |inks, cannot retrieve the
|l i nked body parts through the net.

Note that this neans that you can, via e-mail, send HTM. which
i ncludes URI's which the recipient cannot resolve via HTTPor
ot her connectivity-requiring URls.

(c) For itenms which are not available on the web
(d) For any recipient to speed up access.

The type paraneter of the "Content-Type: Multipart/related" MJST be
the sane as the Content-Type of its root.

When a sendi ng MJA sends objects which were retrieved fromthe WW
it SHOULD maintain their WMV URIs. It SHOULD not transformthese UR s
into sone other URI formprior to transmtting them This will allow
the receiving MJA to both verify MCs included with the email

message, as well as verify the docunents against their VWW
count er poi nt s.

In certain special cases this will not work if the original HTM
docunent contains URIs as paraneters to objects and applets. In such
a case, it mght be better to rewite the docunment before sending it.
This problemis discussed in nore detail in the informational RFC
which will be published as a supplenment to this standard.

Thi s standard does not cover the case where a nultipart/rel ated
contains links to M ME body parts outside of the current
multipart/related or in other MM nessages, even if nmethods simlar
to those described in this standard are used. |nplementors who

provi de such links are warned that mailers inplenmenting this standard
may not be able to resolve such |inks.
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Wthin such a nmultipart/related, ALL different parts MJST have
different Content-Location or Content-1D val ues.

8. Format of Links to OQther Body Parts
8.1 General principle

A body part, such as a text/HTM. body part, may contain hyperlinks to
obj ects which are included as other body parts in the sane nessage
and within the sane nultipart/related content. Oten such |inked
objects are neant to be displayed inline to the reader of the main
docunent; for exanple, objects referenced with the IMGtag in HTM

[ RFC 1866=HTML2]. New tags with this property are proposed in the
ongoi ng devel opment of HTM. (exanple: applet, franme).

In order to send such nessages, there is a need to indicate which
other body parts are referred to by the links in the body parts
contai ni ng such links. For exanple, a body part of Content-Type:
Text/HTML often has links to other objects, which m ght be included
in other body parts in the same M ME nmessage. The referencing of

ot her body parts is done in the followi ng way: For each body part
containing links and each distinct URI within it, which refers to
data which is sent in the same M ME nessage, there SHOULD be a
separate body part within the current nultipart/related part of the
message containing this data. Each such body part SHOULD contain a
Cont ent - Locati on header (see section 8.2) or a Content-1D header (see
section 8.3).

An e-mai|l system which clains conformance to this standard MJST
support receipt of nmultipart/related (as defined in section 7) with
Ii nks between body parts using both the Content-Location (as defined
in section 8.2) and the Content-1D nmethod (as defined in section

8. 3).

8.2 Use of the Content-Location header

If there is a Content-Base header, then the recipient MIST enpl oy
relative to absolute resolution as defined in RFC 1808 [ RELURL] of
relative URIs in both the HTML markup and the Content-Location header
before matching a hyperlink in the HTML markup to a Content-Location
header. The sane applies if the Content-Locati on contains an absol ute
URI, and the HTM. markup contains a BASE el enent so that relative
URIs in the HTM. markup can be resol ved.

If there is NO Content-Base header, and the Content-Locati on header
contains a relative URI, then NOrelative to absolute resolution
SHOULD be perforned. Matching the relative URI in the Content-
Locati on header to a hyperlink in an HTML markup text is in this case
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a two step process. First remove any LWEP fromthe relative URI which
may have been introduced as described in section 4.4. Then perform an
exact textual match against the HTML URIs. For this matching process,
i gnore BASE specifications, such as the BASE el erent in HTM.. Note
that this only applies for matching Content-Location headers, not for
URL-s in the HTM. docunent which are resol ved through network | ook up
at read tine.

The URI in the Content-Location header need not refer to an object
which is actually available globally for retrieval using this URI
(after resolution of relative URIs). However, URI-s in Content-
Location headers (if absolute, or resolvable to absolute URI's) SHOULD
still be globally unique.

8.3 Use of the Content-1D header and CI D URLs

When CID (Content-1D) URLs as defined in RFC 1738 [ URL] and RFC 1873
[MDCIDl are used for links between body parts, the Content-Location
statement will norrmally be replaced by a Content-1D header. Thus, the
followi ng two headers are identical in meaning:

Content-1D: foo@ar. net
Content-Location: CID: foo@ar. net

Note: Content-1Ds MJUST be globally unique [MME1]. It is thus not
permitted to make them unique only within this nmessage or within this
mul tipart/rel at ed.

9 Exanpl es
9.1 Exanple of a HTML body without included |Iinked objects

The first exanple is the sinplest formof an HTM. email nessage. This
is not an aggregate HTM. object, but sinply a nessage with a single
HTM. body part. This nessage contains a hyperlink but does not
provide the ability to resolve the hyperlink. To resolve the
hyperlink the receiving client would need either I P access to the
Internet, or an electronic mail web gateway.

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M me-Version: 1.0

Cont ent - Type: Text/HTM.; charset =US- ASCl |
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<HTM.>

<head></ head>

<body>

<hl>Hi there!</hl>

An exanpl e of an HTM. nessage. <p>

Try clicking <a href="http://ww.resnova. conl ">here. </ a><p>
</ body></ HTM_>

9.2 Exanple with absolute URIs to an enbedded G F picture

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M nme-Version: 1.0

Content - Type: Multipart/rel ated; boundary="boundary-exanple-1";
type=Text/HTM.; start=fo03*fool@ar. net

- - boundary-exanpl e-1
Cont ent - Type: Text/HTM.; char set =US- ASCI |
Content-1D. <foo3*fool@ar. net>

text of the HTM.L docunent, which mght contain a hyperlink
to the other body part, for exanple through a statenent such as:
<IMG SRC="http://ww.ietf.cnri.reston.va.us/images/ietflogo.gif"
ALT="1ETF | ogo">

- -boundary- exanpl e-1
Cont ent - Locati on:
http://ww. ietf.cnri.reston.va.us/inmages/ietflogo.qgif
Content-Type: | MAGE/ A F
Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGYAPEAAP! / / | | ZRaCgoAAAACH+PUNvCH yaWlodCAoQykgMrk5
NSBJRVRGLi BVbnF1dGhven 6ZWyZHVwbd j YXRpb24gcHIvad i aXRl ZC4A
etc...

- - boundary- exanpl e- 1- -
9.3 Exanple with relative URIs to an enbedded G F picture

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M nme-Version: 1.0

Content-Base: http://ww.ietf.cnri.reston.va.us

Content-Type: Miltipart/rel ated; boundary="boundary-exanple-1";
type=Text/HTM
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- - boundary-exanpl e-1
Cont ent - Type: Text/HTM.; charset=I SO 8859-1
Cont ent - Tr ansf er - Encodi ng: QUOTED- PRI NTABLE

text of the HTM. docunent, which might contain a hyperlink
to the other body part, for exanple through a statenment such as:
<I MG SRC="/images/ietflogo.gif" ALT="I|ETF | ogo">
Exanmpl e of a copyright sign encoded with Quoted-Printable: =A9
Exanmpl e of a copyright sign mapped onto HTM. mar kup: &#168;

--boundary- exanpl e- 1
Content-Location: /images/ietflogo.qif
Content - Type: | MAGE/ A F
Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGYAPEAAP! / / | | ZRaCgoAAAACH+PUNvCH yaWlodCAoQykgMrk5
NSBJRVRGLi BVbnF1dGhven 6ZWyZHVvwbd j YXRpb24gcHIvad i aXRl ZC4A
etc...

- -boundary- exanpl e- 1- -

9.4 Exanple using CID URL and Content-ID header to an enbedded G F
picture

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinmple example

M nme-Version: 1.0

Content-Type: Miltipart/rel ated; boundary="boundary-exanple-1";
type=Text/HTM.

- -boundary- exanpl e-1
Cont ent - Type: Text/HTM.; charset =US- ASCl |

text of the HTM. docunent, which might contain a hyperlink
to the other body part, for exanple through a statenment such as:
<I M5 SRC="ci d: food4*fool@ar.net" ALT="IETF | ogo">

- -boundary- exanpl e-1
Content-1D: <foo4*fool@ar. net>
Content-Type: | MAGE/ A F
Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODl hGAGYAPEAAP/ / / | | ZRaCgoAAAACH+PUNvCH yaWlodCAoQykgMTk5
NSBJRVRGLi BVbrFldGhven 6ZWQyZHVinb G j YXRpb24gcHIvad i aXR ZCAA
etc...

- - boundary- exanpl e- 1- -
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11.

Cont ent - Di sposi ti on header

Note the specification in [REL] on the rel ations between Content -
Di sposition and nul tipart/rel ated.

Character encoding issues and end-of-1ine issues

For the encoding of characters in HTM. documents and ot her text
docunents into a M ME-conpati ble octet stream the follow ng
nmechani sns are rel evant:

- HTML [HTML2, HTM.-118N] as an application of SGWL [SGW] all ows
characters to be denoted by character entities as well as by nuneric
character references (e.g. "Latin snmall letter a with acute accent”
may be represented by "&aacute;" or "&*#225;") in the HTM. markup

- HTML documents, in comon with other documents of the M ME
"Content-Type text", can be represented in M ME using one of
several character encodi ngs. The M ME Content-Type "charset"
paraneter value indicates the particul ar encodi ng used. For the
exact neaning and use of the "charset" paraneter, please see
[MMe-1MB section 4.2].

Note that the "charset" paraneter refers only to the MM
character encoding. For exanple, the string "&aacute;" can be sent
in MME with "charset=US-ASCI 1", while the raw character "Latin
small letter a with acute accent” cannot.

The above nechani sns are wel | defined and docunented, and therefore
not further explained here. In sending a nessage, all the above
ment i oned nechani sns MAY be used, and any mi xture of them MAY occur
when sendi ng the docunent via e-mail. Receiving mail user agents
(together with any Wb browser they may use to display the docunent)
MUST be capabl e of handling any conbi nati ons of these nechani sns.

Al so note that:

- Any documents including HTM. docunents that contain octet val ues
outside the 7-bit range need a content-transfer-encoding applied
before transm ssion over certain transport protocols
[M MEL, chapter 5].

- The M ME standard [M ME1] requires that docunments of "Content- Type:
Text MJST be in canonical form before Content-Transfer-Encodi ng,
i.e. that line breaks are encoded as CRLFs, not as bare CRs or bare
LFs or sonething else. This is in contrast to [HITP] where section
3.6.1 allows other representations of |ine breaks.
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Note that this m ght cause problems with integrity checks based on
checksuns, which nmight not be preserved when noving a document from
the HTTP to the M ME environnment. If a document has to be converted
in such a way that a checksumintegrity check becones invalid, then
this integrity check header SHOULD be renpbved fromthe docunent.

O her sources of problens are Content-Encoding used in HTTP but not
allowed in MM and charsets that are not able to represent |ine
breaks as CRLF. A good overview of the differences between HITP and
MME with regards to "Content-Type: Text" can be found in [HTTP],
appendi x C

If the original docunment has line breaks in the canonical form
(CRLF), then the document SHOULD remain unconverted so that integrity
check sunms are not invalidated.

A provider of HTM. docurments who wants his docunents to be
transferabl e via both HTTP and SMIP without invalidating checksum
integrity checks, should always provide original docunments in the
canonical formw th CRLF for |ine breaks.

Sone transport nechani sns may specify a default "charset" paraneter
if none is supplied [HTTP, M ME1l]. Because the default differs for
di fferent mechani sns, when HTM. is transferred through mail, the
charset paranmeter SHOULD be included, rather than relying on the
defaul t.

Security Considerations

Sone Security Considerations include the potential to nail sonmeone an
object, and claimthat it is represented by a particular UR (by
giving it a Content-Location header). There can be no assurance that
a WMV request for that same URI would normally result in that sane
object. It mght be unsuitable to cache the data in such a way that
the cached data can be used for retrieval of this URl from other
messages or nessage parts than those included in the same nessage as
the Content-Locati on header. Because of this problem receiving User
Agents SHOULD not cache this data in the same way that data that was
retrieved through an HITP or FTP request m ght be cached.

URLs, especially File URLs, may in their name contain conpany-
internal information, which nay then inadvertently be revealed to
reci pients of docunments containing such URLs.

One way of inplenmenting nmessages with |inked body parts is to handl e
the linked body parts in a conbined mail and WAV proxy server. The
mail client is only given the start body part, which it passes to a
web browser. This web browser requests the linked parts fromthe
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proxy server. |If this method is used, and if the conbined server is
used by nore than one user, then nethods nust be enpl oyed to ensure
that body parts of a nessage to one person is not retrievable by
anot her person. Use of passwords (al so known as tickets or nmmgic
cookies) is one way of achieving this. Note that some cachi ng WW
proxy servers may not distinguish between cached objects from e-nmail
and HTTP, which may be a security risk

In addition, by allow ng people to mail aggregate objects, we are
openi ng the door to other potential security problens that until now
were only problens for WWVusers. For exanple, sonme HTM. docunents
now either thensel ves contain executabl e content (JavaScript) or
contain links to executable content (The "INSERT" specification,
Java). It woul d be exceedi ngly dangerous for a receiving User Agent
to execute content received through a mail message w t hout carefu
attention to restrictions on the capabilities of that executable
content.

Some WAW appl i cations hide passwords and tickets (access tokens to

i nformati on which may not be available to anyone) and other sensitive
information in hidden fields in the web docunments or in on-the-fly
constructed URLs. |If a person gets such a docunment, and forwards it
via e-nmail, the person may inadvertently disclose sensitive

i nformation.

Acknowl edgrent s

Harald T. Alvestrand, R chard Baker, Dave Crocker, Martin J. Duerst,
Lewis Geer, Roy Fielding, Al Gl man, Paul Hoffrman, Richard W
Jesmgjian, Mark K. Joseph, Geg Herlihy, Valdis Kletnieks, Daniel
LaLi berte, Ed Levinson, Jay Levitt, Albert Lunde, Larry Masinter,
Keith Moore, Gavin N col, Pete Resnick, Jon Smirl, Einar Stefferud,
Jam e Zawi nski, Steve Zilles and several other people have hel ped us
with preparing this docunent. | alone take responsibility for any
errors which may still be in the docunent.

Pal me & Hopmann St andards Track [ Page 17]



RFC 2110

14. References

[ HOSTS]

[ HTM.- | 18N]

[ HTM.2]

[ HTTP]

[ MD5]

[ M DCI D]

[ M MVE- | MB]

[ M MEL]

[ M MVE2]

[ NEVE]

Pal me & Hopmann

MHTML March 1997

Aut hor, title

R Troost, S. Dorner: "Comunicating Presentation
Information in Internet Messages: The
Content-Di spositi on Header", RFC 1806, June 1995.

R Braden (editor): "Requirenents for Internet Hosts --
Application and Support", STD-3, RFC 1123, Cctober 1989.

F. Yergeau, G Nicol, G Adans, & M Duerst:
"Internationalization of the Hypertext Markup
Language". RFC 2070, January 1997.

T. Berners-Lee, D. Connolly: "Hypertext Mrkup Language
- 2.0", RFC 1866, Novenber 1995.

T. Berners-Lee, R Fielding, H Frystyk: Hypertext
Transfer Protocol -- HTTP/1.0. RFC 1945, May 1996.

R Rivest: "The MD5 Message-Di gest Al gorithnt, RFC 1321,
April 1992.

E. Levinson: "Content-1D and Message-1D Uniform
Resource Locators". RFC 2111, February 1997.

N. Freed & N. Borenstein: "Miltipurpose Internet Mil
Extensions (M ME) Part One: Format of Internet Message
Bedi es". RFC 2045, Novenber 1996.

N. Borenstein & N. Freed: "M ME (Ml ti purpose |nternet
Mai | Extensions) Part One: Mechanisns for Specifying and
Descri bing the Format of Internet Message Bodies", RFC
1521, Sept 1993.

N. Borenstein & N. Freed: "Miltipurpose Internet Mil
Extensions (M ME) Part Two: Media Types". RFC 2046,
Novenber 1996.

MR Horton, R Adans: "Standard for interchange of
USENET nessages”, RFC 1036, Decenber 1987.

St andards Track [ Page 18]



RFC 2110 MHTML March 1997

[ PDF] Bi enz, T., Cohn, R and Meehan, J.: "Portabl e Docunent
Format Ref erence Manual, Version 1.1", Adboe Systens
I nc.

[ REL] Edward Levi nson: "The M ME Mul tipart/Rel ated Content -
Type". RFC 2112, February 1997.

[ RELURL] R Fielding: "Relative Uniform Resource Locators", RFC
1808, June 1995.

[ RFC822] D. Crocker: "Standard for the format of ARPA Internet
text nessages." STD 11, RFC 822, August 1982.

[ SGW] I SO 8879. Information Processing -- Text and Ofice -
St andard Ceneralized Markup Language (SGW),
1986. <URL: http://ww. iso.ch/cate/ d16387. htnl >

[ SMTP] J. Postel: "Sinple Mail Transfer Protocol", STD 10, RFC
821, August 1982.

[ URL] T. Berners-Lee, L. Masinter, M MCahill: "Uniform
Resource Locators (URL)", RFC 1738, Decenber 1994.

[ URLBODY] N. Freed and Keith More: "Definition of the URL M ME

Ext er nal - Body Access- Type", RFC 2017, Cctober 1996.

15. Aut hor’s Address

For contacting the editors, preferably wite to Jacob Pal ne rather

t han Al ex Hopmann.

Jacob Pal me
St ockhol m Uni versity and KTH

Phone: +46-8-16 16 67
Fax: +46-8-783 08 29

El ectrum 230 E-mai |l : jpal mre@lsv. su. se
S-164 40 Kista, Sweden
Al ex Hoprmann E-mail: al exhop@n crosoft.com
M crosoft Corporation
3590 North First Street
Suite 300
San Jose
CA 95134
Wor ki ng group chai rman:
Ei nar Stefferud <stef @ma. conp
Pal me & Hopmann St andards Track [ Page 19]






