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Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abst r act
Thi s docunent describes a keyed-MD5 transformto be used in
conjunction with the I P Authentication Header [RFC- 1826]. The
particular transformis based on [HVAC-MD5]. An option is also
specified to guard agai nst replay attacks.
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1. Introduction

The Aut henticati on Header (AH) [RFC-1826] provides integrity and

aut hentication for I P datagranms. The transform specified in this
docunent uses a keyed- MD5 nmechani sm [ HVAC- MD5]. The nechani sm uses
the (key-less) MD5 hash function [RFC 1321] which produces a nessage
di gest. When conbined with an AH Key, authentication data is
produced. This value is placed in the Authentication Data field of
the AH [RFC-1826]. This value is also the basis for the data
integrity service offered by the AH protocol.
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To provide protection against replay attacks, a Replay Prevention
field is included as a transformoption. This field is used to help
prevent attacks in which a nmessage is stored and re-used | ater,

replacing or repeating the original. The Security Paraneters |ndex
(SPI) [RFC-1825] is used to determ ne whether this option is included
in the AH.

Fam liarity with the foll owi ng documents is assumed: "Security
Architecture for the Internet Protocol"™ [RFC 1825], "IP

Aut henti cati on Header" [RFC-1826], and "HVAC- MD5: Keyed- MD5 for
Message Aut hentication" [HWVAC MD5].

Al'l inplenentations that claimconformance or conpliance with the IP
Aut henti cati on Header specification [ RFC-1826] MJIST inplenment this
HMAC- MD5 transform

1.1 Term nol ogy

In this docunent, the words that are used to define the
significance of each particular requirenent are usually capitalized.
These words are:

- MUST

This word or the adjective "REQU RED' neans that the item is an
absol ute requirement of the specification.

- SHOULD

This word or the adjective "RECOWENDED' neans that there m ght
exist wvalid reasons in particular circunmstances to ignore this item
but the full inplications should be understood and the case carefully
wei ghed before taking a different course.

1.2 Keys

The "AH Key" is used as a shared secret between two conmmuni cati ng
parties. The Key is not a "cryptographic key" as used in a

tradi tional sense. Instead, the AH key (shared secret) is hashed with
the transmtted data and thus, assures that an intervening party
cannot duplicate the authentication data.

Even though an AH key is not a cryptographic key, the rudi mentary
concerns of cryptographic keys still apply. Consider that the

al gorithm and nost of the data used to produce the output is known.
The strength of the transformlies in the singular mapping of the key
(which needs to be strong) and the | P datagram (which is known) to
the authentication data. Thus, inplenentations should, and as
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frequently as possible, change the AH key. Keys need to be chosen at
random or generated using a cryptographically strong pseudo-random
generator seeded with a random seed. [HVAC- MD5]

Al'l conform ng and conpliant inplenentati ons MIUST support a key

Il ength of 128 bits or less. |nplenmentations SHOULD support | onger
key lengths as well. It is advised that the key length be chosen to
be the |l ength of the hash output, which is 128 bits for MD5. For
other key lengths the foll owi ng concerns MJST be consi der ed.

A key length of zero is prohibited and inpl enentati ons MIST prevent
key I engths of zero frombeing used with this transform since no
effective authentication could be provided by a zero-length key.

Keys having a length less than 128 bits are strongly di scouraged as
it would decrease the security strength of the function. Keys |onger
than 128 bits are acceptable, but the extra length may not
significantly increase the function strength. A |longer key may be
advi sabl e if the randonmess of the key is suspect. MD5 operates on
64-byte bl ocks. Keys longer than 64-bytes are first hashed using
MD5. The resulting hash is then used to cal culate the authentication
dat a.

1.3 Data Size
MD5 produces a 128-bit value which is used as the authentication
data. It is naturally 64 bit aligned and thus, does not need any

paddi ng for nmachines with native doubl e words.

2. Packet Format

S RIS S RIS S RIS S RIS +
| Next Header | Length | RESERVED |
T T T T +
| SPI |
S I S S S +

o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
| |
+ Aut henti cation Data |
I I
o o o o +

1234567812345678123456781234561738
The Next Header, RESERVED, and SPI fields are specified in [ RFC

1826]. The Length field is the Iength of the Replay Prevention field
and the Authentication Data in 32-bit words.
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2.1 Replay Prevention

The Replay Prevention field is a 64-bit value used to guarantee that
each packet exchanged between two parties is different. Each |Psec

Security Association specifies whether Replay Prevention is used for
that Security Association. |f Replay Prevention is NOT in use, then
the Authentication Data field will directly follow the SPI field.

The 64-bit field is an up counter starting at a value of 1.

The secret shared key nust not be used for a period of tinme that
all ows the counter to wap, that is, to transmt nore than 2764
packets using a single key.

Upon receipt, the replay value is assured to be increasing. The

i npl ementati on nay accept out of order packets. The nunber of packets
to accept out of order is an inplenentation detail. If an "out of
order wi ndow' is supported, the inplenentation shall ensure that any
and all packets accepted out of order are guaranteed not to have
arrived before. That is, the inplenmentation will accept any packet at
nost once.

When the destination address is a nulticast address, replay
protection is in use, and nore than one sender is sharing the sane

| Psec Security Association to that multicast destination address,
then Replay Protection SHOULD NOT be enabl ed. When replay protection
is desired for a nulticast session having multiple senders to the
sane multicast destination address, each sender SHOULD have its own

| Psec Security Association.

[ ESP- DES- MD5] provi des exanpl e code that inplenments a 32 packet
replay wi ndow and a test routine to show how it worKks.

2.2 Authentication Data Cal cul ati on

The authentication data is the output of the authentication algorithm
(MD5). This value is calculated over the entire |IP datagram Fields
within the datagramthat are variant during transit and the

aut hentication data field itself, nmust contain all zeros prior to the
conputation [RFC-1826]. The Replay Prevention field if present, is
included in the cal cul ation

The definition and reference inplenentation of MD5 appears in [ RFC
1321]. Let 'text’ denote the data to which HVAC-MD5 is to be applied
and K be the nmessage authentication secret key shared by the parties.
If Kis longer than 64-bytes it MJST first be hashed using MD5. In
this case, Kis the resulting hash
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W define two fixed and different strings ipad and opad as foll ows
(the 'i” and "o’ are mmenonics for inner and outer):

i pad the byte 0x36 repeated 64 tines
opad the byte Ox5C repeated 64 tines.

To conpute HVAC-MD5 over the data ‘text’ we perform
MD5( K XOR opad, MD5(K XOR ipad, text))

Nanel vy,

(1) append zeros to the end of Kto create a 64 byte string
(e.g., if Kis of length 16 bytes it will be appended with 48
zero bytes 0x00)

(2) XOR (bitwi se exclusive-OR) the 64 byte string conputed in step
(1) with ipad

(3) append the data stream’text’ to the 64 byte string resulting
fromstep (2)

(4) apply MD5 to the stream generated in step (3)

(5) XOR (bitwi se exclusive-OR) the 64 byte string conputed in
step (1) with opad

(6) append the MD5 result fromstep (4) to the 64 byte string
resulting fromstep (5)

(7) apply MD5 to the streamgenerated in step (6) and out put
the result

This conmputation is described in nore detail, along with exanple
code and performance inprovenents, in [HVAC MD5]. |nplenmenters
shoul d consult [HVAC-MD5] for nore information on this technique
for keying a cryptographic hash function

3. Security Considerations

The security provided by this transformis based on the strength of
MD5, the correctness of the algorithmi s inplementation, the security
of the key managenent nechanismand its inplenentation, the strength
of the associated secret key, and upon the correctness of the
implementations in all of the participating systens. [HVAC MD5]
contains a detailed discussion on the strengths and weaknesses of
MD5.

Acknowl edgnent s
This docunent is largely based on text witten by Hugo Krawczyk. The
format used was derived fromwork by WIIliam Sinpson and Perry

Met zger. The text on replay prevention is derived directly from work
by Ji m Hughes.

Cehler & d enn St andards Track [ Page 5]



RFC 2085 HVAC- MD5 February 1997

Ref er ences

[ RFC- 1825] At ki nson, R, "Security Architecture for the Internet
Protocol ", RFC 1852, Naval Research Laboratory,
July 1995.

[ RFC- 1826] At ki nson, R, "IP Authentication Header",
RFC 1826, August 1995.

[ RFC- 1828] Met zger, P., and W Sinpson, "IP Authentication using
Keyed MD5", RFC 1828, August 1995.

[ RFC- 1321] Rivest, R, "The MD5 Message-Digest Al gorithni,
RFC 1321, April 1992.

[ HVAC- MD5] Krawczyk, H., Bellare, M, and R Canetti,

"HMAC. Keyed-Hashi ng for Message Authentication”,
RFC 2104, February 1997.

[ ESP- DES- MD5] Hughes, J., "Conbi ned DES-CBC, M5, and Repl ay
Prevention Security Transform', Work in Progress.

Aut hors’ Addr esses

M chael J. Cehler

Nati onal Security Agency

Atn: R23, | NFOSEC Research and Devel opnent
9800 Savage Road

Fort Meade, MD 20755

EMai | : mjo@ycho. ncsc. m |l

Robert d enn

NI ST

Bui | di ng 820, Room 455
Gai t her sburg, MD 20899

EMai | : rob. gl enn@i st . gov

Cehler & d enn St andards Track [ Page 6]






