Net wor k Wor ki ng G oup G Bossert

Request for Comments: 2084 S. Cooper
Cat egory: I nfornmational Silicon Graphics Inc.
W  Dr unmond

| EEE, |nc.

January 1997

Consi derations for Wb Transaction Security
Status of this Meno

This menmo provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this neno is unlimted.

Abst ract

Thi s docunent specifies the requirenents for the provision of
security services to the HyperText Transport Protocol. These
services include confidentiality, integrity, user authentication, and
aut henti cation of servers/services, including proxied or gatewayed
services. Such services may be provided as extensions to HTTP, or as
an encapsul ating security protocol. Secondary requirenents include
ease of integration and support of nultiple mechanisnms for providing
t hese services

1. Introduction

The use of the HyperText Transport Protocol [1] to provide
speci al i zed or conmercial services and personal or private data
necessitates the devel opnent of secure versions that include privacy
and aut hentication services. Such services nmay be provided as
extensions to HTTP, or as encapsul ating security protocols; for the
pur poses of this docunment, all such enhancenents will be referred to
as WIS

In this docurment, we specify the requirenments for WIS, with the
intent of codifying perceived Internet-w de needs, along with
existing practice, in a way that aids in the evaluation and
devel opnment of such protocol s.
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WIS i s an enhancenment to an object transport protocol. As such, it
does not provide independent certification of documents or other data
obj ects outside of the scope of the transfer of said objects. In
addition, security at the WIS | ayer is independent of and orthogona
to security services provided at underlying network layers. It is
envi sioned that WIS may coexi st in a single transaction with such
mechani sms, each providing security services at the appropriate
level, with at worst sone redundancy of service.

1.1 Term nol ogy

This followi ng terns have specific meaning in the context of this
docunment. The HITP specification [1] defines additional usefu
t erms.

Transacti on:
A conpl ete HITP action, consisting of a request fromthe
client and a response fromthe server

Gat ewayed Service
A service accessed, via HITP or an alternate protocol, by the
HTTP server on behalf of the client.

Mechani sm
An specific inplenentation of a protocol or related subset of
features of a protocol

2. General Requirenents

WS nust define the follow ng services. These services nust be
provi ded i ndependently of each other and support the needs of proxies
and intermnediaries

o Confidentiality of the HTTP request and/or response.

o Data origin authentication and data integrity of the HITP request
and/ or response.

Non-repudi ability of origin for the request and/or response.
Transm ssion freshness of request and/or response.

Ease of integration with other features of HITP

Support of multiple nechanisns for the above services.

O O0OO0Oo

3. Confidentiality

WIS nmust be able to provide confidentiality for both requests and
responses. Note: because the identity of the object being requested
is potentially sensitive, the URI of the request should be
confidential; this is particularly critical in the combn case of
formdata or other user input being passed in the URI.
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4. Service Authentication

WIS shoul d support the authentication of gatewayed services to the
client.

WIS shoul d support the authentication of the origin HTTP server or
gat ewayed services regardl ess of internediary proxy or caching
servers.

To all ow user privacy, WS nust support service authentication with
user anonynity.

Because the identity of the object being requested is potentially
sensitive, service authentication should occur before any part of the
request, including the URI of the requested object, is passed. In
cases where the authentication process depends on the URI (or other
header data) of the request, such as gatewayed services, the nininm
necessary infornmation to identify the entity to be authenticated
shoul d be passed.

5. User Authentication
WIS nust support the authentication of the client to the server

WIS shoul d support the authentication of the client to gatewayed
servi ces.

WIS shoul d support the authentication of the client to the origin
HTTP server regardl ess of internediary proxy servers

6. Integrity
WIS nmust provide assurance of the integrity of the HITP transacti on,
including the HTTP headers and data objects of both client requests
and server responses.

7. Integration
In order to support integration with current and future versions of
HTTP, and to provide extendibility and i ndependence of devel opnent,

the secure services provided by WIS nust be orthogonal to and
i ndependent of other services provided by HTTP
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In accordance with the | ayered nodel of network protocols, WS nust
be:

0 i ndependent of the content or nature of data objects being
transported al though special attention to reference integrity of
hyper|i nked objects may be appropriate

o i nplementabl e over a variety of connection schemes and
underlying transport protocols

8. Multiple Mechanisns
WIS nmust be conpatible with rmultiple nechanisns for authentication
and encryption. Support for multiple nmechanisns is required for a
nunber of reasons:
0 Accommmodation of variations in site policies, including those
due to external restrictions on the availability of
crypt ographi ¢ technol ogi es.
o Support for a variety of applications and gat ewayed servi ces.

0 Support for parallel inplenmentations within and across
admi ni strative donains.

0 Acconodation of application-specific performance/security
tradeoffs.

To allow interoperability across donmains, and to support the

transition to new upgraded nmechani sms, WS shoul d provi de negoti ation
of authentication and encrypti on nechani sns.
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Security Considerations

As not ed above.
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