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A User TELNET
Description of an Initial |nplenentation

PREFACE

The User TELNET described in this docunent has been inpl enmented
within UCSB's Online System by Mark Krilanovich and makes tel etype-
compati ble time-sharing systems in the Net accessible to Online
System users
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I.  Function

Thi s docunent describes a program whose function is to make an Online
Systemternmi nal _appear_ to any tel etype-conpatible, time-sharing
systemin the Network _as if it were directly connected to that
system. By invoking this programfromhis termnal, an OLS user can
effectively dial up a systemat another site and use it as if he were
a local user of that system The program perforns the foll ow ng
maj or functions:

1) it resolves keyboard and display device inconpatibilities

2) performs character set transformations, and
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3) makes its presence and that of the Network transparent to the
user.

The program which perforns these functions is called a User TELNET .
It operates in conjunction with another programcalled a _Server
TELNET_ executing at the site whose systemis being used. A Server
TELNET exists at each site whose systemis accessible fromthe Net.
Simlarly, a User TELNET nust exist at a site before users at that
site have access to renote systens.

User and Server TELNETs access the Net through their respective NCPs,
and operate under a Network-standard protocol which specifies the
hand- shaki ng procedure by which the two parties connect thenselves to
one another, as well as the format of data sent over a pair of

Net wor k connecti ons established between them A User TELNET makes
such protocol considerations transparent to its users.

The TELNET protocol is based upon the notion of a virtual teletype,
enploying a 7-bit ASCI| character set. The primary function of a
User TELNET, then, is to provide the means by which its users can
"hit’ all the keys on that virtual teletype. |If the user’s keyboard
happens in fact to actually be a teletype, then the nmappi ng procedure
is a very sinple one. However, in UCSB' s case, where a user’s input
device is an OLS keyboard (a device very different froma tel etype),
the mapping is nmore conpl ex.

The primary function of a Server TELNET is to map the keys on the
virtual teletype into that set of keys _its_local users can push on
_their_ keyboards. Again, if those keyboards are tel etypes, the
mappi ng done by the Server TELNET is straightforward. 1In other
cases, the task may be very conpl ex

A simlar set of mappings transforns ouput generated by the renote
systeminto a formdisplayabl e on the user’s output device (in UCSB s
case, this device is nornmally a storage scope).

I'l.  Invoking TELNET

Thi s and succeedi ng sections describe a prelimnary version of a User
TELNET (hereafter referred to sinply as TELNET) currently inplenented
within the Online System This initial inplenentation does not
provide all of the services that a final version nust provide, nor
does it provide all the conveniences that the next version wll

offer. It's a first pass which will be upgraded in the near future.
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TELNET i s accessible from NET, a subsystem (like MOLSF and CO.) of
QLS. A user is by default prohibited fromloading NET. To have
access to NET enabled fro his user nunber, a user need only contact
the Conputer Center. Assuming the foregoing, Net can be |oaded with
the key sequence:

KEYBOARD ENTRY OLS QUERY/ RESPONSE
SYST WORK AREAS UPDATED
LOAD NET LOAD NET

RETURN FI LE LOADED

or by specifying the systemnane ' NET' at | ogin.

Once in NET, TELNET is invoked by going to Level Il Real and hitting
_LOG . TELNET responds with a query for site nunber. The user
should enter in decimal the nunber of the site (as indicated in
Figure 1) to which he desires access, followed by RETURN . TELNET
will then query the user for the Server TELNET' s socket nunber. By
convention, this nunber is normally 1, but in certain cases some

ot her socket may be appropriate. |In any case, the user should enter
the socket nunber in decimal and hit _RETURN_ . The dial ogue, then,
goes like this:

KEYBOARD ENTRY OLS QUERY/ RESPONSE

I LOG FOREI GN SI TE NO. = (site numnber)
site nunber RETURN FOREIGN SCK NO. =1

1 RETURN

When the second RETURN i s depressed, TELNET will attenpt to contact
the designated Server TELNET and establish a dupl ex connection for
the user. Once the connection has been established, TELNET will
erase the tube and position the carriage to the upper |eft-hand
corner of the screen. Fromthis point on, the user is effectively
connected to the renote system TELNET enters a node in which keys
pushed by the user are napped into their virtual -tel etype equival ents
and incoming text simlarly transfornmed and di spl ayed on the scope.

If the remote systemto which the user is connected normally issues a
| ogin message, that nessage will be the first to be displayed. In
any case, the user should proceed by logging in to the renote system
according to the conventions appropriate to that system
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I1l. The Virtual Teletype

The al gorithm by which TELNET naps the OLS keyboard into the virtua
tel etype’s character set, and by which it naps that same character
set into the set of characters which can be displayed on the user’s
storage scope is defined in Figure 2. Aline of that figure reads as
fol |l ows:

For line 11:

The key |l abeled 'LF (neaning ’'Line Feed’) on the virtua

tel etype, sonetines referred to as 'control-J", is struck by
pressing either SUB, CASE J , or [1] on an O.S keyboard.
TELNET sends to the renpte systeman 8-bit character with the
value X OA. Wenever 'LF is received fromthe foreign system
TELNET displays it by rolling the carriage down one line.

As indicated in the figure, CASE substitutes for the CNTRL key on a
teletype. Hence, for exanple, 'control-C is represented by the key
pair "CASE C. Note, however, that CASE and 'C are hit in
sequence, whereas on a teletype the CNTRL key is held down while 'C
is struck. 'CASE A' - 'CASE Z' each have an equival ent on the upper
keyboard, and the position of that key on the upper keyboard
corresponds to that of its counterpart on the | ower keyboard. Hence,
LS equival ent to CASE A
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Al t hough TELNET provides the user with the nmeans for transnitting
bot h upper- and | ower-case al phabetics (hitting 'A sends a | ower-
case 'A'; holding domm _SHIFT_ and hitting 'A sends upper-case 'A),
there is no provision in QLS for displaying | ower-case characters on
the storage scope. Hence, TELNET naps | ower-case al phabetics into
upper - case before displaying them

The four virtual teltype keys "ENQ, 'ACK , "BEL', and 'NAK are

di spl ayed by TELNET in a special manner. Two lines are reserved for
these characters at the top of the display area, and whenever TELNET
recei ves such a character fromthe renote system it displays it in
its assigned position within the two-line field. TELNET al ways
positions those four characters at the top of the display area,
regardl ess of the user’s current position on the scope, then returns
to it.

A storage scope has both positive and negative attributes relative to
a teletype. Display is nuch quieter on a scope than on a teletype.
However, the noise made by the return of a teletype carriage is often
a valuable cue to the user, frequently signifying that the previous
l'ine of input fromthe user has been accepted by the system As a
substitute for this particular cue, TELNET di splays an underline
(') at the left edge on the next line whenever it receives a
carriage return (CR) fromthe renote system

Figure 2. TELNET Character Set

To | | Also | Push | O | Code Sent | Upon receipt
Send| (Explanation)| Known as | Either| |is (in hex)|D splayed as
B T T Sy S Fomm o - S Fom e oo Fom e e o -
NUL | NULL | @ | [2] | | 00 |
I I I I I I
SCH | Start of | [3]"A | LS |[4]CASE Al 01 |
A A B U B
STX | Start of Text | "B | ATAN | CASE B | 02 |
I I I I I I
ETX | End of Text | ~C | LOG | CASE C | 03 |
| | | | | |
EOT | End of | | | | |
| Transmi ssion| "D | REFL | CASE D | 04 |
I I I I I I
ENQ | Enqui ry | "E | [4] | CASE E | 05 | [5] <ENQ>
I I I I I I
ACK | Acknow edge | NF | UP | CASE F | 06 | <ACK>
I I I I I I
BEL | Bel | | "G | DOMN | CASE G | 07 | <BELL>
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~ | Tilde | Cverline,| - | | 7E | ~
| | General | | | |
| | Accent | | | |
I I I I I I
DEL | Delete | Rubout | BACK | | 7F |
I I I I I I
0-9 | Numerics | | 0-9 | | 30-39 | 0-9
I I I I I I
A-Z | Upper Case | | SH FT | | 41-5A | A-Z
| Al phabetics | | [ 9] | | |
I I | A-Z | I I
I I I I I I
a-z | Lower Case | | | | 61-7A | A-Z
| Al phabetics | | A-Z | | |
I I I I I I
Tabl e Notes
[1] Down arrow
[2] Superscript 1
[3] Superscript 2
[4] Circle with Dot in the Mddle
[5] Superscript 3
[6] Superscript 6
[7] CGrcle with Plus (+) in the Mddle
[8 Circle with Slash (/) in the Mddle
[9] Superscript 5
Notes for Figure 2. TELNET Character Set

Superscript 1 -

Superscript 2 -

Superscript 3 -

Superscript 4 -

Superscript 5 -

Wi te

Al'l of the followi ng keys send NULL:

SET, CLR, cent sign, Superscript 0-9

"AA is read 'Control A. Same for '~B, '~C, etc.
ENQ ACK, BEL, and NAK are displayed as ' <ENQ’,
"<ACK>', ' <BELL>', and ’'<NAK>', respectively, in an
area at the top of the screen reserved especially for
those characters.

AAis sent by hitting th keys "CASE and 'A in turn.
Same for B, ~C, etc.

Upper case 'A" is sent by holding down the SH FT key

while "A" is struck. Sane for upper case 'B, 'C,
et c.
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Superscript 6 - CR also causes an underline ' ' to be displayed in
the left margin as a substitute for the often usefu
cue provided by the noisy return of a tel etype
carri age.

A storage scope is also a nuch faster display device than a teletype
However, in some situations this apparent attribute can be

troubl esome. In particular, when a system di spl ays a whol e series of
lines of text without requiring input fromthe user, the display my
be wapped around fromthe bottomof the scope to the top, and begin
overlaying itself before the user has had sone tine to read it all

In such cases, the following strategy is sonetines useful (and wll
make sense once the next section -- Section IV -- has been read): hit
Il _ before the display begins to wap around upon itself; the
display will stop. After the text has been read, erase the scope and
hit LOG and display will resune.

If the user hits _ERASE while in TELNET, that key will have its

usual effect; it will have _no_effect upon the renpte system
However, because of a quirk in the current inplenmentation of TELNET,
_ERASE_ wi |l have the one additional effect of causing the display of

incomng text to be suspended until another key on the virtua
teletype is struck. The user is thus cautioned agai nst erasing the
scope while waiting for a response fromthe renote system However,
the user can extricate hinself fromthe situation described by
following the ERASE wth NUL on the virtual teletype.

Returning to TELNET

The user can at any tine escape from TELNET (and hence fromthe
renote systemto which he is attached) by depressing a | evel key

(e.g., I, Il,...,_SYST, TYPE, LIST_ ) or of course, by hitting
_RESET . Any tinme thereafter, the user may return to TELNET by
hitting Il LOG_ (on NET) once again, and resunme operation on his
renote system exactly where he left off . Wwen Il LOG is

pressed this second tine, instead of querying the user for site
nunber as before, TELNET will notice that the user is already
connected to a renote system and sinply resunme where _it_ left off.

After he escapes from TELNET and before he returns to it, the user
may engage hinself in any other Online Systemactivity short of

| oggi ng out but including changing systens, while still retaining the
option of subsequently returning to TELNET and resumi ng activity on
the renpte systemto which he remains connected. The user can
exploit this property of TELNET to obtain hard copy of a selected
portion of his dialogue with the renpte system The user sinply
brings his systemto the point at which a listing is thereby desired,
escapes from TELNET by hitting ' TYPE SEL’ 1,4 RETURN _, thereby
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VI .

selecting the line printer as a secondary output device, and then
returns to TELNET by pressing 'Il LOG _. Al subsequent

communi cation with the renmote systemw ||l be recorded for eventua
output on the printer. Logging off of COLS while escaped from TELNET
causes the TELNET connection to be broken automatically by the
system

Br eaki ng TELNET Connecti ons

At any time while the user is in contact with TELNET, after the
connection to the renpte system has been established, the user may

termi nate that connection by hitting ' CON RETURN _. TELNET wil|
respond ' SOCKETS PURGED '. \ subsequent call to TELNET (i.e., a
subsequent instance of Il LOG ) will illicit the original query

for renpte site nunber. The user is then free to connect hinself to
anot her foreign system

The user is cautioned that breaking Network connections as just
described is not necessarily equivalent to | ogging out of the renote
system Sonme Server TELNETs may, when they detect the breaking of
connections, log the user off of their system others may |eave the
user | ogged on. The user should be aware of the conventions of the
systens he uses and, where appropriate, log hinself off before

br eaki ng connecti ons.

The key sequence _'|I DEL RETURN _ will also termnate a TELNET
connection, but all other connections that may have been previously
establ i shed using the operators of Level | are closed as well

Abnor mal Net work Conditions

VWhile the user is in TELNET and attached to a renote system TELNET
monitors the user’s Network connections. |f any abnormal condition
is detected, it terminates its nonitoring and i ssues a nessage of the
form

{ CONNECT?}
{1 NPUT} ERROR - CODE = n
{ QUTPUT}

where 'n’ is one of the values listed in Figures 3-5. A CONNECT
error may occur during TELNET's initial attenpt to establish
connections to the renpte system an INPUT error nmay occur when
TELNET attenpts to extract incomng data fromthe NET; and an OUTPUT
error may occur as TELNET tries to insert outgoing data into the Net.
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Fi gure 3. Connect Error Codes

4 - A previous invocation of TELNET left a |ocal receive
socket open; the send socket is closed. Hit 'I DEL
RETURN _.

8 - A previous invocation of TELNET aborted, and _'| DEL

RETURN _ failed to close the Network connecti ons.
The renote site is probably dead.

12 - Al'l conmuni cati on paths between UCSB and the
specified renpte site are in use.

16 - UCSB's NCP is running at capacity or is drained or
st opped.

20 - The connection attenpt was refused by the renote
site.

28 - No such renote site.

36 - Renote site was discovered to be dead.

44 - The Operator has stopped or reset the NCP

60 - Either the specified renpte site is not accepting
input fromthe net, or there was a failure in the
subnet .

68 - The specified renote site has broken all existing

connections to UCSB.

72 - The renpte site is known to be dead.

Figure 4. Input Error Codes

8 - Connections to the server TELNET at the renpte site
have been broken.

16 - Connections to the Server TELNET at the renote site
are bei ng broken.

52 - An interrupt was sent by the renpte system Resune
by hitting _LOG. .

Wi te [ Page 13]



RFC 206 A User TELNET August 1971

Figure 5. Qutput Error Codes

8 - Connections to the Server TELNET at the renpte site
have been broken.

16 - Connections to the Server TELNET at the renote site
are bei ng broken.

20 - sane as 8.

36 - Remot e site has died.

44 - The Operator has stopped or reset the NCP

52 - An interrupt was sent by the renpte system Resune

by hitting LOG.

60 - Either the renpte site has stopped accepting i nput
fromthe Net or there was a failure in the subnet.

64 - sanme as 60.
68 - The renote site has broken all existing connections
to UCSB.
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