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The PPP SNA Control Protocol (SNACP)
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst ract

The Poi nt-to-Point Protocol (PPP) [1] provides a standard method for
transporting multi-protocol datagrans over point-to-point |inks. PPP
defines an extensible Link Control Protocol, and proposes a famly of
Net wor k Control Protocols for establishing and configuring different
net wor k-1 ayer protocols.

Thi s docunent defines the Network Control Protocols for establishing
and configuring Systems Network Architecture (SNA) over PPP and SNA
over LLC 802.2 over PPP.
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1.

1.

I ntroduction
PPP has three mai n conponents:
1. A nethod for encapsulating nmulti-protocol datagrans.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-link connection.

3. Afamly of Network Control Protocols for establishing and
configuring different network-|ayer protocols.

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link must first send LCP packets to configure and test
the data Iink. After the link has been established and optiona
facilities have been negoti ated as needed by the LCP, PPP nust send
SNACP packets to choose and configure the SNA network-|ayer protocol
Once SNACP has reached the Opened state, SNA datagramnms can be sent
over the link.

The Iink will remain configured for communi cations until explicit LCP
or SNACP packets close the |ink down, or until some external event
occurs (an inactivity tinmer expires or network adm nistrator

i ntervention).

1. Specification of Requirenents

In this docurment, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", neans that the
definition is an absolute requirenment of the specification

MUST NOT This phrase neans that the definition is an absolute
prohibition of the specification

SHOULD This word, or the adjective "recomended", neans that there
may exi st valid reasons in particular circunstances to
ignore this item but the full inplications nust be

under st ood and carefully wei ghed before choosing a
di fferent course.

MAY This word, or the adjective "optional", neans that this
itemis one of an allowed set of alternatives. An
i mpl ement ati on whi ch does not include this option MJST be
prepared to interoperate with another inplenentation which
does include the option.
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1.2. Termi nol ogy
Thi s docunent frequently uses the follow ng terns:

datagram The unit of transm ssion in the network |ayer (such as |IP)
A datagram nay be encapsul ated in one or nore packets
passed to the data link |ayer.

franme The unit of transmission at the data link layer. A frane
may include a header and/or a trailer, along with sone
number of units of data.

packet The basic unit of encapsul ation, which is passed across the
interface between the network | ayer and the data |ink
| ayer. A packet is usually mapped to a frane; the
exceptions are when data link |ayer fragnentation is being
performed, or when multiple packets are incorporated into a
single frane.

peer The other end of the point-to-point |ink.

silently discard
Thi s nmeans the inplenmentation discards the packet without
further processing. The inplementation SHOULD provide the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.

Pl U Path information unit. A nessage unit consisting of a
transm ssi on header (TH) alone, or a TH foll owed by a basic
information unit (BIU) or a BlU segnent. PIU is anal ogous
to datagram

TH Transm ssion header. Control information, optionally
followed by a basic information unit (BIU) or a BlU
segnent, that is created and used by path control to route
message units and to control their flow within the network

Bl U Basic information unit. In SNA the unit of data and
control information passed between hal f-sessions. It
consists of a request/response header (RH) followed by a
request/response unit (RU)

message unit
In SNA, the unit of data processed by any |ayer; for
exanple, a basic information unit (BIU), a path information
unit (PIU), or a request/response unit (RU)
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NLP Net wor k Layer Packet. In H gh Performance Routing (HPR),
the message unit used to carry data over the route.
Net wor k Layer Packet is anal ogous to datagram

2. A PPP Network Control Protocol for SNA

The SNA Control Protocol (SNACP) is responsible for configuring,
enabl i ng, and di sabling SNA on both ends of the point-to-point |ink.
SNACP uses the sane packet exchange nechani smas the Link Control
Protocol (LCP). SNACP packets may not be exchanged until PPP has
reached the Network-Layer Protocol phase. SNACP packets received
before this phase is reached should be silently di scarded.

Note that there are actually two SNA Network Control Protocols; one
for SNA over LLC 802.2 and another for SNA wi thout LLC 802.2. These
SNA NCPs are negoti ated separately and i ndependently of each other

The SNA Control Protocol is exactly the same as the Link Contro
Protocol [1] with the foll owi ng exceptions:

Frame Modifications

The packet may utilize any nodifications to the basic frame fornmat
whi ch have been negotiated during the Link Establishnent phase.

Data Link Layer Protocol Field

Exactly one SNACP packet is encapsulated in the PPP Information
field, where the PPP Protocol field indicates type hex 804B ( SNA
over LLC 802.2) or hex 804D ( SNA)

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,

Confi gure- Nak, Configure-Reject, Term nate-Request, Term nate-Ack
and Code-Reject) are used. Oher Codes should be treated as
unrecogni zed and should result in Code-Rejects.

Ti meout s

SNACP packets may not be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. An inplenentation should be prepared
to wait for Authentication and Link Quality Determ nation to
finish before timng out waiting for a Configure-Ack or other
response. It is suggested that an inplenentation give up only
after user intervention or a configurable anbunt of tine.

Fuqua St andards Track [ Page 4]



RFC 2043 PPP SNACP Cct ober 1996

3.

3.

3.

Configuration Option Types

There are no Configuration Options for SNA or for SNA over LLC
802. 2.

Sendi ng SNA Pl Us and NLPs.

Bef ore any SNA packets may be communi cated, PPP nust reach the
Net wor k- Layer Protocol phase, and the appropriate SNA Control
Prot ocol must reach the Opened state.

The maxi nrum | ength of a SNA packet transnitted over a PPP link is the
same as the maxi mum |l ength of the Information field of a PPP
encapsul at ed packet .

The format of the PPP Information field itself is the sane as that
defined in [1]. Detailed information on SNA and APPN can be found in
[3], [4], [5], [6], and [7].

1. Sending SNA XID or FID2 Pl Us over LLC
Exactly one SNA XID or FID2 PIU over LLC 802.2 is encapsulated in the
PPP Information field, where the PPP Protocol field indicates type
hex 004B (SNA over LLC 802.2).

A summary of this franme structure, beginning with the PPP Protoco
field, is shown below. The fields are transmtted fromleft to right.

-- LLC portion (PPP Information Field) -------------

| Protocol | DSAP | SSAP | Control | LLC Information |
| Ox004B | Address | Address | Field | Field |

The LLC inforrmation field contains the XID or FID2 PIU LLC(2) is
included in this format for link-level error recovery. FError
recovery is done by the routers at each end of the PPP |ink

2. Sending HPR Network Layer Packets (NLPs)
Exactly one HPR Network Layer Packet (NLP) is encapsulated in the PPP

Information field, where the PPP Protocol field indicates type hex
004D (SNA).
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A summary of this franme structure, beginning with the PPP Protocol
field, is shown below. The fields are transmtted fromleft to right.

-- HPR Network Layer Packet (NLP) --
| (PPP Information Field) |

| Protocol | NHDR | THDR | data |
| 0x004D | | | |
3.3. Oher Considerations
It is architecturally possible to transport HPR NLPs over LLC over
PPP using PPP Protocol field type hex 004B (SNA over LLC 802.2) if
the optional HPR Iink-level error recover tower is included in the
i mpl ement ati on.
Security Considerations
Security issues are not discussed in this nmeno.
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