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Status of this Meno

This menmo provides information for the Internet community. This menmp
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst ract

Thi s menor andum descri bes the Sinple Network Time Protocol (SNTP)
Version 4, which is an adaptation of the Network Time Protocol (NTP)
used to synchroni ze conputer clocks in the Internet. SNTP can be used
when the ultimte perfornmance of the full NTP inplenmentation
described in RFC- 1305 is not needed or justified. Wen operating with
current and previous NTP and SNTP versions, SNTP Version 4 involves
no changes to the NTP specification or known inpl enmentations, but
rather a clarification of certain design features of NTP which allow
operation in a sinple, statel ess renote-procedure call (RPC) node
with accuracy and reliability expectations sinilar to the UDP/ TI ME
protocol described in RFC 868.

The only significant protocol change in SNTP Version 4 over previous
versions of NTP and SNTP is a nodified header interpretation to
acconmodat e Internet Protocol Version 6 (1Pv6) [DEE96] and OS

[ COL94] addressing. However, SNTP Version 4 includes certain optiona
extensions to the basic Version 3 nodel, including an anycast node
and an aut hentication scheme designed specifically for multicast and
anycast nodes. Wiile the anycast node extension is described in this
docunent, the authentication schene extension will be described in
anot her docunent to be published later. Until such tine that a
definitive specification is published, these extensions should be
consi dered provi sional

Thi s menor andum obsol et es RFC- 1769, which descri bes SNTP Version 3.
Its purpose is to correct certain inconsistencies in the previous
docunent and to clarify header formats and protocol operations for
current NTP Version 3 (1Pv4) and proposed NTP Version 4 (l1Pv6 and
Osl), which are also used for SNTP. A working know edge of the NTP
Version 3 specification RFC-1305 is not required for an

i mpl ement ati on of SNTP.
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1.

I nt roducti on

The Network Tine Protocol (NTP) Version 3 specified in RFC 1305
[ML92] is widely used to synchronize conputer clocks in the globa
Internet. It provides conprehensive nechani sns to access nhationa
time and frequency di ssem nation services, organize the tine-
synchroni zati on subnet and adjust the |ocal clock in each
participati ng subnet peer. In nost places of the Internet of today,
NTP provi des accuracies of 1-50 nms, depending on the characteristics
of the synchroni zati on source and network pat hs.

RFC- 1305 specifies the NTP Version 3 protocol machine in terns of
events, states, transition functions and actions and, in addition,
engi neered algorithns to inprove the tinmekeeping quality and nitigate
anong several synchronization sources, some of which may be faulty.
To achieve accuracies in the low m|liseconds over paths spanning
maj or portions of the Internet of today, these intricate al gorithns,
or their functional equivalents, are necessary. However, in many
cases accuracies in the order of significant fractions of a second
are acceptable. In such cases, sinpler protocols such as the Tinme
Prot ocol [POS83], have been used for this purpose. These protocols
usual l'y invol ve an RPC exchange where the client requests the tine of
day and the server returns it in seconds past sone known reference
epoch.

NTP is designed for use by clients and servers with a wi de range of
capabilities and over a wi de range of network delays and jitter
characteristics. Myst users of the Internet NTP synchronization
subnet of today use a software package including the full suite of
NTP options and al gorithns, which are relatively conplex, real-time
applications (see http://ww. eecis.udel.edu/~ntp). Wile the software
has been ported to a wide variety of hardware platforms ranging from
personal conputers to superconputers, its sheer size and conplexity
is not appropriate for many applications. Accordingly, it is usefu
to explore alternative access strategies using sinpler software
appropriate for less stringent accuracy expectations.

Thi s docunent describes the Sinple Network Tine Protocol (SNTP)
Version 4, which is a sinplified access strategy for servers and
clients using NTP Version 3 as now specified and deployed in the
Internet, as well as NTP Version 4 now under devel opnent. The access
paradigmis identical to the UDP/ TIME Protocol and, in fact, it
shoul d be easily possible to adapt a UDP/ TI ME client inplenmentation,
say for a personal conputer, to operate using SNTP. Moreover, SNITP is
al so designed to operate in a dedicated server configuration
including an integrated radio clock. Wth careful design and contro
of the various latencies in the system which is practical in a

dedi cated design, it is possible to deliver time accurate to the
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order of m croseconds.

SNTP Version 4 is designed to coexist with existing NTP and SNTP
Version 3 clients and servers, as well as proposed Version 4 clients
and servers. Wen operating with current and previ ous versions of NTP
and SNTP, SNTP Version 4 requires no changes to the protocol or

i npl ement ati ons now running or likely to be inplenmented specifically
for NTP ir SNTP Version 4. To a NTP or SNTP server, NTP and SNTP
clients are undistinguishable; to a NTP or SNTP client, NTP and SNTP
servers are undi stinguishable. Like NTP servers operating in non-
symmetri c nodes, SNTP servers are statel ess and can support |arge
numbers of clients; however, unlike nmost NTP clients, SNTP clients
normal ly operate with only a single server. NTP and SNTP Version 3
servers can operate in unicast and nulticast nodes. In addition, SNTP
Version 4 clients and servers can inplenment extensions to operate in
anycast node.

It is strongly recormended that SNTP be used only at the extremities
of the synchroni zati on subnet. SNTP clients should operate only at
the | eaves (highest stratum) of the subnet and in configurations
where no NTP or SNTP client is dependent on another SNTP client for
synchroni zati on. SNTP servers should operate only at the root
(stratum 1) of the subnet and then only in configurations where no
ot her source of synchronization other than a reliable radio or nodem
time service is available. The full degree of reliability ordinarily
expected of primary servers is possible only using the redundant
sources, diverse subnet paths and crafted algorithms of a full NTP

i npl ementation. This extends to the primary source of synchronization
itself in the formof nmultiple radio or nodem sources and backup
paths to other primary servers should all sources fail or the
majority deliver incorrect time. Therefore, the use of SNTP rather
than NTP in primary servers should be carefully considered

An inportant provision in this docunment is the reinterpretation of
certain NTP Versino 4 header fields which provide for IPv6 and OS
addressi ng and optional anycast extensions designed specifically for
mul ti cast service. These additions are in conjunction with the
proposed NTP Version 4 specification, which will appear as a separate
docunent. The only difference between the current NTP Version 3 and
proposed NTP Version 4 header formats is the interpretation of the
four-octet Reference Identifier field, which is used primarily to
detect and avoid synchronization |oops. In Version 3 and Version 4
primary (stratum1) servers, this field contains the four-character
ASCI | reference identifier defined later in this docunment. In Version
3 secondary servers and clients, it contains the 32-bit |Pv4 address
of the synchroni zation source. In Version 4 secondary servers and
clients, it contains the low order 32 bits of the last transnit

ti mestanp received fromthe synchroni zati on source
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In the case of OSI, the Connectionless Transport Service (CLTS) is
used [1SCB6]. Each SNTP packet is transmitted as tht TS-Userdata
paraneter of a T-UN TDATA Request primtive. Alternately, the header
can be encapsulated in a TPDU which itself is transported usi ng UDP
[DOB91]. It is not advised that NTP be operated at the upper |ayers
of the OSlI stack, such as might be inferred from[FUR94], as this
coul d seriously degrade accuracy. Wth the header formats defined in
this document, it is in principle possible to interwork between
servers and clients of one protocol fam |y and another, although the
practical difficulties nmay make this inadvisabl e.

In the follow ng, indented paragraphs such as this one contain
i nformati on not required by the formal protocol specification, but
consi dered good practice in protocol inplenmentations.

2. Operating Mddes and Addressing

SNTP Version 4 can operate in either unicast (point to point),

mul ticast (point to nultipoint) or anycast (nultipoint to point)
modes. A unicast client sends a request to a designated server at its
uni cast address and expects a reply fromwhich it can determine the
time and, optionally, the roundtrip delay and | ocal clock offset
relative to the server. A nulticast server periodically sends a
unsolicited nessage to a designated | Pv4 or |1Pv6 | ocal broadcast
address or nulticast group address and ordinarily expects no requests
fromclients. Anulticast client listens on this address and
ordinarily sends no requests. An anycast client sends a request to a
designated IPv4 or I Pv6 | ocal broadcast address or nulticast group
address. One or nore anycast servers reply with their individua

uni cast addresses. The client binds to the first one received, then
continues operation in unicast node.

Mul ticast servers should respond to client unicast requests, as
wel |l as send unsolicited nulticast messages. Milticast clients may
send uni cast requests in order to determ ne the network
propagati on del ay between the server and client and then continue
operation in multicast node.

In unicast node, the client and server end-system addresses are
assigned followi ng the usual IPv4, IPv6 or OSI conventions. In
mul ti cast node, the server uses a designated | ocal broadcast address
or multicast group address. An | P |ocal broadcast address has scope
limted to a single I P subnet, since routers do not propagate |IP
broadcast datagrans. On the other hand, an IP nulticast group address
has scope extending to potentially the entire Internet. The scoping,
routing and group nmenbership procedures are determ ned by

consi derati ons beyond the scope of this docunent. For |Pv4, the | ANA
has assigned the multicast group address 224.0.1.1 for NIP, which is
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used both by multicast servers and anycast clients. NTP nulticast
addresses for I Pv6 and OSI have yet to be determ ned.

Multicast clients |isten on the designated | ocal broadcast address or
mul ticast group address. In the case of |ocal broadcast addresses, no
further provisions are necessary. In the case of IP multicast
addresses, the multicast client and anycast server nust inplenment the
I nternet Group Managenent Protocol (I GwW) [DEE89], in order that the
| ocal router joins the nulticast group and relays messages to the

I Pv4 or I1Pv6 nulticast group addresses assigned by the | ANA. O her
than the | P addressing conventions and |GW, there is no difference
in server or client operations with either the |ocal broadcast
address or nulticast group address.

It is inportant to adjust the time-to-live (TTL) field in the IP
header of nulticast nessages to a reasonable value, in order to
limt the network resources used by this (and any other) multicast
service. Only nulticast clients in scope will receive multicast
server messages. Only cooperating anycast servers in scope wll
reply to a client request. The engi neering principles which
determ ne the proper value to be used are beyond the scope of this
docunent .

Anycast node is designed for use with a set of cooperating servers
whose addresses are not known beforehand by the client. An anycast
client sends a request to the designated | ocal broadcast or multicast
group address as described bel ow. For this purpose, the NTP multicast
group address assigned by the 1 ANA is used. One or nore anycast
servers listen on the designated | ocal broadcast address or multicast
group address. Each anycast server, upon receiving a request, sends a
uni cast reply message to the originating client. The client then
binds to the first such nmessage received and continues operation in
uni cast nmode. Subsequent replies from other anycast servers are

i gnor ed.

In the case of SNTP as specified herein, there is a very rea

vul nerability that SNTP nulticast clients can be disrupted by

m sbehavi ng or hostile SNTP or NTP multicast servers el sewhere in
the Internet, since at present all such servers use the same |Pv4
mul ticast group address assigned by the | ANA. Were necessary,
access control based on the server source address can be used to
sel ect only the designated server known to and trusted by the
client. The use of cryptographic authentication scheme defined in
RFC- 1305 is optional; however, inplenentors should be advised that
extensions to this scheme are planned specifically for NTP
mul ti cast and anycast nodes.
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Wi le not integral to the SNTP specification, it is intended that

| P broadcast addresses will be used primarily in I P subnets and
LAN segnments including a fully functional NTP server with a nunber
of dependent SNTP nulticast clients on the sane subnet, while IP
mul ticast group addresses will be used only in cases where the TTL
i s engineered specifically for each service donain.

In NTP Version 3, the reference identifier was often used to
wal k- back the synchroni zati on subnet to the root (primary server)
for managenent purposes. In NTP Version 4, this feature is not
avai | abl e, since the addresses are |onger than 32 bits. However,
the intent in the protocol design was to provide a way to detect
and avoi d | oops. A peer could deternmine that a | oop was possible
by comparing the contents of this field with the |IPv4 destination
address in the sane packet. A NTP Version 4 server can acconplish
the sane thing by conparing the contents of this field with the

| ow order 32 bits of the originate tinestanp in the sane packet.
There is a small possibility of false alarmin this schene, but
the false alarmrate can be mininized by random zing the | ow order
unused bits of the transmit timestanp.

3. NTP Ti nestanp For mat

SNTP uses the standard NTP tinmestanp format described in RFC 1305 and
previ ous versions of that docunent. In conformance with standard
Internet practice, NIP data are specified as integer or fixed-point
quantities, with bits nunbered in big-endian fashion fromO starting
at the left, or high-order, position. Unless specified otherw se, al
quantities are unsigned and may occupy the full field width with an
inmplied O preceding bit O.

Since NTP tinestanps are cherished data and, in fact, represent the
mai n product of the protocol, a special timestanp format has been
established. NTP tinestanps are represented as a 64-bit unsigned

fi xed-point nunber, in seconds relative to Oh on 1 January 1900. The
integer part is in the first 32 bits and the fraction part in the
last 32 bits. In the fraction part, the non-significant |ow order can
be set to O.

It is advisable to fill the non-significant |ow order bits of the
timestanp with a random unbiased bitstring, both to avoid
systematic roundoff errors and as a neans of |oop detection and
replay detection (see below). One way of doing this is to generate
a randombitstring in a 64-bit word, then performan arithnetic
right shift a number of bits equal to the nunber of significant
bits of the tinmestanp, then add the result to the origina

ti mest anp.
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This format all ows convenient nultiple-precision arithmetic and
conversion to UDP/ TI ME representation (seconds), but does conplicate
the conversion to | CMP Ti mestanp message representation, which is in
m | liseconds. The maxi mum nunber that can be represented is
4,294,967, 295 seconds with a precision of about 200 picoseconds,

whi ch shoul d be adequate for even the nost exotic requirenents.

1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Seconds |
I S i o T s S S S e s s T
| Seconds Fraction (0-padded) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Note that, since sone tinme in 1968 (second 2,147, 483, 648) the nost
significant bit (bit 0 of the integer part) has been set and that the
64-bit field will overflow sonme time in 2036 (second 4, 294, 967, 296) .
Shoul d NTP or SNTP be in use in 2036, sonme external neans wll be
necessary to qualify tinme relative to 1900 and tine relative to 2036
(and other multiples of 136 years). There will exist a 200-pi cosecond
interval, henceforth ignored, every 136 years when the 64-bit field
will be 0, which by convention is interpreted as an invalid or
unavai |l abl e ti mestanp.

As the NTP tinestanp fornmat has been in use for the last 17 years,
it remains a possibility that it will be in use 40 years from now
when the seconds field overflows. As it is probably inappropriate
to archive NTP tinmestanps before bit 0 was set in 1968, a
convenient way to extend the useful life of NTP tinestanps is the
followi ng convention: If bit O is set, the UTCtine is in the
range 1968-2036 and UTC time is reckoned from Oh Om Os UTC on 1
January 1900. If bit O is not set, the time is in the range 2036-
2104 and UTC tine is reckoned from 6h 28m 16s UTC on 7 February
2036. Note that when cal cul ating the correspondence, 2000 is not a
| eap year. Note also that | eap seconds are not counted in the
reckoni ng.

4. NTP Message For mat

Both NTP and SNTP are clients of the User Datagram Protocol (UDP)

[ POS80], which itself is a client of the Internet Protocol (IP)

[ DAR81] . The structure of the IP and UDP headers is described in the
cited specification docunents and will not be detailed further here.
The UDP port number assigned to NTP is 123, which should be used in
both the Source Port and Destination Port fields in the UDP header
The remai ni ng UDP header fields should be set as described in the
speci fication.
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Bel ow is a description of the NTP/SNTP Version 4 message fornat,
which follows the |P and UDP headers. This format is identical to
that described in RFC- 1305, with the exception of the contents of the
reference identifier field. The header fields are defined as foll ows:

1 2 3
01234567890123456789012345678901
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
LI | VN | Mde | Stratum | Pol | | Preci si on |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Root Del ay |

R e e o et i S T S S e S i o st S SR S S e R R TR
Root Di spersion |

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N

Ref erence Identifier |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Ref erence Ti nmestanp (64)
Oiginate Tinestanp (64)

R i L e e S e e e R
Recei ve Ti nestanp (64)
B e T i T S i i I S T T i i i S N

Transmit Tinestanp (64)

B i I I e ik s (T I TR S I S S S S T I i (T T S I SR S
Key ldentifier (optional) (32)
T I i e T i ol o T e S e sl st SR I R S S I S g

B s S S T sl i s ST I S S S S S S T S S T S S S e
Message Digest (optional) (128)

+
I
+
I
+
I
+
I
+
I
I
I
+
I
I
I
+
I
I
I
+
I
I
I
+
I
+
I
I
I
I
I
+

I
I
I
+
|
I
I
+
I
I
|
+
I
I
I
+
|
+
I
I
I
I
|
+

B e T i T S i i I S T T i i i S N
As described in the next section, in SNTP npost of these fields are

initialized with pre-specified data. For conpl eteness, the function
of each field is briefly summari zed bel ow.
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Leap Indicator (LI): This is a two-bit code warning of an inpending
| eap second to be inserted/deleted in the last mnute of the current
day, with bit 0 and bit 1, respectively, coded as foll ows:

LI Val ue Meani ng
0 no warni ng
1 | ast m nute has 61 seconds
10 2 | ast m nute has 59 seconds)
3 al arm condition (clock not synchronized)

Version Nunmber (VN): This is a three-bit integer indicating the

NTP/ SNTP ver si on nunmber. The version nunber is 3 for Version 3 (IPv4
only) and 4 for Version 4 (I1Pv4, 1Pv6 and OSI). If necessary to

di stingui sh between 1 Pv4, 1 Pv6 and OSI, the encapsul ati ng cont ext
must be inspect ed.

Mode: This is a three-bit integer indicating the node, with val ues
defined as foll ows:

reserved

symmetric active

symetric passive

client

server

br oadcast

reserved for NTP control nessage
reserved for private use

~No ok~ wWNERLO

I n unicast and anycast nodes, the client sets this field to 3
(client) in the request and the server sets it to 4 (server) in the
reply. In nulticast nbode, the server sets this field to 5
(broadcast).

Stratum This is a eight-bit unsigned integer indicating the stratum
Il evel of the local clock, with values defined as foll ows:

Stratum Meani ng

0 unspeci fi ed or unavail abl e
1 primary reference (e.g., radio clock)
2-15 secondary reference (via NTP or SNTP)

16- 255 reserved
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Poll Interval: This is an eight-bit signed integer indicating the
maxi mum i nt erval between successive nessages, in seconds to the
nearest power of two. The values that can appear in this field
presently range from4 (16 s) to 14 (16284 s); however, nost
applications use only the sub-range 6 (64 s) to 10 (1024 s).

Precision: This is an eight-bit signed integer indicating the

preci sion of the local clock, in seconds to the nearest power of two.
The val ues that normally appear in this field range from-6 for

mai ns-frequency clocks to -20 for mcrosecond cl ocks found in sone
wor kst ati ons.

Root Delay: This is a 32-bit signed fixed-point nunber indicating the
total roundtrip delay to the primary reference source, in seconds
with fraction point between bits 15 and 16. Note that this variable
can take on both positive and negative val ues, depending on the
relative tinme and frequency offsets. The values that nornally appear
inthis field range fromnegative values of a fewmlliseconds to
positive values of several hundred mlliseconds.

Root Dispersion: This is a 32-bit unsigned fixed-point nunber
indicating the nomnal error relative to the primary reference
source, in seconds with fraction point between bits 15 and 16. The
val ues that norrmally appear in this field range fromO to severa
hundred nilliseconds.

Ref erence Identifier: This is a 32-bit bitstring identifying the
particul ar reference source. In the case of NIP Version 3 or Version
4 stratum O (unspecified) or stratuml (prinary) servers, this is a
four-character ASCI| string, left justified and zero padded to 32
bits. In NTP Version 3 secondary servers, this is the 32-bit |Pv4
address of the reference source. In NTP Version 4 secondary servers,
this is the low order 32 bits of the latest transmt tinestanp of the
reference source. NTP primary (stratum 1) servers should set this
field to a code identifying the external reference source according
tothe following list. If the external reference is one of those
listed, the associated code shoul d be used. Codes for sources not
listed can be contrived as appropriate.
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Code Ext ernal Reference Source

LOCL uncal i brated | ocal clock used as a primary reference for
a subnet without external neans of synchronization

PPS atomi ¢ clock or other pul se-per-second source
individually calibrated to national standards

ACTS NI ST di al up nodem servi ce

USNO USNO nodem servi ce

PTB PTB ( Ger many) nodem service

TDF Al'louis (France) Radio 164 kHz

DCF Mai nfli ngen (Germany) Radio 77.5 kHz

VBF Rugby (UK) Radi o 60 kHz

VWA Ft. Collins (US) Radio 2.5, 5, 10, 15, 20 MHz

WAVB Boul der (US) Radio 60 kHz

WAWVH Kaui Hawaii (US) Radio 2.5, 5, 10, 15 Mz

CHU O tawa (Canada) Radio 3330, 7335, 14670 kHz

LORC LORAN- C r adi onavi gati on system

OMVEG OVEGA radi onavi gati on system

GPS G obal Positioning Service

GCES Geostationary Orbit Environment Satellite

Ref erence Tinmestanp: This is the tinme at which the |local clock was
| ast set or corrected, in 64-bit tinmestanp fornat.

Oiginate Timestanp: This is the tine at which the request departed
the client for the server, in 64-bit timestanp format.

Receive Tinestanp: This is the time at which the request arrived at
the server, in 64-bit tinestanp format.

Transmit Timestanp: This is the tine at which the reply departed the
server for the client, in 64-bit tinestanp format.

Aut henticator (optional): Wen the NTP authentication schene is

i npl emented, the Key ldentifier and Message Digest fields contain the
message aut hentication code (MAC) information defined in Appendix C
of RFC-1305.

5. SNTP dient Operations

A SNTP client can operate in nulticast node, unicast node or anycast
mode. In nmulticast node, the client sends no request and waits for a
broadcast (node 5) froma designated multicast server. |n unicast
mode, the client sends a request (node 3) to a designated unicast
server and expects a reply (nmode 4) fromthat server. In anycast
node, the client sends a request (node 3) to a designated |oca
broadcast or nulticast group address and expects a reply (node 4)
fromone or nore anycast servers. The client uses the first reply
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received to establish the particular server for subsequent unicast
operations. Later replies fromthis server (duplicates) or any other
server are ignored. O her than the selection of address in the
request, the operations of anycast and unicast clients are identical
Requests are normally sent at intervals from64 s to 1024 s,
dependi ng on the frequency tolerance of the client clock and the
requi red accuracy.

A uni cast or anycast client initializes the NTP message header, sends
the request to the server and strips the time of day fromthe
Transmit Tinestanp field of the reply. For this purpose, all of the
NTP header fields shown above can be set to 0, except the first octet
and (optional) Transmit Tinmestanp fields. In the first octet, the LI
field is set to 0 (no warning) and the Mdde field is set to 3
(client). The VN field nust agree with the version nunber of the

NTP/ SNTP server; however, Version 4 servers will also accept previous
versions. Version 3 (RFC-1305) and Version 2 (RFC-1119) servers

al ready accept all previous versions, including Version 1 (RFC 1059).
Note that Version O (RFC-959) is no |onger supported by any other
ver si on.

Since there will probably continue to be NTP and SNTP servers of al
four versions interoperating in the Internet, careful consideration
shoul d be given to the version used by SNTP Version 4 clients. It is
recomended that clients use the | atest version known to be supported
by the selected server in the interest of the highest accuracy and
reliability. SNTP Version 4 clients can interoperate with al

previ ous version NTP and SNTP servers, since the header fields used
by SNTP clients are unchanged. Version 4 servers are required to
reply in the sane version as the request, so the VN field of the
request also specifies the version of the reply.

VWil e not necessary in a conforming client inplementation, in unicast
and anycast nodes it highly recomended that the transmt tinestanp
in the request is set to the tine of day according to the client
clock in NTP timestanp format. This allows a sinmple calculation to
determ ne the propagation del ay between the server and client and to
align the local clock generally within a few tens of mlliseconds
relative to the server. In addition, this provides a sinple method to
verify that the server reply is in fact a legitimte response to the
specific client request and avoid replays. In nmulticast nobde, the
client has no information to cal cul ate the propagati on delay or
determine the validity of the server, unless the NTP authentication
schene is used.

To calculate the roundtrip delay d and | ocal clock offset t relative

to the server, the client sets the transmt tinmestanp in the request
to the time of day according to the client clock in NTP tinestanp
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format. The server copies this field to the originate tinestanp in
the reply and sets the receive tinmestanp and transmt timestanp to
the tinme of day according to the server clock in NTP tinestanp

f ormat.

When the server reply is received, the client deternines a
Destination Tinmestanp variable as the tinme of arrival according to
its clock in NTP timestanp format. The follow ng table sumrari zes the
four timestanps.

Ti mest anp Nane ID Wen Cenerated

Originate Tinestanp T1 time request sent by client
Recei ve Ti nestanp T2 time request received by server
Transmit Ti nmestanp T3 time reply sent by server

Destination Ti nestanp T4 time reply received by client
The roundtrip delay d and local clock offset t are defined as
d = (T4 - T1) - (T2 - T3) t = ((T2 - T1) + (T3 - T4)) |/ 2

The following table sunmarizes the SNTP client operations in unicast,
anycast and mnul ti cast nodes. The recomrended error checks are shown
in the Reply and Multicast colums in the table. The nessage shoul d
be considered valid only if all the fields shown contain values in
the respective ranges. Wiether to believe the message if one or nore
of the fields marked "ignore"” contain invalid values is at the

di scretion of the inplenmentation

Fi el d Nane Uni cast/ Anycast Mul ti cast
Request Reply

LI 0 0-2 0-2

VN 1-4 copied from 1-4

request

Mode 3 4 5

Stratum 0 1-14 1-14

Pol | 0 i gnore i gnore

Preci si on 0 i gnore i gnore

Root Del ay 0 i gnore i gnore

Root Di spersion 0 i gnore i gnore

Ref erence Identifier 0 i gnore i gnore

Ref erence Ti nmestanp 0 i gnore i gnore

Originate Tinestanp 0 (see text) i gnore

Recei ve Ti nestanp 0 (see text) i gnore

Transmt Ti nestanp (see text) nonzero nonzer o

Aut hent i cat or opti onal opti onal optiona
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6. SNTP Server Operations

A SNTP Version 4 server operating with either a NTP or SNTP client of
the sane or previous versions retains no persistent state. Since a
SNTP server ordinarily does not inplenent the full set of NTP

al gorithms intended to support redundant peers and di verse network
pat hs, a SNTP server should be operated only in conjunction with a
source of external synchronization, such as a reliable radio clock or
tel ephone nmodem 1In this case it always operates as a primary
(stratum 1) server

A SNTP server can operate in unicast nbpde, anycast node, multicast
nmode or any conbi nation of these nbdes. |In unicast and anycast nodes,
the server receives a request (nmode 3), nodifies certain fields in
the NTP header, and sends a reply (node 4), possibly using the sane
message buffer as the request. In anycast node, the server |istens on
the designated | ocal broadcast or nulticast group address assigned by
the I ANA, but uses its own unicast address in the source address
field of the reply. O her than the selection of address in the reply,
the operations of anycast and unicast servers are identical

Mul ticast nessages are normally sent at poll intervals from64 s to
1024 s, depending on the expected frequency tol erance of the client

cl ocks and the required accuracy.

I'n uni cast and anycast nodes, the VN and Poll fields of the request
are copied intact to the reply. If the Mde field of the request is 3
(client), it is set to 4 (server) in the reply; otherwise, this field
is set to 2 (synmetric passive) in order to conformto the NTP
specification. This allows clients configured in synmetric active
(mode 1) to interoperate successfully, even if configured in possibly
suboptimal ways. In multicast (unsolicited) node, the VN field is set
to 4, the Mode field is set to 5 (broadcast), and the Poll field set
to the nearest integer base-2 |logarithmof the poll interval

Note that it is highly desirable that, if a server supports

mul ticast node, it al so supports unicast node. This is so a
potential multicast client can calculate the propagation del ay
using a client/server exchange prior to regular operation using
only multicast nmode. If the server supports anycast node, then it
must support unicast node. There does not seemto be a great
advantage to operate both nmulticast and anycast npbdes at the sane
time, although the protocol specification does not forbidit.

I n unicast and anycast nodes, the server may or may not respond if
not synchronized to a correctly operating radio clock, but the
preferred option is to respond, since this allows reachability to be
determ ned regardl ess of synchroni zation state. In nulticast node,
the server sends broadcasts only if synchronized to a correctly

MIIls I nf or mat i onal [ Page 14]



RFC 2030

operating reference cl ock

The remaining fields of the NTP header are set

SNTPv4 f or

| Pv4,

| Pv6 and CSI

Cct ober

1996

in the foll ow ng way.

Assumi ng the server is synchronized to a radio clock or other primary

ref erence source and operating correctly,
and the Stratumfield is set to 1 (prinmary server);
Stratumfield is set to O and the LI
field is set to reflect the maxi numreading error of the |oca
cases it
of significant bits to the right of the decinal
The Root Del ay and Root Dispersion fields are set
optionally,

For all practical

ti mestanp fornmat.

to O for a primary server;

radi o clock itself.

primary reference source,

this docunent.

The tinestanp fields are set as foll ows.

the LI

if not, the

fieldis set to O

field is set to 3. The Precision
cl ock.

is computed as the negative of the nunber

unsynchroni zed or first com ng up,

zero. |f synchronized,

and anycast nodes,

poi nt

in the NTP

the Root Dispersion field can
be set to a value corresponding to the maxi num expected error of the

If the server is

The Reference Identifier is set to designate the
as indicated in the table of Section 5 of

timestanp fields are set to

the Reference Tinestanp is set to the tinme the
| ast update was received fromthe radio clock or nbdem
the Receive Tinmestanp and Transmit Ti nestanp

I n uni cast

fields are set to the tine of day when the nessage is sent and the
Oiginate Timestanp field is copied unchanged fromthe Transnit
Tinmestanp field of the request. It

copi ed intact,
node,

is inmportant that this field be
as a NTP client uses it to avoid replays.
the Originate Tinestanp and Receive Timestanp fields are set to

In mul ti cast

0 and the Transmt Tinmestanp field is set to the time of day when the

message i s sent.

Fi el d Name

Uni cast/ Anycast

Request

Reply

The foll owi ng table summari zes these acti ons.

Mul ti cast

Mode
Stratum
Pol |

Preci si on
Root Del ay
Root Di spersion

Ref erence ldentifier
Ref erence Ti nestanp

MIls

i gnore
1-4

3
i gnore
i gnore

i gnore

i gnore
i gnore
i gnore
i gnore

0 or 3

copi ed from
request

2 or 4

1

copi ed from
request

-l og2 server
significant

bits

0
0
source ident
time of |ast

radi o updat e

I nf or mat i onal

= Ol

| og2 pol

i nterval

-l og2 server
significant
bits

0
0
source ident
time of |ast

radi o updat e
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Originate Tinestanp i gnore copied from O
transmt
ti mestanmp
Recei ve Ti nestanp i gnore time of day 0
Transmit Ti nestanp (see text) time of day time of day
Aut hent i cat or opti onal opti onal opti ona

There is sone |atitude on the part of nobst clients to forgive invalid
ti mestanps, such as mght occur when first comng up or during

peri ods when the prinary reference source is inoperative. The nobst

i mportant indicator of an unhealthy server is the LI field, in which
a value of 3 indicates an unsynchroni zed condition. Wen this val ue

i s displayed, clients should discard the server nessage, regardl ess
of the contents of other fields.

7. Configuration and Managenent

Initial setup for SNTP servers and clients can be done using a
configuration file if a file systemis available, or a serial port if
not. It is intended that in-service managenment of NTP and SNTP
Version 4 servers and clients be performed using SNMP and a suitable
M B to be published later. Odinarily, SNTP servers and clients are
expected to operate with little or no site-specific configuration,
other than specifying the | P address and subnet nask or OSI NSAP

addr ess.

Uni cast clients nmust be provided with the designated server nane or
address. If a server name is used, the address of one of nore DNS
servers nmust be provided. Milticast servers and anycast clients nust
be provided with the TTL and | ocal broadcast or multicast group
address. Anycast servers and multicast clients may be configured with
a list of address-mask pairs for access control, so that only those
clients or servers known to be trusted will be used. These servers
and clients nmust inplenent the | GW protocol and be provided with the

| ocal broadcast or multicast group address as well. The configuration
data for cryptographic authentication is beyond the scope of this
docunent .

There are several scenarios which provide automatic server discovery
and selection for SNTP clients with no pre-specified configuration,
other than the I P address and subnet nmask or OSI NSAP address. For a
| P subnet or LAN segnent including a fully functional NTP server, the
clients can be configured for nulticast node using the |oca

broadcast address. The sane approach can be used with other servers
using the nmulticast group address. In both cases, provision of an
access control list is a good way to insure only trusted sources can
be used to set the |ocal clock
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In another scenario suitable for an extended network with significant
net wor k propagati on del ays, clients can be configured for anycast
nmode, both upon initial startup and after some period when the
currently selected unicast source has not been heard. Follow ng the
defined protocol, the client binds to the first reply heard and
continues operation in unicast node. In this node the | ocal clock can
be automatically adjusted to conpensate for the propagation del ay.

In still another scenario suitable for any network and where
mul ticast service is not available, the DNS can be set up with a
common CNAME, |ike time.domain.net, and a |ist of address records for

NTP servers in the same domain. Upon resolving time.domain. net and
obtaining the list, the client selects a server at random and begi ns
operation in unicast node with that server. Many variations on this
thene are possi bl e.
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