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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst ract

The Point-to-Point Protocol (PPP) [1] provides a standard nethod of
encapsul ati ng Network Layer protocol information over point-to-point
links. PPP also defines an extensible Link Control Protocol, and
proposes a fam |y of Network Control Protocols (NCPs) for
establishing and configuring different network-|ayer protocols.

Thi s docunent defines the method for transm ssion of IP Version 6 [2]
packets over PPP |links as well as the Network Control Protocol (NCP)
for establishing and configuring the 1 Pv6 over PPP. It also specifies
the nmethod of forming IPv6 |ink-local addresses on PPP |inks.
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1. Introduction
PPP has three mai n conponents:
1. A nethod for encapsul ating datagrans over serial |inks.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-link connection.

3. Afamly of Network Control Protocols (NCPs) for establishing
and configuring different network-|ayer protocols.

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link must first send LCP packets to configure and test
the data Iink. After the link has been established and optiona
facilities have been negoti ated as needed by the LCP, PPP nust send
NCP packets to choose and configure one or nore network-|ayer
protocols. Once each of the chosen network-Iayer protocols has been
configured, datagranms from each network-1ayer protocol can be sent
over the I|ink.

In this docunment, the NCP for establishing and configuring the |IPv6
over PPP is referred as the I Pv6 Control Protocol (IPV6CP)

The link will remain configured for conmunications until explicit LCP
or NCP packets close the Iink down, or until sone external event
occurs (power failure at the other end, carrier drop, etc.).

1.1. Specification of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", neans that the
definition is an absolute requirenment of the specification

MUST NOT This phrase neans that the definition is an absolute
prohibition of the specification

SHOULD This word, or the adjective "recommended”, neans that there
may exi st valid reasons in particular circunstances to
ignore this item but the full inplications must be

under st ood and carefully wei ghed before choosing a
di fferent course.

MAY This word, or the adjective "optional", neans that this

itemis one of an allowed set of alternatives. An
i mpl ement ati on whi ch does not include this option MJST be
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prepared to inter-operate with another inplenmentation which
does include the option.

2. Sending | Pv6 Datagrans

Bef ore any | Pv6 packets may be comuni cated, PPP nust reach the
Net wor k- Layer Protocol phase, and the |Pv6 Control Protocol nust
reach the Opened state.

Exactly one | Pv6 packet is encapsulated in the Information field of
PPP Data Link Layer franes where the Protocol field indicates type
hex 0057 (Internet Protocol Version 6).

The maxi mum | ength of an I Pv6 packet transmitted over a PPP link is
the sane as the maxi mum |l ength of the Information field of a PPP data
link |ayer frame. PPP |inks supporting IPv6 nmust allow at |east 576
octets in the information field of a data link layer frane.

3. A PPP Network Control Protocol for |Pv6

The 1 Pv6 Control Protocol (IPV6CP) is responsible for configuring,
enabling, and disabling the IPv6 protocol nodules on both ends of the
poi nt-to-point link. |PV6CP uses the sane packet exchange nechani sm
as the Link Control Protocol (LCP). |PV6CP packets may not be
exchanged until PPP has reached the Network-Layer Protocol phase.

| PV6CP packets received before this phase is reached shoul d be
silently discarded.

The 1 Pv6 Control Protocol is exactly the sane as the Link Contro
Protocol [1] with the foll owi ng exceptions:

Data Link Layer Protocol Field
Exactly one | PV6CP packet is encapsulated in the Information field
of PPP Data Link Layer franmes where the Protocol field indicates
type hex 8057 (IPv6é Control Protocol).

Code field
Only Codes 1 through 7 (Configure-Request, Configure-Ack,
Confi gure- Nak, Configure-Reject, Term nate-Request, Term nate-Ack

and Code-Reject) are used. Oher Codes should be treated as
unrecogni zed and should result in Code-Rejects.
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Ti neout s

| PV6CP packets may not be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. An inplenentation should be prepared
to wait for Authentication and Link Quality Determination to finish
before timng out waiting for a Configure-Ack or other response. It
i s suggested that an inplenmentation give up only after user
intervention or a configurable amount of tine.

Configuration Option Types

| PV6CP has a distinct set of Configuration Options, which are
defi ned bel ow.

4. 1 PV6CP Configuration Options

| PV6CP Configuration Options allow negotiation of desirable |IPv6
paraneters. |PV6CP uses the same Configuration Option format defined
for LCP [1], with a separate set of Options. |If a Configuration
Option is not included in a Configure-Request packet, the default

val ue for that Configuration Option is assuned.

Up-to-date values of the IPV6CP Option Type field are specified in
the nost recent "Assigned Nunbers" RFC [5]. Current values are
assigned as foll ows:

1 I nt erface- Token

2 | Pv6- Conpr essi on- Prot oco
4.1. Interface-Token

Descri ption

This Configuration Option provides a way to negotiate a uni que
32-bit interface token to be used for the address

aut oconfiguration [3] at the local end of the Iink (see section
5). The interface token MJUST be unique within the PPP link; i.e.
upon conpl etion of the negotiation different Interface-Token

val ues are to be selected for the ends of the PPP |ink

Before this Configuration Option is requested, an inplenmentation
must choose its tentative Interface-Token. It is reconmended that
a non-zero val ue be chosen in the nost random manner possible in
order to guarantee with very high probability that an
inmplementation will arrive at a unique token value. A good way to
choose a uni que random nunber is to start with a uni que seed.
Suggest ed sources of uniqueness include machi ne serial nunbers,
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ot her network hardware addresses, systemclocks, etc. Note that it
may not be sufficient to use a link-layer address al one as the
seed, since it will not always be unique. Thus it is suggested
that the seed should be calculated froma variety of sources that
are likely to be different even on identical systenms and as many
sources as possi bl e be used sinultaneously. Good sources of

uni queness or randomess are required for the Interface-Token
negotiation to succeed. |If a good source of randomess cannot be
found, it is recomended that a zero val ue be used for the
Interface-Token transnmitted in the Configure-Request. In this
case the PPP peer may provide a valid non-zero Interface-Token in
its response as described below. Note that if at |east one of the
PPP peers is able to generate a unique random nunber, the token
negotiation will succeed.

When a Configure-Request is received with the Interface-Token
Configuration Option and the receiving peer inplenents this
option, the received Interface-Token is conpared with the

I nterface-Token of the | ast Configure-Request sent to the peer
Depending on the result of the conparison an inplementation MJST
respond in one of the foll ow ng ways:

If the two Interface-Tokens are different but the received
Interface-Token is zero, a Configure-Ack is sent with a non-zero
I nterface- Token val ue suggested for use by the renote peer. Such
a suggested Interface-Token MJST be different fromthe Interface-
Token of the |last Configure-Request sent to the peer

If the two Interface-Tokens are different and the received
Interface-Token is not zero, the Interface-Token MJUST be

acknow edged, i.e. a Configure-Ack is sent with the requested

I nterface-Token, meaning that the respondi ng peer agrees with the
I nterface- Token request ed.

If the two Interface-Tokens are equal and are not zero, a
Confi gure-Nak MJUST be sent specifying a different non-zero
I nterface- Token val ue suggested for use by the renote peer

If the two Interface-Tokens are equal to zero, the Interface-
Tokens negotiati on MIUST be ternminated by transmtting the
Configure-Reject with the Interface-Token value set to zero. In
this case a unique Interface-Token can not be negoti at ed.

If a Configure-Request is received with the Interface-Token

Configuration Option and the receiving peer does not inplenent
this option, Configure-Rej is sent.
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A new Configure- Request SHOULD NOT be sent to the peer unti
normal processing would cause it to be sent (that is, until a
Configure-Nak is received or the Restart timer runs out).

A new Configure- Request MUST NOT contain the Interface-Token
option if a valid Interface-Token Configure-Reject is received.

Reception of a Configure-Nak with a suggested Interface-Token
different fromthat of the |ast Configure-Nak sent to the peer

i ndicates a unique Interface-Token. 1In this case a new

Confi gure- Request MJST be sent with the token val ue suggested in
the last Configure-Nak fromthe peer. But if the received
Interface-Token is equal to the one sent in the |last Configure-
Nak, a new Interface-Token MJST be chosen. In this case, a new
Confi gur e- Request SHOULD be sent with the new tentative

I nterface-Token. This sequence (transmt Configure-Request,
recei ve Configure-Request, transmt Configure-Nak, receive

Confi gure-Nak) m ght occur a fewtines, but it is extrenely
unlikely to occur repeatedly. Mre likely, the Interface-Tokens
chosen at either end will quickly diverge, term nating the
sequence.

If negotiation about the Interface-Token is required, and the peer
did not provide the option in its Configure-Request, the option
SHOULD be appended to a Configure-Nak. The tentative value of the
I nterface-Token given nmust be acceptable as the rempte Interface-
Token; i.e. should be different fromthe token value selected for
the local end of the PPP link. The next Configure-Request from
the peer may include this option. |If the next Configure-Request
does not include this option the peer MJUST NOT send anot her
Configure-Nak with this option included. It should assune that the
peer’s inplenentati on does not support this option

By default, an inplenentation SHOULD attenpt to negotiate the
Interface-Token for its end of the PPP connection
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4.

2

A summary of the Interface-Token Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S

| Type | Length | I nterface- Token

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
I nterface- Token (cont) |

B el I T R S il il ol siE I R SR S

Type
1
Length
6
I nterface-Token

The 32-bit Interface-Token which is very likely to be unique on
the link or zero if a good source of uniqueness can not be found.

Def aul t Token Val ue

If no valid interface token can be successfully negotiated, no
default Interface-Token value should be assuned. The procedures
for recovering fromsuch a case are unspecified. One approach is
to manually configure the interface token of the interface.

| Pv6- Conpr essi on- Pr ot oco
Descri ption

This Configuration Option provides a way to negotiate the use of a
specific | Pv6 packet conpression protocol. The |Pv6-Conpression-
Prot ocol Configuration Option is used to indicate the ability to
recei ve conpressed packets. Each end of the link nmust separately
request this option if bi-directional conpression is desired. By
default, conpression is not enabl ed.

| Pv6 conpression negotiated with this option is specific to | Pv6
datagranms and is not to be confused with conpression resulting
from negotiations via Conpression Control Protocol (CCP), which
potentially effect all datagrans.
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A summary of the | Pv6- Conpression-Protocol Configuration Option
format is shown below. The fields are transmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h | | Pv6- Conpr essi on- Pr ot ocol
B i s T T i i o S o T Ji I
| Data ..
+o -+ -t
Type
2
Length
>= 4

| Pv6- Conpr essi on- Pr ot oco

The | Pv6- Conpression-Protocol field is two octets and indicates
the compression protocol desired. Values for this field are

al ways the sanme as the PPP Data Link Layer Protocol field values
for that sanme conpression protocol

Up-to-date val ues of the | Pv6-Conpression-Protocol field are
specified in the nost recent "Assigned Nunmbers" RFC [5].

Current val ues are assigned as foll ows:

Val ue (in hex) Pr ot oco
004f | Pv6 Header Conpression
Dat a

The Data field is zero or nbre octets and contains additional data
as determned by the particul ar conpression protocol

Def aul t

No | Pv6 conpression protocol enabl ed.
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5. Statel ess Autoconfiguration and Link-Local Addresses

The interface token, which is used for formng | Pv6 addresses of a
PPP interface, SHOULD be negotiated in the | PV6CP phase of the PPP
connection setup (see section 4.1). If no valid interface token has
been successfully negotiated, procedures for recovering fromsuch a
case are unspecified. One approach is to manually configure the
interface token of the interface.

As long as the interface token is negotiated in the | PV6CP phase of
the PPP connection setup, it is redundant to performduplicate
address detection as a part of the I Pv6 Statel ess Autoconfiguration
protocol [3]. Therefore it is recomended that for PPP links with
the 1 PV6CP I nterface-Token option enabl ed the default value of the
DupAddr Det ect Transm ts autoconfi guration variable [3] be zero.

Li nk-1 ocal addresses of PPP interfaces have the follow ng fornat:

| 10 bits | 86 bits | 32 bits |
Fomm e e e oo o e e e e o - o e e e e e a e oo o e e e e e o +
| 1111111010] 0 | I'nterface Token |
N o e oo - o e e e m oo oo R +

The nost significant 10 bits of the address is the Link-Local prefix
FE80::. 86 zero bits pad out the address between the Link-Loca
prefix and the Interface Token fields.

A. |1 PV6CP Recommended Options
The foll owing Configurations Options are recomended:

I nt erface- Token

| Pv6- Conpr essi on- Prot oco
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Security Considerations
Security issues are not discussed in this meno.
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