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Abstract

Thi s docunent specifies the steps a host takes in deciding howto
autoconfigure its interfaces in IP version 6. The autoconfiguration
process includes creating a |ink-local address and verifying its

uni queness on a |link, determ ning what information should be

aut oconfigured (addresses, other information, or both), and in the
case of addresses, whether they should be obtained through the
statel ess nechanism the stateful nechanism or both. This docunent
defines the process for generating a link-local address, the process
for generating site-local and gl obal addresses via statel ess address
aut oconfiguration, and the Duplicate Address Detection procedure. The
details of autoconfiguration using the stateful protocol are
speci fi ed el sewhere.
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1. | NTRODUCTI ON

Thi s docunent specifies the steps a host takes in deciding howto
autoconfigure its interfaces in IP version 6. The autoconfiguration
process includes creating a |ink-local address and verifying its

uni queness on a |link, determ ning what information should be

aut oconfigured (addresses, other information, or both), and in the
case of addresses, whether they should be obtained through the
statel ess nechanism the stateful nechanism or both. This docunent
defines the process for generating a link-local address, the process
for generating site-local and gl obal addresses via statel ess address
aut oconfiguration, and the Duplicate Address Detection procedure. The
details of autoconfiguration using the stateful protocol are
speci fi ed el sewhere.

| Pv6 defines both a stateful and statel ess address autoconfiguration
mechani sm Statel ess autoconfiguration requires no nanual
configuration of hosts, minimal (if any) configuration of routers,
and no additional servers. The stateless mechanismallows a host to
generate its own addresses using a conbination of |ocally avail able
information and information advertised by routers. Routers advertise
prefixes that identify the subnet(s) associated with a link, while
hosts generate an "interface token" that uniquely identifies an
interface on a subnet. An address is formed by conbining the two. In
the absence of routers, a host can only generate |ink-1oca
addresses. However, |ink-local addresses are sufficient for allow ng
conmuni cati on anong nodes attached to the sanme |ink

In the stateful autoconfiguration nodel, hosts obtain interface
addresses and/or configuration information and parameters froma
server. Servers maintain a database that keeps track of which
addresses have been assigned to which hosts. The statefu

aut oconfiguration protocol allows hosts to obtain addresses, other
configuration information or both froma server. Stateless and
stateful autoconfiguration conplenment each other. For exanple, a host

Thonmson & Narten St andards Track [ Page 2]



RFC 1971 | Pv6 Statel ess Address Autoconfiguration August 1996

can use statel ess autoconfiguration to configure its own addresses,
but use stateful autoconfiguration to obtain other informtion
Stateful autoconfiguration is described in [ DHCPv6].

The statel ess approach is used when a site is not particularly
concerned with the exact addresses hosts use, so long as they are

uni que and properly routable. The stateful approach is used when a
site requires tighter control over exact address assignnents. Both
stateful and statel ess address autoconfiguration may be used

simul taneously. The site adm nistrator specifies which type of

aut oconfiguration to use through the setting of appropriate fields in
Rout er Adverti senent messages [ DI SCOVERY] .

| Pv6 addresses are |leased to an interface for a fixed (possibly
infinite) length of time. Each address has an associated lifetime
that indicates how long the address is bound to an interface. Wen a
lifetime expires, the binding (and address) becone invalid and the
address may be reassigned to another interface el sewhere in the
Internet. To handl e the expiration of address bindings gracefully, an
address goes through two distinct phases while assigned to an
interface. Initially, an address is "preferred”, neaning that its use
in arbitrary conmunication is unrestricted. Later, an address becones
"deprecated" in anticipation that its current interface binding wll
becone invalid. Wile in a deprecated state, the use of an address is
di scouraged, but not strictly forbidden. New conmunication (e.g.,
the opening of a new TCP connection) should use a preferred address
when possible. A deprecated address should be used only by
applications that have been using it and would have difficulty
switching to anot her address without a service disruption

To insure that all configured addresses are likely to be unique on a
given link, nodes run a "duplicate address detection" algorithmon
addresses before assigning themto an interface. The Duplicate
Address Detection algorithmis perforned on all addresses,

i ndependent of whether they are obtained via statel ess or statefu
aut oconfiguration. This docunment defines the Duplicate Address

Det ection al gorithm

The autoconfiguration process specified in this docunent applies only
to hosts and not routers. Since host autoconfiguration uses

i nformati on advertised by routers, routers will need to be configured
by some ot her nmeans. However, it is expected that routers wll
generate |ink-local addresses using the nechani smdescribed in this
docunent. In addition, routers are expected to successfully pass the
Duplicate Address Detection procedure described in this docunent on
al| addresses prior to assigning themto an interface.
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Section 2 provides definitions for term nol ogy used throughout this
docunent. Section 3 describes the design goals that lead to the
current autoconfiguration procedure. Section 4 provides an overview
of the protocol, while Section 5 describes the protocol in detail

2. TERM NOLOGY

I P - Internet Protocol Version 6. The terms |IPv4 and | Pv6
are used only in contexts where necessary to avoid
anbi guity.

node - a device that inplenments IP

router - a node that forwards | P packets not explicitly
addressed to itself.

host - any node that is not a router

upper | ayer

a protocol layer imediately above IP. Exanples are
transport protocols such as TCP and UDP, contro
protocol s such as I CWP, routing protocols such as OSPF
and internet or |ower-|ayer protocols being "tunnel ed"
over (i.e., encapsulated in) IP such as |IPX AppleTalKk,
or IPitself.

I'ink - a conmmuni cation facility or nedi um over whi ch nodes can
comruni cate at the link layer, i.e., the | ayer
i medi ately below IP. Exanples are Ethernets (sinple
or bridged); PPP links; X 25, Frame Relay, or ATM
networ ks; and internet (or higher) layer "tunnels",
such as tunnels over IPv4 or IPv6 itself.

interface - a node’s attachnent to a link

packet - an | P header plus payl oad.

addr ess - an I P-layer identifier for an interface or a set of
interfaces.

uni cast address
- an identifier for a single interface. A packet sent to
a unicast address is delivered to the interface
identified by that address.

mul ti cast address
- an identifier for a set of interfaces (typically
bel onging to different nodes). A packet sent to a
mul ticast address is delivered to all interfaces
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identified by that address.

anycast address
- an identifier for a set of interfaces (typically
bel onging to different nodes). A packet sent to an
anycast address is delivered to one of the interfaces
identified by that address (the "nearest" one,
according to the routing protocol’s neasure of
di stance). See [ ADDR- ARCH|

solicited-node nulticast address
- anulticast address to which Neighbor Solicitation
messages are sent. The algorithmfor conputing the
address is given in [ DI SCOVERY] .

I'ink-1ayer address
- alink-layer identifier for an interface. Exanples
i nclude | EEE 802 addresses for Ethernet links and E. 164
addresses for | SDN |inks.

i nk-1 ocal address
- an address having link-only scope that can be used to
reach nei ghboring nodes attached to the sanme link. All
interfaces have a |link-Iocal unicast address.

site-1ocal address
- an address having scope that is limted to the |oca
site.

gl obal address
- an address with unlimted scope.

commruni cati on
- any packet exchange anong nodes that requires that the
address of each node used in the exchange renmin the
sane for the duration of the packet exchange. Exanples
are a TCP connection or a UDP request-response.

tentative address
- an address whose uni queness on a link is being

verified, prior to its assignnent to an interface. A
tentative address is not considered assigned to an
interface in the usual sense. An interface discards
recei ved packets addressed to a tentative address, but
accepts Nei ghbor Discovery packets related to Duplicate
Address Detection for the tentative address.
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preferred address
- an address assigned to an interface whose use by upper
| ayer protocols is unrestricted. Preferred addresses
may be used as the source (or destination) address of
packets sent from (or to) the interface

deprecat ed address
- An address assigned to an interface whose use is

di scouraged, but not forbidden. A deprecated address
shoul d no | onger be used as a source address in new
conmuni cati ons, but packets sent to deprecated
addresses are delivered as expected. A deprecated
address may continue to be used as a source address in
communi cati ons where switching to a preferred address
causes hardship to a specific upper-layer activity
(e.g., an existing TCP connection).

val i d address
- a preferred or deprecated address. A valid address nay
appear as the source or destination address of a
packet, and the internet routing systemis expected to
deliver packets sent to a valid address.

invalid address

- an address that is not assigned to any interface. A
val i d address becones invalid when its valid lifetinme
expires. Invalid addresses should not appear as the
destination or source address of a packet. In the
fornmer case, the internet routing systemw || be unable
to deliver the packet, in the later case the recipient
of the packet will be unable to respond to it.

preferred lifetime
- the length of tinme that a valid address is preferred
(i.e., the time until deprecation). Wen the preferred
lifetime expires, the address becomes deprecat ed.

valid lifetime
- the length of time an address rermains in the valid
state (i.e., the tine until invalidation). The valid
lifetime nust be greater then or equal to the preferred
lifetime. When the valid lifetinme expires, the address
becomes invalid.

interface token
- a link-dependent identifier for an interface that is
(at least) unique per link. Statel ess address
aut oconfiguration combines an interface token with a
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prefix to forman address. From address

aut oconfiguration’s perspective, an interface token is
a bit string of known |ength. The exact |ength of an
interface token and the way it is created is defined in
a separate link-type specific docunent that covers

i ssues related to the transm ssion of |P over a
particular link type (e.g., [IPv6-ETHER]). In nany
cases, the token will be the same as the interface’s

i nk-1ayer address.

2.1. Requirenents

Throughout this docunment, the words that are used to define the
significance of the particular requirenents are capitalized. These
wor ds are:

MUST
This word or the adjective "REQU RED' neans that the itemis an
absol ute requirenment of this specification.

MUST NOT
This phrase nmeans the itemis an absolute prohibition of this
speci fication.

SHOULD
This word or the adjective "RECOVWENDED' means that there may exi st
valid reasons in particular circunstances to ignore this item but
the full inplications should be understood and the case carefully
wei ghed before choosing a different course.

SHOULD NOT
Thi s phrase neans that there may exist valid reasons in particul ar
circunst ances when the |listed behavior is acceptable or even

useful, but the full inplications should be understood and the case
careful ly wei ghed before inplenenting any behavi or described with
this | abel

MAY
This word or the adjective "OPTIONAL" nmeans that this itemis truly
optional. One vendor nmay choose to include the item because a
particul ar marketplace requires it or because it enhances the
product, for exanple, another vendor nmay omit the sane item
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3.

DESI GN GOALS

St at el ess autoconfiguration is designed with the following goals in
m nd:

(o]

Manual configuration of individual machi nes before connecting them
to the network should not be required. Consequently, a nechanismis
needed that allows a host to obtain or create uni que addresses for
each of its interfaces. Address autoconfiguration assunmes that each
interface can provide a unique identifier for that interface (i.e.
an "interface token"). In the sinplest case, an interface token
consists of the interface’s link-layer address. An interface token
can be conbined with a prefix to form an address.

Smal| sites consisting of a set of machines attached to a single
link should not require the presence of a stateful server or router
as a prerequisite for comuni cating. Plug-and-play comrunication
is achieved through the use of |ink-local addresses. Link-loca
addresses have a well-known prefix that identifies the (single)
shared link to which a set of nodes attach. A host forms a |ink-

| ocal address by appending its interface token to the |ink-1loca
prefix.

Alarge site with nmultiple networks and routers should not require
the presence of a stateful address configuration server. In order
to generate site-local or global addresses, hosts nust determ ne
the prefixes that identify the subnets to which they attach

Rout ers generate periodic Router Advertisements that include
options listing the set of active prefixes on a link

Address configuration should facilitate the graceful renunbering of
a site’s machines. For exanple, a site may wi sh to renunber all of
its nodes when it switches to a new network service provider.
Renunbering is achieved through the | easing of addresses to
interfaces and the assignnent of nultiple addresses to the sane
interface. Lease lifetinmes provide the mechani smthrough which a
site phases out old prefixes. The assignment of multiple addresses
to an interface provides for a transition period during which both
a new address and the one bei ng phased out work sinmultaneously.

System admi ni strators need the ability to specify whether statel ess
aut oconfiguration, stateful autoconfiguration, or both should be
used. Router Advertisenents include flags specifying which
mechani sms a host shoul d use.
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4. PROTOCOL OVERVI EW

Thi s section provides an overview of the typical steps that take

pl ace when an interface autoconfigures itself. Autoconfiguration is
performed only on nulticast-capable |inks and begi ns when a

mul ticast-capable interface is enabled, e.g., during systemstartup
Nodes (both hosts and routers) begin the autoconfiguration process by
generating a link-1ocal address for the interface. A link-1loca
address is forned by appending the interface’s token to the well -
known |ink-1ocal prefix.

Before the link-1ocal address can be assigned to an interface and
used, however, a node nust attenpt to verify that this "tentative"
address is not already in use by another node on the |ink.
Specifically, it sends a Neighbor Solicitation message containing the
tentative address as the target. |If another node is al ready using
that address, it will return a Nei ghbor Advertisenent saying so. If
anot her node is also attenpting to use the sane address, it will send
a Neighbor Solicitation for the target as well. The exact nunber of
times the Neighbor Solicitation is (re)transmtted and the delay tinme
bet ween consecutive solicitations is link-specific and may be set by
syst em managenent .

If a node determines that its tentative link-local address is not

uni que, autoconfiguration stops and nmanual configuration of the
interface is required. To sinplify recovery in this case, it should
be possible for an administrator to supply an alternate interface
token that overrides the default token in such a way that the

aut oconfigurati on nmechani smcan then be applied using the new
(presurmably unique) interface token. Alternatively, link-local and
ot her addresses will need to be configured manually.

Once a node ascertains that its tentative |link-I1ocal address is
unique, it assigns it to the interface. At this point, the node has
| P-1 evel connectivity with neighboring nodes. The renmining

aut oconfiguration steps are performed only by hosts; the
(auto)configuration of routers is beyond the scope of this docunent.

The next phase of autoconfiguration involves obtaining a Router
Advertisenment or determning that no routers are present. If routers
are present, they will send Router Advertisenents that specify what
sort of autoconfiguration a host should do. |If no routers are
present, stateful autoconfiguration should be invoked.

Rout ers send Router Advertisenents periodically, but the del ay

bet ween successive advertisenents will generally be | onger than a
host perform ng autoconfiguration will want to wait [ DI SCOVERY]. To
obtai n an advertisenent quickly, a host sends one or nore Router
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Solicitations to the all-routers nulticast group. Router
Advertisements contain two flags indicating what type of statefu
aut oconfiguration (if any) should be perfornmed. A "managed address
configuration" flag indicates whether hosts should use statefu

aut oconfiguration to obtain addresses. An "other stateful
configuration" flag indicates whether hosts should use statefu

aut oconfiguration to obtain additional information (excluding

addr esses) .

Rout er Advertisenents al so contain zero or nore Prefix Information
options that contain informati on used by statel ess address

aut oconfiguration to generate site-local and gl obal addresses. It
shoul d be noted that the statel ess and stateful address

aut oconfiguration fields in Router Advertisements are processed

i ndependently of one another, and a host may use both stateful and
st at el ess address autoconfiguration sinultaneously. One Prefix
Information option field, the "autononobus address-configuration
flag", indicates whether or not the option even applies to statel ess
autoconfiguration. |If it does, additional option fields contain a
subnet prefix together with lifetime values indicating how | ong
addresses created fromthe prefix remain preferred and vali d.

Because routers generate Router Advertisenents periodically, hosts
will continually receive new advertisements. Hosts process the
informati on contained in each adverti senent as descri bed above,
adding to and refreshing information received in previous

adverti senents.

For safety, all addresses nust be tested for uniqueness prior to
their assignment to an interface. |In the case of addresses created
through statel ess autoconfig, however, the uniqueness of an address
is determined primarily by the portion of the address fornmed from an
interface token. Thus, if a node has already verified the uni queness
of a link-local address, additional addresses created fromthe sane
interface token need not be tested individually. In contrast, al
addresses obtained manually or via stateful address autoconfiguration
shoul d be tested for uniqueness individually. To acconmpdate sites
that believe the overhead of performi ng Duplicate Address Detection
outweighs its benefits, the use of Duplicate Address Detection can be
di sabl ed through the adm nistrative setting of a per-interface
configuration flag.

To speed the autoconfiguration process, a host may generate its
l'ink-1ocal address (and verify its uniqueness) in parallel with
waiting for a Router Advertisement. Because a router may del ay
responding to a Router Solicitation for a few seconds, the total tine
needed to conpl ete autoconfiguration can be significantly |longer if
the two steps are done serially.
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4.1. Site Renunbering

Address leasing facilitates site renunbering by providing a mechani sm
to tinme-out addresses assigned to interfaces in hosts. At present,
upper |ayer protocols such as TCP provi de no support for changing
end- poi nt addresses while a connection is open. |If an end-point
address becones invalid, existing connections break and all

communi cation to the invalid address fails. Even when applications
use UDP as a transport protocol, addresses nust generally remain the
same during a packet exchange

Dividing valid addresses into preferred and deprecated categories
provides a way of indicating to upper layers that a valid address may
becone invalid shortly and that future conmunication using the
address will fail, should the address’s valid lifetime expire before
conmuni cation ends. To avoid this scenario, higher |ayers should use
a preferred address (assunmi ng one of sufficient scope exists) to
increase the likelihood that an address will remain valid for the
duration of the communication. It is up to systemadm nistrators to
set appropriate prefix lifetimes in order to mnimnize the inpact of
fail ed comruni cati on when renunbering takes place. The deprecation
peri od should be |ong enough that nost, if not all, conmunications
are using the new address at the tine an address becones invalid.

The 1P layer is expected to provide a neans for upper |ayers
(including applications) to select the nost appropriate source
address given a particul ar destination and possibly other
constraints. An application may choose to sel ect the source address
itself before starting a new comruni cation or nmay | eave the address
unspecified, in which case the upper networking layers will use the
mechani sm provi ded by the I P layer to choose a suitable address on
the application s behalf.

Det ai | ed address sel ection rules are beyond the scope of this
docunent .

5. PROTOCCOL SPECI FI CATI ON

Aut oconfiguration is perfornmed on a per-interface basis on

mul ti cast-capable interfaces. For multihomed hosts,

aut oconfiguration is perforned i ndependently on each interface.
Aut oconfiguration applies primarily to hosts, with two exceptions.
Routers are expected to generate a link-1ocal address using the

procedure outlined below. In addition, routers perform Duplicate
Address Detection on all addresses prior to assigning themto an
interface.
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5.1. Node Configuration Variabl es

A node MJST allow the foll owing autoconfiguration-related variable to
be configured by system managenent for each nulticast interface

DupAddr Det ect Transnits

The nunber of consecutive Nei ghbor Solicitation
messages sent while perform ng Duplicate Address
Detection on a tentative address. A value of zero
i ndi cates that Duplicate Address Detection is not
performed on tentative addresses. A value of one
i ndicates a single transnission with no follow up
retransm ssions.

Default: 1, but may be overridden by a |ink-type
specific value in the docunent that covers issues
related to the transm ssion of |IP over a particul ar
link type (e.g., [IPv6-ETHER]).

Aut oconfi guration al so assunes the presence of the variable
RetransTi ner as defined in [D SCOVERY]. For autoconfiguration

pur poses, RetransTi nmer specifies the del ay between consecutive

Nei ghbor Solicitation transm ssions perfornmed during Duplicate
Address Detection (if DupAddrDetectTransmits is greater than 1), as
well as the tinme a node waits after sending the |ast Neighbor
Solicitation before ending the Duplicate Address Detection process.

5.2. Autoconfiguration-Related Vari abl es

A host nmaintains a nunber of data structures and flags related to

aut oconfiguration. In the follow ng, we present conceptual variables
and show how they are used to perform autoconfiguration. The specific
vari abl es are used for denonstration purposes only, and an

i nplementation is not required to have them so long as its externa
behavior is consistent with that described in this docunent.

Beyond the formation of a |ink-l1ocal address and using Duplicate
Address Detection, how routers (auto)configure their interfaces is
beyond t he scope of this docunent.

Hosts maintain the followi ng variables on a per-interface basis:
ManagedFl ag Copied fromthe Mflag field (i.e., the "nanaged
address configuration" flag) of the nobst recently

recei ved Router Advertisenent nessage. The flag
i ndi cates whether or not addresses are to be
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configured using the stateful autoconfiguration
mechanism It starts out in a FALSE state.

O herConfigFlag Copied fromthe Oflag field (i.e., the "other
stateful configuration" flag) of the nost recently
recei ved Router Advertisenent nessage. The flag
i ndi cates whether or not information other than
addresses are to be obtained using the statefu
aut oconfiguration mechanism It starts out in a
FALSE state.

A host also maintains a |list of addresses together with their
corresponding lifetimes. The address list contains both
aut oconfi gured addresses and those configured manual ly.

5.3. Creation of Link-Local Addresses

A node forms a link-1ocal address whenever an interface becones
enabled. An interface may becone enabled after any of the follow ng
events:

- The interface is initialized at systemstartup tine.

- The interface is reinitialized after a tenporary interface failure
or after being tenporarily disabled by system nmanagenent.

- The interface attaches to a link for the first tine.

- The interface beconmes enabl ed by system managenent after having
been adm ni stratively disabl ed.

A link-1ocal address is fornmed by prepending the well-known |ink-

| ocal prefix FE80::0 [ ADDR-ARCH] (of appropriate length) to the
interface token. If the interface token has a length of N bits, the
interface token replaces the right-nost N zero bits of the |ink-loca
prefix. |If the interface token is nore than 118 bits in | ength,
autoconfiguration fails and manual configuration is required.

A link-local address has an infinite preferred and valid lifetine; it
is never timed out.

5.4. Duplicate Address Detection

Duplicate Address Detection MJST be perforned on uni cast addresses
prior to assigning themto an interface whose DupAddrDetect Transmts
variable is greater than zero. Duplicate Address Detection takes

pl ace on all unicast addresses, regardl ess of whether they are
obt ai ned through stateful, stateless or manual configuration
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(Duplicate Address Detection MJST NOT be performed on anycast
addresses.) Each individual unicast address SHOULD be tested for

uni queness. However, when statel ess address autoconfiguration is
used, address uniqueness is determ ned solely by the interface token,
assuning that subnet prefixes are assigned correctly (i.e., if all of
an interface's addresses are generated fromthe sane token, either
all addresses or none of themw ||l be duplicates). Thus, for a set of
addresses formed fromthe same interface token, it is sufficient to
check that the link-local address generated fromthe token is unique
on the link. In such cases, the |link-local address MJST be tested for
uni queness before any of the other addresses forned fromthe token
can be assigned to an interface.

The procedure for detecting duplicate addresses uses Nei ghbor
Solicitation and Adverti sement messages as described below If a
duplicate address is discovered during the procedure, the address
cannot be assigned to the interface. If the address is derived from
an interface token, a new token will need to be assigned to the
interface, or all IP addresses for the interface will need to be
manual |y configured. Note that the nethod for detecting duplicates
is not conpletely reliable, and it is possible that duplicate
addresses will still exist (e.g., if the link was partitioned while
Duplicate Address Detection was perforned).

An address on which the duplicate Address Detection Procedure is
applied is said to be tentative until the procedure has conpleted
successfully. A tentative address is not considered "assigned to an
interface" in the traditional sense. That is, the interface nust
accept Nei ghbor Solicitation and Adverti senment nessages containing
the tentative address in the Target Address field, but processes such
packets differently fromthose whose Target Address matches an
address assigned to the interface. Oher packets addressed to the
tentative address should be silently discarded.

It should also be noted that Duplicate Address Detection nust be
performed prior to assigning an address to an interface in order to
prevent multiple nodes fromusing the same address simultaneously.

If a node begins using an address in parallel with Duplicate Address
Det ecti on, and another node is already using the address, the node
perform ng Duplicate Address Detection will erroneously process
traffic intended for the other node, resulting in such possible
negative consequences as the resetting of open TCP connections.

The foll owi ng subsections describe specific tests a node performs to
verify an address’s uni queness. An address is considered unique if
none of the tests indicate the presence of a duplicate address within
RetransTinmer nilliseconds after having sent DupAddrDetectTransnits
Nei ghbor Solicitations. Once an address is determ ned to be unique,
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it my be assigned to an interface.
5.4.1. Message Validation

A node MJST silently discard any Nei ghbor Solicitation or
Advertisement nessage that does not pass the validity checks
specified in [DI SCOVERY]. A solicitation that passes these validity
checks is called a valid solicitation or valid adverti senent.

5.4.2. Sending Neighbor Solicitation Messages

Bef ore sending a Nei ghbor Solicitation, an interface MJST join the
all -nodes multicast address and the solicited-node nulticast address
of the tentative address. The former insures that the node receives
Nei ghbor Advertisenents from ot her nodes al ready using the address;
the latter insures that two nodes attenpting to use the sane address
si mul taneously detect each other’s presence.

To check an address, a node sends DupAddrDetect Transmits Nei ghbor
Solicitations, each separated by RetransTimer mlliseconds. The
solicitation’s Target Address is set to the address bei ng checked,
the I P source is set to the unspecified address and the IP
destination is set to the solicited-node nmulticast address of the
target address.

If the Neighbor Solicitation is the first nessage to be sent from an
interface after interface (re)initialization, the node shoul d del ay
sendi ng the nmessage by a random del ay between 0 and
MAX_RTR_SCOLI Cl TATI ON_DELAY as specified in [D SCOVERY]. This serves
to alleviate congestion when nany nodes start up on the Iink at the
same tinme, such as after a power failure, and may help to avoid race
conditi ons when nore than one node is trying to solicit for the sane
address at the sane tine. In order to inprove the robustness of the
Duplicate Address Detection algorithm an interface MJUST recei ve and
process datagrans sent to the all-nodes multicast address or
solicited-node multicast address of the tentative address while

del aying transm ssion of the initial Neighbor Solicitation

5.4.3. Receiving Neighbor Solicitation Messages

On receipt of a valid Neighbor Solicitation nmessage on an interface,
node behavi or depends on whether the target address is tentative or

not. |If the target address is not tentative (i.e., it is assigned to
the receiving interface), the solicitation is processed as descri bed
in [DISCOVERY]. |If the target address is tentative, and the source

address is a unicast address, the solicitation's sender is performng
address resolution on the target; the solicitation should be silently
ignored. O herw se, processing takes place as described below. In
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all cases, a node MJUST NOT respond to a Neighbor Solicitation for a
tentative address.

If the source address of the Neighbor Solicitation is the unspecified
address, the solicitation is froma node perform ng Duplicate Address
Detection. If the solicitation is fromanother node, the tentative
address is a duplicate and shoul d not be used (by either node). If
the solicitation is fromthe node itself (because the node |oops back
mul ti cast packets), the solicitation does not indicate the presence
of a duplicate address.

I mpl enentor’s Note: many interfaces provide a way for upper layers to
sel ectively enable and di sabl e the | oopi ng back of nulticast packets.
The details of how such a facility is inplenented may prevent
Duplicate Address Detection fromworking correctly. See the Appendi x
for further discussion.

The following tests identify conditions under which a tentative
address is not unique:

- If a Neighbor Solicitation for a tentative address is received
prior to having sent one, the tentative address is a duplicate.
This condition occurs when two nodes run Duplicate Address
Det ection simultaneously, but transmit initial solicitations at
different tinmes (e.g., by selecting different random del ay val ues
before transmtting an initial solicitation).

- If the actual nunber of Neighbor Solicitations received exceeds the
nunber expected based on the | oopback semantics (e.g., the
i nterface does not | oopback packet, yet one or nore solicitations
was received), the tentative address is a duplicate. This condition
occurs when two nodes run Duplicate Address Detection
simul taneously and transmt solicitations at roughly the same tine.

5.4.4. Receiving Neighbor Advertisenent Messages

On receipt of a valid Neighbor Advertisement nmessage on an interface,
node behavi or depends on whether the target address is tentative or
mat ches a uni cast or anycast address assigned to the interface. |If
the target address is assigned to the receiving interface, the
solicitation is processed as described in [D SCOVERY]. |f the target
address is tentative, the tentative address is not unique.

5.4.5. Wen Duplicate Address Detection Fails
A tentative address that is determned to be a duplicate as descri bed

above, MJST NOT be assigned to an interface and the node SHOULD | og a
system managenent error. |f the address is a |link-local address
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formed froman interface token, the interface SHOULD be di sabl ed.
5.5. Creation of dobal and Site-Local Addresses

A obal and site-local addresses are formed by appending an interface
token to a prefix of appropriate length. Prefixes are obtained from
Prefix Information options contained in Router Advertisements.
Creation of global and site-local addresses and configuration of

ot her parameters as described in this section SHOULD be |ocally
configurabl e. However, the processing described bel ow MJST be enabl ed
by default.

5.5.1. Soliciting Router Advertisenents

Rout er Advertisenments are sent periodically to the all-nodes
mul ti cast address. To obtain an advertisenent quickly, a host sends
out Router Solicitations as described in [ D SCOVERY].

5.5.2. Absence of Router Advertisenents

If alink has no routers, a host MJST attenpt to use statefu

aut oconfiguration to obtain addresses and ot her configuration
informati on. An inplenentation MAY provide a way to disable the

i nvocation of stateful autoconfiguration in this case, but the
default SHOULD be enabled. Fromthe perspective of

aut oconfiguration, a link has no routers if no Router Advertisenents
are received after having sent a small nunber of Router Solicitations
as described in [ D SCOVERY].

5.5.3. Router Advertisenent Processing

On receipt of a valid Router Advertisenent (as defined in

[ DI SCOVERY]), a host copies the value of the advertisenent’s Mbit
into ManagedFl ag. |f the value of ManagedFl ag changes from FALSE to
TRUE, the host should invoke the stateful address autoconfiguration
protocol, requesting address information. |If the value of the
ManagedFl ag changes from TRUE to FALSE, the host should terminate the
stateful address autoconfiguration protocol (i.e., stop requesting
addresses and i gnore subsequent responses to in-progress
transactions). If the value of the flag stays unchanged, no speci al
action takes place. In particular, a host MJST NOT rei nvoke statefu
address configuration if it is already participating in the stateful
protocol as a result of an earlier advertisenent.

An advertisement’s Oflag field is processed in an anal ogous manner
A host copies the value of the Oflag into O herConfigFlag. If the
val ue of O herConfigFlag changes from FALSE to TRUE, the host should
i nvoke the stateful autoconfiguration protocol, requesting
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a)

b)

c)

d)

e)

i nformati on (excluding addresses). |If the value of the

O her Confi gFl ag changes from TRUE to FALSE, any activity related to
stateful autoconfiguration for paraneters other than addresses shoul d
be halted. If the value of the flag stays unchanged, no speci al
action takes place. In particular, a host MJST NOT reinvoke statefu
configuration if it is already participating in the stateful protoco
as a result of an earlier advertisement.

For each Prefix-Information option in the Router Advertisenent:

If the Autononopus flag is not set, silently ignore the Prefix
I nformati on option.

If the prefix is the link-local prefix, silently ignore the Prefix
I nformati on option.

If the preferred lifetine is greater than the valid lifetineg,
silently ignore the Prefix Information option. A node MAY wi sh to
| og a system managenent error in this case.

If the advertised prefix matches the prefix of an autoconfigured
address (i.e., obtained via stateless or stateful address
autoconfiguration) in the list of addresses associated with the
interface, set the preferred tinmer to that of the option’s preferred
lifetime, and set the valid lifetime to that of the option’s valid
lifetime.

If the prefix advertised does not match the prefix of an address
already in the list, then forman address (and add it to the list)
by appending the interface token to the prefix as follows:

| 128 - N bits | N bits |

If the sumof the prefix length and interface token | ength does not
equal 128 bits, the Prefix Information option MJST be ignored. An

i npl ementation MAY wish to | og a system managenent error in this
case. It is the responsibility of the systemadninistrator to insure
that the lengths of prefixes contained in Router Advertisenents are
consistent with the length of interface tokens for that |ink type.

In those cases where a site requires the use of |onger prefixes than
can be accomvpbdated by the interface token, statefu
aut oconfiguration can be used.
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5.

5

If an address is formed successfully, the host adds it to the list
of addresses assigned to the interface, initializing its preferred
and valid lifetime values fromthe Prefix Information option

5.4. Address Lifetime Expiry

A preferred address becones deprecated when its preferred lifetine
expires. A deprecated address SHOULD continue to be used as a source
address in existing conmunications, but SHOULD NOT be used in new
communi cations if an alternate (non-deprecated) address is available
and has sufficient scope. The |IP |layer MJST continue to accept

dat agrans destined to a deprecated address since a deprecated address
is still a valid address for the interface. An inplenmentati on MAY
prevent any new commruni cati on fromusing a deprecated address, but
syst em managenent MJST have the ability to disable such a facility.

An address (and its association with an interface) becones invalid
when its valid lifetine expires. An invalid address MJUST NOT be used
as a source address in outgoing comunications and MJST NOT be
recogni zed as a destination on a receiving interface.

Note that if a Prefix Information option is received with a preferred
lifetime of zero, any addresses generated fromthat prefix are

i medi ately deprecated. Similarly, if both the advertised deprecated
and valid lifetimes are zero, any addresses generated fromthat
prefix become invalid i nediately.

6. Configuration Consistency

It is possible for hosts to obtain address information using both
statel ess and stateful protocols since both may be enabled at the
same time. It is also possible that the val ues of other
configuration paraneters such as MIU size and hop limt will be

| earned from both Router Advertisenments and the statefu

aut oconfiguration protocol. |If the sane configuration information is
provided by nmultiple sources, the value of this information should be
consi stent. However, it is not considered a fatal error if
information received frommultiple sources is inconsistent. Hosts
accept the union of all information received via the statel ess and
stateful protocols. If inconsistent information is |earned from

di fferent sources, the nost recently obtained val ues al ways have
precedence over information |earned earlier

SECURI TY CONSI DERATI ONS

St at el ess address autoconfiguration allows a host to connect to a
networ k, configure an address and start communi cating wi th other
nodes without ever registering or authenticating itself with the
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local site. Al though this allows unauthorized users to connect to
and use a network, the threat is inherently present in the Internet
architecture. Any node with a physical attachment to a network can
generate an address (using a variety of ad hoc techni ques) that
provi des connectivity.

The use of Duplicate Address Detection opens up the possibility of
deni al of service attacks. Any node can respond to Nei ghbor
Solicitations for a tentative address, causing the other node to
reject the address as a duplicate. This attack is simlar to other
attacks involving the spoofing of Neighbor D scovery nessages and can
be addressed by requiring that Nei ghbor Di scovery packets be

aut henti cat ed [ RFC1826] .
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APPENDI X: LOOPBACK SUPPRESSI ON & DUPLI CATE ADDRESS DETECTI ON

Det erm ni ng whether a received nulticast solicitation was | ooped back
to the sender or actually canme from another node is inplenentation-
dependent. A problematic case occurs when two interfaces attached to
the same |ink happen to have the same token and |ink-Iayer address,
and they both send out packets with identical contents at roughly the
same time (e.g., Neighbor Solicitations for a tentative address as
part of Duplicate Address Detection nessages). Although a receiver
will receive both packets, it cannot determ ne which packet was

| ooped back and whi ch packet came fromthe other node by sinply
conparing packet contents (i.e., the contents are identical). In this
particul ar case, it is not necessary to know precisely which packet
was | ooped back and whi ch was sent by another node; if one receives
more solicitations than were sent, the tentative address is a
duplicate. However, the situation may not always be this

strai ghtforward

The 1 Pv4 nulticast specification [RFC1112] recomends that the
service interface provide a way for an upper-|ayer protocol to
inhibit |ocal delivery of packets sent to a multicast group that the
sendi ng host is a nenber of. Sone applications know that there will
be no other group nmenbers on the sane host, and suppressing | oopback
prevents them from having to receive (and discard) the packets they
thensel ves send out. A straightforward way to inplenment this
facility is to disable | oopback at the hardware | evel (if supported
by the hardware), with packets | ooped back (if requested) by
software. On interfaces in which the hardware itself suppresses

| oopbacks, a node running Duplicate Address Detection sinply counts
t he nunmber of Neighbor Solicitations received for a tentative address
and conpares themw th the nunber expected. If there is a mismatch,
the tentative address is a duplicate.

In those cases where the hardware cannot suppress | oopbacks, however,
one possible software heuristic to filter out unwanted | oopbacks is
to discard any received packet whose |ink-layer source address is the
sane as the receiving interface’s. Unfortunately, use of that
criteria also results in the discarding of all packets sent by

anot her node using the sane |ink-layer address. Duplicate Address
Detection will fail on interfaces that filter received packets in
thi s manner:

o If a node performing Duplicate Address Detection discards received
packets having the same source |ink-layer address as the receiving
interface, it will also discard packets from ot her nodes al so using
the sane |ink-layer address, including Neighbor Advertisenent and
Nei ghbor Solicitation nessages required to nmake Duplicate Address
Detection work correctly. This particular problem can be avoi ded

Thonmson & Narten St andards Track [ Page 22]



RFC 1971 | Pv6 Statel ess Address Autoconfiguration August 1996

by temporarily disabling the software suppression of |oopbacks
whil e a node perforns Duplicate Address Detection

o If a node that is already using a particular |IP address discards
recei ved packets having the sane |ink-layer source address as the
interface, it will also discard Duplicate Address Detection-rel ated
Nei ghbor Solicitation nmessages sent by another node al so using the
same |ink-1ayer address. Consequently, Duplicate Address Detection
will fail, and the other node will configure a non-unique address.
Since it is generally inpossible to know when anot her node is
perform ng Duplicate Address Detection, this scenario can be
avoi ded only if software suppression of |oopback is permanently
di sabl ed.

Thus, to perform Duplicate Address Detection correctly in the case
where two interfaces are using the sane |ink-layer address, an

i npl ementati on nust have a good understanding of the interface’'s
mul ti cast | oopback semantics, and the interface cannot discard

recei ved packets sinply because the source |ink-layer address is the
same as the interfaces.
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