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The PPP Conmpression Control Protocol (CCP)

Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the

Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet

Oficial Protocol Standards" (STD 1) for the standardization state

and status of this protocol. Distribution of this nmeno is unlimted.
Abst ract

The Poi nt-to-Point Protocol (PPP) [1] provides a standard method for

transporting multi-protocol datagrans over point-to-point |inks. PPP

al so defines an extensible Link Control Protocol

Thi s docunent defines a nethod for negotiating data conpressi on over
PPP 1i nks.
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1. Introduction

In order to establish comruni cati ons over a PPP |ink, each end of the
link must first send LCP packets to configure and test the data |ink
during Link Establishment phase. After the |link has been
established, optional facilities may be negoti ated as needed.
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One such facility is data conmpression. A wide variety of conpression
met hods may be negoti ated, although typically only one method is used
in each direction of the link

A different conpression algorithmnmay be negotiated in each
direction, for speed, cost, nmenory or other considerations, or only
one direction may be conpressed.

2. Conpression Control Protocol (CCP)

The Conpression Control Protocol (CCP) is responsible for
configuring, enabling, and disabling data conpression algorithns on

both ends of the point-to-point link. It is also used to signal a
failure of the conpression/deconpression mechanismin a reliable
nmanner .

CCP uses the sane packet exchange nechanismas the Link Contro
Protocol (LCP). CCP packets may not be exchanged until PPP has
reached the Network-Layer Protocol phase. CCP packets received
before this phase is reached should be silently discarded.

The Conpression Control Protocol is exactly the same as the Link
Control Protocol [1] with the foll owi ng exceptions:

Frame Modifications

The packet may utilize any nodifications to the basic frame format
whi ch have been negoti ated during the Link Establishnent phase.

Data Link Layer Protocol Field

Exactly one CCP packet is encapsulated in the PPP Information
field, where the PPP Protocol field indicates type hex 80FD
(Conpressi on Control Protocol).

When individual link data conpression is used in a multiple link
connection to a single destination, the PPP Protocol field

i ndi cates type hex 80FB (Individual |ink Conpression Contro

Pr ot ocol ).

Code field

In addition to Codes 1 through 7 (Configure-Request, Configure-
Ack, Confi gure-Nak, Configure-Reject, Term nate-Request,
Term nat e- Ack and Code-Reject), two additional Codes 14 and 15
(Reset - Request and Reset-Ack) are defined for this protocol

O her Codes should be treated as unrecogni zed and should result in
Code- Rej ect s.
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Ti neout s

CCP packets may not be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. An inplenentation should be
prepared to wait for Authentication and Link Quality Determ nation
to finish before tinmng out waiting for a Configure-Ack or other
response. It is suggested that an inplenmentation give up only
after user intervention or a configurable anbunt of tine.

Configuration Option Types
CCP has a distinct set of Configuration Options.
2.1. Sending Conpressed Datagrans

Bef ore any conpressed packets may be communi cated, PPP nust reach the
Net wor k- Layer Protocol phase, and the Conpression Control Protoco
must reach the Opened state.

One or nore conpressed packets are encapsul ated in the PPP
Information field, where the PPP Protocol field indicates type hex
OOFD (Conpressed datagran). Each of the conpression al gorithns may
use a different mechanismto indicate the inclusion of nbre than one
unconpressed packet in a single Data Link Layer frane.

When using nultiple PPP links to a single destination, there are two
met hods of enpl oying data conpression. The first method is to
conpress the data prior to sending it out through the multiple |links.
The second is to treat each link as a separate connection, that may
or may not have conpression enabled. In the second case, the PPP
Protocol field MUST be type hex OO0OFB (Individual |ink conmpressed

dat agran .

Only one primary algorithmin each direction is in use at a tine, and
that is negotiated prior to sending the first conpressed frane. The
PPP Protocol field of the conpressed datagramindicates that the
frane is conpressed, but not the algorithmw th which it was

compr essed

The maxi mum | ength of a conpressed packet transmitted over a PPP |ink
is the sane as the maxi mumlength of the Infornation field of a PPP
encapsul at ed packet. Larger datagrams (presumably the result of the
conpression algorithmincreasing the size of the nmessage in some
cases) may be sent unconpressed, using its standard form or may be
sent in nmultiple datagrans, if the conpression algorithm supports it.

Each of the conpression algorithnms nust supply a way of deternining
if they are passing data reliably, or they nust require the use of a
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reliable transport such as LAPB [3]. Vendors are strongly encouraged
to employ a method of validating the conpressed data, or recognizing
out - of - sync conpressor/ deconpressor pairs.

3. Additional Packets

The Packet format and basic facilities are already defined for LCP

[1].

Up-to-date values of the CCP Code field are specified in the nost
recent "Assigned Numbers" RFC [2]. This specification concerns the
foll owi ng val ues:

14 Reset - Request
15 Reset - Ack

3.1. Reset-Request and Reset - Ack
Descri ption

CCP includes Reset-Request and Reset-Ack Codes in order to provide
a nmechanismfor indicating a deconpression failure in one
direction of a conpressed link without affecting traffic in the
other direction. A deconpression failure may be determ ned by
periodi cally passing a hash value, perform ng a CRC check on the
deconpressed data, or other mechanism It is strongly suggested
that some mechani sm be available in all conpression algorithns to
val i date the deconpressed data before passing the data on to the
rest of the system

A CCP inpl enentation wishing to indicate a deconpression failure
SHOULD transmt a CCP packet with the Code field set to 14
(Reset-Request), and the Data field filled with any desired data.
Once a Reset-Request has been sent, any Conpressed packets
received are di scarded, and anot her Reset-Request is sent with the
same ldentifier, until a valid Reset-Ack is received

Upon reception of a Reset-Request, the transmtting conpressor is
reset to an initial state. This may include clearing a
dictionary, resetting hash codes, or other nechanisns. A CCP
packet MUST be transmitted with the Code field set to 15 (Reset-
Ack), the Identifier field copied fromthe Reset-Request packet,
and the Data field filled with any desired data.

On receipt of a Reset-Ack, the receiving deconpressor is reset to
an initial state. This may include clearing a dictionary,
resetting hash codes, or other mechanisns. Since there may be
several Reset-Acks in the pipe, the deconpressor MJST be reset for
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each Reset-Ack which matches the currently expected identifier

A summary of the Reset-Request and Reset-Ack packet formats is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Code | ldentifier | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Data ..

R

Code
14 for Reset-Request;
15 for Reset-Ack.

I dentifier

On transmi ssion, the lIdentifier field MIUST be changed whenever the
content of the Data field changes, and whenever a valid reply has
been received for a previous request. For retransmi ssions, the
Identifier MAY remai n unchanged.

On reception, the Identifier field of the Reset-Request is copied
into the Identifier field of the Reset-Ack packet.

Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data may consist of any binary
val ue and may be of any length fromzero to the peer’s established
MRU m nus four.

4. CCP Configuration Options

CCP Configuration Options allow negotiation of conpression algorithns
and their paraneters. CCP uses the same Configuration Option fornmat
defined for LCP [1], with a separate set of Options.

Configuration Options, in this protocol, indicate algorithnms that the
receiver is willing or able to use to deconpress data sent by the
sender. As a result, it is to be expected that systens will offer to
accept several algorithnms, and negotiate a single one that will be
used.
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There is the possibility of not being able to agree on a conpression
algorithm 1In that case, no conpression will be used, and the |ink
will continue to operate without conmpression. |If link reliability
has been separately negotiated, then it will continue to be used,
until the LCP is re-negoti ated.

We expect that many vendors will want to use proprietary conpression
al gorithms, and have made a mechani sm avail able to negoti ate these
wi t hout encunbering the Internet Assigned Number Authority with
proprietary number requests.

The LCP option negotiation techniques are used. |If an option is
unrecogni zed, a Configure-Reject MJST be sent. |If all protocols the
sender inplenents are Configure-Rejected by the receiver, then no
conmpression is enabled in that direction of the |ink

If an option is recognized, but not acceptable due to values in the
request (or optional paraneters not in the request), a Configure-NAK
MUST be sent with the option nodified appropriately. The Configure-
NAK MUST contain only those options that will be acceptable. A new
Confi gur e- Request SHOULD be sent with only the single preferred
option, adjusted as specified in the Confi gure-Nak.

Up-to-date values of the CCP Option Type field are specified in the
nmost recent "Assigned Nunbers" RFC [2]. Current values are assigned
as foll ows:

CCP Option Conpr essi on type

0 oul

1 Predictor type 1

2 Predictor type 2

3 Puddl e Junper

4-15 unassi gned

16 Hew ett - Packard PPC
17 Stac El ectronics LZS
18 M crosoft PPC

19 Gandal f FZA

20 V. 42bi s conpressi on
21 BSD LZW Conpr ess
255 Reserved

The unassigned val ues 4-15 are intended to be assigned to other
freely avail abl e conpression algorithns that have no |icense fees.
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4.1. Proprietary Conpressi on QU
Descri ption

This Configuration Option provides a way to negotiate the use of a
proprietary conpression protocol.

Since the first matching conpression will be used, it is
recomended that any known QU conpression options be transmtted
first, before the commopn options are used.

Bef ore accepting this option, the inplenentation nust verify that
the Organi zation Unique Identifier identifies a proprietary
algorithmthat the inplenentation can deconpress, and that any
vendor specific negotiation values are fully understood.

A sunmary of the Proprietary Conpression OU Configuration Option
format is shown below. The fields are transmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Lengt h | aJ ...
i e e T i e e L e i e i e R
oul | Subt ype | Values...

T S S T oy S SIS S S S o

Type
0
Length
>= 6
| EEE QU

The vendor’s | EEE Organi zation Unique ldentifier (QU ), which is
the nost significant three octets of an Ethernet Physical Address,
assigned to the vendor by | EEE 802. This identifies the option as
being proprietary to the indicated vendor. The bits within the
octet are in canonical order, and the nost significant octet is
transmtted first.
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Subt ype
This field is specific to each QU , and indicates a conpression
type for that QUI. There is no standardization for this field.
Each QU inplenents its own val ues.

Val ues

This field is zero or nore octets, and contains additional data as
determ ned by the vendor’s conpression protocol

4.2. O her Conpression Types
Descri ption

These Configuration Options provide a way to negotiate the use of
a publicly defined conpression algorithm Many conpression
algorithms are specified. No particular conpression technique has
arisen as an Internet Standard.
These protocols will be made available to all interested parties,
but may have certain licensing restrictions associated with them
For additional information, refer to the conpression protoco
docunents that define each of the conpression types

A summary of the Conpression Type Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Length | Val ues..
T I T Tk i ol S I e T e S e

Type

1to 254
Length

>= 2
Val ues

This field is zero or nore octets, and contains additional data as
determi ned by the conpression protocol

Rand St andards Track [ Page 8]



RFC 1962 PPP Conpr essi on June 1996

Security Considerations
Security issues are not discussed in this meno.
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