Net wor k Wor ki ng G oup P. Newman, |psilon
Request for Comments: 1953 W L. Edwards, Sprint
Cat egory: I nfornmational R Hi nden, Ipsilon

E. Hof fman, I[psilon

F. Ching Liaw, Ipsilon
T. Lyon, Ipsilon

G Mnshall, Ipsilon
May 1996

I psil on Fl ow Managenment Protocol Specification for |Pv4
Version 1.0

Status of this Meno

Thi s document provides information for the Internet conmunity. This
meno does not specify an Internet standard of any kind. Distribution
of this memo is unlinited.

| ESG Not e:

This meno docunents a private protocol for |Pv4-based flows. This
protocol is NOT the product of an | ETF working group nor is it a
standards track docunment. It has not necessarily benefited fromthe
wi despread and in depth comunity review that standards track
docunents receive.

Abst ract

The 1psilon Fl ow Management Protocol (IFMP), is a protocol for
allowing a node to instruct an adjacent node to attach a |layer 2

| abel to a specified IP flow. The label allows nore efficient access
to cached routing information for that flow The | abel can al so
enabl e a node to switch further packets belonging to the specified
flow at layer 2 rather than forwarding them at |ayer 3.
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1. Introduction

The 1psilon Fl ow Management Protocol (IFMP), is a protocol for
instructing an adj acent node to attach a layer 2 label to a specified
IP flow. The | abel allows nore efficient access to cached routing
information for that flowand it allows the flow to be sw tched
rather than routed in certain cases.

If a network node’ s upstream and downstream |inks both redirect a
flow at the node, then the node can switch the flow at the data |ink
| ayer rather than forwarding it at the network |ayer. The | abe
space i s nanaged at the downstream end of each link and redirection
messages are sent upstreamto associate a particular flowwith a
given label. Each direction of transmission on a link is treated
separately.

If the flowis not refreshed by the tinme the lifetinme field in the

redirect nessage expires, then the association between the fl ow and
the label is discarded. A flowis refreshed by sending a redirect

message, identical to the original, before the lifetinme expires

Several flow types may be specified. Each flow type specifies the
set of fields fromthe packet header that are used to identify a
flow There nust be an ordering anongst the different flow types
such that a nost specific match operation nmay be perforned.

A particular flowis specified by a flowidentifier. The flow
identifier for that flow gives the contents of the set of fields from
t he packet header as defined for the flow type to which it bel ongs.

Thi s docunent specifies the | FMP protocol for |IPv4 on a point-to-
point link. The definition of |abels, and the encapsul ati on of
flows, are specified in a separate docurment for each specific data
I'ink technol ogy. The specification for ATMdata links is given in
[ ENCAP] .

2. Flow Types
A flow is a sequence of packets that are sent froma particul ar
source to a particular (unicast or nulticast) destination and that

are related in terns of their routing and any | ogi cal handling policy
they may require.
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Aflowis identified by its flow identifier.

Several different flow types can be defined. The particular set of
fields fromthe packet header used to identify a flow constitutes the
flow type. The values of these fields, for a particular flow,
constitutes the flowidentifier for that flow. The val ues of these
fields must be invariant in all packets belonging to the sanme flow at
any point in the network.

Fl ow types are sub- or super-sets of each other such that there is a
clear hierarchy of flowtypes. This permts a nost specific match
operation to be perforned. (If additional flow types are defined in
the future that are not fully ordered then the required behavior wll
be defined.) Each flow type al so specifies an encapsul ation that is
to be used after a flow of this type is redirected. The

encapsul ations for each flow type are specified in a separate
docunent for each specific data |ink technology. The encapsul ations
for flows over ATM data |links are given in [ ENCAP].

Three flow types are defined in this version of the protocol
Fl ow Type 0

Fl ow Type 0 is used to change the encapsul ation of |Pv4 packets
fromthe default encapsul ation

For Flow Type 0: Flow Type = 0 and Flow I D Length = 0.
The Flow Identifier for Flow Type 0 is null (zero length).
Fl ow Type 1
Fl ow Type 1 is designed for protocols such as UDP and TCP i n which
the first four octets after the | Pv4 header specify a Source Port

nunber and a Destination Port nunber.

For Flow Type 1, Flow Type = 1 and Flow I D Length = 4 (32 bit
wor ds) .

The format of the Flow Identifier for Flow Type 1 is:
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3.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version|] [IHL |Type of Service| Tine to Live | Pr ot ocol |
i i i T i I S i e s o o i i
| Sour ce Address |
R et e s i o e s i i
| Desti nati on Address |
B i s T T i i o S o T Ji I
| Source Port | Destination Port |
R T e i e i i S L S s il o T SR R R S

Fl ow Type 2

For Flow Type 2, Flow Type = 2 and Flow ID Length = 3 (32 bit
wor ds) .

The format of the Flow Identifier for Flow Type 2 is:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Version| ITHL | Reserved | Time to Live | Reserved |
I S i o T s S S S e s s T
| Sour ce Address |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Desti nati on Address |
B T S i T s i i e e SEI S

The Reserved fields are unused and should be set to zero by the
sender and ignored by the receiver.

| FMP Adj acency Protoco

The | FMP Adj acency Protocol allows a host or router to discover the
identity of a peer at the other end of a link. It is also used to
synchroni ze state across the link, to detect when the peer at the
other end of the link changes, and to exchange a list of |P addresses
assigned to the |ink.

3.1 Packet For nmat

Al | FMP messages bel onging to the Adjacency Protocol nust be
encapsul ated within an | Pv4d packet and nust be sent to the IP linited
broadcast address (255.255.255.255). The Protocol field in the IP
header nust contain the value 101 (decinal) indicating that the IP
packet contains an | FMP nessage. The Tinme to Live (TTL) field in the
| P header nust be set to 1.
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Al'l I FVMP messages bel onging to the adjacency protocol have the
foll owi ng structure:

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Ver si on | Code | Checksum |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Sender | nstance |
B T S i T s i i e e SEI S
| Peer | nstance |
I S i o T s S S S e s s T
| Peer ldentity |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Peer Next Sequence Nunber |
B T S i T s i i e e SEI S
| Reserved | Reserved | Max Ack Intvl |
I S i o T s S S S e s s T

~ Addr ess Li st ~
B T S i T s i i e e SEI S

Ver si on
The | FMP protocol version nunber. The current Version = 1.
O» Code
Specifies the function of the nessage. Four Op Codes are
defined for the | FMP Adj acency Protocol:
SYN: O Code =0
SYNACK: Op Code =1
RSTACK: Op Code = 2
ACK: Op Code = 3
Checksum

The 16-bit one’'s conpl ement of the one’s conpl enent sum of
a pseudo header of information fromthe | P header and the
| FMP nessage itself. The pseudo header, conceptually
prefixed to the | FMP nessage, contains the Source Address,
the Destination Address, and the Protocol fields fromthe
| Pv4 header, and the total length of the | FMP nessage
starting with the Version field (this is equivalent to the
val ue of the Total Length field fromthe | Pv4d header ninus
the length of the I Pv4 header itself).
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Sender |nstance
For the SYN, SYNACK, and ACK nessages, is the sender’s
i nstance nunber for the link. The receiver uses this to
detect when the link comes back up after going down or when
the identity of the peer at the other end of the link
changes. The instance nunber is a 32 bit nunber that is
guaranteed to be unique within the recent past and to
change when the link or node comes back up after going
down. It is used in a simlar manner to the initia
sequence nunber (ISN) in TCP [RFC 793]. Zero is not a
valid instance nunber. For the RSTACK nessage the Sender
Instance field is set to the value of the Peer I|nstance
field fromthe inconi ng nessage that caused an RSTACK
message to be generated.

Peer | nstance
For the SYN, SYNACK, and ACK nessages, is what the sender
believes is the peer’s current instance nunber for the
link. |If the sender of the nessage does not know the
peer’s current instance number for the link, the sender
must set this field to zero. For the RSTACK nessage the
Peer Instance field is set to the value of the Sender
Instance field fromthe incom ng nmessage that caused an
RSTACK nessage to be generat ed.

Peer ldentity
For the SYN, SYNACK, and ACK nessages, is the |P address of
the peer that the sender of the nessage believes is at the
other end of the Iink. The Peer ldentity is taken fromthe
Source | P Address of the | P header of a SYN or a SYNACK
message. |f the sender of the nessage does not know the I P
address of the peer at the other end of the link, the
sender must set set this field to zero. For the RSTACK
message, the Peer ldentity field is set to the value of the
Source Address field fromthe | P header of the incom ng
message that caused an RSTACK nessage to be generat ed.

Peer Next Sequence Nunber
G ves the value of the peer’s Sequence Nunber that the
sender of the | FMP Adj acency Protocol nmessage expects to
arrive in the next | FMP Redirection Protocol nessage. |If a
node is in the ESTAB state, and the value of the Peer Next
Sequence Nunber in an incomng ACK nessage is greater than
the val ue of the Sequence Number plus one, fromthe | ast
| FMP Redirection Protocol nessage transmtted out of the
port on which the incom ng ACK message was received, the
link should be reset. The procedure to reset the link is
defined in section 3.2.
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Max Ack | ntvl

Maxi mum Acknow edgement Interval is the maxi num anount of
time the sender of the nmessage will wait until transmitting
an ACK nessage.

Addr ess Li st

3.2 Procedure

A list of one or nore | P addresses that are assigned to the
link by the sender of the message. The list nust have at

| east one entry that is identical to the Source Address in
the I P header. The contents of this |ist are not used by
the | FMP protocol but can be nade available to the routing
pr ot ocol

The | FMP Adj acency Protocol is described by the rules and state
tables given in this section.

The rules and state tables use the foll owi ng operations:

o0 The "Update Peer Verifier" operation is defined as storing the

Sender

I nstance and the Source |IP Address froma SYN or SYNACK

nmessage received fromthe peer on a particular port.

0 The procedure "Reset the link" is defined as:

1.
2

3.
4.
5

Generate a new i nstance nunber for the Iink

Del ete the peer verifier (set the stored values of Sender
I nstance and Source | P Address of the peer to zero)

Set Sequence Nunber and Peer Next Sequence Nunber to zero
Send a SYN nessage

Enter the SYNSENT state

0 The state tables use the foll owi ng Bool ean terns and operators:

A

Newran, et.

The Sender Instance in the incom ng nmessage matches the
val ue stored froma previous nessage by the "Update Peer
Verifier" operation for the port on which the incom ng
message i s received

The Sender Instance and the Source |IP Address in the

i ncom ng nessage matches the value stored froma previous
message by the "Update Peer Verifier" operation for the
port on which the incom ng message i s received.
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C The Peer Instance and Peer Identity in the incom ng nessage
mat ches the val ue of the Sender Instance and the Source |IP
Address currently in use for all SYN, SYNACK, and ACK
messages transmitted out of the port on which the incom ng
nmessage was received.

"&&" Represents the | ogical AND operation

"||" Represents the | ogical OR operation

"I" Represents the |ogical negation (NOT) operation.

o Atiner is required for the periodic generation of SYN, SYNACK,
and ACK nmessages. The period of the timer is unspecified but a
val ue of one second i s suggested.

There are two i ndependent events: the tiner expires, and a packet
arrives. The processing rules for these events are:

Ti mer Expires: Reset Ti ner
If state = SYNSENT Send SYN
If state = SYNRCVD Send SYNACK
If state = ESTAB  Send ACK
Packet Arrives: |If incom ng nessage is an RSTACK

If A & C && ! SYNSENT
Reset the |ink
El se Discard the nessage
El se the followi ng State Tabl es.

0 State synchronization across a link is considered to be achieved
when a node reaches the ESTAB state.
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State Tabl es

State: SYNSENT
[ el o}
| Condi tion | Action | New State |
| SYNACK && C | Update Peer Verifier; Send ACK | ESTAB |
o e e e oo oo e m e e e e e e e e e e e e mm e mmmaa o - R +
| SYNACK && ! C | Send RSTACK |  SYNSENT |
O S +
| SYN | Update Peer Verifier; Send SYNACK | SYNRCVD |
oo mmeeemeeaaaas T T TR S IR +
| ACK | Send RSTACK |  SYNSENT |
[ e —p—_—r

State: SYNRCVD
B s b oo e e sty o}
| Condi tion | Acti on | New State |
[} i p—p— [} g ——_——————————————————————_ Ll —p—p————— L
| SYNACK && C | Update Peer Verifier; Send ACK | ESTAB |
O S +
| SYNACK && !'C | Send RSTACK |  SYNRCVD |
oo mmeeemeeaaaas T T Tt S IR +
| SYN | Update Peer Verifier; Send SYNACK | SYNRCVD |
o e e e oo oo e m e e e e e e e e e e e e mm e mmmaa o - R +
| ACK && B && C | Send ACK | ESTAB |
O S +
| ACK && !'(B && C) | Send RSTACK |  SYNRCVD |
B s b oo e e sty o}

State: ESTAB
[ e
| Condi tion | Action | New State |
| SYN || SYNACK | Send ACK (note 1) | ESTAB
o e e e e e oo - oo e m e e e e e e e e e e e e mm e mmmaa o - R
| ACK && B && C | Send ACK (note 1) | ESTAB
O S
| ACK && ! (B && Q) | Send RSTACK | ESTAB
B s oo e

Note 1: No nore than one ACK should be sent within any tine period of
| ength defined by the tiner.

Newran, et. al.
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4.

| FMP Redi recti on Protocol

A sender encapsul ates within an |IPv4 packet all |FWMP nmessages

bel onging to the Redirection Protocol. The sender sends these
messages to the unicast | P address of the peer at the other end of
the link. The I P address of the peer is obtained fromthe adjacency
protocol. The Protocol field in the | P header nmust contain the val ue
101 (decimal) indicating that the | P packet contains an | FMP message.
The Tine to Live (TTL) field in the I P header nust be set to 1.

Al I FVP Redirection Protocol nmessages have the foll ow ng structure:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Ver si on | Op Code | Checksum |
I i i S T i
| Sender |nstance |
i I i i I i i i S e ih it S
| Peer | nstance |
B i s T T i i o S o T Ji I
| Sequence Nunber |
i S S

~ Message Body ~
B i s T T i i o S o T Ji I

Ver si on
The | FMP protocol version nunber, currently Version = 1.
O» Code
This field gives the nmessage type. Five nessage types are
currently defined for the | FMP Redirection Protocol:
REDI RECT: Op Code = 4
RECLAI M Op Code = 5
RECLAIM ACK: Op Code = 6
LABEL RANGE: Op Code =7
ERROR: O Code = 8
Checksum

The 16-bit one’s conpl ement of the one’s conpl ement sum of
a pseudo header of information fromthe |IP header, and the
| FMP nessage itself. The pseudo header, conceptually

prefixed to the | FMP nessage, contains the Source Address,
the Destination Address, and the Protocol fields fromthe
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| Pv4 header, and the total length of the | FMP nessage
starting with the version field (this is equivalent to the
val ue of the Total Length field fromthe | Pv4 header m nus
the length of the |Pv4 header itself).

Sender | nstance
The sender’s instance nunber for the link fromthe | FMP
Adj acency Pr ot ocol

Peer | nstance
What the sender believes is the peer’s current instance
number for the link fromthe | FMP Adjacency protocol

Sequence Number
The sender nust increnment by one, nodulo 2**32, for every
| FMP Redirection Protocol nessage sent across a link. It
all ows the receiver to process | FVMP Redirection Protoco
messages in order. The Sequence Nunber is set to zero when
a node resets the |ink.

Message Body
Contains a list of one or nore | FMP Redirection Protocol
message el enments. Al of the nessage elenents in the |ist
have the same nessage type because the Op Code field
applies to the entire | FMP nessage. The nunber of nessage
el ements included in a single packet rmust not cause the
total size of the |FMP nmessage to exceed the MIU size of
the underlying data link. Only a single nessage elenment is
permitted in a Label Range nessage or in an Error nessage.

No | FMP Redirection Protocol nessages can be sent across a link unti
the | FMP Adj acency Protocol has achi eved state synchroni zation across
that link. Al IFMP Redirection Protocol nessages received on a |ink
that does not currently have state synchroni zati on nust be di scarded.
For every received | FMP Redirection Protocol message the receiver
must check the Source | P Address fromthe | P header, the Sender

I nstance, and the Peer Instance. The inconing nessage nust be

di scarded if the Sender Instance and the Source | P Address fields do
not match the values stored by the "Update Peer Verifier" operation
of the I FMP Adj acency Protocol for the port on which the nessage is
received. The incom ng nessage nust al so be discarded if the Peer
Instance field does not match the current value for the Sender

I nstance of the |IFMP Adjacency Protocol
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4.1 Redirect Message

The Redirect Message elenent is used to instruct an adjacent node to
attach one or nore given | abels to packets belonging to one or nore
specified flows each for a specified period of time. The Redirect
message i s not acknow edged.

Each Redirect nmessage el ement has the follow ng structure:

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S
| Fl ow Type | Flow I D Length| Lifetime |
i T s i o S i i S R I S I S S S M
| Label |
B T S i T s i i e e SEI S
I
I
+-

Fl ow I dentifier ~
i T o T T i T A S S S T

Fl ow Type
Specifies the Flow Type of the flow identifier contained in
the Flow Identifier field.

Fl ow I D Length
Specifies the length of the Flow Identifier field in
integer nultiples of 32 bit words.

Lifetime field
Specifies the length of time, in seconds, for which this
redirection is valid. The association of flow identifier
and | abel should be discarded at a tine no greater than
that specified by the Lifetine field. A value of zero is
not valid.

Label field
Contains a 32 bit label. The format of the | abel is
dependent upon the type of physical link across which the
Redi rect nessage is sent. (The format of the |abel for ATM
data links is specified in [ ENCAP].)

Fl ow I dentifier
ldentifies the flow with which the specified | abel should
be associated. The length of the Flow Identifier field
must be an integer multiple of 32 bit words to preserve 32
bit alignment.
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A node can send an | FMP nessage contai ni ng one or nore Redirect
message el ements across a link to its upstream nei ghbor. Each

Redi rect message el enent requests that the upstream nei ghbor
associate a given link-1evel |abel to packets belonging to a
specified flow for up to a specified period of tinme. A node
receiving an | FMP nmessage that contains one or nore Redirect nessage
el ements from an adj acent downstream nei ghbor can choose to ignore
any or all of the Redirect nessage elenments. Neither the |IFM
message nor any of the Redirect nessage el enents are acknow edged.

If the node chooses to accept a particular Redirect nessage el enent
and to redirect the specified flow, it should attach the | abel
specified in the Redirect nessage elenent to all further packets sent
on that flow until it chooses to do so no longer, or until the
specified lifetime expires. VWhile the flow remains redirected, the
encapsul ati on specified by the definition of the Flow Type given in
the Redirect nessage el enent nust be used for all packets bel ongi ng
tothat flow |If the label in a Redirect nessage el enent is outside
the range that can be handl ed across the relevant |ink, a Label Range
message can be returned to the sender. The Label Range nessage
informs the sender of the Redirect nessage of the range of |abels
that can be sent across the link

If a Redirect nessage elenent is received specifying a flowthat is
already redirected, the Label field in the received Redirect message
el ement rmust be checked against the |abel stored for the redirected
flow |If they agree, the lifetine of the redirected flowis reset to
that contained in the Redirect nessage elenent. |If they disagree,
the Redirect nessage elenent is ignored, and the flow returned to the
default state. There is a mnimumtine between Redirect nessage

el ements specifying the same flow. The default value is one second.

If a receiving node detects an error in any of the fields of a

Redi rect nmessage el ement, the node nust discard that message el enent
wi thout affecting any other Redirect nessage elenments in the sane

| FMP nessage. The receiver should return an error nessage to the
sender only in the case that the receiver does not understand the
version of the | FMP protocol in the received | FMP nessage or does not
understand a Flow Type in any of the Redirect nessage el enments. An
Error Message shoul d be returned for each Fl ow Type that is not
under st ood.

4.2 Recl ai m Message
The Recl ai m nessage el ement is used by a node to instruct an adjacent

upstream node to unbind one or nore flows fromthe | abels to which
they are currently bound, and to rel ease the | abels.
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Each Recl ai m message el enent has the follow ng structure:

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Fl ow Type | Flow I D Length| Reserved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Label |
B i s T T i i o S o T Ji I
I
I
+-

Fl ow I dentifier ~
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Fl ow Type
Specifies the Flow Type of the Flow Identifier contained in
the Flow ID field.

Flow I D Length
Specifies the length of the Flow Identifier field in
integer nmultiples of 32 bit words.

Reserved
Field is unused and should be set to zero by the sender and
i gnored by the receiver.

Label
Field contains the | abel to be rel eased.

Fl ow I dentifier
Field contains the flowidentifier to be unbound.

A node can send a Recl ai m nessage el enent to instruct an adjacent
upstream node to unbind a flow fromthe label to which it is
currently bound, return the flowto the default forwarding state, and
rel ease the label. Each Reclai mnessage el ement applies to a single
flow and a single label. When the receiver has conpleted the
operation, it nust issue a Reclaim Ack nmessage el enent. Recl ai m Ack
nmessage el enents can be grouped together, in any order, into one or
nmore | FMP Recl ai m Ack nessages and returned to the sender as an
acknow edgnent that the operation is conplete.

If a Reclaimnessage element is received indicating an unknown fl ow,

a Recl ai m Ack nessage el enent nust be returned containing the sane
Label and Flow Identifier fields fromthe Reclai mnmessage.
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If a Reclaimmessage el enent is received indicating a known flow, but
with a Label that is not currently bound to that flow, the flow nust
be unbound and returned to the default forwarding state, and a
Recl ai m Ack nmessage sent containing the actual |abel to which the

fl ow was previously bound.

If the receiver detects an error in any of the fields of a Reclaim
message el ement, the receiver nust discard that message el enent,

wi t hout affecting any ot her Recl ai m nessage el enents in the sane
message. The receiver nust return an error nessage to the sender
only in the case that the receiver does not understand the version of
the I FMP protocol in the received nessage or does not understand a
FIl ow Type in one of the Reclai mnessage el ements.

4.3 Recl ai m Ack Message

The Recl ai m Ack nessage el enent is used by a receiving node to
acknow edge the successful release of one or nore reclai ned | abels.

Each Recl ai m Ack nmessage el enent has the follow ng structure:

0 1 2 3
01234567890123456789012345678901
R s i o e i ol S e S e T ik ik T S e T S T S
Fl ow Type | Flow I D Lengt hj| Reserved |
i T o T T i T A S S S T

+-
I

+-

| Label |
B T S i T s i i e e SEI S
I
I
+-

Fl ow I dentifier ~
i T o T T i T A S S S T

Fl ow Type
Specifies the Flow Type of the Flow Identifier contained in
the Flow Identifier field.

Flow I D Length
Specifies the length of the Flow Identifier field in
integer nmultiples of 32 bit words.

Reserved
Field is unused and should be set to zero by the sender and
i gnored by the receiver.

Label

Field contains the | abel released fromthe fl ow specified
by the Flow Identifier.
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Fl ow I dentifier
Field contains the Flow Identifier fromthe Reclai mnessage
el ement that requested the rel ease of the |abel specified
in the Label field.

A Recl ai m Ack nmessage el enment nust be sent in response to each
Recl ai m nessage el ement received. It is sent to indicate that the
requested flow is now unbound and that the | abel is now free. |If
possi bl e, each Recl ai m Ack nmessage el enent shoul d not be sent unti
all data queued for transnission on the |link, using the | abe
specified for rel ease, has been sent.

If a Reclaim Ack nmessage el enment is received specifying a flow for

whi ch no Recl ai m message el ement was i ssued, that Reclai mAck nessage
el ement nmust be ignored, but no other ReclaimAck nessage el enents in
the sane nessage nust be affected

If a ReclaimAck nessage elenent is received specifying a different
| abel fromthe one sent in the original Reclaimnmessage el enent for
that flow, the ReclaimAck nessage el ement should be handled as if
the reclai moperation were successful

If an error is detected in any of the fields of a ReclaimAck nessage
el ement, that nessage el enent nust be discarded, but no other Reclaim
Ack message elenments in the same nessage nmust be affected

The receiver should return an Error nmessage to the sender only in the
case that the receiver does not understand the version of the | FMP
protocol in the received nessage or does not understand a Fl ow Type
in one of the ReclaimAck nmessage el enents.

4.4 Label Range Message

The Label Range nessage elenent is sent in response to a Redirect
message if the | abel requested in one or nore of the Redirect nessage
el ements is outside the range that the receiver of the Redirect
message can handl e. The Label Range nessage infornms the sender of
the Redirect nessage of the |abel range that can be handl ed on the
rel evant 1|ink.

Only a single Label Range nessage elenent is permitted in a Labe

Range nmessage. The Label Range nessage el ement has the follow ng
structure:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| M ni mum Label |
R e s T o T S R El ok i R e e S S e o o s
| Maxi mum Label |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

M ni mum Label
The mi ni mum val ue of |abel that can be specified in an | FMP
Redi rection Protocol nessage across this |ink.

Maxi mum Label
The maxi mum val ue of |abel that can be specified in an | FMP
Redi rection Protocol nessage across this |ink.

Al'l values of label within the range M ni mum Label to Maxi num Label
i nclusive may be specified in an | FMP Redirecti on Protocol nessage
across the link.

4.5 Error Message

An Error message can be sent by a node in response to any | FM
Redi rection Protocol nessage.

Only a single Error nessage elenment is permitted in an Error nessage.
The Error nessage el ement has the follow ng structure:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Error Code | Par anet er |
el i I e i it T e e e e i i T o S e e S e T R R

Error Code
Speci fies which an error has occurred.

Each Error message can specify a single Paraneter.
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Two Error nmessage el enments are specified

Bad Ver si on:

Error

Code = 1. The sender of the Error nessage cannot process the

version of the | FMP protocol of the nmessage that caused the
error. This message nmust only be sent if the version of
the message that caused the error is greater than the nost
recent version that the sender of the Error nmessage can
process. The paraneter field of this Error nessage gives
the nost recent version of the |FMP protocol that the
sender can process, right justified, with the unused nost
significant bits of the Parameter field set to zero

Bad Fl ow Type:

Error

Newmran,

Code = 2. The sender of the Error nmessage does not understand a

et.

FIl ow Type that was received in the nmessage that caused the
error. The Flow Type that caused the error is given in the
paraneter field, right justified, with the unused nost
significant bits of the Parameter field set to zero.
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