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Buil ding an X. 500 Directory Service in the US
Status of this Meno

This menmo provides information for the Internet community. This meno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst r act

Thi s docunment provides definition and reconmends consi derations that
must be undertaken to operate a X. 500 Directory Service in the United
States. This project is the work performed for the Integrated
Directory Services Wrking Goup within the Internet Engi neering Task
Force, for establishing an electronic Wiite Pages Directory Service
within an organization in the US and for connecting it to a wi de-area
Directory infrastructure.

Establ i shing a successful Wite Pages Directory Service within an
organi zation requires a collaborative effort between the technical,
| egal and data nanagenent conponents of an organization. It also
helps if there is a strong commitnent fromthe hi gher nmanagenent to
participate in a wi de-area Directory Service.

The recomendati ons presented in the docunment are the result of
experience fromparticipating in the Internet Wite Pages project.
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1.0 I nt roducti on
1.1 Pur pose of this Docunent

Thi s docunent provides an introduction for individuals planning to
build a directory service for an organization in the US. It presents

an introduction to the technical, |egal, and organi zati onal aspects
of a directory service. It describes various options to organizations
who want to operate an X. 500 Directory service and illustrates these

wi th exanpl es of current X 500 service providers.
1.2 Introduction to Directory Services

An el ectronic directory server is an el ectronic process that provides
a list of information provided via electronic access. This
information is variable in content, however it should be explicitly
defined by the directory purpose. Infornmation about people,

organi zations, services, network hardware are just a few exanpl es of
data content that a directory service can provide. The aimof an
X.500 Directory service is to make using the directory intuitive and
as easy to use as calling for directory assistance. The X 500
Directory service is an international standard ratified by the

I nternational organization for Standardization (1S) and the ITUT
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I nternational Tel econmunication Union formerly (CCITT) in 1988 [1].

The Directory is intended to be gl obal service conprised of

i ndependently operated and distributed Directory Service Agents
(DSAs), that provide information in the formof a Wite Pages Phone
Directory.

El ectronic mail conmmuni cation benefits fromthe existence of a gl oba
electronic Wiite Pages to all ow network users to retrieve addressing
information in an intuitive fashion. Manual searching for nanmes and
addresses, specifically electronic addresses, can take a great dea
of time. A White Pages directory service can enable network users to
retrieve the addresses of communi cation partners in a user friendly
way, using known variables such as conmmon nane, surnane, and

organi zation to facilitate various | evels of searches.

In order to make gl obal conmunication over conputer networks work
efficiently, a global electronic Wite Pages service is

i ndi spensabl e. Such a directory service could al so contain tel ephone
and fax numbers, postal addresses as well as platformtype to
facilitate in translation of documents between users on different
systens. An el ectronic Wite Pages may prove to be useful for
specific |ocal purposes; replacing paper directories or inproving
quality of personnel administration for exanple. An electronic
directory is much easier to produce and nore tinely than paper
directories which are often out of date as soon as they are printed.

The Internet White Pages Project provides many conpanies in the US
with an opportunity to pilot X. 500 in their organizations.

Qperating as a globally distributed directory service, this project
all ows organi zations in a wide variety of industry type to make

t hensel ves known on the Internet and to provide access to their staff
as desired.

Sone organi zations, such as ESnet agreed to manage directory
informati on for other organizations. ESnet maintains data at their
site for all the national |aboratories. They provide assistance to
organi zations in defining their directory information tree (DI T)
structure. They also provide free access to the X 500 Directory via
Gopher, WWY DUAs, whois and finger protocols

The InterNIC is another directory services provider on the Internet.
To date [June 1995] they hold X 500 directory data for 52

organi zations and provide free access to this data via various
protocol s: X. 500 DUA, E-Mail, whois, Gopher and WWV

To find the nost current listing of X 500 providers see RFC 1632 -
Cat al og of Available X 500 Inplenentations [2].
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2.0 The X.500 Protocol
2.1 I nt roduction

Thi s chapter provides the basic technical information necessary for
an organi zation to begin deploying an X. 500 Directory Service. It
provides a brief introduction to the X 500 protocol and the
possibilities that X 500 offers.

2.2 The Directory Mdel

X.500 Directory Mddel is a distributed collection of independent
systens whi ch cooperate to provide a |ogical data base of information
to provide a global Directory Service. Directory information about a
particul ar organization is maintained locally in a Directory System
Agent (DSA). This information is structured within specified
standards. Adherence to these standards makes the distributed nodel
possible. It is possible for one organization to keep information
about ot her organizations, and it is possible for an organization to
operate independently fromthe gl obal nodel as a stand al one system
DSAs that operate within the gl obal nodel have the ability to
exchange information with other DSAs by neans of the X 500 protocol.

DSAs that are interconnected formthe Directory Information Tree
(DIT). The DIT is a virtual hierarchical data structure. An X 500
pil ot using QUI PU software introduced the concept of a "root" DSA
whi ch represents the world; bel ow which "countries"” are defined.
Def i ned under the countries are "organi zati ons". The organi zati ons
further define "organizational units" and/ or "people". This DIT
identifies the DIT for the Wiite Pages X 500 services.

Each DSA provides information for the global directory. Directories
are able to locate in the hierarchical structure discussed above,
whi ch DSA holds a certain portion of the directory. Each directory
manages i nformation through a defined set of attributes and in a
structure defined as the Directory Information Base (Dl B).

A DSA is accessed by neans of a Directory User Agent (DUA). A DUA
interacts with the Directory by communicating with one or nore DSAs
as necessary to respond to a specific query. DUAs can be an IP
protocol such as whois or finger, or a nore sophisticated application
whi ch may provide G aphical User Interface (GJ) access to the DSA
Access to a DSA can be acconplished by an individual or automated by
comput er application.
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2.3 The | nformati on Model

In addition to the Directory Mdel, the X 500 standard defines the
informati on nodel used in the Directory Service. Al information in
the Directory is stored in "entries", each of which belong to at

| east one "object class". In the Wite Pages application of X 500
obj ect classes are defined as country, organization, organizationa
unit and person

The object classes to which an entry belongs defines the attributes
associated with a particular entry. Sone attributes are nandatory
others are optional. System adninistrators nay define their own
attributes and register these with regulating authorities, which wll
in turn make these attributes avail able on a |large scale.

Every entry has a Relative Distinguished Nane (RDN), which uni quely
identifies the entry. A RDN is nmade up of the DIT information and the
actual entry.

The Directory operates under a set of rules know as the Directory
schema. This defines correct utilization of attributes, and ensures
an el enent of saneness throughout the global Directory Service.

Under the Wite Pages object class "Person" there are three nandatory
attributes

obj ect d ass comonNane sur Name
These attributes along with the DIT structure above, define the RDN

An exanpl e of an entry under Sandia National Laboratory is shown
here: @=US@=Sandi a Nati onal Laboratory@u=Enpl oyees@n=Bar bara

Jenni ngs
r oot
[\
/ \
c=US c=CA
[\
/ \
o=Sandi a Nati onal 0=ESnet
Laboratory
/ \
/ \
ou=Enpl oyees ou=Quests
\
/ \
cn=Bar bara Jenni ngs cn=Paul Brooks
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Organi zations may define the best structure suited for their DI T.
Typically an organi zations DIT will | ook very nmuch |ike the

organi zations structure itself. A DT structure is determ ned by
nam ng rul es and as such, becones the el enents uni que Rel ative

Di stingui shed Name (RDN). The DI T structure nmay al so be dependent on
whet her the DSA information is adnministered by a flat file or a

dat abase. Extra consideration to designing of the DIT structure
shoul d be taken when using flat files versus a database, as it takes
| onger to search through a flat file if the tree structure becones
too conplex or intricate. To obtain information on recomended schema
for DIT structuring see RFC1274 [3].

2.4 Benefits and Uses for X. 500 Directory Service

The nature of the X. 500 Directory nmakes it suitable for independently
operated segnents that can be expanded to global distribution. The
benefits for local directory use are:

- with the distributed nature of the service, an organi zati on may
separate the responsibility for managenent of many DSAs and stil
retain the overall structure;

- the robustness of this service allows it to provide infornation to a
wi de range of applications. Wereas globally integrated projects nust
conformto a specific DT, independent X 500 operations rmay define

uni que DI Ts, object classes and attributes as per their specific
needs;

- X.500 is a good alternative for paper directories, offering the
ability to update and nodify in an interactive node. This allows a
company to provide the nmost current information with | ess cost and
effort;

- because of the electronic base of X 500, other electronic
applications may interact with the application w thout human
intervention.

The benefits for global directory use are:

- the distributed nature of X. 500 is well suited for |arge gl oba
applications such as the Wite Pages Directory. Mintenance can be
performed in a distributed manner;

- X. 500 offers good searching capabilities fromany level in the DT.

Also with "User Friendly Nami ng" in place, searches are very
intuitive;
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- there are DUA interfaces for the Wite Pages service available for
all types of workstations. For an overview of X 500 software reference
RFC1632.

- X.500 is an international standard. Using such a standard ensures
interoperability within the worl dw de base.

2.5 O her Applications of X 500

In addition to the Wite Pages, X 500 can be used as a source for any
type of information that needs a distributed storage base.

The University of Mchigan is using X 500 for electronic mail
routing. Any mail coming to the university domain, umch.edu; gets
expanded out to a local address that is stored in the rfc822Mail box
attribute. The University al so operates a standard X 500 nane server
whi ch provi des nanme | ookup service of over 200,000 nanes. They use
the Lightweight Directory Access Protocol (LDAP) [11].

An impl enentation of the X 500 Standard directory service has been

i ncorporated into the Open Software Foundation (OSF) Distributed
Conputing Environnent (DCE). This conponent, known as the d oba
Directory Service (GDS), provides an area where distributed
application clients can find their application servers. The CGDS, in
response to requests nmade by other clients, provides the unique
networ k address for a particular DCE resource. Because it is based
on a international standard, GDS can offer access to resources anong
users and organi zations worl dw de. This scal abl e service can be
performed in DCE environnents that range in size fromthe very snall
to the very large

Lookup services can be inplenented into a variety of applications.
Canbridge University in Great Britain inplenmented the X 500 directory
service into an enpl oyee | ocator application. Based on badge sensors
at strategic locations, this application can determ ne the

wher eabouts of an enpl oyee on the canpus. As the individual noves
about, the sensors register their location in an X 500 Directory.

Digital Signature Service (DSS) and Privacy Enhanced Mail (PEM work
on the principal of a directory key server which generates and
provide users with "public" codes that match previously registered
"private" codes. Only the recipient can deci pher nmessages sent in
this fashion. The X 509 [4] standard for key certificates easily fits
within the structure of the X. 500 Directory Service.
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3.0 Legal |ssues
3.1 I ntroduction

Currently in the United States, there are no specific legal rules for
the information that is provided via an electronic directory service.
Various organi zati ons and groups associ ated with usage of the
Internet, noting a need to address privacy and data integrity issues,
have prepared directives to address this issue. Two such areas
addressed are those of the rights of registrants included in the
directory and the responsibility of adnministrators to guarantee the
integrity of such data.

Regi stries containing information that is related to an individual is
freely transferred and unregulated in the US, unless the provider of
the data is an agency or an hol der of sensitive information as
defined by federal l|egislation and further nay differ for each state.
An agency is defined as: any executive departnent, mlitary
departnent, Government corporation, Government controlled
corporation, or other establishment in the executive branch of the
Government (including the Executive Ofice of the President), or any
i ndependent regul atory agency. Sensitive data can be financia
records, nedical records, and certain | egal docunents. As previously
noted, each state has their own | egislation on sensitive or private

dat a. The regi stered persons have little recourse to control I|ist
informati on short of filing a | awsuit against the information
provi der.

For individuals who transfer data across country boundaries, it is

i mportant to understand that other countries may have legislation to
regul ate data. Prior to requesting list information fromthese
countries, an adm nistrator should review applicable |egislation and
have some nechanismin place to ensure how data will be handl ed once
it is crosses the border. Policy Statenents for sonme countries have
been prepared and are provided for via Code of Conduct papers.

3.2 Purpose of the Directory

The operational intent including presentation data and |i st
registrants and access rights nust be clearly defined and st at ed.
Initially this provides the skeleton of the DIT. Eventually a
statement such as this may provide a basis legally justifying the
directory.

Al'l data presented nust be defined in the purpose. If for example, a
directory is for the sol e purpose of providing professiona
addressing information - an entry would include nane, postal address,
of fice tel ephone, facsimle nunber, electronic mail address and
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company name. Private address information listing the home address
or phone woul d be prohibited as woul d any other information not
directly related to addressing.

3.3 User Rights

The North Anmerican Directory Forum (NADF) has published a docunent
that defines the User Bill of Rights [5]. This document defines an

i ndividuals rights regarding the public rel ease of personal or
private informati on. Anobng other issues stated, the user has the
right to be notified regarding the inclusion of their information in
a data registry as well as the right to exam ne and have incorrect

i nformati on changed.

This paper is specifically witten for the North Anerican Directory
Forum and recommends conpliance with US or Canadi an | aws regul ating
privacy and access information.

Al t hough current US | egislation does not include all the suggestions
in this docunent, it is the responsibility of the controller of the
data to respect the rights of the individuals. These recomended
rul es can be seen as respect for the individual and the considerate
controller will follow these guidelines within any boundaries that
they may be mandat ed by.

3.4 Data Integrity

An information provider has the responsibility to guarantee the data
that they make available to users. The integrity of a data source is
heavily wei ghted by the accuracy and tinmeliness of the contents.

I nteroperabl e data sources must have concurrence of these factors as
well. The degree to which an information provider can guarantee the
validity of the data that they present, reflects on the validity of
the provider in general. RFC 1355 [6], suggests that a data source
enabl e accuracy statenents describing the process that the individua
NIC will use to maintain accuracy in the database.

In the European community, it is a legal requirenment that the
i nformati on provider guarantee accurate data.

The controller of the information needs to be certain of the primary

source of data. Wen possible, the controller should devel op routines
of random checks to validate the registry data for correctness.
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3.5 Data Security

A Directory Service with non-authenticated access fromthe Internet
is difficult to protect from unauthorized use. Unauthorized use being
defined by each organization within the directory purpose statenent.
Typi cal misuse being by individuals who attenpt to duplicate the
directory for unauthorized purposes. Other security measures include:
Access Control Lists (ACLs), limtations on nunber of entries
returned to a query, and tinme to search flags. The result of such
controls will affect the legitimate user as well as the user they are
i ntended to bl ock.

An alternative that may provide protection frommisuse is to create
and display an attribute with each entry stating non-approved usage.
This feature will al so provide evidence of restricted use in the
event that a legal case is necessary to stop unauthorized access.

The responsibility again falls on the data provider/inplenmentor of
the directory service. Astute programmers will create or nake use of
existing tools to protect against data destruction, falsification,
and m suse.

3.6 Concl usi ons

User Rights, Data Integrity and Protection of data should not be
considered nerely in an effort to abide by legal rulings; they should
be the intention of a good data source. A successful Directory
Service nust be aware of the requirenents of those individuals
inclusive in the list as well as those of the directory users.

In general, at the mininumthe follow ng conditions should be
obser ved:

1. Define the purpose of the Directory.

2. Initially informall registrants of their inclusion in
a Directory.

3. Prevent the use of data beyond the stated purpose.

4. Limt the attributes associated to an entry within
boundari es of the purpose.

5. Wrk towards a suitable | evel of security.

6. Develop a nmechanismto correct/renove faulty data
or information that should not be in the Directory.
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4.0 Infrastructure
4.1 I nt roduction

The White Pages Project, currently operated by Perfornmance Systens
International (PSlI) provides a reliable QU PU infrastructure for
sites wishing to provide their own X 500 directory. Started in 1989
as the NYSERNet White Pages Pilot Project it was the first
production-quality field test of the Open Systens |nterconnection
(0sl) technology running on top of TCP/IP suite of protocols [7].
This pilot X. 500 Directory, provided a real-tinme testbed for a
variety of adm nistrative and usage issues that arise. Today, nore
than 30 countries participate in the globally distributed project
with over 1 million entries. The Wiite Pages pilot is one of 37 other
pil ots cooperating to provide information in the Nanefl ow PARAD SE
directory; an European project.

Initially the software was public domain, QU PU X.500 [8]. This
"shareware" application in conjunction with adm nistrative services
provi ded free of charge by PSI, allowed for a truly distributed X 500
Directory Service to operate.

In keeping with the Internet rules of operation, the lack of the US
regul ations, the suggestions of North American Directory Forum and
the Internet Engineering Task Force (I ETF), the conplications that
arise frommulti-distributed data as a service can be overwhel nm ng
PSI took on the challenge to provide such a service, and continues to
ensure operations today.

4.2 A Wl |l Mintained Infrastructure

This distributed information service involves the cohesive effort of
all of the participating organizations. The | SO Devel opnent

Envi ronnment (1 SODE) inplenentation of the OSI Directory, provided the
attributes and uniformty to facilitate this effort.

The primary DSA for the PSI Project is named Al paca. Operating on a
Sun Sparc 10 with 120 nmegabytes of menory, this host serves as the
Master for the DSAs of 117 organi zati ons under c=US. Redundancy for
Al paca is provided by two sources, Fruit Bat operated by PSI and Pied
Tamarin operated by the InterNIC. Sl ave updates to this host are
provided on a nightly basis fromthe individual DSAs.

The data presentation is hierarchical in nature and enul ates the
common white pages tel ephone book. The information provided contains
at mninmum a comobn nane, voice phone listing, and electronic mail
addressi ng. Each entry has a uni queness associates with it; the
relative distingui shed name which is conprised of the entire
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directory information tree. The DITs may vary slightly, but each nust
contain an organi zati on, and a person. The nature of the directory
and the structure of the actual organization for whomthe directory
is being provided contribute to the overall DI T structure. The
following is a list of commonly used attri butes:

comonNare physi cal Del i veryOf fi ceName st at eOr Provi nceNane
description phot o street Addr ess

userid post O f i ceBox sur name

favouriteDrink postal Address t el ephoneNunber

title rfc822Mai | box facsi m | eTel ephoneNurnber
4.3 DUA Interfaces for End Users

Jen

There are a variety of user interfaces on the market today that wll
provide Directory User Agent access to the X. 500 Directory. Standard
protocol s such as fred, whois, whois++, finger, are used wi dely.
Interfaces are also available via Wrld-wi de Web browsers and
electronic mail.

Vendors providing DUAs include | SODE Consortium NeXor, and Control
Dat a Corporation. These applications operate in conjunction with the
vendor provi ded DSAs.

Hi storically DUA interfaces were difficult to inplenment and required
the entire OSI stack. Inplenenting such a product on a PC or Apple
platformrequired skillful progranm ng. The executable for these
platforns were usually very large. The I ETF has since defined and
standardi zed the Li ghtweight Directory Access Protocol (LDAP) [11]; a
protocol for accessing on-line Directory services which offers
conmparabl e functionality to the Directory Access Protocol (DAP). It
runs directly over TCP and is used by nearly all X 500 clients. LDAP
does not have the overhead of the various OSI |ayers and runs on top
of TCP/IP.

The functionality varies by specific DUA. Each offers access to the
X.500 Directory. Mst offer the ability to make nodifications to
entries. There are a few that offer Kerberos authentication

Further information on LDAP clients for specific platforns can be
found on the University of M chigan WNWV server:
http://ww. um ch. edu/ ~r sug/ | dap.

Anot her interface that has been tested and recomended for users by
our Dutch (Surfnet) colleagues is Directory Enquiry (DE). Originally
devel oped by University Coll ege London for the Paradise project in
Europe, the engineers at Surfnet have sel ected DE as the best
interface for "dunb" terminals. They have al so transl ated the
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interface into Dutch for their local users [12].

Ideal |y, users should be able to access X. 500 directly fromtheir
electronic mai|l applications. Vendors (other than the ones nentioned
above) have been slow to incorporate the X 500 Standards into their
el ectronic mail applications.

5.0 Dat amanagenent & Pil ot Projects
5.1 Sinple Internet Wiite Pages Service

A wide variety of directory services retrieval protocols has energed
inthe time since the original Internet Wite Pages was begun in
1989. To ensure that decentralized inplenmentations will have
interoperability with other providers, the IETF Integrated Directory
Services Wrking Goup, is working to create a draft focusing on the
common i nformati on and operational nodeling i ssues to which al

I nternet Wiite Pages Services (IWPS) must conformto.

Uilizing current information servers, the conceptual nodel described
i ncludes issues regardi ng nam ng, schema, query and response issues
for a narrowy defined subset of directory services. The goal of this
paper is to establish a sinple set of information objects, coupled
with a basic set of process requirements that will forma basis which
can lead to ubiquitous IWPS. Wth this goal in mnd, it will be
easier to proved a consistent User view of the various directory
servi ces

5.2 InterN C

The InterNIC [9] is a collaborative project of two organizations
wor ki ng together to offer the Internet community a full scope of
network i nformation services. Established in January 1993 by the
Nat i onal Sci ence Foundation, the InterN C provides registration
services and directory and database services to the Internet.
(I'nternet a global network of nmore than 13,000 conputers networks,
connecting over 1.7 mllion conputers and used by an estimted 13
mllion people.) In keeping up with the exponential growh of the
Internet, the InterNIC provides a guide to navigate the maze of
avai | abl e resources.

InterNI C provides two types of services; InterNIC directory and

dat abase services and registration services. AT&T provides the
directory and database services, acting as the pointer to numerous
resources on the network offering X. 500 to help users easily |locate
ot her users and organi zations on the Internet.
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53 ESnet

The Energy Sciences Network [10], is a nationw de conmputer data
conmuni cati ons network whose primary purpose is support nultiple
program open scientific research. As part of this support, ESnet

of fers networking services including information access and
retrieval, directory services, group conmmuni cati ons series, renote
file access services and infrastructure services. As a early nenber
of the Wite-Pages Pilot Project, ESnet continues to be a part of the
wor | dwi de distributed directory service based on the 1SQ OSl X 500
standard. There are over ni neteen ESnet organization represented in
the directory, conprising over 120,000 entries. ESnet provides access
to seven other sites via the X 500 DSAs.

6.0 Recomendat i ons
6.1 Cener a

The X. 500 Directory technology is avail able through several options.
Vendors can provide consultation for schema design as well as supply,
install, and support the software to performthe operations required.
For snmaller organizations or conpanies who do not want to adninister
their own DSA, there are providers available who will naintain the
DSAs renptely and provide this service to the Internet. Those with
net wor k and nanagenent expertise, can either operate independently or
join one of several white pages directory projects. Carefu

consi deration nust be given to the initial investnment required and
the required mai ntenance process.

6.2 Getting Started

Successful initialization of a directory service requires a
systemati c approach. The conplexity of offering this type of service
becones nore apparent as inplenentation progresses. Several aspects
must be considered as this service becones a cooperative effort anong
the technical, adm nistrative, organizational, and |egal disciplines.
Procedures nmust be defined and agreed to at the initial phase of

i mpl ementing an X. 500 Directory service [13]. The follow ng are

i ssues that should be addressed in these procedures.

6.3 Who are the Custoners?

Defining the custonmer and the customer requirements will determ ne
the scope of service to offer. What is the primary purpose for the
directory service? A conmpany may find it desirable to do away with a
paper directory while sinultaneously providing the current directory
informati on. The directory may be for internal use only or expanded
to any users with Internet access. WII the custonmer use the
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directory for e-mail address only or is other |ocational information
such as postal address and tel ephone nunber a requirenent?

The directory may provide information to el ectronic custoners such as
distributed conputing applications as well. In this case, the data
must be provided in nachi ne readabl e fornmat.

W1l the custoners extend across country boundaries? |Information may
be considered private by one country and not by another. It is
necessary to be aware of the legalities and restrictions for the

|l ocality using the data. Sone counties have published a Code of
Conduct with the I ETF, explicitly stating the legal restrictions on
directory and |list data. Check the archives to determine if the
country with whominformation will be shared has presented such

i nformation.

6.4 What are the contents of the Directory?

The information presented in the directory is tightly coupled with
the purpose. If the purpose is to provide addressing information for
i ndi vidual s, then customary information would include: Nanme, address,
phone, e-mail|l address, facsinile nunber, pager, etc. If the use of
the directory is to facilitate electronic mail routing then the
destination nmail address needs to be included for each user. No other
i nformati on should be presented in the directory if it is not
directly related to the purpose.

If the directory is internal only, it may be desirable to include the
registrants title as well. Renenber that infornmation available on the
Internet is generally open to anyone who wants to access it.

I ndi vidual s wishing to target a specific market may access
directories to create custoner mailing lists.

The structure or schema of the X. 500 Directory nust be an initia
consideration. WIIl the hierarchy follow the conpany structure or is
a different approach nore practical? How nany entries will there be
in the directory five or 50,000? A conplex hierarchyfor thousands of
users may affect the efficiency of queries.

6.5 What are the rights of the individual s?
The subjects included in the directory shall have well defined
rights. These nmay be mandated by conpany policy, legal restrictions,

and the ultimate use of the directory. For a basic Internet Wite
Pages Service these rights may incl ude:
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1. the option of inclusion in the directory
2. the right of access to the information
3. the right to have inaccurate entries corrected

The terns and conditions for enployees of an organi zati on may affect
these rights. On becom ng an enpl oyee of any organization, an

i ndi vidual inevitably agrees to forego certain personal privacies and
to accept restrictions.

Every organi zati on shoul d devel op and publish the "rights" that can
be expected by the list registrants.

6.6 Data Integrity

Information that needs to be included in the directory may come from
various sources. Denographic information may originate fromthe human
resources departnent. Electronic nail addresses may be provided by
the conputer network department. To guarantee data integrity, it is
advi sed that the data be identified and nai ntai ned as corporate

i nformati on.

The required tineliness of the data is unique for each DSA. Updates
to the data may be a frequent as once a day or once a nonth. Updates
to the data nust be provided on a regular basis. In cases where data
is time sensitive, an attribute should be included to display the
nost recent mai nt enance date.

A regul ar check for data accuracy should be included in the directory
adm nistration. Faulty information nay put an organi zation in breach
of any data protection | aws and possibly render the conpany as
unreliabl e.

6.7 Data Security

Securing networked information resources is inherently conpl ex.
Attenpts must be nmade to preserve the security of the data. These may
i nclude access control lists (ACLs), linmting the nunber or responses
all owed to queries, or internal/external access to the directory.

The 1993 recomendati ons have added a conpl ex access control nodel
that is designed to tightly restrict the access that users nmay have
to the information in the Directory. Local protection is configured
by the inplenentor. A secure X. 500 Directory should provide tools to
protect against destruction, falsification, and | oss of data.

There is not a tool yet that will protect against the m suse of data.

There are flags and linmts that can be set fromw thin the
application that will serve sonewhat as a barrier to such unwanted
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use. Any restrictions however, also will affect the legitinmte users.
One suggestion is to post a notice of illegitinmate use within each
entry. This of course will only serve as a deterrent and as an asset
shoul d | egal action be required.

Agai n, caution nmust be taken when transferring data between country
and state borders. In the US data regulations differ fromstate to
state.

6.8 Data Adm ni stration

The decentralized nature of the X 500 Directory service neans that
each organi zation has conplete control over the data. As part of a

gl obal service however, it is inmportant that the operation of the DSA
be nonitored and maintained in a consistent manner. Authorization
must be given to the | ocal manager of the information and in sone
cases, the subjects included in the directory may al so have

nmodi fication privil eges.

Once the service is running, the inmportance of guaranteed operation
can not be overstated. Mintenance of the local Directory will be an
integral part of normal adm nistrative procedures within the

organi zati on and nust be defined and agreed upon in the initial

st ages of devel oprent.

6.9 Concl usi on

Establishing a Directory service within an organi zation will involve
a great deal of cooperative effort. It is essential to get conmtnent
fromthe integral parties of an organization at the onset. This

i ncludes the technical, legal, and data managenents conponents of the
organi zation. Executive level commitnent will make it nmuch easier to
get the cooperation necessary.

Qperational procedures nust be clearly defined, as the inclusion in a
globally distributed service has wide visibility. Adherence to these
procedures rmust be maintained to the highest degree possible as

m sinformation may result in unintentional |egal violations and
unrel i abl e access or data can adversely affect on a conpanys
reputation.

An X. 500 Directory can be extrenely useful for an organization if it
operates as designed. It may serve as the "hub" of the information
routing and the basis for several everyday activities. A successfu
service will be one of the nost inportant tools for communication in
the conputer network environnent. For people to nake use of the
service, they nust be able to rely on consistent and accurate

i nformation.

Jenni ngs I nf or mat i onal [ Page 17]



RFC 1943

Ref er ences
1.

2.

10.

11.

12.

13.

14.

Jenni ngs

Buil ding an X. 500 Directory Service in the US May 1996

CCI TT Bl ue Book, Volune VIII - Fascicle VIII.8, Novenber 1988.

RFC 1632; A Revised Catal og of Available X 500
I mpl ement ations. A Getchell; ESnet, S
Satal uri; AT&T.

RFC 1274; The COSINE and |Internet X. 500 Schema. P. Barker &
S. Kille.

CCI TT Bl ue Book, Volume VIII - Fascicle VIII - Rec. X 5009,
Novenber 1988.

RFC 1295; User Bill of Rights for entries and listing in the
Public Directory. Networking Wrking Goup; |ETF, January
1992.

STD 35, RFC 1355; Privacy and Accuracy |ssues in Network
I nformati on Center Databases. Curran, Marine, August 1992.

RFC 1006, |SO Transport Class 2 Non-use of Explicit Flow
Control over TCP RFC 1006 extension. Y. Pouffary, June 1995.

Col i n Robbins, NEXOR Ltd., Nottingham London.
c. robbi ns@exor. co. uk

InterNIC, Coll aborative effort of AT&T and
Net wor k Sol utions; info@nternic.net

ESnet; Managed and funded by the US Departnent of Energys
Energy Research Ofice in Scientific Conputing (DOE ER/ OSC).

RFC 1777; Lightweight Directory Access Protocol, W Yeong,
T. Howes, S. Kille, March 1995.

Building a Directory Service, Final Report test phase SURFnet
X. 500 pilot project, June 1995.

The X. 500 Directory Services: a discussion of the concerns
rai sed by the existence of a global Directory, Julia M HII,
Vol . 2/ No. 1 El ectroni c Networking, Spring 1992.

Directory Services and Privacy |Issues, E. Jeunik and E
Hui zer.

I nf or mat i onal [ Page 18]



RFC 1943 Buil ding an X. 500 Directory Service in the US May 1996

15. The Little Black Book; Mail Bonding with CSI Directory
Servi ces, Marshall T. Rose, Sinmon & Schuster Conpany,
1992.

16. NYSERNet White Pages Pilot Project: Status Report; NYSERNet
Techni cal Report #89-12-31-1, Marshall T. Rose, Decenber 1989

17. RFC 1798, Connection-less Lightweight Directory Access
Protocol, A. Young, June 1995.

18. RFC 1781; Using the OSI Directory to Achieve User Friendly
Nam ng, S. Kille, March 1995.

19. draft-ietf-pds-iwps-design-spec-01.txt, Tony CGenovese;
M crosoft, Work in Progress, July 1995

20. draft-ietf-ids-privacy-00.txt, B. Jennings; Sandia Nationa
Laboratories, S. Sataluri; AT&T, Work in Progress, Novenber
1994.

G ossary
ACL Access Control List; a mechanismto restrict access to data

stored in an X. 500 Directory Service

Attribute A collection of attributes belong to an entry in the
Directory Service, and contain information bel ongi ng
to that entry

c= count ryNane; Object class definition, specifies a country.
When used as part of the directory nane, it identifies the
country in which the named object is physically |ocated.

cn= commonNane; Attribute defining common nane for individuals
included in a directory. In 1988 standards can be up to 64
characters.

CaTT The International Tel egraph and Tel ephone Consultative

Conmittee.

DAP Directory Access Protocol; the protocol between a DUA and a
DSA.

D B Directory Informati on Base; a collection of informtion

objects in the Directory.

DT Directory Information Tree; the hierarchy of the distributed
dat abase that nakes up an X 500 servi ce.
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DSA Directory System Agent; an application that offers the
Directory service, this is the database for the Directory.

DUA Directory User Agent; an application that facilitates User
access to a DSA.

E-Mail Electronic Mail. Entry A Directory Service contains entries
on peopl e, organizations, countries, etc. Entries belong to a
certain class, and information on entries is stored in
attributes

ESnet Energy Sciences Network; nationw de conputer data
conmuni cati ons networ k.

aul Graphi cal User Interface.

| ETF I nternet Engi neering Task Force; an internationally
represented task force charged with solving the short-term
needs of the Internet

I nt er net A coll ection of connected networks, international

running the Internet suite of protocols.

InterNI C Directory of Directories, a collaborative project

bet ween AT&T, and Network Sol utions, Inc.

I P Internet Protocol; the network protocol offering a
conectionl ess-node network service in the Internet suite of
pr ot ocol s.

| SODE | SO Devel opnent Environnent, a research tool devel oped to
study the upper-layers of OSI and depl oy network applications
according to the 1SO OSI standards and I TU X series of
recomendat i ons.

I TU International Tel econmrunication Union; formerly the CCITT.

LDAP Li ght wei ght Directory Access Protocol, an Internet Standard
for a Iightweight version of DAP running over TCP/IP

hject Entries in a Directory Service belong to an hject Cass to
Class indicate the type and characteristic; e.g. Object dass
" person".

Csl Open Standards I nterconnection, An internationa

Jenni ngs

standardi zati on program facilitated by 1SO and |1 TU to devel op
standards for data networking.
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o= organi zation; An attribute defining the conpany or
organi zation that the person works for.

ou= organi zational unit; An attribute found under organization
Denotes the departnent, division, or other such sub-unit of
t he organi zation that the person works in.

PEM Privacy Enhanced Mail; and Internet Standard for sending
secure Electronic mail.

PSI Performance Systens International, Inc.; operator of the
I nternet Wiite Pages Project

QU PU X. 500 Directory inplenmentation devel oped by Colin Robbins
while at the University Coll ege of London

RDN Rel ative Distinguished Nane; a unique identifier for each |ist
subj ect, defined by the hierarchy of the DSA

RFC Request For Comments; Internet series publications
sn= surnane; Attribute defining the surname of the person in the
directory.

TCP/ I P Transm ssion Control Protocol and Internet Protocol; two
i nternet protocols.

Wi t e- Pages El ectronic directory, accessible via Internet suite of
pr ot ocol s.

Whoi s An Internet standard protocol

VWhoi s++ An Internet Directory Services protocol; a possible
alternative for X 500 WPS

White Pages Service a Directory Service that contains information on
peopl e and organi zati ons.

X. 500 A series of reconmendations as defined by the ITU, that
specify a Directory Services protocol
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9.0 Security Considerations

Security issues are not discussed in this meno.
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