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Status of this Meno

This menmo provides information for the Internet community. This meno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlimted.

1. Overview

The purpose of SDRP is to support source-initiated sel ection of
routes to conplenment the route selection provided by existing routing
protocols for both inter-domain and intra-domain routes. This
docunment refers to such source-initiated routes as "SDRP routes"
Thi s docunent describes the packet format and forwardi ng procedure
for SDRP. It also describes procedures for ascertaining feasibility
of SDRP routes. O her conponents not described here are routing
information distribution and route conputation. This portion of the
protocol may initially be used with manually configured routes. The
sanme packet format and processing will be usable with dynamic route
informati on distribution and conputation nethods under devel opnent.

The packet forwardi ng protocol specified here nakes m ninma
assunptions about the distribution and acquisition of routing

i nformati on needed to construct the SDRP routes. These m ni mal
assunptions are believed to be sufficient for the existing Internet.
Future conponents of the SDRP protocol will extend capabilities in
this area and others in a largely backward-conpatibl e manner.

This version of the packet forwarding protocol sends all packets with

the conplete SDRP route in the SDRP header. Future versions wll
address route setup and ot her enhancenents and optim zati ons.
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2

Model of operations

An Internet can be viewed as a collection of routing domains

i nterconnected by means of common subnetworks, and Border Routers
(BRs) attached to these subnetworks. A routing donmain itself may be
conmposed of further subnetworks, routers interconnecting these
subnet wor ks, and hosts. This docunent assumes that there is some
type of routing present within the routing domain, but it does not
assune that this intra-domain routing is coordinated or even

consi stent.

For the purposes of this discussion, a BR belongs to only one donain.
A pair of BRs, each belonging to a different domain, but attached to
a conmon subnetwork, form an inter-domain connection. By definition,
packets that traverse multiple domains nust traverse BRs of these
domami ns. Note that a single physical router may act as nultiple BRs
for the purposes of this nodel.

A pair of domains is said to be adjacent if there is at |east one
pair of BRs, one in each domain, that forman inter-domain
connecti on.

Each domain has a gl obally unique identifier, called a Donmain
Identifier (D). Al the BRs within a domain need to know t he DI
assigned to the domain. Managenment of the D space is outside the
scope of this docunment. This document assunes that Autononous System
(AS) nunbers are used as Dis. A domain path (or sinply path) refers
to alist of Dis such as mght be taken froma BGP AS path [1, 2, 3]
or an IDRP RD path [4]. W refer to a route as the conbination of a
net wor k address and domai n paths. The network addresses are
represented by NLRI (Network Layer Reachability Information) as
described in [3].

Thi s docunent assunes that the routing domains are congruent to the
aut ononous systens. Thus, within the content of this docunent, the
terns autononous system and routing domain can be used

i nt erchangeabl y.

An application residing at a source host inside a donain,

comrmuni cates with a destination host at another domain. An
intermediate router in the path fromthe source host to the
destination host nay decide to forward the packet using SDRP. It can
do this by encapsulating the entire | P packet fromthe source host in
an SDRP packet. The router that does this encapsulation is called
the "encapsul ating router.”
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2.1 SDRP routes

A component in an SDRP route is either a DI (AS nunber) or an IP
address. Thus, an SDRP route is defined as a sequence of donmins
and routers, syntactically expressed as a sequence of DIs and IP
addresses. Thus an SDRP route is a collection of source routed
hops.

Each conmponent of the SDRP route is called a "hop." The packet
traverses each conponent of the SDRP route exactly once. Wen a
router corresponding to one of the conponents of the SDRP route
recei ves the packet froma router corresponding to the previous
component of the SDRP route, the router will process the packet
according to the SDRP forwarding rules in this packet. The next
component of the SDRP route that this router will forward the
packet to, is called the "next hop," with respect to this router
and conponent of the SDRP route.

An SDRP hop can either be a "strict" source routed hop, or a

"l oose" source routed hop. A strict source route hop is one in
which, if the next hop specified is a DI, refers to an i medi ately
adj acent domain, and the packet will be forwarded directly to a
route within the domain; if the next hop specifiedis an IP
address, refers to an i medi ately adjacent router on a comon
subnetwork. Any other kind of a source route hop is a | oose
source route hop.

Aroute is a "strict source route" if the current hop being
executed is processed as a strict source route hop. Likew se, a
route is a "loose source route" if the current hop being executed
is processed as a | oose source route hop

It is assuned that each BR participates in the intra-domain
routing protocol (s) (1GPs) of the donain to which the BR bel ongs.
Thus, a BR may forward a packet to any other BRin its own donmain
using intra-domain routing procedures. Forwardi ng a packet
between two BRs that form an inter-domain connection requires
neither intra-domain nor the inter-domain routing procedures (an
i nter-domai n connection is a common Layer 2 subnetwork).

It is also assuned that all routers participate in the intra-
domai n routing protocol (s) (1GPs) of the donmain to which they
bel ong.

VWi |l e SDRP does not require that all domains have a common networ k
| ayer protocol, all the BRs in the donmains along a given SDRP
route are required to support a common network layer. This
docunent specifies SDRP operations when that comon network | ayer
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protocol is IP ([5]).

VWil e this docunment requires all the BRs to support IP, the
docunent does not preclude a BR fromadditionally supporting other
network | ayer protocols as well (e.g., CLNP, IPX, AppleTalk). If
a BR supports nultiple network |layers, then for the purposes of
this nodel, the BR nust maintain nultiple Forwarding |Information
Bases (FIBs), one per network |ayer.

2.2 SDRP encapsul ation

Forwardi ng an | P packet along an SDRP route is acconplished by
encapsul ating the entire packet in an SDRP packet. An SDRP packet
consi sts of the SDRP header followed by the SDRP data. The SDRP
header carries the SDRP route constructed by the domain that
originated the SDRP packet. The SDRP data carries the origina
packet that the source domain decided to forward via SDRP.

An SDRP packet is carried across donmains as the data portion of an
| P packet with protocol nunber 42

Thi s docunent refers to the I P header of a packet that carries an
SDRP packet as the delivery IP header (or just the delivery
header). This docunment refers to the packet carried as SDRP data
s the payl oad packet, and the | P header of the payl oad packet is
t he payl oad header.

Thus, an SDRP Packet can be represented as foll ows:

| Delivery header | SDRP header | SDRP data
| (I P header) | | (Payl oad packet)

Each SDRP route may have an MIU associated with it. An MIU of an
SDRP route is defined as the maxi num |l ength of the payl oad packet
that can be carried without fragmentati on of an SDRP packet. This
means that the SDRP MIU as seen by the transport |ayer and
appl i cations above the transport |ayer is the actual |ink MU | ess
the length of the Delivery and SDRP headers. Procedures for MU
di scovery are specified in Section 9

2.3 DFIB
It is assuned that a BR participates in either BGP or IDRP. A BR
participating in SDRP augnents its FIBs with a D-FIB that contains

routes to domains. A route to a domain is a triplet <D, Next-
Hop, NLRI >, where DI depicts a destination domain, Next-Hop
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3.

depicts the I P address of the next-hop BR, and NLRI depicts the
set of reachable destinations wthin the destination domain. D-
FIBs are constructed based on the informati on obtained from either
BGP, IDRP, or configuration information.

An SDRP packet is forwarded across nultiple domains by utilizing
the forwardi ng databases (both FIBs and D-FI Bs) nmintai ned by the
BRs.

The operational status of SDRP routes is nonitored via passive
(Error Reporting) and active (Route Probing) nechanisnms. The Error
Reporting nmechani sm provi des the originator of the SDRP route with
a failure notification. The Probing mechani sm provides the
originator of the SDRP route with confirmation of a route’s
feasibility.

SDRP Packet for mat

The total length of an SDRP packet (header plus data) can be
determned fromthe information carried in the delivery |IP header.
The I ength of the payl oad packet can be determ ned fromthe total
| ength of an SDRP packet and the length of its SDRP Header.

The foll owi ng describes the format of an SDRP packet.

0 1 2 3
01234567890123456789012345678901
B T i T o o o S e i i S S
Ver | D| S| P| | Hop Count | Sour ceProt oType| Payl oad Type |
B S i ks e S S i i i S S S S e e e e
Source Route ldentifier |
T T e S S T S S T st S S R S S T ol ST S YN S S
Tar get Router |
B T i T o o o S e i i S S
Prefix |
B S i ks e S S i i i S S S S e e e e
PrefixLength | Notification | SrcRoutelLength | Next HopPtr |
T T e S S T S S T st S S R S S T ol ST S YN S S
Source Route ...
B T i T o o o S e i i S S
Payl oad . ...
B S i ks e S S i i i S S S S e e e e

+

e i it Tl Sl 8

Version and Flags (1 octet)

The SDRP version nunber and control flags are coded in the first
octet. Bit O is the nost significant bit, bit 7 is the |east
significant bit.
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Version (bits 0 through 2)

The first three bits contain the Version field indicating
the version nunber of the protocol. The value of this field
is set to 1.

Flags (bits 3 through 7)
Dat a packet/ Control packet (bit 3)
If the bit is set to 1, then the packet carries data.
O herwi se, the packet carries control information.
Loose/ Strict Source Route (bit 4)

The Loose/ Strict Source Route indicator is used when
maki ng a forwardi ng decision (see Section 5.2). |If this
bit is set to 1, it indicates that the next hop is a
Strict Source Route Hop. If this bit is set to O, it

i ndicates that the next hop is a Loose Source Route.

Probe I ndicator (bit 5)

The Probe Indicator is used by the originator of the
route to request verification of the route’'s feasibility
(see Sections 4 and 7.1). If this bit is set to 1, it
indicates that the originator is probing the route. This
bit should al ways be set to 0 for control packets.

Hop Count (1 octet)

The Hop Count field carries the maxi mum nunber of routers an
SDRP dat a packet may traverse. It is decrenented by 1 as an
SDRP dat a packet traverses a router which forwards the packet
usi ng SDRP forwarding. Once the Hop Count field reaches the
val ue of 0, the router should discard the data packet and
generate a control packet (see Section 5.2.6). A router that
receives a packet with a Hop Count value of 0 should discard
the data packet, and generate a control packet (see Section
5.2.6).

Source Route Protocol Type (1 octet)
The Source Route Protocol Type fields indicates the type of
informati on that appears in the source route. The value 1 in

this field indicates that the contents of the source route are
as described in this docunent and indicates an Explicit Source
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Route. The value 2 in this field indicates a Route Setup. The
syntax of the source route for this value is identical to a
value of 1, but also has additional semantics which are defined
in other docunents.

Payl oad Protocol Type (1 octet)

The Payl oad Protocol Type field indicates the protocol type of
the payload. |If the payload is an |IP datagram then this field
shoul d contain the val ue 1.

Note that this Payl oad Protocol Type is not the sanme as the IP
protocol type[5,7].

Source Route ldentifier (4 octets)

The BR that originates the SDRP packet should insert a 32 bit
value in this field which will serve as an identifier for the
source route. This value needs to be wunique only in the
context of the originating BR

Target Router (4 octets)

Pr

Pr

Estrin,

This field is neaningful only in control packets.

The Target Router field contains one of the | P addresses of the
router that originated the SDRP packet that triggered the
control packet to be returned.

efix (4 octets)

The Prefix field contains an | P address prefix. Only the
nunber of bits specified in the Prefix Length are significant.
The Prefix field is used to prevent routing | oops when using
BGP or IDRP to route to the next AS in a | oose source route
(see Section 4).

efix Length (1 octet)
The Prefix Length field indicates the length in bits of the IP
address prefix. A length of zero indicates a prefix that
mat ches all | P addresses.
Notification Code (1 octet)
This field is only neaningful in control packets. In

data packets, this field is transnmtted as zero, and
shoul d be ignored on receipt.
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Thi s docunent defines the follow ng values for the
Notification Code
1 - No Route Available
2 - Strict Source Route Failed
3 - Transit Policy Violation
4 - Hop Count Exceeded
5 - Probe Conpl eted
6 - Uninpl emrented SDRP version
7 - Uninplenented Source Route Protocol Type
8 - Setup Request Rejected
urce Route Length (1 octet)
The Source Route Length field indicates the length in 32 bit

words of the domain | evel source route carried in the SDRP
Header .

Next Hop Pointer (1 octet)

So

Estrin,

The Next Hop Pointer field indicates the offset of the high-
order byte of the next hop along the route that the packet has
to be forwarded. This offset is relative to the start of the
Source Route field; so if the value of the Next Hop Pointer
field equals the value of the Source Route Length field, then
the entire source route has been conpletely traversed. Al
other source routes are said to be inconpletely traversed.

urce Route (variable)

The conponents of the source route are syntactically IP
addr esses.

An | P address fromnnetwork 128.0.0.0 is used to encode a next

hop that is a domain. The |east significant two octets contain
the DI, which is an Internet Autononous System nunber.
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0 1 2 3
01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| 128 . 0 | D I. |
i I i S e S e i S

An | P address fromthe network 127.0.0.0 is used to encode
characteristics of the source route. The |east significant
three octets are used as a Source Route Change fi el d.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 127 | Sour ce Rout e Change |
el i I e i it T e e e e i i T o S e e S e T R R

Sour ce Route Change (3 octets)
Loose/ Strict Source Route Change (bit 1)

The Loose/ Strict Source Route Change bit reflects a new
val ue of the Loose/Strict Source Route bit in the SDRP
header. The value of the Loose/Strict Source Route
Change bit is copied into the Loose/Strict Source Route
bit in the SDRP header when a Source Route Change field
is encountered in processing an SDRP packet.

The rest of the Source Route Change field is transmtted as
zero, and should be ignored on receipt.

Payl oad (vari abl e)

The Payl oad field carries the datagram origi nated by the end-
systemwi thin the domain that constructed the SDRP packet. The
Payl oad field forms the data portion of the SDRP packet. 1In a
control packet this field may be enpty or may carry the payl oad
header of the packet that triggered the control nessage (see
5.2.5). Note that there is no paddi ng between the Source Route
and t he Payl oad, and that the Payl oad may start at any
arbitrary octet boundary.
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4.

Oiginating SDRP Data packets

Thi s docunent assunes that a router that originates SDRP packets is
preconfigured with a set of SDRP routes. Procedures for constructing
these routes are outside the scope of this docunent. SDRP packet
forwardi ng nmay be deployed initially without additional routing

prot ocol support.

An application on a source host generates packets that nust be
delivered to a given destination. The packet traverses the Internet
by follow ng nornmal hop-by-hop routing information. An internediate
router in the path between the source host and the destination host
may decide to forward some of these packets via SDRP.

VWhen this router receives an | P datagram the router uses the
information in the datagram and the local criteria to determ ne

whet her the datagram should be forwarded al ong a particul ar SDRP
route. Associated with each set of criteriais a set of one or nore
SDRP routes that should be used to route natching packets. The exact
nature of the criteria is a local matter. The only restrictions this
docunent places on the applicability of SDRP routes is that an IP
datagramthat contains a strict source route should not be forwarded
al ong an SDRP route, that SDRP encapsul ati on shoul d never be applied
to an SDRP packet, and that if SDRP is used with inter-domain routes,
the destination domain nust al so run SDRP.

If the router decides to forward a datagram al ong a particul ar SDRP
route, the router constructs the SDRP packet by placing the origina
datagraminto the Payload field of the SDRP packet and constructing
the SDRP header based on the selected SDRP route. The Next Hop
pointer is set to O (the first entry in the Source Route field of the
SDRP packet). The value of the Time To Live field in the payl oad
header shoul d be copied into the Hop Count field of the SDRP header

Even if we assune that interior routing is loop free, it is possible,
either due to the state of inter-domain routing or due to other SDRP
routers, that a domain |evel source route that does not termnate
with the intended destination domain may | ead a packet into a routing
loop. Oiginating SDRP routers that wish to insure that this does
not occur should include a final domain |evel hop of the
destination’s domain, i.e. specify the SDRP route as <DI'1, D2, D 3>
instead of <DI1, DI2> if the destination host is in domain DI 3. The
means for determining the DI of the destination domain is outside of
the scope of this docunent.

Simlarly, when using SDRP for interior routing, it is possible that
the source route does not coincide with I1GP routing. |In this case,
one neans of preventing a loop is to specify the last hop router’'s IP
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address as the |l ast address within the source route. The
encapsul ating router can do this by specifying the source route to
reach destination host IP3 as <IP1, IP2, |IP3> instead of <IP1, |P2>

The source address field in the delivery header should contain an IP
address of the router. The value of the Don't Fragnent flag of the
delivery header is copied fromthe Don't Fragnent flag of the payl oad
header. The value of the Type O Service field in the delivery
header is copied fromthe Type O Service field in the payl oad
header. |f the payl oad header contains an |IP security option, that
option is replicated as an option in the delivery header. Al other

I P options in the payl oad header mnust be ignored.

If the SDRP route that is used is |learned fromI|IDRP, then the TCS
corresponding to this route is copied into the TGS field in the
del i very header.

The resulting SDRP packet is then forwarded as described in Section
5.2.2.

If the encapsul ating router decides to forward a datagram al ong a
particular SDRP route that has an MIU smaller than the length of the
datagram then if the payl oad header has the Don’t Fragnent flag set
to 1, the router should generate an | CMP Destination Unreachabl e
message with a code neaning "fragnentati on needed and DF set" in
accordance with [6]. The |ICMP nessage nmust be sent to the origina
source host. The router should then discard the original datagram

If a router has | earned an MIU for a particular SDRP route, either
via | CVWP nessages or via configuration information, and it determ nes
that an SDRP packet mnust be fragnented before transm ssion, then it
first calculates the the effective MU seen by the payl oad packet.

If the effective MIU is greater than or equal to 512 bytes, the
router SHOULD first fragnent the payl oad packet using normal I|P
fragnmentation. SDRP packets are then constructed for each fragnent,
as describe above. Oherwi se, the router should first formthe SDRP
packet, and then fragnment it.

A router may use locally originated SDRP packets to verify the
feasibility of its SDRP routes. To do this the router sets the val ue
of the Probe Indicator field in the SDRP packet to 1. Receipt of an
SDRP control packet by the originating router with the "Probe

Conpl eted” Notification Code (see Section 7.1) indicates feasibility
of the SDRP route. Persistent |ack of SDRP control packets with the
"Probe Conpl eted” Notification Code should be used as an indication
that the associated SDRP route is not feasible.
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5. Processing SDRP packets

We say that a router receives an SDRP packet if the destination
address field in the delivery header of the packet arriving at the
router contains one of the I P addresses of the router

When a router receives an SDRP packet, the router extracts the Source
Route Protocol field fromthe SDRP header.

5.1 Supporting Transit Policies

A router may be able to verify that a packet that it is given to
forward does not violate any of the transit policies that nay exi st,
of the domain to which the router belongs. Specific verification
mechani snms are a matter that is local to the router and are outside
the scope of this docunent.

The restriction on the verification nmechanisns is that they may take
into account only the contents of the SDRP header, the payl oad
header, and transport protocol header of the payl oad packet.

Wth SDRP a domain nmay enforce its transit policies by applying
filters based on the information present in the |IP Header. For
exanple a router may initially carefully filter all SDRP traffic from
all possible sources. Afilter that allows certain SDRP traffic from
sel ected sources to pass through the router could then be installed
dynamically to pass simlar types of traffic. Thus, by caching
appropriate filtering information, a transit domain can efficiently
support transit policies. Oher nechanisns for supporting transit
policy and inplementation techniques are not precluded by this
docunent .

If the router detects that the SDRP packet violates a domain’s
transit policy it sends back an SDRP control packet to the
encapsul ati ng router and di scards the violating packet.
SDRP control packets are not subject to transit policies.
If a router does not discard an SDRP packet due to a transit policy
violation, then the router attenpts to forward it as specified in
Section 5. 2.

5.2 Forwardi ng SDRP packets
Procedures for forwarding of an SDRP packet depend on

a) whether the router has the routing infornation needed to
forward the packet;
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b) whether the SDRP route has been conpletely traversed;
c) whether the SDRP route is strict or |oose, and
d) whether the packet is a data or control packet.

When forwardi ng an SDRP packet (either data or control) a router
should not nodify the following fields in the delivery header

a) Source Address
b) Don’'t Fragment flag

If the Source Route Protocol Type of a packet indicates a Route Setup
and the router does not or cannot support setup, the router MAY send
the encapsul ating router a control packet with a Notification Code of
Setup Request Rejected. It MAY then nodify the data packet so that
the Source Route Protocol Type is Explicit Source Route and the Probe
Indicator bit is 0, then forwards the packet as described below. The
router MAY send notification of a failed setup request only
periodically. Alternately, a router MAY silently drop the Route
Set up packet .

5.2.1 Forwardi ng al gorithm pseudo-code

The foll owi ng pseudo-code gives an overvi ew of the SDRP forwardi ng
algorithm Please consult the text below for nore details.

Let LOCAL_DI be the DI of the domain of the |local system |Iet
NEXT_HOP be the next hop in the source route if the source route has
not been conpletely traversed, let NEXT DI be the DI portion of

NEXT HOP if NEXT_HOP is fromnetwork 128.0.0.0, and | et NEXT_ROUTER
be the | P address of the next router if the packet is to be forwarded
using SDRP. W say that NEXT_DI is adjacent if the local domain is
adj acent to the domain that has NEXT_DI as its DI, and we say that
NEXT_ROUTER is adjacent if it represents an | P address of a router
that shares a link with the current router. Normal |P forwarding
refers to forwarding that can be acconplished using FIBs constructed
via BGP, |IDRP or one or nore |GPs.

The pseudo code requires sending control nessages in a number of

pl aces. Al such control messages nmust be sent to the encapsul ating
router, which is indicated in the source address of the delivery
header. Note too that all internmediate SDRP routers that process an
SDRP packet nust ensure that the source address of the delivery
header is left untouched, since this source address is the address of
the encapsul ating router to which any control messages nust be sent.
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if the packet is a control packet begin
if the Target Router equals an address assigned to the
| ocal router begin
renove the delivery header
process information carried in the control packet
return
end if
if the packet can be forwarded using normal | P forwarding begin
set Next Hop Pointer to Source Route Length
forward the packet using normal |P forwarding
return
end if
end if

if the version field is not 1 begin
if the packet is a data packet begin
generate a control packet with "Uninpl enented SDRP version”
end if
di scard the packet
return
end if

if the source route protocol type is not 1 begin
if the packet is a data packet begin
generate a control packet with "Uninpl emrented source route
prot ocol type"
end if
di scard the packet
return
end if

if the Hop Count field is greater than O begin
decrenent the Hop Count field
end if
if the Hop Count field is O begin
if the packet is a data packet begin
generate a control packet with "Hop Count Exceeded”
end if
di scard the packet
return
end if

if the packet is a data packet begin
if the packet violates transit policy begin
generate a control packet with "Transit Policy Violation"
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di scard the data packet
return
end if
end if

set node to NONE
set advanced to FALSE
if Next Hop Ptr does not equal Source Route Length begin
set NEXT_HOP to the next hop in the source route
whi | e node equal s NONE begin
if NEXT_HOP is fromnetwork 127.0.0.0 begin
set the Loose/Strict Source Route bit equal to
the Loose/ Strict Source Route Change bit
else if NEXT_HOP is fromnetwork 128.0.0.0 begin
set NEXT_DI to the |least significant two octets of NEXT_HOP
if NEXT_DI is not equal to LOCAL_DI begin
set node to DOMAIN
end if
el se if NEXT_HOP does not equal an address assigned to the
| ocal router begin
set node to LOCAL
end if
i f node equal s NONE begin
set advanced to TRUE
increment the Next Hop Pointer field
i f Next Hop Pointer equals Source Route Length begin
set node to COVPLETE
el se
set NEXT_HOP to the next hop in the source route
end if
end if
end while
end if

i f node equal s DOVAI N begin
set route to NONE
if the source route is | oose begin
if not advanced begin
find the route, if any, based on Prefix and Prefix Length
if the route is an aggregate fornmed at the |local router begin
set route to NONE
end if
end if
if route equal s NONE begin
select a BGP or IDRP route, if any, with a path that includes
NEXT DI and is not an aggregate forned at the |ocal router
if route equal s NONE begin
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if the packet is a data packet begin
generate a control packet with "No Route Avail abl e"

end if
di scard the packet
return
end if
copy the NLRI fromthe route to the Prefix and Prefix Length
end if

if the route is an IDRP route begin
set appropriate TGOS in delivery header

end if
set NEXT_ROUTER fromthe route
el se

set NEXT_ROUTER fromthe routing information for NEXT_DI
using the D-FIB
if route equal s NONE begin
if the packet is a data packet begin
generate a control packet with "No Route Avail abl e"
end if
di scard the packet
return
end if
if NEXT_DI is not adjacent begin
if the packet is a data packet begin
generate a control packet with "Strict Source Route Fail ed"
end if
di scard the packet
return
end if
end if
end if
end if

i f node equal s LOCAL begin
set NEXT_ROUTER equal to NEXT_HOP
if the source route is strict and NEXT_ROUTER i s not
adj acent begin
if the packet is a data packet begin
generate a control packet with "Strict Source Route Fail ed"
end if
di scard the packet
return
end if
end if

i f node equal s LOCAL or node equal s DOVAI N begin
set the destination address of the delivery header equa
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to NEXT_ROUTER
checksum t he delivery header
route packet to NEXT_ROUTER using normal 1P forwarding
return
end if

if the packet is a control packet begin
di scard the packet
end if
renove the delivery header and the SDRP Header
if there is no normal IP route to the payl oad destination begin
generate a control packet with "No Route Avail abl e"
di scard the data packet
return
end if
forward the payl oad using normal | P forwarding
if the probe bit is set begin
generate a control packet with "Probe Conpleted"
end if

5.2.2 Handling an SDRP control packet.

An SDRP control packet is indicated by 0 in the Data packet/Contro
packet bit in the Flags field in the SDRP Header

If the Target Router field of the received SDRP packet contains an IP
address that is assigned to the router that received this SDRP
packet, then the router should use the information carried in the
Notification Code field, the Source Route lIdentifier field and the
information carried in the Payload field to update the status of its
SDRP routes. Details of such procedures are described in Section 7.

O herwi se, the router checks whether it can forward the packet to the
router specified in the Target Router field by using the routing
information present in its local FIB. If forwarding is possible then
the | ocal systemsets the destination address of the delivery header
to the address specified in the Target Router field, and hands the
packet off for normal IP forwarding. |If normal IP forwarding is

i mpossi bl e then the packet may be forwarded in the same manner as an
SDRP dat a packet (described below) but with the follow ng exceptions.

- Control packets are not subject to transit policies.

- In no case should a control packet be generated in response to
an error caused by a control packet.

- If the source route is conpletely traversed and the packet stil
cannot be forwarded via normal |P routing, the packet should be
silently dropped.
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5.2.3 Handling an SDRP data packet.

An SDRP data packet is indicated by a one in the Data packet/Control
packet bit in the Flags field in the SDRP Header

An SDRP data packet is forwarded by sending the packet al ong the
source route in the SDRP Header. When the source route is conpletely
traversed and the packet has reached the destination donmain, the

payl oad may be renoved fromthe data packet and forwarded normally.
Further details are described bel ow.

5.2.4 Checking the SDRP version nunber

An SDRP packet that has a version nunber other than 1 should be

di scarded. |If the SDRP packet was a data packet, then a contro
packet with the Notification Code "Uninplenented SDRP version" should
be generated as specified in section 6

5.2.5 Checking the Source Route Protocol Type

Thi s docunent describes Source Route Protocol Type 1. An SDRP router
may support nultiple Source Route Protocol Types; however an SDRP
router is NOT required to support all defined Source Route Types.

Any packet that has a Source Route Protocol Type which is not
supported should be discarded. |If the SDRP packet was a data packet,
then a control packet with the Notification Code "Uninpl ement ed
Source Route Protocol Type" should be generated as specified in
section 6.

5.2.6 Decrenenting and checki ng Hop Count

If an SDRP packet is to be forwarded and the Hop Count field is non-
zero, the Hop Count field should be decremented. |If the resulting
value is zero and the packet was a data packet, then a control packet
with the Notification Code "Hop Count Exceeded" should be generated
and sent to the encapsulating router as specified in section 6, and

t he packet should be discarded. If the resulting value is zero and
the packet was a control packet, the packet should be discarded. The
payl oad of the control packet should carry the payl oad header
followed by 64 bits of the payl oad data of the data packet.

5.2.7 Upholding transit policies

It is not a goal of SDRP to create a security routing system
Therefore, we need to qualify our use of the term "upholding transit
policy". It is assuned that transit policies have the nature of a
"gentl eperson’s agreenment", and are upheld by all the participants.
In other words, it is assunmed that there will be no nalicious
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attenpts to violate transit policies and that parties will rely on
auditing and post facto detection of violations. Wien a security
architecture is devel oped for IP or other network protocols then it
may be applied to increase the assurance of transit policy
enforcenment. These issues are beyond the scope of this docunent.

A router may exam ne any data packet to verify if it conplies with

|l ocal transit policies, as described in section 5.1. |If the
verification fails, the router generates a control packet. |If the
verification referred to only the contents of the SDRP header, then
the payload field of the control packet should be empty. If the
verification referred to both the contents of the SDRP header and the
payl oad header, then the payload field of the control packet should
carry the payload header. |If the verification referred to the
transport protocol header, then the payload field of the contro
packet should carry the payl oad header and the transport header

The Notification Code field of the SDRP header in the control packet
is set to Transit Policy Violation. The procedures for constructing
the rest of the SDRP Header of the control packet are specified in
Section 6.

5.2.8 Partially traversed source routes

If a router receives an SDRP packet with a partially traversed source
route, it extracts the next hop of the source route fromthe Source
Route field. The router |ocates the high-order byte of the
appropriate hop by using the Next Hop Pointer field as a 32 bit word
offset relative to the start of the Source Route field. The next hop
is always four octets long. The followi ng procedure is used to
interpret the next hop

Syntactically, each elenent in the source route appears as an I P
address. There are three encodings for the next hop

a) The next hop is an address in network 127.0.0.0. In this case,
the Loose/ Strict Source Route field is set equal to the Loose/ Strict
Source Route Change bit. Then the Next Hop Pointer is incremented,
the next hop is read fromthe Source Route field, and these three
cases are exam ned again.

b) The next hop is an address in network 128.0.0.0. |In this case,
the DI of the next domain is extracted fromthe | east significant two
octets of the next hop. |If the extracted DI is the same as the D of

the | ocal domain, then the Next Hop Pointer is increnented, the next
hop is read fromthe Source Route field, and these three cases are
exam ned again. Oherwise, if the extracted DI is different fromthe
DI of the local domain, the next hop is the extracted DI, and the
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forwardi ng process nmay proceed.

c) The next hop is any other IP address. [If the next hop is equal to
any | P address assigned to the local router, the Next Hop Pointer is
incremented, the next hop is read fromthe Source Route field, and
these three cases exam ned again. Oherw se, the next hop is the IP
address of the next router in the source route and the forwarding
process may proceed.

The above procedure for interpreting the next hop in the source route
fini shes when the next hop is either a router other than the | oca
router or an encoded DI that is not the local D or a conpleted
source route.

If upon term nation of this procedure the source route is conpletely
traversed, see section 5.2.9.

5.2.8.1 Finding a route to the next hop

If the next hop is not a DI, then the destination address in the
delivery header is replaced by the next hop address and the resulting
packet can then be forwarded using normal |IP forwarding. O herw se,
a DI was extracted fromthe next hop in the source route, and the
followi ng procedure is used to find a route to the next donain.

G ven the DI of the next domain, the router next consults its D-FIB
If no entry exists in the DFIB for the next domain, then the packet
shoul d be discarded. |If the packet was a data packet, a contro
message with Notification Code "No Route Avail able" should be
generated as specified in Section 6. No other actions are necessary.

If there is a DFIB entry, the router next exam nes the SDRP header
to determine if the packet specified a strict source route. If so,
and the next dommin is not adjacent to the |ocal donmain, then a
control packet with the Notification Code "Strict Source Route
Fai | ed" should be generated, as specified in section 6, and the
ori gi nal packet should be discarded. No other actions are necessary.

If source route is |oose, then BGP or IDRP information nust be used
to insure that there is no loop in reaching the next hop. |If the
Next Hop Pointer was increnented when determining the next hop, then
the router nust select a BGP or IDRP route with a path that includes
the extracted DI, and the NLRI for this route is copied into the
Prefix Length and Prefix fields.

O herwi se, the Next Hop Pointer was not increnented, and the router

shoul d use the information carried in the Prefix and Prefix Length as
an index into its BGP or IDRP routing table. If it finds a matching
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route then it nust select the corresponding D-FIB entry. If the
route was formed | ocally by aggregation, then the router nust consult
its DFIB and select any route with a path that includes the
extracted DI. The NLRI for this route should be copied into the
Prefix Length and Prefix fields.

In either case, the D-FIB entry includes the | P address of the next
SDRP- speaki ng router to which the SDRP packet should be routed. The
destination address in the delivery header is replaced by this
address. The resulting packet can then be forwarded using normal IP
f orwar di ng.

5.2.8.2 Last Hop Optim zation

A small optimzation can be perforned if there is only a single D or
I P address in the source route that has not been traversed.

In this case, if the next hop in the SDRP route is a DI, that D is
adj acent to the router processing this packet, the route has a route
to the destination address in the payload header in its FIB, and this
FI B route passes through the adjacent domain, then the source route
may be considered conpletely traversed and processing nmay proceed as
in section 5.2.09.

If the next hop in the SDRP route is an |IP address, that |P address
is adjacent to the router processing this packet, the router has a
route to the destination address in the payload header in its FIB
and this FIB route passes through the adjacent |IP address, then the
source route nmay be considered conpletely traversed and processing
may proceed as in section 5.2.9.

Since the last hop optinization may only be done if the last hop is

directly adjacent, and reachable, it is irrel evant whether the SDRP

route specifies that this is a strict source route or a | oose source
route hop.

5.2.9 Completely Traversed source routes

If the SDRP packet received by a router with a conpletely-traversed
source route is a control packet and if the Target Router field
carries an | P address assigned to the router, then the packet should
be processed as specified in Section 7. Qherwise, if the SDRP
packet is a control packet, and the packet cannot be forwarded via
either SDRP or normal |P forwarding, the packet should be silently
dr opped.

The Hop Count field has al ready been decrenented when processing the
SDRP header. The Hop Count field should now be copied fromthe SDRP
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header into the IP TTL field in the payl oad header. The resulting
payl oad packet is then forwarded using normal IP forwarding. |If
there is no FIB entry for the destination, then the packet should be
di scarded and a control nessage with Notification Code "No Route
Avai |l abl e" shoul d be generated as specified in Section 6. |f the
packet can be forwarded and if the Probe Indication bit is set to one
in the SDRP header, then a control message with Notification Code
"Probe Conpl eted" should be generated as specified in section 6. If a
control packet is generated, then it nust be sent to the

encapsul ating router. The payload of the control packet should carry
the first 64 bits of the SDRP header and the payl oad header

6. Oiginating SDRP control packets

A router sends a control packet in response to either error
conditions, or to successful conpletion of a probe request (indicated
via Probe Indication in the Flags field).

The Data Packet/Control Packet field is set to indicate Contro
Packet. The following fields are copied fromthe SDRP header of the
Dat a packet that caused the generation of the Control packet:

- Loose/ Strict Source Route
- Source Route Protocol Type
- Source Route ldentifier

- Source Route Length field
- Payl oad Protocol Type

A Control packet should not carry a Probe Indication field.

A router should never originate a Control packet as the result of an
error caused by a control packet.

The Target Router is copied fromthe source |IP address of the
delivery header of the SDRP Data packet. This causes the contro
packet to be returned to the encapsul ating router

The router generating a control packet checks its FIB for a route to
the destination depicted by the Target Router field. |If such a route
is present, then the value of the Destination Address field in the
delivery header is set to the Target Router, the Source Address field
in the delivery header is set to the | P address of one of the
interfaces attached to the local system and the packet is forwarded
via normal | P forwarding.

If the FIB does not have a route to the destination depicted by the

Target Router field, the | ocal systemconstructs the Source Route
field of the Control packet by reversing the SDRP route carried in
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the Source Route field of the Data packet, sets the value of the Next
Hop Pointer to the value of the Source Route Length field mnus the
val ue of the Next Hop Pointer field of the SDRP data packet that
caused generation of the Control Packet. All Loose/Strict Source
Rout e change bits in the new source route should be set to 0 (loose
source route).

The contents of the Payl oad field depends on the reason for
generating a control packet.

The resulting packet is then handl ed via SDRP Forwardi ng procedures
described in Section 5. 2.

7. Processing control information

A router participating in SDRP may receive control information in two
forns, SDRP control packets fromother routers and | CVMP nessages from
routers that do not participate in SDRP, but are involved in

f orwar di ng SDRP packets.

7.1 Processing SDRP control packets

Most control packets carry informati on about sone SDRP routes used by
the router. To correlate information carried in the SDRP contro
packet with the SDRP routes used by the router, the router uses
information carried in the SDRP header of the control packet, and
optionally in the SDRP payl oad of the control packet (if present).

In general, receipt of any SDRP control packet that carries one of
the follow ng Notification codes

- No Route Avail abl e

- Strict Source Route Failed

- Uni npl enent ed SDRP Ver si on

- Uni npl ement ed Source Route Probe Type
i ndicates that the corresponding SDRP route is presently not
feasi ble, and thus should not be used for packet forwarding. The
router nust mark the affected routes as not feasible, and nmay use
alternate routes if avail able.
The router may at some |later point attenpt to use an SDRP route that
was nmarked as infeasible. The criteria used for retrying routes is

outside the scope of this docunent and a subject of further study.
It need not be standardi zes and can be a matter of |ocal control
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Recei pt of an SDRP control packet that carries "Probe Conpl eted"
Notification code indicates that the corresponding SDRP route is
f easi bl e.

Recei pt of an SDRP control packet that carries the "Transit Policy
Violation" Notification Code shall be interpreted as foll ows:

- If the control packet carries no payl oad data then the
corresponding SDRP route violates transit policy regardl ess of
the content of the payl oad packet carried along that route.

- If the control packet carries only the payl oad header, then
the corresponding SDRP route violates transit policy due to
the content of the payl oad header

- If the control packet carries the payl oad header and the
transport header, then the corresponding SDRP route viol ates
transit policy for the particul ar conbination of payload and
transport header contents.

If a router receives an SDRP control packet that carries "Hop Count
Exceeded" Notification Code, the router should use the information in
the payl oad of the Control packet to construct an |ICVP Ti nme Exceeded
Message with code "tine to |live exceeded in transit” and send the
message to the host indicated by the source address in the Payl oad
Header .

7.2 Processing | CMP nessages

To correlate information carried in the | CMP nessages with the SDRP
routes used by the router, the router uses the portion of the SDRP
datagramreturned by ICMP. This must contain the Source Route
Identifier of the SDRP route used by the router

| CMP Destination Unreachabl e nessages with a code neani ng
"fragnentati on needed and DF set" should be used for SDRP MIU
di scovery as described in Section 9

Al'l other |ICMP Unreachabl e nessages indicate that the associated
route is not feasible.

8. Constructing D FIBs.

A BR constructs its DFIB as a result of participating in either BGP
or IDRP. A BR nust advertise a route to destinations within its
domain to all of its external peers (BRs in adjacent domains), via
BGP or IDRP. In BGP and IDRP, a BR nust advertise a route to
destinations within its domain to all of its external peers (BRs in
adj acent domai ns).
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10.

If a BRreceives a route to an adjacent domain froma BR in that
domai n and selects that route as part of its BGP or | DRP Decision
Process, then it nust propagate this route (via BGP or IDRP) to all
other BRs within its domain. A BR nay al so propagate such a route if
it depicts an autononbus system other than the adjacent donain.

Since AS nunbers are encoded as network nunbers in network 128.0.0.0,
it is possible to also advertise a route to a domain in BGP or |DRP

SDRP MrU Di scovery

To participate in Path MU Di scovery ([6]) a router nmay naintain
i nformati on about the maxi mum | ength of the payl oad packet that can
be carried without fragnentation along a particular SDRP route.

SDRP provides two conplinentary techniques to support MIU Di scovery.

The first one is passive and is based on the receipt of the | CW
Destinati on Unreachabl e nessages (as described in Section 7.2). By
combi ning information provided in the | CMP nessage with | oca

i nformati on about the SDRP route the |ocal system can deternine the
| ength of a payl oad packet that would require fragnmentation

The second one is active and enploys the Probe Indicator bit. |[If an
SDRP dat a packet that carries the Probe Indicator bit in the SDRP
header and Don’t Fragnent flag in the delivery header triggers the

|l ast router on the SDRP route to return an SDRP Control packet (with
the Notification Code "Probe Conpleted'), then the infornmation
carried in the payl oad header of the control packet can be used to
determne the | ength of the payl oad packet that went through the SDRP
route without fragmentation
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Security Considerations

Security issues are not discussed in this nmeno.
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