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Renunberi ng Needs Work

Status of this Meno
This menmo provides information for the Internet conmmunity. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlimted.

Abst r act
Renunbering, i.e., changes in the |IP addressing information of
various network conponents, is likely to becone nore and nore
wi despread and common. The Internet Architecture Board (1AB) woul d
like to stress the need to devel op and depl oy sol utions that would
facilitate such changes
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1. Motivation

Hosts in an IP network are identified by | P addresses, and the IP
address prefixes of subnets are advertised by routing protocols. A
change in such I P addressing information associated with a host or
subnet is known as "renunbering".

Renunbering may occur for a variety of reasons. For exanple, noving
an | P host fromone subnet to another requires changing the host's IP
address. Physically splitting a subnet due to traffic overl oad may
al so require renunbering. A third exanpl e where renunbering may
happen i s when an organi zati on changes its addressing plan. Such
changes inply changing not only hosts’ addresses, but subnet nunbers
as well. These are just three exanples that illustrate possible
scenari os where renunbering could occur
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Increasingly, renunbering will be needed for organizations that
require Internet-wide I P connectivity, but do not thenselves provide
a sufficient degree of address information aggregation. Unless and
until viable alternatives are devel oped, extended depl oynent of
Classless Inter-Domain Routing (CIDR) is vital to keep the Internet
routing systemalive and to maintain continuous uninterrupted growh
of the Internet. Wth current I P technology, this requires such
organi zations to use addresses belonging to a single | arge bl ock of
address space, allocated to their current service provider which acts
as an aggregator for these addresses. To contain the growh of
routing i nformati on, whenever such an organi zati on changes to a new
service provider, the organization' s addresses will have to change.
Qccasional ly, service providers thensel ves may have to change to a
new and | arger block of address space. In either of these cases, to
contain the growmh of routing information, the organizations
concerned woul d need to renunber their subnet(s) and host(s). If the
organi zati on does not renunber, then sone of the potential
consequences may include (a) linmted (less than Internet-wide) IP
connectivity, or (b) extra cost to offset the overhead associ ated
with the organi zation’s routing information that Internet Service
Provi ders have to nmaintain, or both.

Currently, renunbering is usually a costly, tedious and error-prone
process. It normally requires the services of experts in the area
and consi derabl e advance planning. Tools to facilitate renunbering
are few, not w dely available, and not w dely depl oyed. Wile a
variety of ad hoc approaches to renunbering have been devel oped and
used, the overall situation is far fromsatisfactory. There is
little or no docunentation that describes renunbering procedures.
Whi | e renunbering occurs in various parts of the Internet, there is
little or no docunented experience sharing

2. DNS versus | P Addresses

Wthin the Internet architecture an individual host can be identified
by the | P address(es) assigned to the network interface(s) on that
host. The Donain Name System (DNS) provi des a convenient way to
associate legible nanmes with | P addresses. The DNS nane space is

i ndependent of the |IP address space. DNS names are usually related
to the ownership and function of the hosts, not to the nechani sns of
addressing and routing. A change in DNS nane may be a sign of a rea
change in function or ownership, whereas a change in |IP address is a
purely technical event.

Expressing information in terns of Domain Nanes all ows one to defer
bi ndi ng between a particular network entity and its |IP address unti
run time. Domain Nanmes for enterprises, and Fully Qualified Domain
Nanes (FQ@Ns, see RFC 1594) for servers and nany user systens, are
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expected to be fairly long-lived, and nore stable than | P addresses.
Deferring the binding avoids the risk of changed mappi ng between | P
addresses and specific network entities (due to changi ng addressing
information). Mreover, reliance on FQDNs (rather than | P addresses)
al so localizes to the DNS the changes needed to deal with changing
addressing i nformati on due to renunbering.

In sone cases, both the addresses and FQDNs of desk top or portable
systens are allocated dynamcally. It is only a highly responsive
dynanmi ¢ DNS update nechanismthat can cope with this.

3. Recommendati ons

To make renunbering nore feasible, the | AB strongly reconmends that
all designs and inplenentations should mninse the cases in which IP
addresses are stored in non-volatile storage mai ntai ned by hunmans,
such as configuration files. Configuration information used by
TCP/ 1 P protocol s should be expressed, whenever possible, in terns of
Fully Qualified Domain Names, rather than |P addresses. Hardcoding IP
addresses into applications should be deprecated. Files containing
lists of name to address nmappings, other than that used as part of
DNS configuration, should be deprecated, and avoi ded wherever
possi bl e.

There are tinmes when | egacy applications which require configuration
files with | P addresses rather than Domai n Nanes cannot be upgraded
to neet these recomendations. In those cases, it is recomended that
the configuration files be generated automatically fromanother file
whi ch uses Domain Nanes, with the substitution of addresses being
done by | ookup in the DNS

Use of licensing technology that is based upon the |IP address of a
host system makes renunbering quite difficult. Therefore, the use of
such technol ogy shoul d be strongly di scouraged.

The devel opnent and depl oynent of a toolkit to facilitate and

aut omat e host renunbering is essential. The Dynam c Host
Configuration Protocol (DHCP) is clearly an essential part of such a
toolkit. The IAB strongly encourages inplementation and w de-scal e
depl oynent of DHCP. Dynanic router discovery (RFC 1256) and service
|l ocation (work in progress in the IETF) also belong in this toolkit.
Support for dynamic update capabilities to the Donmai n Name System
(DNS) that could be done with sufficient authentication would further
facilitate host renunbering. The | AB strongly encourages progression
of work in this area towards standardi zation within the I ETF, with
the goal of integrating DHCP and dynam ¢ update capabilities to
provide truly autoconfigurable TCP/IP hosts.
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The |1 AB strongly encourages sharing of experience with renunbering
and docurenting this sharing within the Internet community. The |AB
suggests that the I ETF (and specifically its Operational Requirenents
Area) may be the nobst appropriate place to devel op such
docunentation. The | AB wel cones the creation of the PIER (Procedures
for Internet and Enterprise Renunbering) working group

4. Security Considerations

Renunbering is believed to be conpatible with the Internet security
architecture, as long as addresses do not change during the lifetine
of a security association.
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