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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

1. Abstract

This meno defines an extension to the SMIP servi ce whereby an SMIP
client and server may interact to give the server an opportunity to
decline to accept a message (perhaps tenporarily) based on the
client’s estimate of the nessage size.

2. Introduction

The M ME extensions to the Internet message protocol provide for the
transm ssi on of many kinds of data which were previously unsupported
inlInternet mail. One expected result of the use of MM is that
SMIP wi || be expected to carry a nuch wi der range of nessage sizes
than was previously the case. This has an inpact on the amount of
resources (e.g. disk space) required by a systemacting as a server

This menmo uses the nechanismdefined in [5] to define extensions to
the SMIP service whereby a client ("sender-SMIP") nay decl are the
size of a particular nessage to a server ("receiver-SMIP"), after
which the server may indicate to the client that it is or is not
willing to accept the nmessage based on the decl ared nmessage size and
whereby a server ("receiver-SMIP") may decl are the maxi num nmessage
size it iswilling to accept to a client ("sender-SMIP").
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3.

Framework for the Size Declaration Extension
The foll owi ng service extension is therefore defined:

(1) the nane of the SMIP service extension is "Message Size
Decl aration";

(2) the EHLO keyword val ue associated with this extension is "SI ZE";

(3) one optional parameter is allowed with this EHLO keyword val ue, a
deci mal nunber indicating the fixed maxi num nmessage size in bytes
that the server will accept. The syntax of the paraneter is as
follows, using the augnmented BNF notation of [2]:

Size-param::= [1*DIG T]

A paraneter value of 0 (zero) indicates that no fixed maxi nrum
message size is in force. |If the paraneter is omitted no
informati on i s conveyed about the server’s fixed nmaxi mum nessage
si ze;

(4) one optional paraneter using the keyword "SI ZE" is added to the
MAI L FROM command. The val ue associated with this paraneter is a
deci mal nunber indicating the size of the nessage that is to be
transmtted. The syntax of the value is as follows, using the
augment ed BNF notation of [2]:

size-value ::= 1*20DIG T

(5) the maximumlength of a MAIL FROM comand |ine is increased by 26
characters by the possible addition of the SIZE keyword and
val ue;

(6) no additional SMIP verbs are defined by this extension

The renmai nder of this neno specifies how support for the extension
af fects the behavior of an SMIP client and server.

The Message Size Declaration service extension

An SMIP server may have a fixed upper limt on nessage size. Any
attenpt by a client to transfer a nmessage which is larger than this
fixed upper limt will fail. |In addition, a server normally has
limted space with which to store incom ng nessages. Transfer of a
message may therefore also fail due to a | ack of storage space, but
m ght succeed at a later tine.
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A client using the unextended SMIP protocol defined in [1], can only
be informed of such failures after transmitting the entire nessage to
the server (which discards the transferred message). |f, however,
both client and server support the Message Size Decl aration service
ext ensi on, such conditions may be detected before any transfer is

att enpt ed.

An SMIP client wishing to relay a | arge content may issue the EHLO
command to start an SMIP session, to determine if the server supports
any of several service extensions. |If the server responds with code
250 to the EHLO command, and the response includes the EHLO keyword
val ue Sl ZE, then the Message Size Declaration extension is supported.

If a nunmeric paraneter follows the SIZE keyword val ue of the EHLO
response, it indicates the size of the | argest message that the
server is willing to accept. Any attenpt by a client to transfer a
message which is larger than this limt will be rejected with a
permanent failure (552) reply code.

A server that supports the Message Size Declaration extension wll
accept the extended version of the MAIL command descri bed bel ow.

When supported by the server, a client may use the extended MAIL
command (instead of the MAIL command as defined in [1]) to declare an
estimate of the size of a nessage it wishes to transfer. The server
may then return an appropriate error code if it determ nes that an
attenpt to transfer a nessage of that size would fail.

5. Definitions

The nessage size is defined as the nunber of octets, including CRLF
pairs, but not the SMIP DATA conmand’ s termninating dot or doubl ed
quoting dots, to be transnmitted by the SMIP client after receiving
reply code 354 to the DATA command.

The fixed maxi mum nessage size is defined as the nmessage size of the
| argest nmessage that a server is ever willing to accept. An attenpt
to transfer any nessage |arger than the fixed maxi num nessage size
will always fail. The fixed nmaxi mum nessage size nmay be an

i npl ementation artifact of the SMIP server, or it may be chosen by
the admi nistrator of the server

The decl ared nessage size is defined as a client’'s estimate of the
message size for a particular nmessage.
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6

The extended MAIL command

The extended MAIL command is issued by a client when it wi shes to
informa server of the size of the nessage to be sent. The extended
MAIL comand is identical to the MAIL command as defined in [1],
except that a Sl ZE paraneter appears after the address.

The conplete syntax of this extended command is defined in [5]. The
esnt p-keyword is "SI ZE'" and the syntax for esntp-value is given by
the syntax for size-val ue shown above.

The val ue associated with the SIZE paraneter is a deci nal
representation of the declared nessage size in octets. This nunber
shoul d i nclude the nessage header, body, and the CR-LF sequences
between lines, but not the SMIP DATA comrand’s term nating dot or
doubl ed quoting dots. Only one SIZE paraneter may be specified in a
single MAIL conmand.

Ideally, the declared nessage size is equal to the true nmessage size.
However, since exact conputation of the nessage size may be

i nfeasabl e, the client may use a heuristically-derived estimte.

Such heuristics should be chosen so that the decl ared nessage size is
usual ly larger than the actual nessage size. (This has the effect of
maki ng the counting or non-counting of SMIP DATA dots |argely an
academi ¢ point.)

NOTE: Servers MJST NOT use the SIZE parameter to determ ne end of
content in the DATA command.

6.1 Server action on receipt of the extended MAIL comand

Upon recei pt of an extended MAIL command contai ning a Sl ZE paraneter,
a server should determ ne whet her the decl ared nessage size exceeds
its fixed maxi mum message size. |If the declared nmessage size is
smal l er than the fixed nmaxi mum nessage size, the server nay al so w sh
to determ ne whether sufficient resources are available to buffer a
message of the declared nessage size and to maintain it in stable
storage, until the nessage can be delivered or relayed to each of its
recipients.

A server may respond to the extended MAIL comand with any of the
error codes defined in [1] for the MAIL command. In addition, one of
the followi ng error codes nmay be returned:

(1) If the server currently lacks sufficient resources to accept a
message of the indicated size, but may be able to accept the
message at a later tinme, it responds with code "452 insufficient
system st or age".
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(2) If the indicated size is larger than the server’s fixed maxi mum
message size, the server responds with code "552 nessage size
exceeds fixed nmaxi m um nessage size"

A server is permtted, but not required, to accept a nessage which
is, in fact, larger than declared in the extended MAIL command, such
as mght occur if the client enployed a size-estimation heuristic
whi ch was inaccurate.

6.2 Client action on receiving response to extended MAIL conmand

The client, upon receiving the server’s response to the extended MAIL
command, acts as foll ows:

(1) If the code "452 insufficient systemstorage" is returned, the
client should next send either a RSET command (if it wi shes to
attenpt to send other nessages) or a QU T command. The client
shoul d then repeat the attenpt to send the nessage to the server
at a later tine.

(2) If the code "552 message exceeds fixed maxi mum nessage size" is
received, the client should i mediately send either a RSET command
(if it wishes to attenpt to send additional nessages), or a QUT
command. The client should then declare the nessage undeliverable
and return appropriate notification to the sender (if a sender
address was present in the MAIL command).

A successful (250) reply code in response to the extended MAIL
command does not constitute an absol ute guarantee that the nessage
transfer will succeed. SMIP clients using the extended MAIL comrand
must still be prepared to handl e both tenporary and pernmanent error
reply codes (including codes 452 and 552), either imediately after

i ssuing the DATA command, or after transfer of the nessage.

6.3 Messages larger than the decl ared size.

Once a server has agreed (via the extended MAIL command) to accept a
message of a particular size, it should not return a 552 reply code
after the transfer phase of the DATA command, unl ess the actual size
of the message transferred is greater than the decl ared nessage size.
A server may al so choose to accept a nessage which is somewhat | arger
than the decl ared nessage si ze.

Aclient is permtted to declare a nessage to be snaller than its
actual size. However, in this case, a successful (250) reply code is
no assurance that the server will accept the nmessage or has
sufficient resources to do so. The server nay reject such a nessage
after its DATA transfer.
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6.4 Per-recipient rejection based on nessage si ze.

A server that inplenents this extension may return a 452 or 552 reply
code in response to a RCPT comand, based on its unwillingness to
accept a nessage of the declared size for a particular recipient.

(1) If a 452 code is returned, the client may requeue the nmessage for
|l ater delivery to the same recipient.

(2) If a 552 code is returned, the client may not requeue the nessage
for later delivery to the sane recipient.

7. Mniml usage

A"mnimal" client may use this extension to sinply conpare its
(perhaps estimated) size of the nessage that it wishes to relay, with
the server’s fixed nmaxi mum nmessage size (fromthe paraneter to the

SI ZE keyword in the EHLO response), to deterni ne whether the server
will ever accept the nessage. Such an inplenentation need not

decl are message sizes via the extended MAIL command. However,
neither will it be able to discover tenporary limts on nessage size
due to server resource limtations, nor per-recipient linmtations on
nmessage size.

A mininmal server that enploys this service extension may sinply use
the SIZE keyword value to informthe client of the size of the

| argest message it will accept, or to informthe client that there is
no fixed limt on nmessage size. Such a server nust accept the
extended MAIL command and return a 552 reply code if the client’s
decl ared size exceeds its fixed size limt (if any), but it need not
detect "tenporary" limtations on nessage size

The nuneric paranmeter to the EHLO SI ZE keyword is optional. |[If the
paraneter is omtted entirely it indicates that the server does not
advertise a fixed maxi num nessage size. A server that returns the
S| ZE keyword with no paraneter in response to the EHLO comrand nay
not issue a positive (250) response to an extended MAIL comand
containing a SIZE specification without first checking to see if
sufficient resources are available to transfer a message of the

decl ared size, and to retain it in stable storage until it can be
rel ayed or delivered to its recipients. |f possible, the server

shoul d actually reserve sufficient storage space to transfer the

nessage
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10.

Exanpl e

The followi ng exanple illustrates the use of size declaration with
sonme permanent and tenporary fail ures.

<wait for connection on TCP port 25>

<open connection to server>

220 sigurd.innosoft.com-- Server SMIP (PNVDF V4.2-6 #1992)
EHLO ymir. cl arenont . edu

250-si gurd. i nnosoft.com

250- EXPN

250- HELP

250 Sl ZE 1000000

MAI L FROM <ned@ hor . i nnosoft. conm> S| ZE=500000

250 Address (k.

RCPT TO <ned@ nnosoft. conp

250 ned@ nnosoft.com OK; can acconpdate 500000 byte nessage
RCPT TO <ned@nmir. cl arenont . edu>

552 Channel size limt exceeded: ned@M R CLAREMONT. EDU
RCPT TO <ned@ntvax. cl ar enont . edu>

452 I nsufficient channel storage: ned@ntvax. CLAREMONT. EDU
DATA

354 Send nessage, ending in CRLF. CRLF.

250 Sone recipients K

QT
221 Goodbye

OO, WOLOLWOLONOLLLLOWOW

Security Considerations

The size declaration extensions described in this meno can
conceivably be used to facilitate crude service denial attacks.
Specifically, both the information contained in the SIZE paraneter
and use of the extended MAIL command make it sonmewhat qui cker and
easier to devise an efficacious service denial attack. However,

unl ess inpl ementations are very weak, these extensions do not create
any vulnerability that has not always existed with SMIP. |In addition,
no i ssues are addressed involving trusted systenms and possible

rel ease of information via the nechanisns described in this RFC
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