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Si npl e Network Pagi ng Protocol - Version 3 - Two-Way Enhanced
Status of this Meno

This menmo provides information for the Internet conmmunity. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlimted.

Abst ract

This RFC suggests a sinple way for delivering wirel ess nessages, both
one and two-way, to appropriate receiving devices. In its sinplest
form SNPP provides a sinple way to inplenent a "shinm between the
Internet and a TAP/ I XO paging terminal. Inits level 3 form it

provi des an easy-to-use (and build) nethod for conmunicating and
recei ving end-to-end acknow edgnents and replies fromtwo-way
messagi ng devi ces (such as ReFLEX units).

Gat eways supporting this protocol, as well as SMIP, have been in use
for well over a year at several commrercial paging conpanies, and
private businesses. dient software supporting this protocol has
becone wi despread, and is being integrated into many of the new
pagi ng and nessagi ng products being built. 1In addition to comerci al
software, email filters and SNPP client software for Unix and W ndows
(W ki Page) are available at no cost. Please contact the author for
nmore information.

Earlier versions of this specification were reviewed by | ESG nenbers
and the "822 Extensions" Wrking Goup. They preferred an alternate
strategy, as discussed under "Rel ationship to O her |ETF Work",

bel ow.

1. Introduction

Wth all due apologies to the A enayre engineers (who take of fense at
the term"nerd") beepers are as nuch a part of conputer nerdom as X-
term nal s--perhaps, unfortunately, more. The intent of Sinple Network
Pagi ng Protocol is to provide a standard whereby pages can be
delivered to individual paging terminals. The nost obvious benefit
is the elimnation of the need for nodens and phone |ines to produce
al phanumeri c pages, and the added ease of delivery of pages to
termnals in other cities or countries. The benefits of the Internet
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becone even nore realized when grow ng towards acknow edgnent - based
messagi ng such as ReFLEX pagi ng--where it may be inpossible to
accurately predict costs associated with telco services such as 1-800
nunbers.

2. System Phi | osophy

Radi o paging is sonewhat taken for granted, because of the wi de
availability and wi de use of paging products. However, the actua
delivery of the page, and the process used (especially in wider area
pagi ng) is somewhat conplicated. Wen a user initiates a page, by
dialing a nunber on a tel ephone, or entering an al phanuneric page

t hrough sore input device, the page nmust ultinately be delivered to
some paging term nal, somewhere. |n nost cases, this delivery is
made using TAP (Tel ocator Al phanuneric input Protocol, also known as
I XO). This protocol can be a sonmewhat convol uted, and conplicated
protocol using older style ASCII control characters and a non-
standard checksunming routine to assist in validating the data.

Even though TAP is wi dely used throughout the industry, there are

pl ans on the table to nove to a nore flexible "standard" protocol
referred to as TME (Tel ocator Message Entry Protocol). The level two
enhancenments to SNPP (as described below) are intended for use with
this forthconm ng standard.

The recently-added | evel three enhancenents have been engi neered for
use, specifically, wth acknow edgment - based paging. Wth the recent
advances in wrel ess technol ogy, two-way paging is fast approaching
reality--therefore creating a need for a workabl e end-to-end

acknow edged protocol. Two-way nessagi ng, however, opens up severa
new areas of unpredictability. The npbst pronounced is the subscriber
response time. Although deliveries fromhost to subscriber, and
subsequent receipt-acknow edgrments happen in a rather predictable
manner, it is inpossible to know when the subscriber will physically
pull the unit out, read the nessage and respond to it. Therefore, it
could well be cost prohibitive to conduct such transactions online
usi ng a phone line as nedi um-especially an 800-nunber. This makes
the Internet an extrenely attractive alternative because of its
(generally) usage insensitive nature.

However, acknow edgi ng the conplexity of task, and flexibility of the
current protocols (or the lack thereof), the final user function is
quite sinple: to deliver a page frompoint-of-origin to someone’s
beeper. That is the sinple, real-tinme function that the base
protocol attenpts to address.
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3. Why not just use Emmil and SMIP for paging?

Email, while quite reliable, is not always tinely. A good exanple of
this is deferred nessagi ng when a gateway i s down. Suppose Mary Ghot
(fish@ugeconpany.org) sends a nessage to Zaphod Beebl ebrox’s beeper
(5551212@ager . pagi ngconpany. conj. Hugeconpany's gateway to the
Internet is down causing Mary’'s message to be deferred. Mary,
however, is not notified of this delay because her message has not
actually failed to reach its destination. Three hours later, the
link is restored, and (as soon as sendmai|l wakes up) the nessage is
sent. oviously, if Mary's page concerned a neeting that was
supposed to happen 2 hours ago, there will be sone m nor

adm nistrative details to work out between Mary and Zaphod!

On the other hand, if Mary had used her SNPP client (or sinply
telnetted to the SNPP gat eway), she would have i medi ately di scovered
the network problem She woul d have decided to invoke plan "B" and
call Zaphod's pager on the tel ephone, ringing himthat way.

The obvi ous difference here is not page delivery, but the inmediate
notification of a problemthat affects your message. Standard enmai
and SMIP, while quite reliable in nost cases, cannot be positively
guarant eed between all nodes at all tines, naking it |ess desirable
for enmergency or urgent paging. This inability to guarantee delivery
coul d, whether rightly or wongly, place the service provider in an
unconfortabl e position with a client who has just received his or her
ener gency page, six hours too |ate.

Anot her advantage of using a separate protocol for paging delivery is
that it gives the sender absolute flexibility over what is sent to
the pager. For instance, in the paging arena, where nessages are
sent to al phanumeric pagers, it is less desirable to send the
reci pi ent general header lines froma standard SMIP nmessage. Mich of
the information is usel ess, possibly redundant, and a waste of

preci ous RF bandw dt h.

Therefore, when inplenmenting an SMIP gat eway, the service provider
shoul d el ect to parse out needed information (such as the sender, and
possi bly subject) such to maxim ze the utility of the transm ssion
Parsing generally neans | ess control over content and format by the
nmessage originator. SNPP provides a clean, effective way to send a
message, as witten, to the recipient’s pager

The other consideration is the relative sinplicity of the SNPP

protocol for manual telnet sessions versus sonmeone trying to manually
hack a mai|l nmessage into a gateway.
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4. The SNPP Protoco

The SNPP protocol is a sequence of commands and replies, and is based
on the phil osophy of many other Internet protocols currently in use.
SNPP has several input commands (the first 4 characters of each are
significant) that solicit various server responses falling into the
foll owi ng categori es:

2xx - Successful, continue

3xx - Begin DATA input (see "DATA" command)
4xx - Failed with connection termn nated
5xx - Failed, but continue session

SNPP version 3 (two-way) adds the foll ow ng categories:

7xx - UNsuccessful two-way specific transaction, but continue
session

8xx - Successful two-way specific transaction, continue

9xx - Successful QUEUED two-way transaction, continue

The first character of every server response code is a digit

i ndicating the category of response. The text portion of the
response following the code nay be altered to suit individua
appl i cations.

The session interaction, especially at SNPP | evel one, is actually
quite sinple (hence the nane). The client initiates the connection
with the Iistening server. Upon opening the connection, the server

i ssues a "220" level nmessage (indicating the willingness of the
server to accept SNPP commands). The client passes pager |ID

i nformati on, and a nmessage, then issues a "SEND' command. The server
then feeds the information to the paging termnal, gathers a
response, and reports the success or failure to the client.

4.1 Exanpl es of "sinple" SNPP Transactions

The following illustrate exanmples of client-server conmmunication
usi ng SNPP.
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4.1.1 A Typical Level One Connection

dient Server

Open Connecti on -->

<-- 220 SNPP Gat eway Ready
PAGE 5551212 -->

<-- 250 Pager |D Accepted
MESS Your network is hosed -->

<-- 250 Message X
SEND >

<-- 250 Message Sent K
QIT -->

<-- 221 K, Coodbye
4.1.2 A Typical Level Two, Miltiple Transaction

The foll owing exanple illustrates a single message sent to two
pagers. Using this |evel protocol, pager-specific options may be
sel ected for each receiver by specifying the option prior to issuing
the "PAGEr" command. 1In this exanple, an alternate coverage area is
sel ected for the first pager, while del ayed nessaging is specified
for the second.

dient Server

Open Connecti on -->

<-- 220 SNPP Server Ready
COVE 2 >

<-- 250 Alternate Area Sel ected
PAGE 5551212 FOOBAR -->

<-- 250 Pager |D Accepted
HOLD 9401152300 - 0600 -->

<-- 250 Del ayed Message K
PAGE 5552323 XYzZzY -->

<-- 250 Pager | D Accepted
SUBJ Seattle Meeting -->

<-- 250 Message Subject K
DATA -->

<-- 354 Begin Input, End Wth '.’
Pl ease neet ne tonorrow at -->
the Seattle office -->

<-- 250 DATA Accepted
SEND -->

<-- 250 Message Sent K
QIT -->

<-- 221 K, CGoodbye
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4.1.3 A Typical Level Three (two-way) Transaction

Level three transactions are inherently single-unit oriented because
of the one-to-one issues surroundi ng responses. Each transaction
begins with the "2WAY" command and term nates with a "SEND' conmand.

dient Server
Open Connecti on -->
<-- 220 SNPP (V3) Gateway Ready
2VAY >
<-- 250 Two-Way Mbdde Enabl ed
NOQUEUE >
<-- 250 Msg will either be Sent or Rejected
PAGER SHI RLEY -->
<-- 850 Unit online; Don't call ne Shirley!
ACKRead 1 -->
<-- 250 Read Acknow edgnment Requested
DATA -->
<-- 354 Begin Input, End Wth ’.’
Little Bo Binary has | ost -->
her Sparcstation and doesn't -->
know where to find it. Have -->
you seen it recently? -->
<-- 250 DATA Accepted
RTYPE MULTI CHO CE -->

<-- 250 Multichoi ce Responses Enabl ed
MCRESP 01 In the Wst Pasture -->

<-- 250 MCR Code Accepted
MCRESP 02 Col di FLOCKs has it -->

<-- 250 MCR Code Accepted

MCRESP 03 Haven't a clue -->
<-- 250 MCR Code Accepted
MCRESP 04 Haven't a life -->
<-- 250 MCR Code Accepted
MCRESP 05 Ch, GO AWAY! -->
<-- 250 MCR Code Accepted
SEND -->
<-- 860 00321 1234 Message Delivered
QIT -->

<-- 221 K, CGoodbye
4.2 CGeneral Response Code Theory
Bef ore di scussing specific SNPP transactions, it may be hel pful to
di scuss sone of the response codes. As nentioned previously, every

response fromthe SNPP server to the client contains a 3 digit code
that categorizes the response. Several of these codes fall into the
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"general " category, and may occur nore frequently throughout a given
SNPP transaction. There are sone | esser used (sonewhat transaction
specific) responses that will be discussed in conjunction with the
format of a specific commuand.

4.2.1 Code 214 - Multi-line "hel p/info" nessage

This code prefixes a line of response information (such as in
response to the HELP command). It should be termnated with a "250
K" nessage. This code is used when the response will take nore than
one line to display.

4.2.2 Code 218 - Single-line "hel p/info" nessage
This code prefixes a single line of response information (such as the

request for a single database entry). Unlike the 214 series, it has
no "250" series term nator

4.2.3 Code 250 - Successful Transaction

This code is a general positive acknow edgnment fromthe server
indicating that a conmand was successfully processed. Additionally,
code 250 can appear at the end of the response to a HELP conmand (214
seri es conmands--di scussed bel ow).

4.2.4 Code 421 - Fatal Error, Connection Term nated

This code is displayed just prior to the SNPP server ternminating a
connection with a client for errors. Such a connection term nation
may occur at any tinme and for any reason (adninistrative or
technical).

4.2.5 Code 500 - Command Not I npl enmented

This code is a "fail but continue code" that appears when an ill ega
command is entered.

4.2.6 Code 503 - Duplicate Command Entry; Already Entered That
This code indicates that the specified information has al ready been
entered. This code woul d appear, for instance, if the client
attenpted to enter a MESSage command after specifying a "DATA"
sequence.

4.2.7 Codes 550 and 554 - Transaction Fail ed, but Continue

These codes indicate a failed conmand, but the session is allowed to
continue. A 550 code should be used to indicate a nore
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"administrative" failure (such as an invalid pager 1D, or illega
paraneter), while a 554 series indicates a nore technical reason
(such as a gateway down or equipnent failure). |In addition to the

specified failure codes, additional 550 and 554 failures may be
specified as necessary to allow for greater flexibility.

4.2.8 Code 552 - Maxi num Entri es Exceeded

This code is in response to the entry of the "n+l1" item when the
server only permts "n" itens in a category. As an exanple, the
client would expect to see this nessage when trying to enter the 6th
PAGEr conmand when the term nal only supported 5.

4.3 Level 1 Commands

Level one comuands are designed as a mninuminplenmentation of the
protocol. This collection of commands nmay be used with either
TAP/ | XO or TME for message delivery to the paging term nal

4.3.1 PACEr <Pager |D>

The PAGEr command submits a pager ID (PID) nunber, for inclusion in
the next nmessaging transaction. The PID used nust reside in, and be
validated by the paging terninal. Limted validation nmay optionally
be done on the server (such as all nuneric, and ID |l ength), or
validation can be left up to the termnal at the time the page is
sent.

When i npl ementing SNPP, the user nmay el ect to support nultiple
reci pi ents per nessage sent. However, be wary that validation-
prior-to-sending is not possible with TAP/IXO (and is not an officia
option of the current TME specification). Wat this neans is that in
order to validate a PID, one nust generate a nessage to the pager

The term nal responds favorably or negatively. Wen reporting
failure of a single PID in a sequence, delineating and reporting the
failure in a "standard format" may prove to be a chall enge

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a PAGEr command are:

250 Pager | D Accepted

421 Too Many Errors, Goodbye (terni nate connection)
421 Gateway Service Unavail able (termi nate connection)
550 Error, Invalid Pager ID

554 Error, failed (technical reason)

Both | evel 2 and |level 3 enhancenments affect the PAGEr command.
Pl ease refer to the appropriate section(s) for details.
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4.3.2 MESSage <Al pha or Nuneric Message>

The MESSage conmmand specifies a single-line message, into the
gateway. Limted validation of the nmessage may be done on the SNPP
server (such as length), but type-of-nessage validation should be
done by the paging terminal. Duplicating the MESSage comrand before
SENDi ng the nessage shoul d produce an "503 ERROR, Message Al ready
Entered" nmessage, and allow the user to continue.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a MESSage comand ar e:

250 Message K

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (term nate connecti on)
503 ERROR, Message Al ready Entered

550 ERROR, Invalid Message

554 Error, failed (technical reason)

4. 3.3 RESEt

The RESEt conmand cl ears already entered information fromthe server
session, resetting it to the state of a freshly opened connection
This is provided, primarily, as a neans to reset accidentally entered
i nformati on during a manual session

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a RESEt command are:

250 RESET K
421 Too Many Errors, Goodbye (term nate connection
421 Gateway Service Unavail able (term nate connecti on)

4.3.4 SEND

The SEND command finalizes the current nessage transaction, and
processes the page to the paging ternminal. Prior to processing, the
PAGEr and MESSage fields (or message DATA when using the |evel two
option) should be checked for the existence of information. Should
one of these required fields be mssing, the server should respond
"503 Error, Inconplete Information" and allow the user to continue.
Assuming that the information is conplete, the SNPP server should
format and send the page to the paging ternminal, and await a
response.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a SEND command ar e:
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250 Message Sent Successfully

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (term nate connecti on)
503 Error, Pager |ID or Message |nconplete

554 Message Fail ed [non-administrative reason]

O, in the case of an illegal or non-existent pager ID, or sone other
adm nistrative reason for rejecting the page, the server should
respond:

550 Failed, Illegal Pager |ID (or other explanation)

After processing a SEND command, the server should remain online to
allow the client to submt another transaction

Level 3 enhancenents to this command all ow for other responses.
Pl ease refer to the appropriate section for discussion

4.3.5 QUT

The QUIT command terninates the current session. The server should
sinmply respond:

221 K, Goodbye"
and cl ose the connection
4.3.6 HELP (optional)

The optional HELP comrand di spl ays a screen of information about
commands that are valid on the SNPP server. This is primarily to
assi st manual users of the gateway. Each line of the HELP screen
(responses) are preceded by a code "214". At the end of the HELP
sequence, a "250" series nessage is issued.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a HELP command are:

214 [Hel p Text] (repeated for each line of information)
250 End of Help Information

421 Too Many Errors, Goodbye (term nate connection)

421 Gateway Service Unavail able (termninate connection)
500 Command Not | npl enment ed

4.4 Level 2 - M ni mum Ext ensions

Thi s section specifies mninmum enhancenents to the SNPP protocol for
added functionality.
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4. 4.1 DATA

The DATA command is an alternate form of the MESSage command,
allowing for multiple line delivery of a nmessage to the paging
terminal. This command’s function is similar to the DATA command

i npl erented in SMIP (I nternet STD10, RFC821). The SNPP server should
only all ow one DATA or MESSage command to be issued prior to a SEND.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a DATA command are:

354 Begin Input; End with <CRLF>" .’ <CRLF>

421 Too Many Errors, Goodbye (terninate connection)
421 Gateway Service Unavail able (term nate connecti on)
503 ERROR, Message Already Entered

500 Command Not | npl enent ed

550 ERROR, failed (admnistrative reason)

554 ERROR, failed (technical reason)

Upon receiving a "354" response, the client begins line input of the
message to send to the pager. A single period ("."), in the first
position of the line, termnates input. After input, the server may
respond:

250 Message K

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (term nate connecti on)
550 ERROR, Invalid Message (or adm nistrative reason)
554 ERROR, Failed (technical reason)

4.5 Level 2 - Optional Extensions

Thi s section discusses enhancenents to the SNPP protocol for nore
control over paging functions. These are primarily designed to
mrror the added functionality built into the Tel ocator Message Entry
(TME) protocol as specified in the TDP protocol suite. These
functions may, optionally (as is being done by the author), be
integrated into a paging terminal. There is no requirenment to

i npl ement all of these functions. Requests for invalid functions
should return a "500 Function Not I|nplenented" error

It is inmportant to note that, at the time of this publication, the
TME standard is still not finalized.

4.5.1 LOd n <l ogi ni d> [ passwor d]

This command allows for a session login IDto be specified. It is
used to validate the person attenpting to access the paging term nal
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If no LO@n command is issued, "anonynmous" user status is assuned.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a LOG@ n command are:

250 Login Accepted

421 Too Many Errors, Goodbye (terninate connection)
421 Gateway Service Unavail able (term nate connecti on)
421 111 egal Access Attenpt

550 Error, Invalid LoginlD or Password

554 Error, failed (technical reason)

4.5.2 PACEr <Pager| D> [ Password/ Pl N]

This PAGEr command i s an enhancenent to the | evel one specification
The primary difference is the ability to specify a password or PIN
for validation or feature access

Bef ore proceeding, it is inportant to understand the | ogical function
of the PAGEr command with respect to the LEVElI, COVErage, HOLDti ne,
and ALERt comrands (option paraneters as described below). Each tinme
a PAGEr command is issued, it should be thought of as the last step
inamultiple step transaction

When the PAGEr command is processed, the pager ID (and password) is
submitted to the paging termnal with LEVEl, COVErage, HO.Dtine, and
ALERt. If these paraneters have not been altered, then their
defaults are assuned for the transaction. After the next PACEr
command has been processed, these option paraneters are reset their
defaults. Using this type of "option-option-option-go" schene, it is
possible to specify a different priority level for "Jeff," and an
alternate coverage area for "Kathy," while sending the same nessage
to each.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a PAGEr conmmand are:

250 Pager 1D Accepted

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (termi nate connection)
550 Error, Invalid Pager ID or Password

552 Max Reci pi ents Exceeded

554 Error, failed (technical reason)

4.5.3 LEVElI <ServicelLevel >

The LEVElI function is used to specify an optional alternate |evel of
service for the next PAGEr commuand. Ideally, "ServiceLevel" should
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be an integer between 0 and 11 inclusive. The TME protoco
Servi ceLevel as follows:

- Priority

- Nornmal (default)

- Five minutes

- Fifteen mnutes

- One hour

Four hours

- Twel ve hours

- Twenty Four hours

- Carrier specific 1
- Carrier specific 2
- Carrier specific '3
- Carrier specific 4

RPOOVWoOO~NOUIAWNEO
1

e

specifies

The choice on how to inplenent this feature, or to what |evel it
shoul d be inplemented, should be optional and up to the discretion of

the carrier.

Possi bl e responses fromthe SNPP server, with suggested text, in

response to a LEVEI command are:

250 OK, Alternate Service Level Accepted

421 Too Many Errors, Goodbye (terninate connection)
421 Gateway Service Unavail able (term nate connecti on)
500 Command Not | npl ement ed

550 Error, Invalid Service Level Specified

554 Error, failed (technical reason)

4.5.4 ALERt <Al ertOverri de>

The optional ALERt command may be used to override the default

setting and specify whether or not to alert the subscriber

upon

recei pt of a message. This option, like the previous comand, alters
the paraneters submitted to the paging term nal using the PACEr
command. The TME protocol specifies AlertCOverride as either O-

DoNot Al ert, or 1-Alert.

Possi bl e responses fromthe SNPP server, with suggested text, in

response to a ALERt command are:

250 OK, Alert Override Accepted

421 Too Many Errors, Goodbye (termi nate connection)
421 Gateway Service Unavail able (term nate connecti on)
500 Command Not | npl enent ed

550 Error, Invalid Alert Paraneter

554 Error, failed (technical reason)
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4.5.5 COVErage <AlternateArea>

The optional COVErage command is used to override the subscriber’s
default coverage area, and allow for the selection of an alternate
region. This option, like the previous command, alters the
paraneters submitted to the paging term nal using the PAGEr conmand.
Al'ternateArea is a designator for one of the follow ng:

- A subscriber-specific alternate coverage area
- Acarrier-defined region avail able to subscribers

As an exanple, Mary Ghoti is a subscriber having |local service in
Chicago, Illinois (Mary's region "1'). Her account has been set up
in such a manner as to allow Mary’'s pager to be paged nati onw de upon
demand (Mary’s region '2’). Specifying "COVErage 2" prior to issuing
the appropriate "PAGEr" comuand all ows the default Chicago area to be
overridden, and Mary’'s pager to be nessaged nationally for that

transaction. It is assuned that the carrier providing Mary's service
wi Il keep track of how many pages have been sent to her pager in this
manner, and will bill her accordingly.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a COVErage command are:

250 Alternate Coverage Sel ected

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (term nate connecti on)
500 Command Not | npl enent ed

550 Error, Invalid Alternate Region

554 Error, failed (technical reason)

4.5.6 HOLDuntil <YYMVDDHHMVSS> [ +/ - GMIdi f f er ence]

The HOLDuntil command allows for the del ayed delivery of a nessage,
to a particular subscriber, until after the tinme specified. The tine
may be specified in local time (e.g. local to the paging terminal),
or with an added paraneter specifying offset from GMI (in other
words, "-0600" specifies Eastern Standard Tinme). This option, |ike
the previous command, alters the paraneters submitted to the paging
term nal using the PAGEr conmand.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a HOLDuntil comrand are:

250 Del ayed Messagi ng Sel ected

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (termninate connection)
500 Command Not | npl enent ed
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550 Error, Invalid Delivery Date/Tinme
554 Error, failed (technical reason)

4.5.7 CALLerid <CallerlD>

The CALLerid function is a nessage-oriented function (as opposed to
the subscriber-oriented functions just described). This allows for
the specification of the Callerldentifier function as described in
TME. This parameter is optional, and is at the discretion of the
carrier as to how it should be inplenmented or used.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a CALLerid comrand are:

250 Cal ler 1D Accepted

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (terminate connection)
500 Command Not | npl enent ed

550 Error, Invalid Caller ID

554 Error, failed (technical reason)

4.5.8 SUBJect <MessageSubj ect >

The SUBJect function allows is a nmessage-oriented function that
all ows the sender to specify a subject for the next nmessage to be
sent. This parameter is optional and is at the discretion of the
carrier as to how it should be inplemented or used.

Possi bl e responses fromthe SNPP server, with suggested text, in
response to a SUBJect comand are:

250 Message Subject Accepted

421 Too Many Errors, Goodbye (term nate connection)
421 Gateway Service Unavail able (termi nate connection)
500 Command Not | npl enent ed

550 Error, Invalid Subject Option

554 Error, failed (technical reason)

4.6 Level 3 - Two-Way Extensions

Thi s section specifies enhancenents to the SNPP protocol to support
acknow edgnent - based paging (2-way). One of the nore powerful
features of ReFLEX-style paging, in addition to confirmed nessage
delivery, is the ability to "seed" a nmessage with multipl e-choice
type responses. After the recipient views the nessage, she can reply
with one of the seeded nessages. |In addition to the nultiple-choice
responses (MCR s), the sender may el ect to receive confirmati on when
the message is first viewed by the recipient.
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4.6.1 2VWAY

The 2WAY command prefaces each two-way transaction (see previous
exanple). This places the server in the node to receive and process
a single 2-way transaction. The server returns to "non-2WAY" node
upon the conpletion of a SEND command or a RESEt command. [In 2WAY
mode, it is, however, possible to do nmultiple MSTAtus comuands (to
check responses fromfield nessage units). Possible responses are:

250 OK, Begi nning 2-Way Transaction

550 Error, Standard Transaction Al ready Underway, use RESEt
421 Gateway Service Unavail able (terninate connection)

500 Command Not | npl enment ed

554 Error, failed (technical reason)

4.6.2 PING <PagerID | Alias>

This command | ocalizes (finds) the field nmessage unit on the system
and returns its location and/or status. Because of the sensitive
nature of location information, the subscriber may elect to have a
generic "pager |ocated" nmessage (ACLU node) rather than to return her
actual | ocation. Possible responses are:

820 <Locus_Code> Unit On System This Area

821 Unit On System No Location Information Avail abl e (ACLU node)
750 Unit Valid But Not Online At This Time

920 Unit Not Online, But Can Queue Message for Later Delivery
550 Can’t PING Unit NOT 2-way capabl e

550 Unknown or Illegal 1D

421 Gateway Service Unavail able (termninate connection)

500 Command Not | npl enment ed

554 Error, failed (technical reason)

4.6.3 EXPTag <hour s>

Changes the default expiry tinme for a queued nessage delivery. |If
the nmessage is not delivered in the specified nunber of hours, then
it is deleted and the MSTAtus tag is updated to reflect the inability
to deliver (code 760). Possible responses are:

250 Message Expiry Tinme Changed to 'nnn’ Hours

550 Cannot Change Expiry Tine

421 Gateway Service Unavail able (termi nate connection)
500 Command Not | npl ement ed

554 Error, failed (technical reason)
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4.6.4 NOQUEUEI ng

Specifies that the server should not all ow nessage queuing for this
2VWAY transaction. In this node, if a pager is not online, the client
will receive a "750" series response to a PAGEr conmand. This
command rust be specified prior to a PAGEr comand. Possible
responses are:

250 Queui ng Di sabl ed, This Transaction

550 Can’t Disabl e Queueing

421 Gateway Service Unavail able (termi nate connection)
500 Command Not | npl enent ed

554 Error, failed (technical reason)

4.6.5 ACKRead <0| 1>

Activates or deactivates nessage "read" acknow edgnent. Wen
activated, instructs the field message unit to return a nmessage when
the subscriber actually views the received nmessage. This feature is
i ndependent of the actual reply. Possible responses are:

250 Read Acknow edgnent <Enabl ed| Di sabl ed>

550 Cannot nodi fy Read Acknow edgnent

421 Gateway Service Unavail able (terninate connection)
500 Command Not | npl enment ed

554 Error, failed (technical reason)

4.6.6 RTYPe <Reply_ Type_Code>

Changes the type of reply expected fromthe field nessage unit that
is acceptable to the client program Initial appropriate reply type

codes are:

NONE - (default) No Reply Pernmitted

YESNO - Seeds a sinple "Yes" or "No reply

SI MREPLY - Only pre-coded replies fromproviders's reply base
MULTICHO CE - Allows full nultiple choice replies

TEXT - Allows full text replies (generated by field unit)

Possi bl e responses to an RTYPe command are:

250 Reply Type Accepted

550 Illegal Reply Type

503 Al ready Entered That

421 Gateway Service Unavail able (term nate connecti on)
500 Command Not | npl enent ed

554 Error, failed (technical reason)
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4.6

4. 6.

4.6

e

.7 MCREsponse <2-byte_Code> Response_Text

This command is issued prior the the SEND command, and "seeds" the
transaction with an acceptable multiple choice response. Each
response is specific to the current nmessage. The nunber of
acceptabl e responses may be linited by the SNPP server as desired by
the provider. Exanples of MCREsponse(s) are:

MCREsponse 1E2C Here is one response
MCREsponse 0002 This is another response

Responses fromthe SNPP server to the client are:

250 Response Added to Transaction

502 Error! Wuld Duplicate Previously Entered MCResponse
550 I nvalid MCResponse Code

550 MCResponses Not Enabl ed

552 Too Many MCResponses Entered

421 Gateway Service Unavail able (termi nate connection)
500 Command Not | npl ement ed

554 Error, failed (technical reason)

8 PAGEr

n 2WAY node, the foll owi ng enhanced responses are avail abl e:

850 Two-Way Unit Online and Avail abl e; Transaction Accepted
950 Unit NOT Online; Message WIIl be Queued for Later Delivery
750 Two-Way Unit NOT Online; Transaction Denied

550 Error, Pager Not 2WAY Capabl e

550 Error, RTYPe Mdde Invalid for This Unit

503 Al ready Sel ected PAGEr

421 Gateway Service Unavail able (term nate connecti on)

554 Error, failed (technical reason)

.9 SEND

Instructs the SNPP server to "launch" the message (plus attached
response codes) to the field message unit. A successful SEND command
will return, to the client, a "Message _Tag" nunber and a "Pass_Code"
for periodic status checking. The client then uses the MSTAtus
command to check the progression of the transaction. The

"Message _Tag" functions as a "record locator,” while the "Pass_Code"
shoul d be a randomly generated "PIN' code to authorize checking of
the "Message_Tag."

Response codes to a SEND conmmand, as well as the MSTAtus command,
i ndicate the degree of "finality" to the transaction. Based on the
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delivery process, there are four categories. Together with their
response code prefixes, these are:

86x - Initial nessage delivered, awaiting requested action(s)

87x - Internediate processing conpleted, awaiting closure

88x - Transaction concluded (final)

96X Queued transaction

These prefixes make a nulti-tiered transaction relatively sinple to
follow to closure. Wen an 88x series response code is received from
the server, all requested portions of the transaction have been
processed, and no further status changes will take place.

The SEND command should reply with the first tier of nessage
processing. Following this, the status of the nessage in the system
i s checked, periodically, using the MSTAtus conmand.

Possi bl e responses to a SEND command ar e:

860 <Message_Tag> <Pass_Code> Del i vered, Awaiting Read Ack
861 <Message_Tag> <Pass_Code> Delivered, Awaiting Reply (MR

880 <Message_Tag> <Pass_Code> Message Delivered
960 <Message Tag> <Pass_Code> OK, Message QUEUED for Delivery

550 Delivery Failed! Message destroyed.

421 Gateway Service Unavail able (term nate connecti on)
500 Command Not | npl enent ed

554 Error, failed (technical reason)

4.6.10 MSTAtus <Message_Tag> <Pass_Code>

This is used by a client programto periodically check the status of
delivery and response of a given nessage. The SEND command returns
the "Message Tag" and "Pass_Code" required to check the status. A
"Message Tag" nmay be (should be) expired by the SNPP server after an
appropri ate anmount of tinme has passed. Expiration of these tags is
vendor dependent, and may accelerate after the first check after
final disposition of the message (such as after a client program has
successfully received the field unit’'s response code).

The tag record contains a "Sequence" nunber which is an increnental
counter that rises as the record’ s status changes (such as froma
delivery acknow edgnent to a reply). 1In addition, date and time of
the current transaction should be kept in the follow ng format:

YYMVDDHHWES+GMI  (exanpl e: 950925143501+7)
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Because of the tiered structure of replies, possible responses to an
MSTAt us command ar e:

860 <Sequence> <Dat e&Ti ne> Del i vered, Awaiting Read Confirmation
861 <Sequence> <Dat e&Ti me> Del ivered, Awaiting Reply (MR

870 <Sequence> <Dat e&Ti me> Del i vered, Read, Awaiting Reply (MCR)

880 <Sequence> <Dat e&Ti me> Message Delivered (No Reply Pending)
881 <Sequence> <Dat e&Ti me> Message Delivered and Read by Reci pi ent
888 <Sequence> <Dat e&Ti me> <Reply_Code> MCR Reply Received

889 <Sequence> <Dat e&Ti me> <Ful | _Text _Response>

960 <Sequence> <Dat e&Ti ne> Message Queued; Awaiting Delivery
780 <Sequence> <Dat e&Ti me> MESSACGE EXPlI RED Before Delivery!

550 Unknown or |1l egal Message Tag or Pass_Code

421 Gateway Service Unavail able (termi nate connection)
500 Command Not | npl ement ed

554 Error, failed (technical reason)

After a closure-series (88x) command has been returned to the client,
accel eration of nmessage tag deletion may be desired to maxinize use
of resources on the server.

KTAG <Message_Tag> <Pass_Code>
Used to "kill" the nmessage tag after final reading (or when no
further responses are desired). This is nore of a courtesy feature
that allows the client to "clean up" rather than wait for the SNPP
server to expire the tag.

4.7 111 egal Conmmands

Should the client issue an illegal comand, the server may respond in
one of the two follow ng ways:

421 Too Many Errors, Goodbye (term nate connection)
500 Command Not | nplemented, Try Again

The nunber of illegal conmmands all owed before terminating the
connection should be at the discretion of the operator of the SNPP
server. The only response that has not been discussed is:

421 SERVER DOWN, Goodbye
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This is used to refuse or term nate connections when the gateway is
adm nistratively down, or when there is sone other technical or
adm nistrative problemw th the paging term nal

4.8 Tinmeouts

The SNPP server can, optionally, have an inactivity tineout
impl emented. At the expiration of the allotted tinme, the server
responds "421 Ti meout, Goodbye" and cl oses the connection

4.9 Rigidity of Command Structure

The conmands fromclient to server should remain constant. However,
since the first character of the response indicates success or
failure, the text of the server responses could be altered to suit
the tastes of the operator of the SNPP server. It is suggested that
the response codes nirror SMIP response codes as closely as possible.

5. Revision History

Oiginally, when proposed, the author enployed POP2 style

resul t/response codes. The Internet community suggested that this
"+ and '-' style theory be altered to provide nuneric response codes
-- simlar to those used in other services such as SMIP. The
protocol has been altered to this specification fromthe first
proposed draft.

Adm nistrative errors (lIllegal Pager 1D, for exanple) have been
separated fromtechnical errors (out-of-space on disk, for exanple).
Administrative failures are generally preceded with a 550 series
response, while technical failures bear a 554 series code.

Level two enhancenents to the protocol have been added in preparation
for TME depl oynent.

Level three enhancenents to the protocol have been added in
preparation for acknow edgnent - based nessagi ng.

Error code "502 Conmmand not inplenmented” was changed to a genera
"500 Command not recogni zed" failure result to closer foll ow SMIP

6. Relationship to Gher | ETF Wrk

The strategy of this specification, and many of its details, were
reviewed by an | ETF Wrking Group and three | ESG nenbers. They
concl uded that an approach using the existing email infrastructure
was preferable, due in large neasure to the very high costs of

depl oyi ng a new protocol and the advantages of using the Internet’s
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nmost wi del y-di stributed applications protocol infrastructure. Most
reviewers felt that no new protocol was needed at all because the
special "deliver imediately or fail" requirenments of SNPP coul d be
acconpl i shed by careful configuration of clients and servers. The
experinmental network printing protocol [4] was identified as an
exanpl e of an existing infrastructure approach to an existing
problem O her reviewers believed that a case could be made for new
protocol details to identify paging clients and servers to each other
and negotiate details of the transactions, but that it would be
sensible to handl e those details as extensions to SMIP [1, 2] rather
than depl oyi ng a new protocol structure.

The author, while recognizing these positions, believes that there is
merit in a separate protocol to isolate details of TAP/IXO and its
evol ving successors fromusers and, indeed, from mail -based
approaches that mght reach systens that woul d act as SMIP/ M ME [ 3]
to SNPP gateways. Such systens and gateways are, indeed, undergoing
desi gn and devel opnment concurrent with this work. See the section
"Why not just use Email and SMIP?" for additional discussion of the
author’s view of the classical electronic email approach.
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8. Security Considerations

Security issues are not discussed in this meno.
9. Author’s Address

R Allen G nn, Jr.

Associ ate Director, Conputing Services

Busi ness I nformation Center

Sout hern Met hodi st Uni versity

Dal | as, TX 75275

Phone: 214/768-3186
EMail: allen@mil.cox.snmu.edu or allen@ adio. net

Gni nn I nf or mat i onal [ Page 23]






