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Security Considerations for |IP Fragnent Filtering

Status of This Meno

This meno provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlinted.

Abstract

I P fragnmentation can be used to disqguise TCP packets fromIP filters
used in routers and hosts. This document describes two nethods of
attack as well as remedies to prevent them

Backgr ound

System admi ni strators rely on manufacturers of networking equi pnent
to provide themwi th packet filters; these filters are used for
keepi ng attackers from accessing private systens and information,
while permtting friendly agents to transfer data between private
nets and the Internet. For this reason, it is inportant for network
equi prent vendors to anticipate possible attacks against their

equi pnent and to inplenent robust nmechani snms to deflect such attacks

The growt h of the global Internet has brought with it an increase in
"undesirabl e el enents" nmanifested in antisocial behavior. Recent
mont hs have seen the use of novel attacks on Internet hosts, which
have in sone cases led to the comprom se of sensitive data.

I ncreasingly sophisticated attackers have begun to exploit the nore
subtl e aspects of the Internet Protocol; fragnentation of |IP packets,
an inportant feature in heterogeneous internetworks, poses severa
potential problenms which we explore here.
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2. Filtering I P Fragments

| P packet filters on routers are designed with a user interface that
hi des packet fragnmentation fromthe adm nistrator; conceptually, an
IP filter is applied to each I P packet as a conplete entity.

One approach to fragnent filtering, described by Mgul [1], involves
keeping track of the results of applying filter rules to the first
fragment (FO==0) and applying themto subsequent fragments of the
sanme packet. The filtering nodule would maintain a |list of packets

i ndexed by the source address, destination address, protocol, and IP
ID. When the initial (FO==0) fragnment is seen, if the MF bit is set,
alist itemwould be allocated to hold the result of filter access
checks. \Wen packets with a non-zero FO cone in, |look up the Iist

el ement with a matching SA/DA/ PROT/I D and apply the stored result
(pass or block). Wen a fragnent with a zero M- bit is seen, free
the list el ement.

Al 't hough this method (or sone refinenment of it) might successfully
renove any trace of the offendi ng whol e packet, it has sone
difficulties. Fragnents that arrive out of order, possibly because
they travel ed over different paths, violate one of the design
assunptions, and undesired fragnents can | eak through as a result.
Furthernmore, if the filtering router lies on one of several parallel
paths, the filtering nodule will not see every fragnent and cannot
guarantee conplete fragment filtering in the case of packets that
shoul d be dropped.

Fortunately, we do not need to renove all fragments of an of fending
packet. Since "interesting" packet information is contained in the
headers at the beginning, filters are generally applied only to the
first fragment. Non-first fragnments are passed without filtering,
because it will be inpossible for the destination host to conplete
reassenbly of the packet if the first fragnent is missing, and
therefore the entire packet will be discarded.

The Internet Protocol allows fragnentation of packets into pieces so
small as to be inpractical because of data and conputationa
overhead. Attackers can sonetines exploit typical filter behavior
and the ability to create peculiar fragnment sequences in order to
sneak ot herwi se disallowed packets past the filter. In nornal
practice, such pathal ogical fragmentation is never used, so it is
safe to drop these fragments wi thout danger of preventing nornma
operati on.
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3. Tiny Fragnent Attack

Wth many IP inplenmentations it is possible to i npose an unusually
smal | fragnment size on outgoing packets. |If the fragnent size is
made smal |l enough to force sone of a TCP packet’'s TCP header fields
into the second fragnent, filter rules that specify patterns for
those fields will not match. |If the filtering inplenmentation does
not enforce a mnimumfragment size, a disallowed packet night be
passed because it didn’t hit a match in the filter

STD 5, RFC 791 st ates:

Every internet nodul e nust be able to forward a datagram of 68
octets without further fragnentation. This is because an internet
header may be up to 60 octets, and the mininmumfragment is 8
octets.

Note that, for the purpose of security, it is not sufficient to
merely guarantee that a fragnent contains at |least 8 octets of data
beyond the | P header because inportant transport header information
(e.g., the CODE field of the TCP header) m ght be beyond the 8th data
octet.

3.1 Exanpl e of the Tiny Fragnment Attack

In this example, the first fragnent contains only eight octets of
data (the m ninumfragnent size). 1In the case of TCP, this is
sufficient to contain the source and destination port nunbers, but
it will force the TCP flags field into the second fragnent.

Filters that attenpt to drop connection requests (TCP dat agrans
havi ng SYN=1 and ACK=0) will be unable to test these flags in the
first octet, and will typically ignore themin subsequent

fragnents.

FRAGVENT 1

| P HEADER

+-4- -+ B ih I B i T e +-4- -+

| | ... | Fragnent Ofset = 0| ...

+- - +-+ R s o T SIE NI S R +- - +-+

TCP HEADER

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Sour ce Port | Destination Port |

I i S T i i S e e S i e o
| Sequence Nunber |
O e i o R i i I R S e o
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FRAGVENT 2

| P HEADER

+- +- +- + B e T T +- +- +- +
| | ... | Fragment Offset = 1| ...

+- - +-+ R e ok i T Tt R e +- - +-+
TCP HEADER

B i s T T i i o S o T Ji I
Acknowl edgment Nunber |

I

R e s T o T S R El ok i R e e S S e o o s
| Data | | U A PR S|F| _ I
| Ofset| Reserved |RC SISV W ndow |
I I | G KIH TN N I
B i s T T i i o S o T Ji I

3.2 Prevention of the Tiny Fragnent Attack

In a router, one can prevent this sort of attack by enforcing
certain limts on fragnents passing through, nanely, that the
first fragment be | arge enough to contain all the necessary header
i nfornation.

There are two ways to guarantee that the first fragnent of a
"passed" packet includes all the required fields, one direct, the
other indirect.

3.2.1 Direct Method

There is sonme number TM N which is the mininumlength of a
transport header required to contain "interesting" fields
(i.e., fields whose values are significant to packet filters).
This length is measured fromthe begi nning of the transport
header in the original unfragmented | P packet.

Note that TM N is a function of the transport protocol involved
and al so of the particular filters currently configured.

The direct nmethod involves conmputing the I ength of the
transport header in each zero-offset fragnent and conparing it
against TMN. If the transport header length is | ess than

TM N, the fragnent is discarded. Non-zero-offset fragnents
need not be checked because if the zero-offset fragnent is

di scarded, the destination host will be unable to conplete
reassenbly. So far we have
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if FO=0 and TRANSPORTLEN < tmin then
DROP PACKET

However, the "interesting" fields of the comopn transport
protocols, except TCP, lie in the first eight octets of the
transport header, so it isn't possible to push theminto a

non- zero- of fset fragnent. Therefore, as of this witing, only
TCP packets are vulnerable to tiny-fragnment attacks and the
test need not be applied to | P packets carrying other transport
protocols. A better version of the tiny fragment test mi ght

t her ef ore be:

if FO=0 and PROTOCOL=TCP and TRANSPORTLEN < tmin then
DROP PACKET

As discussed in the section on overl appi ng fragnents bel ow,

however, this test does not block all fragmentation attacks,
and is in fact unnecessary when a nore general technique is
used.

3.2.2 Indirect Method

The indirect method relies on the observation that when a TCP
packet is fragmented so as to force "interesting" header fields
out of the zero-offset fragment, there must exist a fragnent
with FO equal to 1.

If a packet with FO==1 is seen, conversely, it could indicate
the presence, in the fragnment set, of a zero-offset fragnent
with a transport header |ength of eight octets Discarding this
one-of fset fragment will block reassenbly at the receiving host
and be as effective as the direct method descri bed above.

4. Overl appi ng Fragnent Attack

RFC 791, the current |IP protocol specification, describes a
reassenbly algorithmthat results in new fragments overwiting any
over | apped portions of previously-received fragments.

G ven such a reassenbly inplenentation, an attacker could construct a
series of packets in which the | owest (zero-offset) fragnent woul d
contain innocuous data (and thereby be passed by administrative
packet filters), and in which some subsequent packet having a non-
zero of fset would overlap TCP header information (destination port,
for instance) and cause it to be nodified. The second packet woul d
be passed through nost filter inplenentations because it does not
have a zero fragnent offset.
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RFC 815 outlines an inproved datagramreassenbly algorithm but it

concerns itself primarily with filling gaps during the reassenbly
process. This RFC remains nmute on the issue of overl apping
fragnents.

Thus, fully-conpliant |IP inplenentations are not guaranteed to be

i mmune to overl appi ng-fragment attacks. The 4.3 BSD reassenbly

i mpl ementation takes care to avoid these attacks by forcing data from
| ower-of fset fragnents to take precedence over data from higher-

of fset fragnents. However, not all IP inplenentations are based on
the original BSD code, and it is likely that sone of themare

vul nerabl e.

4.1 Exanpl e of the Overl appi ng Fragnent Attack

In this exanple, fragnents are | arge enough to satisfy the m ni mum
size requirenments described in the previous section. The filter
is configured to drop TCP connection request packets.

The first fragnent contains values, e.g., SYN=0, ACK=1l, that
enable it to pass through the filter unharned.

The second fragnment, with a fragnent offset of eight octets,
contains TCP Flags that differ fromthose given in the first
fragment, e.g., SYN=1, ACK=0. Since this second fragnent is not a
O-of fset fragment, it will not be checked, and it, too will pass
through the filter.

The receiving host, if it conforns fully to the algorithns given

in RFC 791, will reconstitute the packet as a connection request
because the "bad" data arrived | ater
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FRAGVENT 1

| P HEADER

+- +- +- + B e T T +- +- +- +

| | ... | Fragment Offset = 0| ...

+- - +-+ R e ok i T Tt R e +- - +-+

TCP HEADER

B i s T T i i o S o T Ji I
| Source Port | Destination Port |

e L o i e e R th o i R S
| Sequence Nunber |
i e e R e s o i T R o i i o I N S T
Acknow edgment Number |

I

B i s T T i i o S o T Ji I
I ta | | U AP R S| F| . I
| Ofset| Reserved |R C SISV W ndow |
I I | G KIH TN N I
R e o T T e S S T ol S i T S s ik i I S I S S R S R

R e s T o T S R El ok i R e e S S e o o s
(Q her data)
R e o T T e S S T ol S i T S s ik i I S I S S R S R

FRAGVENT 2

| P HEADER

-+t R e E o ok R e -+t
| | ... | Fragment Offset = 1| ...

+- +- -+ B in T S S +- +- -+
TCP HEADER

I S i o T s S S S e s s T
Acknowl edgment Nunber |

T T e S S T S S T st S S R S S T ol ST S YN S S
Dat a | | U A PR S|F| _ |
O fset| Reserved |R CS|S Y| I| W ndow |

I | G KIH TN N I

B S i ks e S S i i i S S S S e e e e

+ - +—

B T S i T s i i e e SEI S
(CQ her data)
R i T I e T S S e S TR S T e i I S e S e e e e o o

Zi enba, Reed & Traina I nf or mat i onal [ Page 7]



RFC 1858 Security Considerations - |IP Fragnent Filtering October 1995

If the receiving host has a reassenbly al gorithmthat prevents new
data fromoverwiting data received previously, we can send
Fragment 2 first, followed by Fragnent 1, and acconplish the sane
successful attack

4.2 Prevention of the Overlapping Fragnent Attack

Since no standard requires that an overl ap-safe reassenbly
al gorithm be used, the potential vulnerability of hosts to this
attack is quite large

By adopting a better strategy in a router’s IP filtering code, one
can be assured of blocking this "attack". |If the router’s
filtering nodul e enforces a mninumfragnent offset for fragments
that have non-zero offsets, it can prevent overlaps in filter
paraneter regions of the transport headers.

In the case of TCP, this minimumis sixteen octets, to ensure that
the TCP flags field is never contained in a non-zero-offset
fragment. |If a TCP fragnent has FO==1, it shoul d be discarded
because it starts only eight octets into the transport header
Conveni ently, dropping FO==1 fragnents al so protects agai nst the
tiny fragment attack, as discussed earlier

RFC 791 denands that an I P stack rmust be capable of passing an 8
byte I P data payl oad without further fragnentation (fragnents sit
on 8 byte boundaries). Since an IP header can be up to 60 bytes
Il ong (including options), this neans that the m ni rum MU on a
I'ink should be 68 bytes.

A typical IP header is only 20 bytes |long and can therefore carry
48 bytes of data. No one in the real world should EVER be
generating a TCP packet with FO=1, as it would require both that a
previ ous systemfragnenting |IP data down to the 8 byte mini num and
a 60 byte | P header.

A general algorithm then, for ensuring that filters work in the
face of both the tiny fragnment attack and the overl appi ng fragment
attack is:

| F FO=1 and PROTOCOL=TCP t hen
DROP PACKET

If filtering based on fields in other transport protocol headers
is provided in a router, the mninumcould be greater, depending
on the position of those fields in the header. |In particular, if
filtering is permtted on data beyond the sixteenth octet of the
transport header, either because of a flexible user interface or
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the inplementation of filters for some new transport protocol,
droppi ng packets with FO==1 m ght not be sufficient.

5. Security Considerations

This meno is concerned entirely with the security inplications of
filtering fragnented | P packets.
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