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Status of this Menp
Thi s docunent defines an Experinental Protocol for the Internet
community. This does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Abst ract
Thi s docunent describes the Triple DES-CBC security transformfor the

| P Encapsul ating Security Payl oad (ESP).
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1. Introduction

The Encapsul ating Security Payl oad (ESP) [RFC 1827] provides
confidentiality for I P datagrans by encrypting the payl oad data to be
protected. This specification describes the ESP use of a variant of
of the Cipher Bl ock Chaining (CBC) npde of the US Data Encryption
Standard (DES) al gorithm[FIPS-46, FIPS-46-1, FIPS-74, FIPS-81].

This variant, known as Triple DES (3DES), processes each block of the
pl aintext three times, each tine with a different key [ Tuchnman79].

Thi s docunment assunes that the reader is famliar with the related
docunment "Security Architecture for the Internet Protocol" [RFC
1825], which defines the overall security plan for |IP, and provides
i mportant background for this specification

1.1. Keys

The secret 3DES key shared between the communicating parties is
effectively 168-bits long. This key consists of three independent
56-bit quantities used by the DES algorithm Each of the three 56-
bit subkeys is stored as a 64-bit (eight octet) quantity, with the
| east significant bit of each octet used as a parity bit.

1.2. Initialization Vector

This node of 3DES requires an Initialization Vector (IV) that is
eight octets in |ength.

Each datagram contains its own IV. Including the IV in each datagram
ensures that decryption of each received datagram can be perforned,
even when ot her datagrans are dropped, or datagrans are re-ordered in
transit.

The nethod for selection of 1V values is inplenentation dependent.

Not es:
A common acceptabl e technique is sinply a counter, beginning with
a randomy chosen value. While this provides an easy nethod for
preventing repetition, and is sufficiently robust for practica
use, cryptanalysis may use the rare serendi pitous occurrence when
a corresponding bit position in the first DES block increments in
exactly the sane fashion
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O her inplenmentations exhibit unpredictability, usually through a
pseudo-random nunber generator. Care should be taken that the
periodicity of the nunmber generator is |ong enough to prevent
repetition during the lifetine of the session key.

1.3. Data Size

The 3DES al gorithm operates on bl ocks of eight octets. This often
requires padding after the end of the unencrypted payl oad data.

Both input and output result in the same nunber of octets, which
facilitates in-place encryption and decrypti on.

On receipt, if the length of the data to be decrypted is not an
integral nmultiple of eight octets, then an error is indicated, as
described in [ RFC 1825].

1.4. Performance

Three DES-CBC i npl enentations nay be pipelined in series to provide
paral l el computation. At the time of witing, at |east one hardware
i mpl ement ati on can encrypt or decrypt at about 1 Gbps [ Schneier94, p.
231].
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Security Paraneters Index (SPI)

A 32-bit value identifying the Security Paranmeters for this
datagram The val ue MJUST NOT be zero.

Initialization Vector (IV)

The size of this field is variable, although it is constant for

al | 3DES datagranms of the same SPI and | P Destination. Cctets are

sent in network order (npbst significant octet first) [RFC 1700].

The size MJUST be a nultiple of 32-bits. Sizes of 32 and 64 bits
are required to be supported. The use of other sizes is beyond
the scope of this specification. The size is expected to be

i ndi cated by the key managenent mechani sm

When the size is 32-bits, a 64-bit IVis forned fromthe 32-bit
val ue followed by (concatenated with) the bit-w se conpl enent of
the 32-bit value. This field size is nmost conmon, as it aligns
the Payl oad Data for both 32-bit and 64-bit processing.

Al'l conformant inplenentations MJST al so correctly process a 64-
bit field size. This provides strict conpatibility with existing
har dwar e i npl enent ati ons.

It is the intent that the value not repeat during the lifetine
of the encryption session key. Even when a full 64-bit IVis
used, the session key SHOULD be changed at |east as frequently
as 2**32 dat agrans.
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Payl oad Dat a
The size of this field is variabl e.

Prior to encryption and after decryption, this field begins with
the I P Protocol /Payl oad header specified in the Payl oad Type
field. Note that in the case of IP-in-IP encapsul ati on (Payl oad
Type 4), this will be another |IP header.

Paddi ng
The size of this field is variabl e.

Prior to encryption, it is filled with unspecified inplenmentation
dependent (preferably randon) values, to align the Pad Length and
Payl oad Type fields at an ei ght octet boundary.

After decryption, it MJST be ignored.
Pad Length

This field indicates the size of the Padding field. It does not
i nclude the Pad Length and Payl oad Type fields. The value
typically ranges fromO to 7, but may be up to 255 to pernmit

hi di ng of the actual data |ength.

This field is opaque. That is, the value is set prior to
encryption, and is exam ned only after decryption

Payl oad Type

This field indicates the contents of the Payl oad Data field, using
the I P Protocol /Payl oad value. Up-to-date values of the IP

Pr ot ocol / Payl oad are specified in the nost recent "Assigned
Nunbers" [ RFC-1700].

This field is opaque. That is, the value is set prior to
encryption, and is exam ned only after decryption

For exanple, when encrypting an entire | P datagram (Tunnel -

Mode), this field will contain the value 4, which indicates
| P-in-1P encapsul ati on.
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3. Agorithm

The 3DES algorithmis a sinple variant on the DES-CBC al gorithm The
DES function is replaced by three rounds of that function, an
encryption foll owed by a decryption followed by an encryption, each
with independant keys, k1, k2 and k3.

Note that when all three keys (kl1l, k2 and k3) are the same, 3DES is
equi valent to DES-CBC. This property allows the 3DES hardware
i npl ementations to operate in DES node w t hout nodification.

For nore explanation and inplenentation information for Triple DES,
see [ Schneier94].

3.1. Encryption

Append zero or nore octets of (preferably randon) padding to the
plaintext, to make its nodulo 8 length equal to 6. For exanple, if
the plaintext length is 41, 5 octets of paddi ng are added.

Append a Pad Length octet containing the nunber of padding octets
j ust added.

Append a Payl oad Type octet containing the I P Protocol/Payl oad val ue
which identifies the protocol header that begins the payl oad.

Provide an Initialization Vector (1V) of the size indicated by the
SPI .

Encrypt the payload with Triple DES (EDE node), producing a
ci phertext of the same |ength.

Cctets are mapped to DES bl ocks in network order (nost significant
octet first) [RFC-1700]. OCctet O (nodulo 8) of the payl oad
corresponds to bits 1-8 of the 64-bit DES input block, while octet 7
(rmodul o 8) corresponds to bits 57-64 of the DES input bl ock

Construct an appropriate |IP datagramfor the target Destination, wth
the indicated SPI, 1V, and payl oad.

The Total /Payl oad Length in the encapsulating | P Header reflects the

I ength of the encrypted data, plus the SPI, 1V, padding, Pad Length,
and Payl oad Type octets.
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3.2. Decryption

First, the SPI field is renobved and exami ned. This is used as an
index into the local Security Paraneter table to find the negoti ated
paraneters and decryption key.

The negotiated formof the IV determ nes the size of the IV field.
These octets are renoved, and an appropriate 64-bit 1V value is
construct ed.

The encrypted part of the payload is decrypted using Triple DES (DED
node) .

The Payl oad Type is renpved and exanmined. |If it is unrecognized, the
payl oad is discarded with an appropriate | CMP nessage.

The Pad Length is renmpbved and exam ned. The specified nunber of pad
octets are renoved fromthe end of the decrypted payl oad, and the IP
Tot al / Payl oad Length is adjusted accordingly.

The | P Header(s) and the remaining portion of the decrypted payl oad
are passed to the protocol receive routine specified by the Payl oad
Type field.

Security Considerations

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of the Triple
DES algorithm the correctness of that algorithnis inplenmentation,
the security of the key nanagenment nechani smand its inplenentation,
the strength of the key [CN94], and upon the correctness of the
implementations in all of the participating nodes.

Anong ot her considerations, applications may wi sh to take care not to
sel ect weak keys for any of the three DES rounds, although the odds
of picking one at random are | ow [ Schnei er94, p. 233].

It was originally thought that DES might be a group, but it has been
denmonstrated that it is not [CW2]. Since DES is not a group,
conposition of multiple rounds of DES is not equivalent to sinply
using DES with a different Kkey.

Triple DES with i ndependent keys is not, as naively mght be
expected, as difficult to break by brute force as a cryptosystemwth
three tines the keylength. A space/tine tradeoff has been shown

whi ch can brute-force break triple block encryptions in the tine
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nai vely expected for double encryption [ MH81].

However, 2DES can be broken with a meet-in-the-m ddl e attack, without
significantly nore conplexity than breaking DES requires [ibid], so
3DES with i ndependant keys is actually needed to provide this |eve

of security. An attack on 3DES using two i ndependent keys that is
somewhat (sixteen times) faster than any known for independent keys
has been shown [ ON91].

The cut and paste attack described by [Bell 95] exploits the nature of
all Cipher Block Chaining algorithnms. Wen a block is damaged in
transm ssi on, on decryption both it and the follow ng block will be
garbl ed by the decryption process, but all subsequent blocks will be
decrypted correctly. |If an attacker has legitimte access to the
same key, this feature can be used to insert or replay previously
encrypted data of other users of the sane engine, revealing the

pl ai ntext. The usual (I1CWMP, TCP, UDP) transport checksum can detect
this attack, but on its own is not considered cryptographically
strong. In this situation, user or connection oriented integrity
checking is needed [ RFC-1826].

Although it is widely believed that 3DES is substantially stronger
than DES, as it is |less anenable to brute force attack, it should be
noted that real cryptanalysis of 3DES m ght not use brute force

met hods at all. |Instead, it mght be perforned using variants on
differential [BS93] or linear [Matsui94] cryptanalysis. It should
al so be noted that no encryption algorithmis permanently safe from
brute force attack, because of the increasing speed of nodern
conputers

As with all cryptosystens, those responsible for applications with
substantial risk when security is breeched should pay cl ose attention

to devel opnents in cryptography, and especially cryptanalysis, and
switch to other transforns should 3DES prove weak.
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