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Status of this Meno

This nmeno defines an Experinental Protocol for the Internet
community. This nenp does not specify an Internet standard of any
kind. Discussion and suggestions for inprovenent are requested.
Distribution of this neno is unlimted.

Abstract

This nmeno defines an extension to the SMIP servi ce whereby an
interrupted SMIP transaction can be restarted at a later tine without
having to repeat all of the commands and message content sent prior
to the interruption.

1. Introduction

Al t hough SMIP is wi dely and robustly depl oyed, various extensions
have been requested by parts of the Internet conmmunity. In
particul ar, when dealing with very | arge nessages over less reliable
connections it is possible for substantial resources to be consunmed
by repeated unsuccessful attenpts to transnit the nessage inits
entirety. The original SMIP specification [1] does not provide any
means to pick up a partially conpleted transaction after the
under|ying TCP connecti on has been broken and reestablished.

This menmo provides a facility by which a client can uniquely identify
a particular SMIP transaction. The server then stores this
identifying information along with all the information it receives as
the transaction proceeds. If the transaction is interrupted during
the data transfer phase the SMIP client may establish a new SMIP
session at a later time and ask the server to continue the
transaction fromthe point where the server lost its connection with
the client. The server then reestablishes the transaction context and
tells the client where to resune operations. If this is acceptable
the client resumes operations at this point.
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Thi s extension may al so be used to work around the common ti meout
probl em where a client tines out waiting for a response fromthe
server acknow edgi ng that the nessage has been accepted. However,
of this extension is not an acceptable substitute for proper setting
of timeout paraneters.

2

Framewor k for the Checkpoi nting Extension

The checkpoi nting extension is laid out as foll ows:

(1

(2)

(3)
(4)

(5)

the nane of the SMIP service extension defined here is
checkpoi nti ng;

the EHLO keyword val ue associated with the extension is
CHECKPQO NT;

no paraneter is used with the CHECKPO NT EHLO keyword;

one optional paraneter using the keyword TRANSID i s
added to the MAIL FROM conmand. The val ue associ at ed
with this paraneter, coupled with the nane of the
client taken from EHLO conmand, forns a gl obal |y uni que
value that identifies this particular transaction and
serves to distinguish it fromall others. This value is
case-sensitive. The syntax of the value is as foll ows,
usi ng the ABNF notation of [2]:

transi d-val ue "<" transid-spec ">"

; transid-value may not be | onger than
; 80 characters

transid-local "@ transid-domain
transi d-t oken

transi d-token

transi d- spec
transi d-domain ::
transi d-1oca

transi d-t oken transid-atom*("." transid-atomn
transi d-at om 1*<any (ASCI|) CHAR except SPACE
CTLs, tspecials, or ".">

NOTE: tspecials is defined in [3]. The TRANSID is
likely to be different fromthe RFC822 nmessage id,
since it nust uniquely identify the particular copy of
the nmessage being sent over this SMIP |ink. However,
the syntax of transid-value is designed so that any
TRANSID is both a | egal RFC822 nsg-id as well as being
a | egal esntp-value [4].

The maxi mum |l ength of a MAIL FROM conmand line is
i ncreased by 88 characters by the possible addition of
the TRANSI D keyword and val ue;
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(6) no additional SMIP verbs are defined by this extension;
and,

(7) the next section specifies how support for the
extension affects the behavior of a server and client
SMTP.

3. The checkpointing service extension

When a client SMIP wi shes to use checkpointing to elimnate the need
to retransmit all nessage data in its entirety in the event of a
session interruption, it first issues the EHLO command to the server
SMIP. |If the server SMIP responds with code 250 to the EHLO conmand,
and t he response includes the EHLO keyword val ue CHECKPO NT, then the
server SMIP is indicating that it supports SMIP checkpointing and

wi Il honor requests to restart interrupted SMIP transactions

The extended MAIL command is issued by a client SMIP when it w shes
to enabl e server checkpointing. The syntax for this comand is
identical to the MAIL command in [1], except that a TRANSI D paraneter
must appear after the address.

The conpl ete syntax of this extended command is defined in [4], with
the esnt p-keyword TRANSI D and transi d-val ue paraneter as previously
defi ned.

The val ue associated with the TRANSI D paraneter nust be an identifier
that serves to uniquely identify this particular SMIP transaction
Only one TRANSI D paraneter may be used in a single MAIL command. Care
must be used in constructing TRANSI D val ues to sinultaneously insure
bot h uni queness and the ability to reidentify interrupted

transacti ons.

The TRANSID is structured to ensure globally uni queness w thout any
additional registry. The transid-donain part should be a valid donain
nane that uniquely identifies the SMIP client. Note that this is
usual Iy the same as the domain nane given in conjunction with the
EHLO command, but not al ways. The EHLO domai n name identifies the
specific host the SMIP connection originated from whereas the
transid-domain may refer to a group of hosts that collectively host a
mul ti-homed SMIP client. The transid-local part should be an
identifier that distinguishes this SMIP transaction from any ot her
originating fromthis SMIP client.

Despite the structured nature of the TRANSID the server should treat
the val ue as an opaque, case-sensitive string.
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Note that the contents of the RFC822 nmessage-id header typically are
NOT appropriate for use as the TRANSI D paraneter val ue, since such
identifiers my be associated with nmultiple copies of the same
message -- e.g., as it is split during transm ssion down different
network paths -- and hence with multiple distinct SMIP transactions.

A server which supports the checkpointing extension will then retain
the transaction identifer as well as the nost recent state of the
transaction in non-volatile storage. This information shoul d del eted
only when the transaction is known to be conplete fromthe client’s
perspective. Conpletion is assured only when the client either
explicitly aborts the transaction, starts a new transaction, or
requests that the connection be closed with a QU T command.

In the event of an interruption prior to conpleting a transaction
this preserved state will remain for sone period of tine defined by
the operational policies of the server administrator. It is
recomrended that transaction state information be preserved for at

| east 48 hours, although no specific time is required.

When a client detects that a transaction has been interrupted, it
then nust wait for sone period before reconnecting. This period nust
be |1 ong enough for server connections to tine out and for the
transaction state associated with such connections to be rel eased for
use by a new connection. The Internet Host Requirenents [5] also

i mpose restriction on how quickly reconnection attenpts can be made
(section 5.3.1.1).

Once the necessary period has el apsed the client first checks the DNS
as described in [6] and determ ne the set of acceptable |P addresses
the nmessage can be transferred to. If the | P address used to connect
to the original server is still on this list it should be tried
first, since this server is nost likely to be capable of restarting
the transaction. If this connection attenpt fails the client nust
then proceed as described in [6] to try all the remaining I P
addresses and restart the transaction there. If the attenpt to
restart fails on one of the other servers the client is required to
retransmt the transaction in its entirety at that point. Witing
for a server with an interrupted transaction state to come back
online is not acceptable.

Note: Multi-homed SMIP servers do exist, which neans that it is
entirely possible for a transaction to restart on a different server
host .

Once the connection is made the client issues the sane MAIL command

with exactly the sane transaction identifier. If the transaction was
interrupted during or at the end of the transfer of actual nessage

Crocker, Freed & Cargille Experi ment al [ Page 4]



RFC 1845 SMTP Checkpoi nt/ Restart Sept enber 1995

data, the server first reestablishes its context to a point close as
possible to the point of interruption and then responds with the
stat us message

355 octet-offset is the transacti on of fset

The actual status text can vary. However the octet-offset field is
required to be the first thing on the first line of the reply, it
must be separated fromany follow ng text by |inear whitespace, and
it is structured as foll ows:

octet-offset ::= 1*DIGA T

The octet-of fset represents an offset, counting fromzero, to the
particular octet in the actual nmessage data the server expects to see
next. (This is also a count of how many octets the server has

recei ved and stored successfully.) This offset does NOT account for
envel ope data, i.e., MAIL FROM and RCPT TO commands. A value of 0
woul d indicate that the client needs to start sending the nessage
fromthe beginning, a value of 1 would indicate that the client
shoul d skip one octet, and so on

The SMIP canonical fornmat for nessages is used when this offset is
computed. Any octets added by any SMIP data-stuffing al gorithm do
not count as part of this offset. In the case of data transferred

with the DATA conmmand the offset nust al so correspond to the

begi nning of a |ine.

Once this context is reestablished the client issues another data
transfer conmand (e.g., DATA) and sends the renmining nessage data.
Once this data is term nated the transaction conpletes in the norma
fashion and the server deletes the transaction context from non-

vol atil e storage.

Note that the semantics of the octet-offset inmrediately suggest a
particularly sinple inplenentation strategy, where the client
retransmts the nessage data as it nornally woul d but suppresses
output of the first octet-offset octets of material. The semantics
used here are intentionally designed to nmake such inplementation
possi bl e, but care nmust be taken to insure that such an

i npl ementation strategy does not inpose a significant performance
penalty on the client.
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5. Usage Exampl e

The foll owi ng dialogue illustrates the use of the checkpointing
servi ce extension:

S: <wait for connection on TCP port 25>

C. <open connection to server>

S: 220 dbc. mtview. ca.us SMIP service ready

C. EHLO ymir.cl arenont. edu

S: 250-dbc. mview. ca.us says hello

S: 250 CHECKPO NT

C. MAIL FROM <ned@mir. cl arenont. edu> TRANSI D=<12345@| ar enont . edu>
S: 250 <ned@nmir.clarenont.edu>... Sender and TRANSI D ok
C. RCPT TG <nr ose@lbc. nt vi ew. ca. us>

S: 250 <nrose@lbc. ntvi ew. ca.us>... Recipient ok

C. DATA

S.

354 Send checkpoi nted nessage, ending in CRLF. CRLF
<sonme anount of nessage data transmtted>
<session is interrupted and TCP connection is broken>

Sonme tinme |later a new connection is established:

S: <wait for connection on TCP port 25>

C. <open connection to server>

S: 220 dbc. mtview ca.us SMIP service ready

C. EHLO ynir.cl arenont. edu

S: 250-dbc. mvi ew. ca.us says hello

S: 250 CHECKPO NT

C. MAIL FROM <ned@mir. cl arenont. edu> TRANSI D=<12345@| ar enont . edu>
S: 355 6135 is the transaction offset

C. DATA

S: 354 Send previously checkpoi nted nessage starting at octet 6135
C. <nessage data mnus first 6135 octets sent>

C .

S: 250 K

C QUT

S: 221 Goodbye

6. Security Considerations

Thi s RFC does not discuss security issues and is not believed to
rai se any security issues not already endenic in electronic mail and
present in fully conform ng inplenmentations of [1].
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