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Conmruni cating Presentation Information in
I nternet Messages:
The Content-Di sposition Header

Status of this Meno

This nmeno defines an Experinental Protocol for the Internet
community. This nenp does not specify an Internet standard of any
kind. Discussion and suggestions for inprovenent are requested.
Distribution of this neno is unlimted.

Abstract

This meno provi des a nmechani sm whereby nessages conformng to the

[ RFC 1521] ("M ME") specification can convey presentationa
information. It specifies a new "Content-Disposition" header,
optional and valid for any [ RFC 1521] entity ("message" or "body
part”). Two values for this header are described in this neno; one
for the ordinary |linear presentation of the body part, and another to
facilitate the use of mail to transfer files. It is expected that
more values will be defined in the future, and procedures are defined
for extending this set of val ues.

Thi s docunent is intended as an extension to [ RFC 1521]. As such, the
reader is assuned to be famliar with [ RFC 1521], and [ RFC 822]. The
i nformati on presented herein suppl enents but does not replace that
found in those documents.

I nt roduction

[ RFC 1521] specifies a standard format for encapsulating nmultiple

pi eces of data into a single Internet nessage. That docunent does not
address the issue of presentation styles; it provides a franework for
the interchange of nessage content, but |eaves presentation issues
solely in the hands of mmil user agent (MJA) inplenmentors.

Two common ways of presenting nultipart el ectronic nessages are as a
mai n docunent with a |list of separate attachnents, and as a single
docunment with the various parts expanded (displayed) inline. The

di splay of an attachnment is generally construed to require positive
action on the part of the recipient, while inline nmessage conmponents
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are di spl ayed automatically when the nmessage is viewed. A mechani sm
is needed to allow the sender to transmt this sort of presentationa
information to the recipient; the Content-D sposition header provides
this nmechanism allow ng each conponent of a nessage to be tagged
with an indication of its desired presentati on semanti cs.

Taggi ng messages in this manner will often be sufficient for basic
message formatting. However, in many cases a nore powerful and
flexi bl e approach will be necessary. The definition of such
approaches is beyond the scope of this nenp; however, such approaches
can benefit from additional Content-Di sposition values and
paraneters, to be defined at a | ater date.

In addition to allowi ng the sender to specify the presentationa

di sposition of a nessage conponent, it is desirable to allow her to
indicate a default archival disposition; a filename. The optiona
"filename" parameter provides for this.

2. The Content-Disposition Header Field

Content-Di sposition is an optional header; in its absence, the MJA
may use whatever presentation nethod it deens suitable.

It is desirable to keep the set of possible disposition types snall
and wel| defined, to avoid needl ess conplexity. Even so, evolving

usage will likely require the definition of additional disposition
types or paraneters, so the set of disposition values is extensible;
see bel ow.

In the extended BNF notation of [RFC 822], the Content-Disposition
header field is defined as follows:

di sposition := "Content-Disposition” ":"
di sposition-type
*(";" disposition-parm

"inline"

di sposition-type : =
/[ "attachment”
/

ext ensi on-t oken
; val ues are not case-sensitive

di sposition-parm:= fil enanme-parm/ paraneter

filenanme-parm:= "filenane" "=" val ue;

‘ Ext ensi on-token’, ‘paraneter’ and ‘value' are defined according to
[ RFC 822] and [ RFC 1521].
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2.1 The Inline Disposition Type

A bodypart should be marked ‘inline’ if it is intended to be

di spl ayed automatically upon display of the nessage. Inline bodyparts
shoul d be presented in the order in which they occur, subject to the
nornmal semantics of nultipart nessages.

2.2 The Attachnent Disposition Type

Bodyparts can be designated ‘attachnent’ to indicate that they are
separate fromthe nmain body of the nail nessage, and that their

di spl ay shoul d not be automatic, but contingent upon some further
action of the user. The MJA m ght instead present the user of a
bitmap termnal with an iconic representation of the attachnents, or,
on character terminals, with a list of attachnents from which the
user could select for view ng or storage.

2.3 The Fil enane Par amet er

The sender may want to suggest a filenanme to be used if the entity is
detached and stored in a separate file. If the receiving MJA wites
the entity to a file, the suggested fil enane should be used as a
basis for the actual filenane, where possible.

It is inportant that the receiving MJA not blindly use the suggested
filenanme. The suggested fil ename shoul d be checked (and possibly
changed) to see that it conforns to |l ocal filesystem conventions,
does not overwite an existing file, and does not present a security
probl em (see Security Considerations bel ow).

The receiving MJA should not respect any directory path information
that may seemto be present in the fil ename paraneter. The fil enane
should be treated as a term nal conponent only. Portable
specification of directory paths m ght possibly be done in the future
via a separate Content-Disposition paraneter, but no provision is
made for it in this draft.

Current [RFC 1521] grammar restricts paraneter values (and hence
Content-Disposition filenames) to US-ASCII. W recognize the great
desirability of allowing arbitrary character sets in fil enanmes, but
it is beyond the scope of this docunent to define the necessary
mechani snms. W expect that the basic [ RFC 1521] ‘val ue’
specification will someday be amended to all ow use of non-US- ASCl |
characters, at which time the sane nechani sm shoul d be used in the
Content-Di sposition fil ename paraneter
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Beyond the linitation to US-ASCI I, the sending MJA may wi sh to bear
inmnd the limtations of coormon filesystens. Many have severe

| ength and character set restrictions. Short al phanuneric fil enanes
are least likely to require nodification by the receiving system

The presence of the filenane paraneter does not force an
implementation to wite the entity to a separate file. It is
perfectly acceptable for inplenentations to | eave the entity as part
of the normal mail stream unl ess the user requests otherwise. As a
consequence, the paraneter nmay be used on any M ME entity, even
‘“inline’ ones. These will not nornally be witten to files, but the
paraneter could be used to provide a filenane if the receiving user
shoul d choose to wite the part to a file.

2.4 Future Extensions and Unrecogni zed Di sposition Types

In the likely event that new paranmeters or disposition types are
needed, they should be registered with the ANA, in the nmanner
specified in [ RFC 1521], appendix E

Once new di sposition types and paraneters are defined, there is of
course the likelihood that inplenentations will see disposition types
and paraneters they do not understand. Furthernore, since x-tokens
are allowed, inplenentations may al so see entirely unregistered

di sposition types and paraneters.

Unr ecogni zed paraneters should be ignored. Unrecogni zed di sposition
types should be treated as ‘attachnent’. The choice of ‘attachnent’
for unrecogni zed types is made because a sender who goes to the
troubl e of producing a Content-Disposition header with a new

di sposition type is nore likely ainmng for sonething nore el aborate
than inline presentation.

Unl ess noted otherwise in the definition of a parameter, Content-

Di sposition paraneters are valid for all dispositions. (In contrast
to [ RFC 1521] content-type paraneters, which are defined on a per-
content-type basis.) Thus, for exanple, the ‘filenanme’ paraneter
still nmeans the nanme of the file to which the part should be witten,
even if the disposition itself is unrecognized.

2.5 Content-Di sposition and Miltipart

If a Content-Disposition header is used on a nmultipart body part, it
applies to the multipart as a whole, not the individual subparts.

The di sposition types of the subparts do not need to be consulted
until the nultipart itself is presented. Wen the nultipart is

di spl ayed, then the dispositions of the subparts shoul d be respected.
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If the “inline’ disposition is used, the multipart should be
di spl ayed as normal ; however, an ‘attachnent’ subpart should require
action fromthe user to display.

If the *attachnment’ disposition is used, presentation of the

mul tipart should not proceed without explicit user action. Once the
user has chosen to display the nultipart, the individual subpart

di spositions should be consulted to determ ne how to present the
subparts.

2.6 Content-Disposition and the Main Message

It is permissible to use Content-Disposition on the nain body of an
[ RFC 822] nessage.

3. Exanples

Here is a an exanple of a body part containing a JPEG inage that is
intended to be viewed by the user inmediately:

Cont ent - Type: inage/j peg
Content-Disposition: inline
Content-Description: just a small picture of ne

<j peg data>

The foll owi ng body part contains a JPEG i mage that should be
di splayed to the user only if the user requests it. If the JPEGis
witten to a file, the file should be named "genone.|jpg":

Cont ent - Type: inage/|jpeg
Content-Disposition: attachment; fil ename=genone. | peg
Content - Description: a conplete map of the human genone

<j peg data>

The following is an example of the use of the ‘attachnent’

di sposition with a nultipart body part. The user should see text-
part-1 i medi ately, then take sonme action to view nmultipart-2. After
taking action to view nmultipart-2, the user will see text-part-2
right away, and be required to take action to view jpeg-1. Subparts
are indented for clarity; they would not be so indented in a rea
nmessage

Cont ent - Type: mul ti part/ m xed; boundary=outer
Content-Description: multipart-1

--outer
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Content - Type: text/plain
Content-Di sposition: inline
Content-Description: text-part-1

Sone text goes here

--outer
Cont ent - Type: mul ti part/m xed; boundary=i nner
Content-Di sposition: attachnent
Content-Description: multipart-2

--inner
Content - Type: text/plain
Content-Di sposition: inline
Cont ent - Description: text-part-2

Sonme nore text here.

--inner
Cont ent - Type: inage/jpeg
Content-Di sposition: attachnent
Cont ent - Description: jpeg-1

<j peg data>

--inner--
--outer--
4.  Summary
Content-Di sposition takes one of two values, ‘inline’ and
“attachnent’. ’'Inline’ indicates that the entity should be

i medi ately di splayed to the user, whereas ‘attachment’ neans that
the user should take additional action to view the entity.

The ‘fil enane’ paraneter can be used to suggest a fil enane for
storing the bodypart, if the user wishes to store it in an externa
file.

5. Security Considerations

There are security issues involved any time users exchange dat a.
Wil e these are not to be mninzed, neither does this neno change
the status quo in that regard, except in one instance.

Since this memo provides a way for the sender to suggest a fil ename,
a receiving MJA nust take care that the sender’s suggested fil enane
does not represent a hazard. Using UNI X as an exanpl e, sone hazards
woul d be:
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6.

7.

+ Creating startup files (e.g., ".login").

+ Creating or overwiting systemfiles (e.qg.,
"/ etc/passwd").

+ Overwiting any existing file.

+ Placing executable files into any command search path
(e.g., "~/bin/nmore").

+ Sending the file to a pipe (e.g., "| sh").

In general, the receiving MJA shoul d never name or place the file
such that it will get interpreted or executed w thout the user
explicitly initiating the action.

It is very inmportant to note that this is not an exhaustive list; it
is intended as a snmall set of exanples only. Inplenentors nust be
alert to the potential hazards on their target systens.
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