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TFTP Option Extension
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

The Trivial File Transfer Protocol [1] is a sinple, |ock-step, file
transfer protocol which allows a client to get or put a file onto a
renote host. This docunent describes a sinple extension to TFTP to
all ow option negotiation prior to the file transfer.

I nt roduction

The option negotiation nmechani sm proposed in this docunent is a
backwar d- conpati bl e extension to the TFTP protocol. It allows file
transfer options to be negotiated prior to the transfer using a
mechani sm which is consistent with TFTPs Request Packet format. The
mechani smis kept sinple by enforcing a request-respond-acknow edge
sequence, simlar to the | ock-step approach taken by TFTP itself.

Wil e the option negotiation nechanismis general purpose, in that
many types of options may be negotiated, it was created to support
the Bl ocksize option defined in [2]. Additional options are defined
in[3].

Thi s docunent assunes reader famliarity with the TFTP specification
[1] and its term nol ogy.

Packet Formats

TFTP options are appended to the Read Request and Wite Request
packets. A new type of TFTP packet, the Option Acknow edgnent
(QACK), is used to acknow edge a client’s option negotiation request.
A new error code, 8, is hereby defined to indicate that a transfer
shoul d be term nated due to option negotiation.
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Options are appended to a TFTP Read Request or Wite Request packet
as foll ows:

AR, B T S I ST I S e o
| opc |filenane|] O | node | O] optl | O] valuel | 0| <
Fomm o - e T T T I S e e L s T TRy SR S
So - oo e I e
< optN | 0] valueN| O
So oo A e L S
The "0"s shown in these illustrations and the ones bel ow are all
all zero octets, i.e., NULL terminators for the preceeding
fields.
opc

The opcode field contains either a 1, for Read Requests, or 2,
for Wite Requests, as defined in [1].

filenane
The nane of the file to be read or witten, as defined in [1].
This is a NULL-term nated field.

node
The node of the file transfer: "netascii", "octet”, or "mail",
as defined in [1]. This is a NULL-ternmi nated field.

optl
The first option, in case-insensitive ASCI|I (e.g., "blksize").
This is a NULL-terminated ASCII fi el d.

val uel
The val ue associated with the first option, in case-insensitive
ASCIlI. This is a NULL-termi nated field.

opt N, val ueN
The final option/value pair. Each NULL-ternminated field is
specified in case-insensitive ASClII.

The options and values are all NULL-terminated, in keeping with the
original request format. |If rmultiple options are to be negoti ated,
they are appended to each other. The order in which options are
specified is not significant. The maximum size of a request packet
is 512 octets.
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The OACK packet has the followi ng format:

S e T T T S S L
| opc | optl | O] valuel | O] optN | O | valueN| O |
Fomm o - e T T T o S S e LR e
opc

The opcode field contains a 6, for Option Acknow edgmnent.

optl
The first option acknow edgnent, copied fromthe origina
request.

val uel
The acknow edged val ue associated with the first option. |If

and how this value may differ fromthe original request is
detailed in the specification for the option

opt N, val ueN
The final option/value acknow edgnent pair.

Negoti ati on Protocol

The client appends options at the end of the Read Request or Wite
request packet, as shown above. Any nunber of options may be
speci fi ed; however, an option may only be specified once. The order
of the options is not significant.

If the server supports option negotiation, and it recogni zes one or
nmore of the options specified in the request packet, the server nmay
respond with an Options Acknow edgnent (OACK). Each option the
server recognizes, and accepts the value for, is included in the
OACK. Sone options may allow alternate values to be proposed, but
this is an option specific feature. The server nust not include in
the OQACK any option which had not been specifically requested by the
client; that is, only the client nay initiate option negotiation
Options which the server does not support should be omitted fromthe
OACK; they must not cause an ERROR packet to be generated. |If the
val ue of a supported option is invalid, the specification for that
option will indicate whether the server should sinply omt the option
fromthe OACK, respond with an alternate value, or send an ERROR
packet, with error code 8, to term nate the transfer

An option not acknow edged by the server mnust be ignored by the
client and server as if it were never requested. |If nultiple options
were requested, the client nust use those options which were

acknow edged by the server and nust not use those options which were
not acknow edged by the server
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When the client appends options to the end of a Read Request packet,
three possi bl e responses may be returned by the server:

OACK - acknow edge of Read Request and the options;
DATA - acknow edge of Read Request, but not the options;
ERROR - the request has been deni ed.

When the client appends options to the end of a Wite Request packet,
three possible responses may be returned by the server

QACK - acknow edge of Wite Request and the options;
ACK - acknow edge of Wite Request, but not the options;
ERROR - the request has been deni ed.

If a server inplenmentation does not support option negotiation, it
will likely ignore any options appended to the client’s request. In
this case, the server will return a DATA packet for a Read Request
and an ACK packet for a Wite Request establishing normal TFTP data
transfer. |In the event that a server returns an error for a request
which carries an option, the client may attenpt to repeat the request
wi t hout appendi ng any options. This inplenentation option would
handl e servers which consider extraneous data in the request packet
to be erroneous.

Dependi ng on the original transfer request there are two ways for a
client to confirmacceptance of a server’'s OACK. |f the transfer was
initiated with a Read Request, then an ACK (with the data bl ock
nunber set to 0) is sent by the client to confirmthe values in the

server’s OACK packet. If the transfer was initiated with a Wite
Request, then the client begins the transfer with the first DATA
packet, using the negotiated values. |If the client rejects the QACK

then it sends an ERROR packet, with error code 8, to the server and
the transfer is terninated

Once a client acknow edges an QACK, with an appropriate non-error
response, that client has agreed to use only the options and val ues
returned by the server. Renenber that the server cannot request an
option; it can only respond to them If the client receives an OACK
contai ning an unrequested option, it should respond with an ERROR
packet, with error code 8, and term nate the transfer.
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Exanpl es

Read Request

client server
| 1| foofil e|] O] octet|O| bl ksi ze| 0] 1432] 0] --> RRQ
<-- | 6] bl ksi ze| 0] 1432| 0] OACK
| 40 --> ACK
<-- |3|1] 1432 octets of data | DATA
|41 --> ACK
<-- |3|2| 1432 octets of data | DATA
|4]2] --> ACK
<-- |3|3| <1432 octets of data | DATA
| 413 --> ACK
Wite Request
client server
| 2| barfil e| O] octet|O| bl ksi ze| 0] 2048| 0] --> RRQ
<-- | 6] bl ksi ze| 0] 2048| 0| OACK
| 3] 1| 2048 octets of data | --> DATA
<-- |4]1] ACK
| 3] 2] 2048 octets of data | --> DATA
<-- |4]2] ACK
| 3] 3] <2048 octets of data | --> DATA
<-- |43 ACK
Security Considerations
Security issues are not discussed in this meno.
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