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I Pv4 Option for Sender Directed Multi-Destination Delivery
Status of this Meno

This menmo provides information for the Internet community. This meno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst r act

This meno defines an | Pv4 option to provide a sender directed nulti-
destination delivery mechanismcalled Sel ective Directed Broadcast
Mode (SDBM). The SDBM provi des unreliable UDP delivery to a set of
| P addresses included in the option field of an | Pv4 datagram Data
reliability if required will be provided by the application |ayer
Thi s approach was devel oped to support sender directed nmulti-
destination delivery to sparsely popul ated groups with no additiona
control traffic. This approach will find application in the
extrenmely bandw dth constrained tactical mlitary environment, as
well as in sonme comercial applications requiring sender control of
data delivery.

Backgr ound

The Sel ective Directed Broadcast Mdde (SDBM is an integral part of
the U S. Arny standard for tactical data communi cati on networks as
defined in ML-STD 188-220() (Reference 1). The M L-STD- 188-220()
defines a protocol architecture for the |ower four layers of the

| SO CSI Reference nodel. The M L-STD-188-220() is currently
undergoing a reformatting to be consistent with other DoD standards
that deal with I P networking. These efforts will provide tactical IP
internetting of tactical Arny broadcast radi o networks, and wl|l
support fully IP conpliant internetworking to other types of IP
networks via conmercial IP routers. It is the goal of the U S Arny
to nove toward a fully IP conpliant internetwork architecture for al
tactical battlefield data comunications. The Army does, however,
have a critical need for a reliable, sender directed multi-
destination data transfer capability that is not currently supported
by the existing or energing internet standards. The SDBM | P option
was devel oped to neet this need. The required data reliability wll
be provided by incorporating an acknow edgenent strategy at the
application layer. It is hoped that this IP option, providing multi-
destination capability not currently provided by the current and
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energing internet standards, will be enbraced by the internet
community and becone an integal part of the IP famly of protocols
and be incorporated in comrercial |P software products.

SDBM For nat

The SDBM provides the ability for an application to explicitly list a
set of intended IP destinations. This capability will be inplenmented
as an option in the IP layer, as shown in Figure 1. This option field
is variable in length, up to a maxi numof 40 octets due to the
limtation of the HLEN field as specified in STD 5, RFC 791
(Reference 2). Under this option 38 of the 40 octets would be used to
contain the 2 octet control field and a maxi mrumof 9 |P addresses.
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Figure 1 IP Option Field Layout
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The TYPE field specifies the copy flag, class, and option nunber.

The copy field indicates whether or not this option field is to be
copied into each fragnment if the IP datagramis fragnented. The cl ass
field and option nunber field are set to 0 and 21 respectively. The
format of the TYPE field is shown at Figure 2.
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| | | |
| COPY | CLASS | OPTI ON NUVBER | = 149
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Figure 2 Type Field Layout

Since the IP nmulti-address list shall always be copied to all IP
headers during fragnmentation, the COPY bit should be set to 1.

Returning to Figure 1, the LENGIH octet indicates how many octets are
in the option field. It is calculated as:

LENGTH = 2 + 4*(nunber of |P addresses)

The remaining octets contain the | P addresses of the specified
destination hosts. Each |P address occupies 4 octets.

Transm ssion of SDBM dat agr ans

The procedures for a source host, transit router, and destination
router are provided bel ow. When a source host has a nmessage to send
to nultiple destination hosts, it shall

a. Goup the destination host internet addresses by their network
identifiers (Net IDs). If there are N distinct Net IDs, there wll
be at least N distinct directed broadcast packets. If there are
more that 9 destination hosts on a single net, multiple directed
broadcast datagrans nust be sent to that net.

b. For each Net ID, formthe directed broadcast address as defined in
STD 3, RFC 1122 (Reference 3) for that network. The directed
broadcast address is used as the destination address in the IP
dat agram and the source address is the address of the host sending
t he message.

c. Place the entire I P address for up to 9 destination hosts in the in
the sane net in the option field defined above. The total |ength of
all 1P options in a given datagramis limted to 40 octets as
determ ned by the HLEN (Header Length) field which defines the
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nunber of 32 bit words in the header. If other options are to be
included in addition to the SDBM option, the number of addresses in
the option field nmust be reduced accordingly.

d. The thusly forned datagram shall be transnmitted and processed
according to normal datagram handling procedures.

When a | P SDBM dat agram encounters a transit router (router not
connected to the destination network), the datagram shall be
processed in accordance with normal |P datagram handling procedures.
When encountering the destination router (the destination network is
directly attached to the router), the destination router shal
performa, b or c bel ow

a. If the local subnet has a broadcast capability, broadcast to al
hosts in the network and let the hosts perform address filtering.

b. If the I ocal subnet does not support broadcast, forma | ocal subnet
packet for each destination host in the SDBM dat agram and transnit
into the network.

c. If the local subnet supports reliable |ayer 2 nulti-address
capability as provided by M L-STD 188-220() networks, use a |layer 2
mul ti-address frane to deliver the datagramto addresses found in
the 1P option field.

Recepti on of SDBM dat agr ans

I n processing received SDBM dat agrans, receiving hosts shall | ook
inside the IP option field for their address. Processing shal
continue only if the host’s IP address is found inside this option
field. Thus the source host has explicit control over which hosts
will process its datagrans. Since SDBM uses a broadcast address in
its destination field, the SDBM can only be used with UDP (Reference
4) and not TCP (Reference 5) as the TCP supports only point-to-point
connections and not point-to-nulti-point.
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Source for M L-STD 188-220()
The above mentioned M L-STD-188-220() may be obtai ned by contacting
US Arny Conmmuni cations El ectronics Conmand
AMSEL- RD- SE- AIN-E (ATTN. M. Ted Dzi k)
Fort Monnouth, NJ 07703
Comm (908) 532-1780
Fax: (908) 532-3398
EMai | : DZI K@i n3. nonmout h. army. m |
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Security Consi derations

Security issues are not discussed in this meno.
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