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The PPP DECnet Phase |V Control Protocol (DNCP)
Status of this Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

The Point-to-Point Protocol (PPP) [1] provides a standard nethod of
encapsul ati ng Network Layer protocol information over point-to-point
links. PPP also defines an extensible Link Control Protocol, and
proposes a famly of Network Control Protocols (NCPs) for

establi shing and configuring different network-1ayer protocols.

Thi s docunent defines the NCP for establishing and configuring
Digital’s DNA Phase |V Routing protocol (DECnet Phase |V) over PPP
Thi s docunent applies only to DNA Phase |V Routing nessages (both
data and control), and not to other DNA Phase |V protocols (MOP, LAT,
etc).

1. I nt roduction

There are two basic approaches to running the DNA Phase |V Routing
protocol over a serial I|ine:

1. The approach that several router vendors have taken which is to
treat the serial link as an Ethernet, using the sane data and
control messages an Ethernet woul d use.

2. The approach defined by Digital, which uses DDCMP and slightly
different control nessages.

This docunent will define a method that uses the first approach
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2. Overview O Phase |V DNA Protocols
The Phase 1V DNA protocols which act as data link clients are:

o DNA Phase |V Routing
The Phase IV Digital Network Architecture (DNA) Routing
protocol is a network |ayer protocol providing services simlar
to that of DoDIP. It routes messages in Phase |V DECnet
net wor ks and manages the packet flow. The conplete definition
of the DNA Phase 1V Routing protocol can be found in [2].

0 DNA System Consol e
The Digital Network Architecture (DNA) System Consol e protocol
is a maintenance protocol providing |ow |level access to a
system for the functions of:

I dentify processor

Read data |ink counters

Boot system

Consol e carrier (a general purpose i/o channel)

The conplete definition of the DNA System Consol e protocol can
be found in [3].

o Digital Custoner Use
The Digital Custoner Use protocol is a value reserved for use
by Digital customers. |1t allocates a type for private use
which will not conflict with Digital or other vendor protocols.

o DNA Diagnostics
The Digital Network Architecture (DNA) Di agnhostics protocol is
reserved to allow di agnostic software comuni cations in
parallel with other data link clients.

o0 DNA Naning Service (DNS)
The Digital Network Architecture Nam ng Service (DNS) provides
a distributed nanming service. It allows clients to register
naned objects and to bind a set of attributes to the objects in
a distributed database.

o DNA Tine Service (DTS)
The Digital Network Architecture Tine Service (DTS) is a
protocol providing global clock synchronization in a
di stributed environment.
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o DNA Load/ Dunp
The Digital Network Architecture (DNA) Load/Dunp protocol is a
mai nt enance protocol for copying the contents of processor
nmenory to or froma renpte system For exanple, a system
manager can | oad an operating systeminto an unattended, renote
system The conplete definition of the Phase |V DNA Load/ Dunp
protocol can be found in [3].

o DNA Experinental Use
The Digital Network Architecture (DNA) Experinental Use
protocol allows Digital experinental protocols to share a data
link with other data link clients. It is for use by Digita
Equi pnent Corporation only.

o DNA Conmuni cati ons Test
The Digital Network Architecture (DNA) Communi cations Test
protocol is a maintenance protocol for testing the data |ink
communi cati ons path. The conplete definition of the DNA
Communi cati ons Test protocol can be found in [3].

o Digital Protocol X1
The Digital X1 protocol is a network |ayer protocol currently
private to Digital.

Thi s docunent defines the NCP for establishing and configuring
Digital’s DNA Phase |V Routing protocol (DECnet Phase |V) over PPP.
Thi s docunent applies only to DNA Phase |V Routing nessages (both
data and control), and not to other DNA Phase |V protocols.

3. A PPP Network Control Protocol for DNA Phase |V Routing

The DNA Phase |V Routing Control Protocol (DNCP) is responsible for
configuring, enabling, and disabling the DNA Phase |1V Routing
protocol nodul es on both ends of the point-to-point Iink. DNCP uses
the sane packet exchange nmechani smas the Link Control Protoco
(LCP). DNCP packets may not be exchanged until PPP has reached the
Net wor k- Layer Protocol phase. DNCP packets received before this
phase is reached should be silently discarded.

The DNA Phase |V Routing Control Protocol is exactly the sane as the
Li nk Control Protocol [1] with the follow ng exceptions:

Frame Modifications

The packet may utilize any nodifications to the basic frame format
whi ch have been negotiated during the Link Establishnent phase.
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Dat

a Link Layer Protocol Field

Exactly one DNCP packet is encapsulated in the Information field
of a PPP Data Link Layer frame where the Protocol field indicates
type hex 8027 (DNA Phase |V Control Protocol).

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,

Confi gure- Nak, Configure-Reject, Term nate-Request, Term nate-Ack
and Code-Reject) are used. Qher Codes should be treated as
unrecogni zed and should result in Code-Rejects.

Ti meout s

DNCP packets nay not be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. An inplenentation should be
prepared to wait for Authentication and Link Quality Determ nation
to finish before timng out waiting for a Configure-Ack or other
response. It is suggested that an inplenmentation give up only
after user intervention or a configurable anbunt of tine.

Configuration Option Types

DNCP has no Configuration Options.

4. Sendi ng DNA Phase |V Routing Packets

Senum

Bef ore any DNA Phase |V Routing packets may be comuni cated, PPP
must reach the Network-Layer Protocol phase, and the DNA Phase |V
Routing Control Protocol mnust reach the Opened state.

Exactly one length field and one DNA Phase |V Routing packet are
encapsul ated in the information field of a PPP Data Link Layer
frane where the Protocol field indicates type hex 0027 (DNA Phase
IV Routing). The length field contains a count of the nunber of
octets in the DNA Phase |V Routing packet. It is two octets in
length itself, and is stored in VAX byte ordering, to be nore
consi stent with DNA Phase |V Routing over Ethernet (i.e. |east
significant byte first). It is needed to disanbiguate optiona
paddi ng octets fromreal information.

The maxi mum | ength of a DNA Phase |V Routing packet transmitted
over a PPP link is the same as the maxi mum |l ength of the
Information field of a PPP data link |ayer frame mnus 2 octets
(for the Length field).

[ Page 4]



RFC 1762 PPP DNCP March 1995

The format of the packets thenselves is the same as the format
used over Ethernet, wi thout the Ethernet header, Pad, and FCS
fields.

A summary of the information field is shown below. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Length LSB | Length MSB | DATA | .. |
I S i o T s S S S e s s T

i i T S S ALl I S S +- e i e S S o i St S
Length LSB
Least significant byte of length field
Length MSG
Most significant byte of length field
DATA
DNA Phase |V Routing data, as specified in [2]
5. Ceneral Considerations

When a topol ogy change in the network occurs, DNA Phase |V Routing
nodes i nmedi ately propagate changes via Level 1 and Level 2 Routing
messages, with a 1 second m ni num del ay between updates. DNA Phase
IV Routing nodes also periodically retransmt the conplete Level 1
and Level 2 distance vectors to guard agai nst data corruption in host
menory, and (in the case of Ethernet) |oss of packets due to nedia
errors. Because Digital’s serial links run a protocol that
guarantees delivery of packets (DDCWP), the recomrended defaul t
retransmt time is long (600 seconds), whereas for Ethernet, where
packet delivery is not guaranteed, the recommended default is short
(10 seconds), as docunmented in [2]. To achieve convergence of routes
within a satisfactory tine, the interval between updates should be
based upon the error rate of underlying data link. As such, it is
recomrended that the tine between routing updates be user
configurable per PPP interface.

The Hello timer and Listen tinmer should be set according to the

recomrendati ons for broadcast |inks (15 and 45 seconds,
respectively).

Senum [ Page 5]



RFC 1762 PPP DNCP March 1995

Rout ers MAY not send routing updates if the renote node connected via
the PPP link is an endnode. Endnodes MJST discard all routing

updat es received over a PPP |link. The type of a node (endnode versus
routing) can be determned fromthe hell o nessages received fromit.

Security Considerations
Security issues are not discussed in this meno.
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