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REMOTE WRI TE PROTOCOL - VERSION 1.0
Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. This nenp does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovenent are requested.
Distribution of this nmeno is unlimted.

1. Background

It is often convenient to use el ectronic comunicati on somewhat
lighter than electronic mail. Sonetinmes even the use of the tal k(1)
*) program seens |like overkill. W like to offer to user sonething
like UNI X **) command wite(l) ***) except that it can al so pass
messages through the network i nstead of the single host.

There have been few prograns offering this kind of service, but they
have either based on SUN-RPC protocol or used a strictly undocunented
pr ot ocol

Thi s docunent describes a sinple Renbte Wite Protocol (RWP) that
shoul d have been docunented at |east 10 years ago. But late is
better than never. Version nunber of the RAP protocol in this
docunent is 1.0.

2. Overview

RW is a sinple protocol that can be used to relay short nessages
through the network to other users. RW |ooks pretty nmuch |ike
Sinple Mail Transfer Protocol (SMIP) ****) though it is a bit nore
complicated due to the interactive nature of the RAWP session

The idea behind the RAP session is that client programthat is

rel ayi ng nessage to the host in which the target user is logged in
opens the tcp or udp connection to the server programrunning in the
target machine Then the client gives the sender’s and recipient’s
identification (usually login ids), actual nessage body and tells the
server to deliver a nmessage to the user. On tcp-connection server
returns a status fromeach action taken. On udp-connection no
responses are sent. RWP sessions through udp are inplenented to
support message broadcasti ng.
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Message delivering methods are not defined within this docunment, but
the basic method could be a sinple wite to users termnal. This is
basically what UNI X command wite(1l) does. Depending on server

i mpl ementation, the delivery nethod could be configurable personally
by each user.

3. Description

Server program answers to each command submitted by a response. Al
responses have two parts: three nunber unique response code and a
short textual explanation of the response. Al so whenever the server
is ready to accept new commands a notification is subnmitted to the
client.

There are three kinds of commands in RAP. The first group is for
querying a status of the server. The second group is actual nessage
handl i ng commands and the | ast set of commands are for RWP session
control

When the server is ready to receive a conmand fromthe client, it
sends a nmessage code 100 to the client. This nessage is for exanple
as foll ows:
100 Ready.
Server commands are as foll ows:
Status Query
HELP G ves a short help nessage that contains |ega
RWP commands. Help lines have code 510. Exanple RW
i mpl ementation *****) gives a foll owi ng response to
HELP conmmand:

510 Valid commands are:

510 BYE, DATA, HELP, HEL G,
510 RSET, SEND, PROCT, QI T,
510 VRFY, VER

510 FROM sender | ogi n

510 FHST sender host

510 TO recipentlogin [tty]

510 FWDS current _hop_count

HELO Says hello to the server. Server response to HELO
command has code 500. For exanpl e:

500 Hello renote. host. This is |ocal.host speaking.
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Asks the RWP protocol version fromthe server
Response code to PROT command is 502. Protoco
version described in this document is RAW 1.0 and the
response is as foll ows:

502 RWP version 1.0.

After the recipient of the nessage is set by to comrmand
described later, the possibility of message delivery
can be queried by VRFY command. |f nessage can be
delivered the response code is 108. |If nessage is
about to be forwarded the response code is 110 and
message is either form

110 Recipient ok to forward.

or if the server can tell the destination of the
f or war di ng:

110 Recipient ok to forward <user @ost. domai n>

O her possi bl e response codes are 669, 670, 671, 674
and 677 and they all indicate that nessage delivery is
by one way or another currently inpossible.
Description of the codes is later in this docunent.

After the SEND command the server may al so give
autoreply fromthe renote user before the actua
response code. Autoreply lines are ones of code 300.

Asks the version of the server program Response code
to VER command is 501 and the textual part of the
response i s the name and the version nunber of the RWP
server, for exanple:

501 Rwrited version 1.0.

Message Handl i ng:

Ri nne

FROM sender | ogi n

Tells the server the identification information of the
sender of the nessage. Usually this id information is
user’'s login id. Response code to successful FROM
command is 105, for exanple:

105 Sender ok.
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TO recipentlogin [tty]
Tells the server the identification information of the
i ntended recipient of the message. Usually this id
information is user’s loginid. |If tty is submtted,
the nessage is delivered to that tty. |If tty is
submitted between brackets '[]’ the tty given is
treated as a hint only. Response code to successfu
TO command is 106

FHST original . host [forwarderl. host forwarder2. host ...]
Tells the server the host name that the nessage
originates to and the path of the hosts that has
forwarded the nmessage. The host name of the nmachine
that is currently submtting the nmessage to the server
should not be in the path list.

This information is relevant if nessage is forwarded
and it is not originally comng fromthe host that is
forwarding it. Response code to successful FHST
command is 111.

DATA Tells the server to start receive the body of the
message. Response code to DATA command is 200, for
exanpl e:

200 Enter nessage. Single dot on line term nates.
After response 200 the nessage lines are submitted to
the server one after another. Message is terninated
by the line that contains a single dot '.’. The
ternmination of the nessage is acknow edged by the
server with the response code 107. Server does not
notify client about receiving the single nessage
lines. |If enpty nessage is submtted (i.e. single dot
is onthe first line) the response code is 672 and
DATA command only cancel s possi bl e previ ous DATA
conmand. Because of this all dots or at |east dots
that are standing alone in the line have to be quoted.

SEND Sends the nessage. |If commands FROM TO and DATA are
successfully given before SEND command, the nessage is
delivered to the target user. |If delivery is
successful the response code is 103. |If nmessage is
not delivered directly to the target user but instead
forwarded to anot her host the response code is 104.
Response codes 669, 670 and 671, 677 indicate an error
on nessage delivery and codes 673, 674, 675 indicate
that either command FROM TO or DATA has not been
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successfully given before SEND command. After the
SEND conmand the server may al so give autoreply from
the renote user before the actual response code.
Autoreply lines are ones of code 300.

FWO)S n Tells the server that nessage has been forwarded n
times. |If the server forwards the nessage to the
anot her server, it increnments the counter and tells
the renote server the current count of forwards.
Response code to the FWDS command is 110 if nis |less
than the server specific forward limt. |If this limt
i s exceeded the response code is 676. |f the response
code is 676 the client can either quit the session and
fail the message or it can give the nmessage to the
server despite the fact that the forward Iimt is

exceeded. If the nessage is given when forward [imt
is exceeded, the server tries to deliver it, but does
not forward it to another server. |f forward count is

given as -1, the nessage is considered as a autoreply
and never forwarded.

Sessi on Control

RSET Resets the RWP session. FROM TO and DATA - commands
that are given before are canceled and they have to
be given again before SEND command can be used. Also
possi bl e FWDS and FHST conmands are cancel ed.

BYE Term nates the RW session. Server gives a response
code 101 and cl oses the connection

QT Is the synonymto bye, but it’s a lot nore inpolite.
Response code is however 101 as in bye.

Server specific conmand:
QUOTE comand
Rel ay a command to the server. |f the QUOTE conmand
is successfully conpl eted response code 112 is
returned. |f QUOTE comand is failed the response
code is 678. |If RW server doesn’t recognize the
gi ven QUOTE command the response code is 679

Currently reserved QUOTE commands are AGENT, CHARSET
| DENT, KEY and KEYI D
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nse Codes
are all legal response codes of RWP server foll owed by short
al explanation. Only the nunmeral codes are inportant and texts

ontain practically anything, however in response code 110 there
ssibly useful information between '<' and '> characters. No

characters '< or '> should be present in other responses. Also

respo
proto

100

101

103

104

105

106

107

108

109

Ri nne

nse 502 has possibly interesting information about the RW
col version the server supports

Ready.

The RWP server is ready to accept next command.
Goodbye.

The RWP server is closing connection

Message del i ver ed.

The SEND command is successfully conpleted and the nessage is
delivered directly to its destination

Message forwarded.

The SEND command is conpl eted and nessage is forwarded to the
user.

Sender ok.

The FROM command successf ul
Reci pi ent ok.

The TO commrand successf ul
Message ok

The DATA command successf ul
Reci pi ent ok to send.

The VRFY command successful and direct nmessage delivery is
possi bl e.

RSET ok.

The RWP server has received the RSET command and reset itself.

[ Page 6]



RFC 1756 Renote Wite Protocol January 1995

110 &k to forward.
or
110 &k to forward <user @ost. donai n>.

The VRFY command successful and direct nessage delivery by
forwarding is possible. |f response has al so forwarding
address the client can either forward the nmessage itself or
give it to server for forwarding.

111 Original sender host ok

The FHST command successful and original sender host is set as
given by the client.

200 Enter nessage. Single dot on line term nates.
The RWP server is ready to receive the nessage. Single dot on
message line term nates the nessage

300 |[I"'mnot in right now but I'lIl be back tonorrow
300 |at 8 o’'clock a.m

Aut omati cal response to the delivered message. Every line of
this user defined reply nessage is delivered in its own 300
line. Response code 300 |ines nay appear only after SEND
command before response code 103 (nessage delivered). dient
receiving autoreply 300 should show the text of the autoreply
to the user. Actual autoreply line begins after the ’|
-character in the line.

500 Hello renpte. host. This is |ocal.host speaking.
Response to the HELO command. This nessage can al so occur in
t he begi nning of the conversation w thout the VER command and
it can be ignored.

501 Rwrited version X X
Response to the VER conmmand. This nmessage can al so occur in

t he begi nning of the conversation w thout the VER command and
it can be ignored.
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502 RWP version 1.0.
Response to the VER command. This nmessage can al so occur in
the begi nning of the conversation wi thout the VER comand and
it can be ignored.

510 Valid commands ar e:

510 BYE, DATA, HELP, HELQ
510 RSET, SEND, PROT, QI T,
510 VRFY, VER

510 FROM sender | ogi n

510 FHST sender host

510 TO recipentlogin

510 FWDS current _hop_count

Response to the HELP command.

511 Information to the user.
Server specific informational response. These responses may
occur anytinme during the conversation. The client can ignore
t hem

512 Debug information to the user
Server specific informational response. Reserved for server
debuggi ng. These messages may occur anytime during the
conversation. The client can ignore them

666 FATAL ERROR
The RWP server got into the fatal error situation and is about
to exit imrediately. Cient prograns are strongly encouraged
to close the connection.

668 Syntax error.
The RWP server has received an invalid command.

669 Perm ssi on deni ed.

The RWP server is unable to deliver the nessage because the
target user has denied the send pernission

670 User not | ogged in.

The RWP server is unable to deliver the nessage because the
target user is not |ogged in.
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671 No such user.
The RWP server is unable to deliver the nessage because the
target user does not exist. FError code 670 can be used to
repl ace this nmessage.

672 No nessage.
The DATA command is termnated with enpty nmessage body. No
SEND command can be executed before a new DATA command is
gi ven.

673 FROM comand required.
Tried to give the SEND comrand before FROM

674 TO comuand required.
Tried to give the SEND command before TO

675 DATA command required.
Tried to give the SEND conmand before DATA

676 Forward limt exceeded.
Response to the FWDS conmmand t hat had an argunent that
exceeded the server specific limt of message forwarding
st eps.

677 Unable to forward nmessage.
or

677 Unable to forward nessage to <user @ost. donai n>.
Response to the SEND or VRFY command if nessage forwarding is
attenpted and the server specific limt of nessage forwarding
steps has been exceeded or if nessage forwardi ng has ot herw se
failed. |If nessage forwarding fails with nessage 669, 670 or
671, server will not use response 667 but gives response but
instead it gives the response anal ogous with the error
occured. |If message 677 includes address the nessage was to
be forwarded, the client may try to deliver it itself.

698 Unknown error

RWP server has faced an internal error that is not fatal
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699 Unknown error.
RWP server has faced an unknown error that is not fatal
5. RWP Conpliant Software

Sinple RWP 1.0 conpliant server and client software RWite-1.1 wll
be avail able during the fall 1994.

6. Security of RWP

RWP version 1.0 does not offer any nmean to verify the identity of the
user connecting the RAP server program It’'s possible to identify
the sender using ident-service, but not all hosts currently support
that. This vulnerability is anal ogous with the weakness of the SMIP
protocol. Cryptographic user verification and nessage hi di ng nethod
i s under devel opnent and is to be defined in RAP version 2.0 during
the year 1995.

RWP server also may offer a way to the intruder to get to know user
ids within the target host by trying the TO and VRFY commands. This
vulnerability is also present in SMIP. It is however possible to
build servers so that they never give nessage 671 (no such user) but
use response 670 (user not |ogged in) instead.

Anot her way to increase security even within RAP-1.0 described in the
docunent is to design RAP servers so that they do not deliver
messages directly to user but instead connect to sone kind of RWP
agent process that is executed by each user willing to receive RAP
messages. This user configurable nmessage agent could then decide
whet her to deliver the nmessage to the user and which way of delivery
to use. Message agent is the best way to prevent hostile user from
sendi ng uncontrol | ed nmessage flood to the user’s term nal

Sanpl e i nplenentation (RWite-1.0) of the RW server includes the
support for user configuration files in which each user can either
all ow or deny nessages from sone user(s), host(s) or network

domai ns(s). Support for nmessage agents is currently under

devel opnent.

The user that is receiving the nessage should be able to define

characters to be stripped fromthe inconing nessages to prevent
term nal ness-up.
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7

10.

RWP Connecti on Type

It is suggested that tcp (and udp) port 18 should be allocated for
rwp in future versions of RFCs listing the reserved tcp/udp/rpc
ports. Currently port 18 is assigned to the service called Message
Send Protocol (nsp) that is not known to be inplenmented. Actually
port 18 is not currently defined at all in the /etc/services -file of
the any common UNI X-1ike system Entry for /etc/services -file is as
fol | ows

rwite 18/ udp # RAP rwite
rwite 18/tcp # RWP rwite

G ven that RW conpliant daenobn programis /usr/sbin/rwited the
entry for /etc/inetd.conf -file would be:

rwite stream tcp nowait nobody /usr/sbin/rwited rwited
Character quotation

To offer a safe method to transfer various character sets RW defines
a nmethod to quote characters in both nessage and autoreply. RWP uses
quotation simlar to MM ‘quoted-printable encoding. Quoted
character is presented as a '’ -sign followed by a two character hex
code. This neans also that all '='-signs have to be quot ed.
Quotation is al so needed when nessage contains a line with only a
single dot "." init.

For exanpl e:

T -> =2E
L -> =3D
\a -> =07
"\t' -> =09

Security Considerations
Security issues are not discussed in this nmeno.
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