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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
Abst ract
This meno defines the various criteria to be used when designing an
Aut ononpbus System Border Router (ASBR) that will run either BGP4 or
IDRP for IP with other ASBRs external to the AS and OSPF as its | GP.
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1. Introduction

Thi s docunent defines the various criteria to be used when desi gning
an Aut ononpus System Border Router (ASBR) that will run BGP4

[ RFC1654] or IDRP for IP [IDRP] with other ASBRs external to the AS,
and OSPF [ RFC1583] as its | GP.

Al future references of BGP in this document will refer to BGP
version 4, as defined in [RFC1654]. All reference to IDRP are
references to the Inter-Domain Routing Protocol (I1SO 10747) which has
been defined by the IDRP for I P docunent [IDRP] for use in Autononous
Systens.

Thi s docunent defines howthe following fields in OSPF and attri butes
in BGP/IDRP are to be set when interfacing between BGP/ | DRP and OSPF
at an ASBR

| DRP canme out of the sane work as BGP, and may be consider a follow
on to BGP-3 and BGP-4. Mbst fields defined in the interaction
between BGP and I DRP are nanmed the sane. Where different, the |IDRP
fields are shown separately.

BGP/ | DRP MULTI _EXI T_DI SC

BGP ORI G N and AS_PATH AS_SET vs. OSPF tag

| DRP EXT_I NFO and RD_PATH RD_SET

BGP/ | DRP NEXT_HOP vs. OSPF Forwardi ng Address
BGP/ | DRP LOCAL_PREF vs. OSPF cost and type

| DRP contains RD PATH and RD SET fields which serves the same purpose
as AS PATH and AS SET fields for IDRP for IP. |In this docunent, we
will use the terns PATH and SET to refer to the BGP AS PATH and

AS _SET, or the |IDRP RD PATH and RD SET fields respectively, depending
on the context of the protocol being used.

Both | DRP and BGP provide a nechanismto indicate whether the routing
i nformati on was originated via an | GP, or sone other nmeans. |n |DRP,
if route information is originated by neans other than an | GP, then
the EXT_INFO attribute is present. Likewise, in BG, if a route
information is originated by means other than an I1GP, then the ORIA N
attribute is set to <EGP> or <I NCOWLETE>. For the purpose of this
docunent, we need to distinguish between the two cases:
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(a) Route information was originated via an | GP
(b) Route information was originated by some ot her neans

The former case is realized in IDRP by not including the EXT_ I NFO
attribute, and in BGP by setting the BGP ORIG N=<IGP>; The latter
case is realized by including the EXT_INFO attribute in |IDRP, and by
setting the BGP ORI A N=<EGP>. For the rest of the document, we wll
use the BGP ORIG N=<IGP> to refer to the forner scenario, and BGP
ORI G N=<EGP> to refer to the latter.

One other difference between IDRP and BGP remains. |IDRP for IP
identifies an autononobus system by an identifier of variable length
that is syntactically identical to an NSAP address prefix, and
explicitly enbeds the autonomous system nunber [IDRP]. BGP
identifies an autononbus system just by an autononobus system nunber.
Since there is a one-to-one nappi ng between how an aut ononpbus system
is identified in IDRP and in BG, in this docunent, we shall identify
an aut ononous system by its autononous system nunber.

For a nmore general treatise on routing and route exchange probl ens,
pl ease refer to [ ROUTE- LEAKI NG and [ NEXT-HOP] by Philip Al nguist.

Thi s docunent uses the two terns "Autononous System' and "Routing
Domai n". The definitions for the two are bel ow

The term Aut onomous Systemis the same as is used in the BGP RFC
[ RFC1267], given bel ow

"The use of the term Autononbus System here stresses the fact
that, even when nultiple I1Gs and netrics are used, the

adm ni stration of an AS appears to other ASs to have a single
coherent interior routing plan and presents a consistent picture
of what destinations are reachable through it. Fromthe

st andpoi nt of exterior routing, an AS can be viewed as nonolithic:
reachability to destinations directly connected to the AS nust be
equi valent fromall border gateways of the AS."

The term Routing Domain was first used in [ ROUTE- LEAKING and is
gi ven bel ow.

"A Routing Domain is a collection of routers which coordinate
their routing know edge using a single [instance of a] routing
prot ocol . "

By definition, a Routing Domain forns a single Autononpbus System but

an Aut ononpus System may be conposed of a collection of Routing
Donai ns.
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BGP, | DRP and OSPF have the concept of a set of reachable
destinations. This set is called NLRI or Network Layer Reachability
Information. The set can be represented either as an | P address
prefix, or an address, mask pair. Note that if the mask is
contiguous in the latter, then the two representations are
equivalent. In this document, we use the term "address/mask pair" in
the context of OSPF, and "destination" or "set of reachable
destinations" in the context of BGP or |DRP

This docunment follows the conventions enbodied in the Host
Requi renents RFCs [ RFC1122, RFC1123], when using the ternms "MJST",
"SHOULD, " and "MAY" for the various requirements.

A mnimal inplenmentation of BGP/ I DRP OSPF exchange MJST not advertise
a route containing a set of reachabl e destinations when none of the
destinations in the address/mask pair is reachable via OSPF (section
2.1, bullet 3), MJST nerge the PATH into a SET when nultiple exit
points exist within the same autononous system for the same externa
destination (section 3), MJST set the OSPF tag accurately (section
4). This subset is chosen so as to cause mnimal havoc to the
Internet at large. It is strongly reconmended that inplenentors

i mpl ement nore than a minimalistic specification

2. Reachability Information Exchange
This section discusses the constraints that must be met to exchange
the set of reachabl e destinati ons between an external BGP/ | DRP peer
fromanother AS and internal OSPF address/nmask pairs.

2.1. Exporting OSPF information into BGP

1. The adm nistrator MJST be able to selectively export
address/mask pairs into BGP/IDRP via an appropriate filter
nmechani sm

This filter mechani sm MUST support such control with the
granularity of an address/mask pair.

This filter mechanismw |l be the primary method of
aggregation of OSPF internal and type 1 and type 2 externa
routes within the AS into BGP/ | DRP.

Additionally, the administrator MJST be able to filter based
on the OSPF tag and the various sub-fields of the OSPF tag.
The settings of the tag and the sub-fields are defined in
section 4 in nore detail.
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0 The default MJST be to export no routes from OSPF into
BGP/ I DRP. A single configuration paranmeter MJST permt
all OSPF inter-area and intra-area address/ mask pairs to
be exported into BGP/ | DRP

OSPF external address/mask pairs of type 1 and type 2
MUST never be exported into BGP/IDRP unless they are
explicitly confi gured.

An address/ nask pair having a non-contiguous nask MUST not be
exported to BGP/ | DRP

When configured to export an address/nmask pair from OSPF into
BGP/ | DRP, the ASBR MAY advertise the route containing the set
of reachabl e destinations via BGP/IDRP as soon as at | east
one of the destinations in the address/ mask pair is
determned to be reachable via OSPF; it MJST stop adverti sing
the route containing the set of reachabl e destinations when
none of the destinations in the address/mask pair is
reachabl e via OSPF.

The network adm nistrator MJST be able to statically
configure the BGP/IDRP attribute MIUTI_EXIT DISC attribute to
be used for any route.

o] The default MJST be to omit the MIUTI _EXIT DISCin the
route advertised via BGP/ | DRP

An inpl enentation of BGP/I DRP and OSPF on an ASBR MUST have a
mechanismto set up a minimum anount of time that nust el apse
between the | earning of a new address/mask pair via OSPF and
subsequent advertisement of the address/nmask pair via
BGP/IDRP to the external neighbours.

0 The default value for this setting MJUST be 0, indicating
that the address/mask pair is to be advertised to the
nei ghbour BGP/ I DRP peers instantly.

Note that BGP and | DRP nandate a mechani smto danpen the
i nbound advertisenents from adj acent nei ghbours. See
the variabl e M nRout eAdvertisementlinterval in section
9.2.3.1, [RFC1654] or in section 7.17.3.1, [|S10747].

LOCAL_PREF i s not used when exporting OSPF information into
BGP/IDRP, as it is not applicable.
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2.2. Inporting BGP/IDRP information into OSPF

1. BGP/ | DRP i npl ement ati ons SHOULD al | ow an AS to control
announcenents of BGP/IDRP | earned set of reachable
destinations into GSPF. | nplenentati ons SHOULD support such
control with the granularity of a single destination.

I mpl enent ati ons SHOULD al so support such control with the
granularity of an autononmous system where the autononous
system may be either the autononpbus systemthat originated
the informati on or the autononbus systemthat advertised the
information to the |local system (adjacent autononous systemn.

0 The default MJST be to inport nothing fromBGP/IDRP into
OSPF.  Admini strators nust configure every destination
they wish to inport.

A configuration parameter MAY allow an administrator to
configure an ASBR to inport all the set of reachable
destinations fromBGP/IDRP into the OSPF routing domain.

2. The adm nistrator MJST be able to configure the OSPF cost and
the OSPF nmetric type of every destination inported into OSPF.
The OSPF netric type MJST default to type 2. If the
LOCAL_PREF val ue is used to construct the OSPF cost, one mnust
be extremely careful with such a conversion. In OSPF the
| ower cost is preferred, while in BGP/IDRP the higher val ue
of the LOCAL PREF is preferred. 1In addition, the OSPF cost
ranges between 1 and 2724, while the LOCAL_PREF val ue ranges
between 0 and 2732. Note that if ASBRs within a domain are
configured to correlate BGP/I DRP and OSPF information (as
described in Section 3), then the route selection by the
ASBRs is determ ned solely by the OSPF cost, and the val ue
carried by the LOCAL PREF attribute has no inpact on the
route sel ection.

3. Information |l earned via BGP/IDRP frompeers within the sane
AS MUST not be inported into OSPF.

4. The ASBR MUST never generate a default destination into the
OSPF routing donain unless explicitly configured to do so.

A default destination is a set of all possible destinations.
By convention, it is represented as a prefix of 0 length or a
mask of all zeroes.

A possible criterion for generating default into an IGP is to
all ow the adninistrator to specify a set of (set of reachable
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destinations, PATH, default cost, default type) tuples. If
the ASBR | earns of at |east one of the destinations in the
set of reachabl e destinations, with the correspondi ng PATH
then it generates a default destination into the OSPF routing
domain, with the appropriate cost and type. The |owest cost
route will then be injected into the OSPF routing domain.

This is the recommended nethod for originating default
destinations in the OSPF routing domain.

5. Note that [ RFC1247] requires the network nunber to be used as
the Link State ID. This will produce a conflict if the ASBR
tries to inmport two destinations, differing only in their
prefix length. This problemis fixed in [ RFC1583], which
obsol etes [ RFC1247].

An inplenentation conform ng to the older [ RFC1247] MJST, in
this case, drop the nore specific route, i.e. the route
corresponding to the longer prefix in the reachability

i nformation.

6. MULTI _EXIT DISC is not used to inport BGP/IDRP information
into OSPF, as it is not applicable.

3. BGP/ | DRP |l dentifier and OSPF router |D

The BGP/IDRP identifier MJUST be the sane as the OSPF router id at all
times that the router is up.

Note that [ RFC1654] requires that the BGP identifier be an address
assigned to the BGP speaker.

In the case of IDRP, the IDRP protocol does not explicitly carry the
identity of the IDRP speaker. An inplicit notion of the identity of
the | DRP speaker can be obtai ned by exam ning the source address in
the | P packets carrying the IDRP information. Therefore, all |DRP
speakers participating in the OSPF protocol MJST bind the | DRP
identifier to be the address of the OSPF router id.

This characteristic makes it convenient for the network adm nistrator
| ooking at an ASBR to correlate different BGP/ | DRP and OSPF

i nformati on based on the identifier. There is another nore inportant
reason for this characteristic.
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Consi der the scenario in which 3 ASBRs, RT1, RT2, and RT3, belong to
t he same aut ononpus system

Both RT1 and RT2 can reach an external destination X and inport this
information into the OSPF routing domain. RT3 is advertising this

i nformati on about destination X to other external BGP/ | DRP speakers.
The followi ng rule specifies how RT3 can generate the correct

adverti senent.

RT3 MJST deternmine which ASBR(s) it is using to reach destination X
by matching the OSPF router ID for its route to destination with the
BGP identifier of the ASBR(s), or the |IP source address of the |DRP
prot ocol packet fromthe ASBR(S).

0 If RT3 has equal cost routes to X through RT1 and RT2, then,
RT3 MJUST nerge the PATH through RT1 and RT2 into a SET.

0 O herw se, RT3 MAY nerge the PATH through RT1 and RT2.

It MAY then generate the corresponding network | ayer reachability
information for further advertisenent to external BGP/IDRP peers.

4. Setting OSPF tags, ORIG N and PATH attributes

The OSPF external route tag is a "32-bit field attached to each
external route . . . It may be used to communicate information

bet ween AS boundary routers; the precise nature of such information
is outside the scope of [the] specification" [RFCL583].

W use the external route tag field in OSPF to intelligently set the
ORIG@ N and PATH attributes in BGP/IDRP. These attributes are well -
known, nmandatory attributes in BGP/IDRP. The exact nechani sm for
setting the tags is defined in sections 4.2 and 4.3. Every

conbi nation of tag bits is described in two parts:
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import This describes when an ASBR i nmports an AS external LSA into
the OSPF domain with the given tag setting.

export This indicates how the BGP/ I DRP path attribues should be
formatted when an ASBR, having a given type 1 or type 2
OSPF external route in its routing table, decides to export
according to the considerations in section 2.1

The tag is broken up into sub-fields shown bel ow. The various
sub-fields specify the characteristics of the set of reachable
destinations inported into the OSPF routing donain.

The high bit of the OSPF tag is known as the "Automatic" bit.
Setting this bit indicates that the tag has been generated
automatically by an ASBR

When the network adninistrator configures the tag, this bit MJST be
0. This setting is the default tag setting, and is described in
section 4. 2.

When the tag is automatically generated, this bit is set to 1. The
other bits are defined bel ow

0 0000000111111 1111222222222233
0 34567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
|1l clp || ArbitraryTag | Aut ononpbusSyst em |
el i I e i it T e e e e i i T o S e e S e T R R

00
12

c 1 bit of Conpleteness information, set when the ORIA N of the
route is either <EGP> or <IGP>.

pl 2 bits of PathLength information; this field is set depending
on the I ength of the PATH that the protocol could have carried
when inporting the reachability information into the OSPF
routing donain.

ArbitraryTag
12 bits of tag information, defaults to O but can be
configured to anything el se.

Aut ononobusSystem (or "AS")
16 bits, indicating the AS nunber corresponding to the set of
reachabl e destinations, 0 if the set of reachable destinations
is to be considered as part of the |ocal AS
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| ocal _AS: The AS nunber of the |ocal OSPF routing donain.
next _hop_AS: The AS nunber of an external BGP peer
4.1. Configuration paraneters for setting the OSPF tag

0 There MUST be a mechanismto enabl e automatic generation of
the tag characteristic bhits.

0 Configuration of an ASBR runni ng OSPF MUST incl ude the
capability to associate a tag value, for the ArbitraryTag, or
Local Info sub-field of the OSPF tag, with each instance of a
routing donmain.

0 Configuration of an ASBR runni ng OSPF MJUST i ncl ude the
capability to associate an AS nunber with each instance of a
routing donain.

Associ ating an AS nunber with an instance of an IGP is

equi valent to flagging those set of reachabl e destinations
inmported fromthe 1GP to be external destinations outside the
| ocal aut ononpus system

4.2. Mnually configured tags

00000000001 111111111222222222233
01234567890123456789012345678901
B T S i T s i i e e SEI S
| O] Local Info |
I S i o T s S S S e s s T

import This tag setting corresponds to the adm nistrator manually
setting the OSPF tag bits.

export The route SHOULD be exported into BGP with the attributes
ORI G N=<EGP>, PATH=<I| ocal _AS>

Not hi ng MUST inferred about the characteristics of the set of
reachabl e destinations corresponding to this tag setting.

For backward conpatibility with existing inplenentations of OSPF
currently deployed in the field, this MIST be the default setting
for inporting destinations into the OSPF routing domain. There
MJUST be a nechanismto enabl e automatic tag generation for

i mported destinations.
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4.3. Automatically generated tags

4.3.1. Tag = <Automatic = 1, Conplete = 0, PathLength = 00>
000000000011 11111111222222222233
01234567890123456789012345678901

B T e e e o i e S S e e E o E o
ArbitraryTag | Aut ononpbusSyst em |

T T i i S S S T o S S S S 3

+— +
H
+— +
o
+— +
o
+— +
o
+— +

import These are reachabl e destinations inported fromrouting
protocols with inconplete path information and cannot
or may not carry the nei ghbour AS or AS path (and hence
the 1DRP RD_PATH) as part of the routing information.

This setting SHOULD be used to inport reachable
destinations froman |IGP that the network adm nistrator
has configured as external routes, without specifying
the next _hop_AS.

export The route SHOULD be exported into BGP/IDRP with the
attributes ORl G N=<EGP>, PATH=<Local AS>.

4.3.2. Tag = <Automatic = 1, Conplete = 0, PathLength = 01>

0000011111111 11222222222233
567890123456789012345678901
B S S i i i i I I T T S S S S S S St S

ArbitraryTag | Aut ononpbusSyst em |
T s T S e i S R T T e S SN S S S

+— +
'—\
+— +
o
+—= +
o
+— +
'—\
+— +

import These are reachabl e destinations inmported fromrouting
protocols with inconplete path information. The
nei ghbour AS (and therefore IDRP RD) is carried in the
routing information.

This setting SHOULD be used for inporting reachable
destinations fromEGP into the OSPF routing domain.

This setting MAY al so be used when inporting reachabl e
destinations from BGP/ | DRP whose ORI G N=<EGP> and
PATH=<next _hop_AS>; if the BGP/IDRP | earned route has
no other transitive attributes, then its propagation
via BGP/IDRP to ASBRs internal to the autononous system
MAY be suppressed.

export The route SHOULD be exported into BGP/IDRP with
ORI G N=<EGP> and PATH=<I ocal _AS, next_hop_AS>.
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4.3.3. Tag = <Automatic = 1, Conplete = 0, PathLength = 10>

0000000111111 1111222222222233
34567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| 1] 0] 1] Of ArbitraryTag | Aut ononpbusSyst em |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

import These are reachabl e destinations inmported fromrouting
protocols with truncated path information

These are inported by a border router, which is running
BGP/IDRP to a stub domain, and not running BGP/IDRP to

other ASBRs in the same autononbus system This causes
a truncation of the PATH. These destinati ons MJST not

be re-exported into BGP/I DRP at anot her ASBR

export The route MJST never be exported into BGP/ | DRP

4.3.4. Tag = <Automatic = 1, Conplete = 1, PathLength = 00>

0000000000111 1111111222222222233
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 1] 1] O] Of ArbitraryTag | Aut ononpbusSyst em |
el i I e i it T e e e e i i T o S e e S e T R R

import These are reachabl e destinations inported fromrouting
protocols with either conplete path information or are
known to be conpl ete through means ot her than that
carried by the routing protocol

This setting SHOULD be used for inporting reachable
destinations into CSPF froman | GP

export The route SHOULD be exported to BGP/IDRP with
ORI G N=<I| GP>, PATH=<Local _AS>.

4.3.5. Tag = <Automatic = 1, Conplete = 1, PathLength = 01>

0000011111111 11222222222233
567890123456789012345678901
B i s T T i i o S o T Ji I
| 1] 1] O] 1 ArbitraryTag | Aut ononmousSyst em |
R e s T o T S R El ok i R e e S S e o o s
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import These are reachabl e destinations inmported fromrouting
protocols with either conplete path information, or are
known to be conpl ete through means ot her than that
carried by the routing protocol. The routing protocol
al so has additional information about the next hop AS
or RD, the destination was |earned from

This setting SHOULD be used when the adm ni strator
explicitly associates an AS nunber with an instance of
an |GP. This setting MAY al so be used when inporting
reachabl e destinations from BGP/ | DRP whose ORI G N=<| GP>
and PATH=<next _hop_AS>; if the BGP/IDRP |l earned route
has no other transitive attributes, then its
propagation via BGP/IDRP to other ASBRs internal to the
aut ononous system MAY be suppressed.

export OSPF routes with this tag setting SHOULD be exported
with the BGP/IDRP attributes, OR G N=<| GP>,
PATH=<| ocal _AS, next_hop_AS>.

4.3.6. Tag = <Automatic = 1, Conplete = 1, PathLength = 10>
000000000011 11111111222222222233
01234567890123456789012345678901

B T e e e o i e S S e e E o E o
ArbitraryTag | Aut ononpbusSyst em |

T T i i S S S T o S S S S 3

+— +
H
+— +
H
+— +
H
+— +
o
+— +

import These are reachabl e destinations inported fromrouting
protocols with conplete path information and carry the
AS path information as part of the routing information.

These destinati ons MJIST not be exported into BGP/ | DRP
because these are destinations that are already
inmported fromBGP/IDRP into the OSPF RD. Hence, it is
assuned that the BGP/ | DRP speaker will convey these
routes to other BGP/ I DRP speakers within the same

aut ononous systemvia BGP/IDRP. An ASBR | earning of
such a destination MIST wait for the BGP update from
its internal neighbours before advertising it to
external BGP/ | DRP peers.

export These routes MJST not be exported into BGP/ | DRP.
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5.

4.4. M scellaneous tag settings

0000001111111111222222222233
4567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| 1] x| 1] 1 Reserved for future wuse |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

The val ue of PathLength=11 is reserved during automatic tag
generation. Routers MJUST NOT generate such a tag when inporting
reachabl e destinations into the OSPF routing domain. ASBRs nust
i gnore tags which indicate a Pat hLength=11.

Setting OSPF Forwardi ng Address and BGP/ | DRP NEXT_HOP attribute

Forwar di ng addresses are used to avoid extra hops between nultiple
routers that share a common network and that speak different routing
protocols with each other on the comobn networKk.

Bot h BGP/ I DRP and OSPF have equival ents of forwarding addresses. In
BGP and IDRP, the NEXT _HOP attribute is a well-known, mandatory
attribute. OSPF has a Forwarding address field. W wll discuss how
these are to be filled in various situations.

Consi der the 4 router situation bel ow
RT1 and RT2 are in one autononmous system RT3 and RT4 are in another

RT1 and RT3 are talking BGP/IDRP with each other. RT3 and RT4 are
tal king OSPF with each ot her.

+--- - - + +--- - - +
| RT1 | | RT2 |
+--- - - + +--- - - +
| | common net wor k

e o e e e e e e e e e e e e e e e e e - =
<BGP/ | DRP> | I

Fommm - + <OSPF> +o--- - +

| RT3 | | RT4 |

+--- - - + +--- - - +

- Inporting a reachabl e destination into OSPF:
When inmporting a destination fromBGP/IDRP into OSPF, RT3 MJST
always fill the OSPF Forwardi ng Address with the BGP/ | DRP
NEXT _HOP attribute for the destination
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- Exporting a reachable destination into BGP

When exporting set of reachable destinations internal to the
OSPF routing domain fromOSPF to BGP/IDRP, if all the
destinations in the set of reachable destinations are through
RT4, then RT3 MAY fill the NEXT_HOP attribute for the set of
reachabl e destinations with the address of RT4. This is to
avoi d requiring packets to take an extra hop through RT3 when
traversing the AS boundary. This is simlar to the concept of
i ndi rect neighbour support in EGP [ RFC888, RFC827].

6. Changes fromthe BGP 3 - OSPF interactions docunent

(0]

Var adhan,

The use of the term"route" has attained a nore conplicated
structure in BGP 4. This docunent follows the constraint in
t he manner shown bel ow.

- The term "set of reachable destinations" is called a NLR
in [ RFC1654] .

- The term"route" in the BGP context refers to a set of
reachabl e destinations, and the associated attri butes for
t he set.

- The term"route" in the OSPF context refers to the set of
reachabl e destinations, and the cost and the type to
reach destinations. This is to keep the definitions
consi stent in the docunent.

The notion of exchanging reachability information between BGP
4 and OSPF has been updated to handl e variable | ength net nask
i nformati on.

The previous term | NTER_AS METRIC in BGP 3 has now been
changed to MULTI _EXIT DI SC

The default nmetric to be used for inmporting BGP infornation
into the OSPF RD is now the LOCAL_PREF attribute, instead of a
const ant val ue.

Section 3 which requires an ASBR to match the OSPF tag
corresponding to a route to the BGP ldentifier, can cause
potential loops if the AS has equal cost nultipath routing
amongst the ASBRs. This scenario is outlined in the Appendi x
below. This is fixed in BGP4 by requiring the ASBR seei ng
equal cost nmulti-path routes to nerge the PATHs through the
various ASBRs into appropriate SETs.
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0 BGP 4 requires that the BGP identifier be an address assigned
to the BGP speaker. This is dealt with in section 3.

0 Section 5 on setting NEXT_HOP attributes and Forwarding
Address field has been updated to account for variable |ength
net information.

0 This section, 6, has been added.
7. Security Considerations
Security issues are not discussed in this nmeno.
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10. Appendi x

This is an exanple of how the two routing protocols, BG/|DRP and
OSPF, mght both be consistent in their behaviour, and yet packets
froma source domain, S, to a destination in domain X mght be stuck
in a forwarding | oop.

R +
X --mmmmmm- | C1 |
| | Domai n C|
I | & C2 |
| S . +
B / \

\ / \

\ / S

\ / /

\ / /

S . + /

| Al A2 | /

| Domain A/

| A3 |-/

Gven the domains, X, AL B, Cand S, let domains A and C be running
OSPF, and ASBRs A3 and C3 have equal cost multipath routes to Al, A2
and Cl1, C2 respectively. The picture above shows the internal
structure of domamins A and C only.
During steady state, the following are the route advertisenents:

0 Donmai n B advertises to A path <B, X>

0 ASBR A3 in domain A advertises path <A B, X> to domain C, at
ASBR C2.

0 Domain C has two equal cost paths to X one direct <C X>, and
anot her through A <C A B, X>

0 BR C3 in domain C advertises to A2 path <C, X>

0 Domain A has two equal cost paths to X <A C, X> and <A B, X>
Both C1 and C2 inject a route to X within the domain C, and |ikew se
Al and A2 inject aroute to X within the domain A Since A3 and C3

see equal cost routes to X through Al, A2 and Cl, C2 respectively, a
stabl e | oop through ASBRs <A3, A2, C3, C2, A3> exists.
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Section 4 specifies that A3 and C3 that advertise a PATH to
destination X, MJST aggregate all the PATHs through Al and A2, and Cl
and C2 respectively. This has the consequence of constraining the
BGP/ | DRP speaker in either domain A or domain C from choosing
multiple routes to destination X, and inporting only one route into
OSPF. This breaks the nultiple paths seen in one domain. The exact
domain in which the nmultiple paths are broken is nondeterm nistic.
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