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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.
Abst r act
Thi s docunent specifies an extension of the Routing Information
Protocol (RIP), as defined in [1,2], to expand the anpbunt of useful
information carried in RIP nmessages and to add a neasure of security.
This menmo obsol etes RFC 1388, which specifies an update to the
"Routing Information Protocol” STD 34, RFC 1058.
The RIP-2 protocol analysis is docunented in RFC 1721 [4].
The RIP-2 applicability statement is document in RFC 1722 [5].

The RIP-2 MB description is defined in RFC 1724 [3]. This nmeno
obsol etes RFC 1389.
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1. Justification

Wth the advent of OSPF and IS-1S, there are those who believe that
RIP is obsolete. While it is true that the newer |IGP routing
protocols are far superior to RIP, R P does have sonme advant ages.
Primarily, in a small network, RIP has very little overhead in terns
of bandwi dth used and configuration and nanagenent tine. RIP is also
very easy to inplenent, especially in relation to the newer |GPs.

Additionally, there are nany, many nore RI P inplenmentations in the
field than CSPF and 1S-1S conbined. It is likely to remain that way
for sone years yet.

Gven that RIP will be useful in nmany environnents for sone period of
time, it is reasonable to increase RIP' s usefulness. This is
especially true since the gain is far greater than the expense of the
change.

2. Current RIP
The current RI P nessage contains the mninmal anount of information
necessary for routers to route nmessages through a network. It also
contains a | arge anount of unused space, owing to its origins.
The current RIP protocol does not consider autononpbus systens and

| GP/ EGP interactions, subnetting, and authentication since
i npl ement ati ons of these postdate RIP. The lack of subnet nasks is a
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particularly serious problemfor routers since they need a subnet
mask to know how to deternmine a route. If a RIP route is a network
route (all non-network bits 0), the subnet nmask equal s the network
mask. However, if some of the non-network bits are set, the router
cannot determ ne the subnet mask. W rse still, the router cannot
determne if the RIP route is a subnet route or a host route.
Currently, some routers sinply choose the subnet nask of the
interface over which the route was | earned and determ ne the route
type fromthat.

3. Protocol Extensions

Thi s docunent does not change the RI P protocol per se. Rather, it
provi des extensions to the nmessage format which allows routers to
share inportant additional information.

The first four octets of a RIP nessage contain the RIP header. The
remai nder of the nessage is conposed of 1 - 25 route entries (20
octets each). The new RIP nmessage format is:

0 1 2 33
01234567890123456789012345678901
T I T S S i T T S AR

| Command (1) | Version (1) | unused |
I ISP I ISP T T TRy +
| Address Family ldentifier (2) | Route Tag (2) |
o e e e e e e e e e e aa o - o e e e e e e e e e e aa o - +
| | P Address (4) |
. +
| Subnet Mask (4) |
T T T T +
| Next Hop (4) |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| Metric (4) |
. +

The Command, Address Family ldentifier (AFl), |IP Address, and Metric
all have the meanings defined in RFC 1058. The Version field wll
specify version nunmber 2 for R P nessages whi ch use authentication or
carry information in any of the newy defined fields. The contents
of the unused field (two octets) shall be ignored.

Al fields are coded in IP network byte order (big-endian).
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3.1 Aut hentication

Since authentication is a per nessage function, and since there is
only one 2-octet field available in the nessage header, and since any
reasonabl e aut hentication schene will require nore than two octets,
the authentication schenme for RIP version 2 will use the space of an
entire RIP entry. |If the Address Family ldentifier of the first (and
only the first) entry in the message i s OxFFFF, then the remainder of
the entry contains the authentication. This neans that there can be,
at nost, 24 RIP entries in the remai nder of the nessage. |If
authentication is not in use, then no entries in the nessage shoul d
have an Address Fanily Identifier of OxFFFF. A RI P nessage which
contains an authentication entry would begin with the follow ng
format:

0 1 2 33
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Conmand (1) | Version (1) | unused |
Fom e e e oo - Fom e e e oo - o mm e e e e e e e e e e e memmao-- +
| OXFFFF | Aut henti cation Type (2) |
oo e e e e e e e e oo oo oo e e e e e e e e oo oo +
~ Aut henti cation (16) ~
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +

Currently, the only Authentication Type is sinple password and it is

type 2. The remaining 16 octets contain the plain text password. |If
the password is under 16 octets, it nmust be left-justified and padded
to the right with nulls (0x00).

3.2 Route Tag

The Route Tag (RT) field is an attribute assigned to a route which
must be preserved and readvertised with a route. The intended use of
the Route Tag is to provide a nethod of separating "internal" R P
routes (routes for networks within the RI P routing domain) from
"external" RIP routes, which may have been inported froman EGP or
anot her | GP

Rout ers supporting protocols other than RIP should be configurable to
all ow the Route Tag to be configured for routes inported from
different sources. For exanple, routes inported fromEGP or BGP
shoul d be able to have their Route Tag either set to an arbitrary

val ue, or at least to the nunber of the Autonompus System from which
the routes were | earned.

O her uses of the Route Tag are valid, as long as all routers in the
RI P domain use it consistently. This allows for the possibility of a
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BGP- RI P protocol interactions docunment, which woul d describe nethods
for synchronizing routing in a transit network.

3.3 Subnet nmmsk

The Subnet Mask field contains the subnet mask which is applied to
the I P address to yield the non-host portion of the address. |If this
field is zero, then no subnet mask has been included for this entry.

On an interface where a RIP-1 router nmay hear and operate on the
information in a RIP-2 routing entry the followi ng rules apply:

1) information internal to one network nust never be advertised into
anot her networKk,

2) information about a nore specific subnet nay not be advertised
where RIP-1 routers would consider it a host route, and

3) supernet routes (routes with a netmask | ess specific than the
"natural" network mask) must not be advertised where they could be
msinterpreted by RIP-1 routers.

3.4 Next Hop

The i medi ate next hop | P address to which packets to the destination
specified by this route entry should be forwarded. Specifying a
value of 0.0.0.0 in this field indicates that routing should be via
the originator of the RIP advertisenment. An address specified as a
next hop nust, per force, be directly reachable on the | ogical subnet
over which the advertisenent is made.

The purpose of the Next Hop field is to elim nate packets being
routed through extra hops in the system It is particularly usefu
when RIP is not being run on all of the routers on a network. A
sinple exanple is given in Appendix A. Note that Next Hop is an
"advisory" field. That is, if the provided information is ignored, a
possi bly sub-optinmal, but absolutely valid, route may be taken. |If
the received Next Hop is not directly reachable, it should be treated
as 0.0.0.0.

3.5 Multicasting

In order to reduce unnecessary |oad on those hosts which are not
listening to RIP-2 nmessages, an |IP nulticast address will be used for
peri odi c broadcasts. The IP nmulticast address is 224.0.0.9. Note
that |GW is not needed since these are inter-router nessages which
are not forwarded.
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In order to maintain backwards conpatibility, the use of the

mul ticast address will be configurable, as described in section 4.1.
If multicasting is used, it should be used on all interfaces which
support it.

3.6 Queries

If a RIP-2 router receives a RIP-1 Request, it should respond with a
RI P-1 Response. |If the router is configured to send only RIP-2
messages, it should not respond to a RIP-1 Request.

4. Conpatibility

RFC 1058 showed consi derabl e forethought in its specification of the
handl i ng of version nunmbers. |t specifies that R P nessages of
version 0 are to be discarded, that RI P nessages of version 1 are to
be discarded if any Must Be Zero (MBZ) field is non-zero, and that
RI P nessages of any version greater than 1 should not be di scarded
simply because an MBZ field contains a value other than zero. This
means that the new version of RIP is totally backwards conpatibl e
with existing RIP inplenentati ons which adhere to this part of the
speci fication.

4.1 Conpatibility Sw tch

A compatibility switch is necessary for two reasons. First, there
are inplenentations of RIP-1 in the field which do not foll ow RFC
1058 as described above. Second, the use of nulticasting would
prevent RIP-1 systens fromreceiving R P-2 updates (which may be a
desired feature in sone cases). This switch should be configurable
on a per-interface basis.

The switch has four settings: RIP-1, in which only RIP-1 nessages are
sent; RIP-1 conpatibility, in which RIP-2 nessages are broadcast;
RIP-2, in which RIP-2 nessages are nulticast; and "none", which

di sabl es the sending of RIP nmessages. The recommended default for
this switch is RIP-1 conpatibility.

For compl eteness, routers should also inplement a receive contro
swi tch which woul d determ ne whether to accept, RIP-1 only, R P-2
only, both, or none. It should also be configurable on a per-

i nterface basis.

4.2 Authentication
The foll owi ng al gorithm shoul d be used to authenticate a RI P nessage.

If the router is not configured to authenticate RI P-2 nessages, then
Rl P-1 and unaut henticated R P-2 nmessages will be accepted;
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aut henticated Rl P-2 nmessages shall be discarded. |If the router is
configured to authenticate R P-2 nessages, then RIP-1 nessages and
Rl P- 2 messages whi ch pass authentication testing shall be accepted;
unaut henti cated and failed authentication R P-2 nessages shall be
di scarded. For maxi mum security, RIP-1 nessages should be ignored
when authentication is in use (see section 4.1).

Since an authentication entry is nmarked with an Address Family
Identifier of OxFFFF, a RIP-1 systemwould ignore this entry since it

woul d belong to an address famly other than IP. It should be noted,
therefore, that use of authentication will not prevent R P-1 systens
fromseeing RIP-2 nessages. |If desired, this nmay be done using

mul ticasting, as described in sections 3.5 and 4. 1.
4.3 Larger Infinity

Wil e on the subject of conpatibility, there is one itemwhich people
have requested: increasing infinity. The primary reason that this
cannot be done is that it would violate backwards conpatibility. A
larger infinity woul d obviously confuse ol der versions of rip. At
best, they would ignore the route as they would ignore a netric of

16. There was also a proposal to nake the Metric a single octet and
reuse the high three octets, but this would break any inplenentations
which treat the netric as a 4-octet entity.

4.4 Addressless Links
As in RIP-1, addressless links will not be supported by RIP-2

5. Security Considerations
The basic RIP protocol is not a secure protocol. To bring RIP-2 in
line with nore nodern routing protocols, an extensible authentication

mechani sm has been incorporated into the protocol enhancenents. This
mechani smis described in sections 3.1 and 4. 2.
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Appendi x A
This is a sinple exanple of the use of the next hop field in arip
entry.
| I RL] | I R2] | I R3] | XR1] | XR2] | XR3|
-t - -t - -t - -t - -t - -t -
| | | | | |
e E R E E +- -
S L RIP-2------------- >
Assurme that IRL, IR2, and IR3 are all "internal" routers which are

under one adm nistration (e.g. a campus) which has elected to use
RIP-2 as its IGP. XR1l, XR2, and XR3, on the other hand, are under
separate admi nistration (e.g. a regional network, of which the canpus
is a menber) and are using sone other routing protocol (e.g. OSPF).
XR1, XR2, and XR3 exchange routing information anbng thensel ves such
that they know that the best routes to networks N1 and N2 are via
XR1, to N3, N4, and N5 are via XR2, and to N6 and N7 are via XR3. By
setting the Next Hop field correctly (to XR2 for N3/ N4/ N5, to XR3 for
N6/ N7), only XRl need exchange RIP-2 routes with IRL/IR2/IR3 for
routing to occur without additional hops through XRlL. Wthout the
Next Hop (for exanple, if RIP-1 were used) it would be necessary for
XR2 and XR3 to also participate in the RIP-2 protocol to eliminate
extra hops.
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