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Abst ract
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I ntroduction

Early in ARPANET devel opnent, the SRI-N C established a centralized
whoi s dat abase that provided host and network information about the
systens connected to the network and the E-mail addresses of the
users on those systens. The ARPANET experinent has evolved into a

gl obal network with countless people and hundreds of thousands of end
systens. G ven the sheer size and effort needed to nmaintain a
centralized database, an alternate, decentralized approach to store
and display this information is desired.

The Internet portions of the DDN NI C have been transitioned to what
is now known as InterNI C Registration Services (RS). The charter for
InterNIC RS has been reduced to maintain information only for IP

net wor ks, top-level domains, Autononmous System Nunbers, and the

poi nts of contact for each of these particular entities. In
addition, the InterNIC, inits role as an Internet Registry (IR, has
del egated I P bl ock assignment authority to Regi onal Registries such
as the RIPE NCC for Europe and the APNIC for the Asian Pacific
region, while retaining authority for North America and all non-

del egated regions. This has led to a fragnentati on of whois service
to the Internet user.

Several different solutions have been proposed and devel oped by the
various regional IR s. Two solutions have been worked on
extensively: the Shared Whois Project (SWP) and X 500

The SW P project has a common exchange format that can be parsed by
the various IR s for input and output. Thus, one can synchronize
their databases with information obtained fromthe other IRs. This
project is showi ng prom se and is now operational. However, this
approach still requires a centralized database for store and displ ay.
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The InterNl C has al so been involved in the use of X 500 for display
of registration information. Anong other things, this included
defining schemas and Directory information tree structures for the
pur pose of distributing information anongst the various IR X 500
Directory Service Agents (DSA). Unfortunately, X 500's conplexity,
resource utilization, and | ack of Internet support has nmade a search
for an alternative solution necessary.

The information that the various IR s maintain is inherently

hi erarchical in nature. (Exanples: hamer.nic.ddn.ml is under the
nic.ddn.m| domain which is under the ddn.mi| domain which is under
the .m | domain. 198.41.0.21 is part of network 198.41.0.0/24 which
is part of the block 198.41.0.0/16 which is part of the bl ock
198.0.0.0/8) The InterNIC may not have the information, but will at
| east be able to reduce the query and point or refer the users closer
to their goal. This has led to the devel opnent of a referral whois,
and t he correspondi ng RWhoi s protocol

The underlying premise for this project has been to retain the basic
functionality of the whois server and client, making all of the
ext ensions optional. The server must respond to the original whois
client, currently included with many operating systens. The Rwois
client must also interact with RFC 954 [ RFC-954] whois servers.

RWhoi s has been desi gned as an extensible protocol to ensure that
many uses can be accommodated. Public extensions to the protoco
shoul d be docunented as RFCs. Private extensions can be used with
agreenent left up to the client and server

If extensions are not inplenmented at the server in question, an
appropriate error nmessage nmust be sent. The use of extended error
message is outlined in Section 5 - Error Codes.

Thr oughout this docunment the follow ng notations will be used to
descri be the RWois server/client interaction

<SP> space
[ arg] optional argunent
<ar g> requi red argunent

(<arg>) conditional required argunent
([arg]) condi tional optional argunent
{format} format of item

\ continued on next line

The words should and nust are significant in this docunment. |If
should is used, the inplenentor has the option to follow the advice
of this docunent. If nust is used then it is a required part of the
protocol. Inplementations without this functionality nay not
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interact correctly with other RWois servers

The format descriptions throughout this document use nacro
definitions described in Section 6.1. Refer to that section for
clarification.

The Rwhois protocol specified in this docunent can be extended to
acconmodat e such applications as NetHel p and ZoneGen (DNS zone
generator).

2. Rwois dient Mdel

The RwWhois design requires conpatibility with the current Wois and
Whoi s++ servers. Therefore, the RMois client nust wait or have
know edge of server type to determine if the server contacted is an
RWhoi s server. The user should have control over the tine the client
waits, since this will vary based on network congestion and capacity.
If after the wait the server does not respond with the %RwWois
response, the client nmust not send any RwWhoi s extended directives.

In this case, the client should only send the query. W realize that
the server identification feature may nean that the identity of an
RWhoi s server may be nmissed. However, it will allow the RWois
systemto utilize the current Wois and Wi s++ infrastructure.
Referrals from RMois can be directed toward a Wiois or \Woi s++
server. These non- Rtois servers nmust be placed as a | eaf on the

hi erarchical tree. These servers represent a mesh structure fromthe
RWhoi s perspective. This restriction should not discourage the use
of these servers in building the RWois structure.

The RWhoi s server nust remain connected until a query is received.
If the client wishes to make nmultiple queries it nust send the

-hol dconnect directive. 1In this node, once the client has sent the

| ast query and received either an answer or the error code indicating
that no records were found, it nmust issue the -quit directive. If
the client only wishes to issue directives, then upon conpletion the
-quit directive must be sent. If it is not sent, the server wll

wait until it receives non-directive input fromthe client.

Consi dering the requirenent for conpatibility with the origina

whois, the RWois client in default node nust operate exactly like
the current Whois client. However, in the enhanced node, the RwWois
client can do nuch nore based on infornmation received fromthe RWois
server.
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2.1 Directives: Client to Server Interaction

The RWhois client sends directives to the RAMois server. These
directives are prefaced with the ‘-’ character always at the start of
a new | ine. However, for conpatibility with ol der Whois clients, the
query is not prefaced with the ‘-’ character. Only after the client
is certain that the server is an RWois server should these
directives be sent. Compatibility with RFC 954 [ RFC-954] whoi s
servers is required. All directives nust be term nated by <LF><CR>.

2.2 Required Directives
The following are required RWois client directives.
2.2.1 <query>

The query is generally the final directive sent to the server. It is

the only directive that does not start with a ‘-'. The query is the

question that the client wants the server to answer. The qualifiers
that may proceed the query are addressed in Section 3.1 - Qutput

Di spl ay and Restriction Keywords.

Format for use:

[display format] <SP>[ query restriction] <SP><query>

[Display format]{%} This optional pre-query directive allows
the requester to select the format of
the returned data. Details of the
al | owabl e val ues can be found in Section
3. 1.

[Query restriction]{%} This optional pre-query directive allows
the requester to linmt the area in which
the servers search for a specific
obj ect .

Exanpl e of use:

dunp domai n netsol.com
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2.2.2 Rwhoi s

The -RWhois directive identifies the client as an RWois client
all owing the server to operate using the Rwois protocol exclusively.

Format for use:
- Rvhoi s<SP>V- <spec version #><SP>[inp identifier]

<Spec version #>{%2d. 9%2d} This required argunent identifies
the specification version that the
client is built to conformwith.
Clients that are built in
accordance with this docunent are
V-1.0. This argument will be used
by the server to determine if
features introduced i n subsequent
rel eases of the protocol docunent
may be used.

[Inmp identifier]{%} This optional argument identifies client
implementation information. It is
recomended that the inplenmentor nmaintain a
versi on nunber separate fromthe
speci fication version.
Exanmpl e of use:
-RWhois V-1.0 [InterNIC B.0.9. 7]
2.3 Optional Directives
The foll owi ng are OPTI ONAL Rwhoi s server directives.
2.3.1 | oad

The -load directive allows the client to make a qui ck decisi on about
presenting the query to the current server. |f the client determ nes
that another server can better serve the query, then control may be
transferred to the server with the | ower | oad and better connection.
This directive has no argunents.

2.3.2 lint
The -limt directive will allowthe client to request the server

al | ocate enough space to collect nore responses than would currently
be collected by the server.
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Format for use:
-1imt<SP><val ue>

<Val ue>{%l} This required argunent is the newlimt requested by

the client. If the limt exceeds the limt set by
the server admnistrator, the client nust receive an
error nessage. It is recommended that if the client

receives an error for exceeding the servers upper
limt, it should cut the request in half and resend
the request until an acceptable | evel has been
negoti at ed.

Exanpl e of use:

-limt 2000

2.3.3 schema

One of the shortcom ngs of X 500 was the requirement to know t he

schema of an object before naking a query. Rwois allows the client

to request the schena for an object w thout know edge of the object

by using the -schema directive.

Format for use:

- schema<SP>[ obj ect ]

[ obj ect] {9} This optional argunent identifies the objects for

whi ch the schema is being requested. |If this
argunent is not sent, the schenas for all objects
contained in the server will be sent.

Exanmpl e of use:
-schenma dommi n

2.3.4 xfer
The -xfer directive is used to transfer all data froma server. This
met hod of transfer has no limt on the nunber of records that can be
transferred to the client application. This directive is primarily
used to transfer data contained in an authority area for caching at a
secondary server.

Format for use:

- xfer<SP>[ obj ect] <SP>[ aut hority area] <SP>[ SOA|
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[hject] {A ] %} This required argunment identifies the
object to transfer. |If the keyword al
is sent, all objects contained in the
server will be transferred. O herw se,
only the object specified will be sent.

[Authority area] {¥%s} Thi s optional argunent contains the
authority area of the object to send
further limting the data transfer

[ SOA] { val} This optional argunent notifies the server
to send everything that has been updated
since this SOA nunber.

Exanmpl e of use:

-xfer dommi n netsol.com
-xfer domai n netsol.com 19940818141259

2.3.5 quit

The -quit directive will informthe server that the client is
finished. The server and client should close the connection. This
directive has no argunents.

2.3.6 status

The -status directive is used to poll the server for its status.
There are seven required responses to this directive. Additiona
attributes may be sent in the response. The client should ignore all
unknown attributes. This directive has no argunents.

2.3.7 cache

The RWhois server can hold data that it has no authority over. |If
the server sends this data to a requester, it is considered a non-
authoritative response. The holding of this data is called caching.
The physical data for these objects is not contained on the system
hosting the server. The -cache directive allows the client to
instruct the server whether or not to send cached data. The RwWois
client should start with the cache turned off. The server mnust start
with the cache turned on in order to function like the RFC 954 [ RFC
954] whoi s server. Because of the server’'s default, the client
shoul d send the -cache off directive during initial session setup if
cached data should not be sent. Details on expiration of cache data
can be found in section 3.4.3, %oa response.
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Format for use:
- cache<SP><npde>

<nmode>{ on| of f }
on: Turns caching on
of f: Turns caching off.

Exanmpl e of use:
-cache on

2. 3.8 hol dconnect

The Rwhoi s server nust close the connection after the response to a
query has been received. The query is the final exchange between the
client and server. However, this characteristic can be nodified with
the -hol dconnect directive. |If this directive is issued to the
RwWhoi s sever, it will remain connected until the -quit directive is
received. Once the -quit directive is received, both the server and
the client nust close their connection

Format for use:
- hol dconnect <SP><nbde>

<nmode>{ on| of f }
On: Turns hol dconnect on
Off: Turns hol dconnect off.

Exanpl e of use:
- hol dconnect on
2.3.9 forward

Duri ng normal sever operation the server will send %eferral or
see-al so responses to the client, expecting the client to redirect
the query to the server identified in the response. If the client is
| ocated behind a firewall or is poorly connected, having a server
make the query nmay inprove query performance or allow a query to be
satisfied. The -forward directive will instruct the server to
operate as a forwarding server. Wether or not this directive should
be all owed should be a configuration paraneter of the server
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Format for use:

- f or war d<SP><node>

<node>{on]| of f }

On:  Turns forwarding on.

Of: Turns forwarding off.

Exanmpl e of use:

-forward on

2.3.10 soa

The identification of authority area is an inportant part of the

RWhoi s design. The -soa directive is used to question the server’'s

authority for a specific area. A positive response will include the

adm nistrative paraneters for the authority area as detailed in
section 3.4.3. |If the server does not contain an SOA for the
authority area requested, it nust send an error nessage to the
client.

Format for use:

-soa<SP>[authority area]

[Aut hority area] { %s} This optional argunent identifies the
authority area being requested. If this
argunent is not sent, information about
all authority areas contained in the
server must be sent.

Exanmpl e of use:

-soa hetsol.com

2.3.11 notify

The -notify directive is used to notify a server of a bad or
recursive referral or a change in a primary server’'s data.

Format for use:
-noti f y<SP><act i on><SP><i nf or mat i on>

<action>{badref|recurref|update|inssec|del sec}

Wl lianson & Kosters [ Page 11]



RFC 1714 Ref erral Whois Protocol (RwWois) Novenber 1994

badr ef When a client receives a %eferral response that does
not work, it must report the bad referral to the server
that issued the referral. The referral is bad only if

the referred server does not contain the SOA record for
the authority area in question. It is not considered a
bad referral if the server does not have an answer to
the query, but responds positively to the -soa area
directive. This nerely nmeans that there is not an
answer to the query. Wen a -badref is sent to the
referring server; it should log the bad referral so the
adm ni strator of that server can renmove the reference
if it is no longer correct. This action should only be
taken after receiving a negative response to the query
and the SOA request.

recurref When a client receives a referral that results in a
recursive action, the referring server nust be
informed. The -recurref directive nust be sent
identifying the recursive loop. This directive should
only be sent to the server one |evel back, even if
multiple server were involved in the referral

updat e An RWhois primary server nust be aware of its
secondary servers. |If the data in the primary server
changes, the primary server may choose to notify the
secondary servers. This allows the secondary servers
to quickly reflect changes in the primary server’s data.

i nssec This action will informthe authority server that the
server indicated in the argument will be a secondary
for its authority area. The server receiving this
directive nmust deternmine if the secondary is
acceptable. If it is, the server should be added to
the update list so that it will be inforned if data in
the authority area changes.

del sec This action will informthe server that the server
i ndicated in the subsequent argurments will no | onger be
a secondary. The server receiving this action nust
determine if the server is a secondary and if so,
renove it fromthe update |ist.

<i nformati on>{acti on=badref|recurref <<server>:<query>>

acti on=i nssec| del sec| updat e
<<server >: <obj ect >: <aut hori t y>>}

Wl lianson & Kosters [ Page 12]



RFC 1714 Ref erral Whois Protocol (RwWois) Novenber 1994

<server>{%vkerver} This required argunent identifies the server
that contained the recursive or bad referral,
or has data that changed

<quer y>{ 9%} This required argunent identifies the query
that was sent to the server that gave a
recursive or bad referral

<obj ect >{ ¥s} This required argunment identifies the object
t hat changed.

<aut hori ty>{ %} This required argunent identifies the
authority area where the object that changed
currently resides.

Exanmpl e of use:

-notify recurref netmanl. netsol.com 4343: scott w@et sol . com
-notify badref nic.ddn.ml:43:abc.af.ml

-notify update netmanl. net sol.com 4343: domai n: net sol . com
-notify inssec dneister.internic.net:4343: domai n: net sol . com
-notify del sec dneister.internic.net:4343: donmi n: net sol . com

2.3.12 register
This directive allows the client to add, nodify, or delete
informati on that exists or should exist in the server’s database.
During the exchange, all attributes of an object nust be sent. The
client must wait to send the registration data until the %ok response
is received fromthe server
Format for use:

-regi st er <SP><npbde><SP>( on: <acti on><SP><e-mai | contact >
<SP><aut hority info>)

<node>{on| of f}
on: This required argument starts the
regi stration process.

of f: This required argunent ends the registration
process.

The followi ng arguments are only required if the node argument is
sent with the value on:

(<acti on>){add| nod| del }
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add: This conditionally required argunent
i ndi cates that the object being sent should
be added to the server’s database.

nod: This conditionally required argunent
i ndi cates that the object being sent should
be nodified and should already exist in the
server’s dat abase.

del : This conditionally required argunent
i ndi cates that the object being sent should
be deleted fromthe server’s dat abase.

(<e-mail|l contact>){%venmail} This conditionally required
argunent identifies the sender of
the registration information.

(<authority info>){%} Thi s required argunment contains
informati on used to authenticate
the person sending the registration
informati on. The method used nust
be identified using the -private
directive. Wrk nmust be done to
identify usable authentication
met hods for unsupervi sed
del egation. This is beyond the
scope of this document. However,
the authors have nade an effort to
allow flexibility in the
i mpl ement ati on of an authentication
system

Exanmpl e of use:

-register on add scottw@etsol.com
oj ect-type:referra

Ref erral : net manl. net sol . com 4343
Donmai n- Nane: net sol . com

| P- Net wor k: 192. 153. 247. 0

| P- Net wor k: 198.41.0.0

-register off

2.3.13 object
RWwhois data is a collection of objects with defined attributes. The
attributes for an object can be acquired by issuing the -schem

directive. Each object nust at a mninmumdefine the attribute
object-type. This attribute identifies the name of the object that
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will be displayed in response to the -object directive. This

directive can be used by a client to verify that a server contains

the desired object. Another possible use may be to gather all of the
obj ects contained on a server and display themto the user in the
formof a menu for selection

Format for use:

- obj ect <SP>[ obj ect ]

[ obj ect] {9} This optional argunent identifies the object
requested. If no argunent is sent, all objects
contained in the server will be returned.

Exanmpl e of use:

-obj ect donmin

2.3.14 define

Format strings describing the format of an object’s attribute may
include format macros. Mre information about definitions of fornmat
macros can be found in Section 6. The -define directive allows the
client to request the definition of a format macro.

Format for use:

- defi ne<SP>[ macr o nane]

[ macro nane] { %s} This optional argunent identifies the nane of
the macro to display. |If no argunments are
sent, the server nust return the definition
of all macros contained in the server

Exanpl e of use:

-define server

2.3.15 private
The -private directive allows the client to identify the
aut hentication method to be used. Mre research needs to be done

with respect to client authentication. This directive will allow
nmor e experiment ation.
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Format for use:
- privat e<SP><act i on><SP><net hod><SP>[ dat a]

<action>{auth|encr} This required argunent identifies the action
the directive is taking. Currently the val ue
for this argunent can be auth for
aut hentication or encr for encryption.

<met hod>{ %s} This required argunent contains the nane of
the method to be used. The val ue must be
recogni zed by the server or an error will be
sent. It is beyond the scope of this
docunent to identify the possible method to
be used.

[ dat a] { ¥s} Thi s optional argunent nust be supplied if

required by the nethod identified in the
previ ous argunent.

Exanmpl e of use:
-private auth passl xxj dk998uu

The above exanple is a sinple password exchange. It is beyond the
scope of this docunment to determine the authentication technique that
woul d best suit this protocol. Developnent is underway to determ ne
the aut hentication needs and to experinment with potential solutions.

2.3.16 X-

This directive is the preface to extended directives, mutually agreed
to between the client and server. The client and server nust have
know edge of the extended directives to use. Extension can
acconmodat e ot her uses such as Net Hel p, white pages, and nmany ot hers.
If the extensions are public, they should be docunented in an RFC and
avail abl e through the -directive directive
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Format for use:
-X-<directive name><SP>[di rective argunents]

<di rective name>{¥%s} This required argunent identifies the
nane of the directive being issued.

[directive argunents]{?} This optional argument is dependent upon
the required or optional argunents of

the extended directive. There may be
multiple directive argunents.

Exanpl e of use:
- X-date
2.3.17 directive
Directives allowed by a server may vary. The client can issue the
-directive directive to determine if the server allows a specific

directive or to obtain a list of all acceptable directives for that
server.

Format for use:

-directive<SP>[directive]

[directive] [ %] This optional argunent identifies the directive
bei ng requested. If no argunents are sent, al
of the directives accepted by the server nust
be sent.

Exanmpl e of use:

-directive X-date

2.3.18 display

The -display directive is used to set the display node of the server

or to identify display nodes the client is capable of. |If this

directive is sent without argunents, the server will return all
avai | abl e di spl ay net hods.
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Format for use:

- di spl ay<SP>[ acti on] <SP>[ net hod]

[action]{activate| capabl e}
The ‘activate' setting enables a certain
di spl ay node, while a ‘capable’ setting sends
the display node the client is capable of.

[ met hod] { %} Thi s optional argunent indicates the display
met hod desired by the client.

Exanpl e of use:

-display swip
-di splay mne

2.3.19 | anguage
The -1language directive is used to set the | anguage node of the
server or to identify | anguage nodes the client is capable of. |If
this directive is sent without argunments, the server will return al
avai |l abl e | anguages.
Format for use:

- | anguage<SP>[ | anguage]

[ I anguage] { %8} Thi s optional argunent indicates the | anguage
desired by the client.

Exanpl e of use:
-l anguage ger man

2.4 RwWhois dient Mdel

Server <------- > Cient

START

S Connection (record tinme to connect)
If no server type...Wait up to specified
time for------ > "oRWhoi s" response

(recomrend wait of at |east 5 seconds)
if "oRWhois" is not received fromserver, assune that it is

not an RWhoi s server
got o QUERY:
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else if "9%RWois" is received from server
<--m---- send "-RWhois -VX X'
———————— > recei ve "%ok"
DIRECTIVE: if directive for server
<------- send directive
——————— > receive server response
if "% k" received
got o DI RECTI VE
if "%rror" received
process error then goto DI RECTI VE
else if no nore commands for server
got o QUERY:

R send query
———————— > Recei ve and display response
PROCESS: if "%eferral” received
if first referra
restart server |ist
el se
add to server |ist
if "U%ee-al so" received
insert server into server |ist
if in holdconnection node
got o DI RECTI VE
if no directive (%
got o END:
got o PROCCESS:
END:
server w || disconnect
if nore servers on Queue and nmulti or referral node active
got o START:

Every tinme the RWois client receives a %eferral or Y%ee-al so
response fromthe RWois server it nust conpare the host:port:query
with those already executed. |If the client discovers that it is
being directed to repeat the sane query to a server that it has
already visited, it must not repeat that query. As an exanple, the
prototype RWois client rmaintains a server trail and conpares each
new directive with the entire list. |If a recursive act is about to
occur, the client will notify the user and exit. The original Wois
client opens a TCP connection, sends the query, and displays the
response. The RWhois client nust be nore robust in order to handle
mul tiple server queries, servers that do not exist, and recursive
referrals. The client nust also remain connected while sending
directives and receiving responses. Al of these features have been
incorporated into the experinental RWois client.
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3. RWhois Server Mdel
This section describes the functionality of the RwWois server
3.1 OQutput Display and Restriction Keywords
The RWhois server will behave simlarly to the original whois server
interms of display formats and restrictions. The follow ng are
required in the RWois server
Di spl ay Format Keywords
EXPand (*) Expand
~ no sub displ ays
SUBdi spl ay (% sub di spl ays

SUMmary (%) G ve a short sunmary for the query on one to
many hits (defaults on nultiple hits).

Full (=) Gve the full record output on one to many
hits (defaults on one hit only).

The foll owi ng was added to whois post RFC 954 [RFC-954] and is part
of the Rwhois requirenments

dunmp (#) Display the record in a parsable format.
In addition to the above, the RWois server nust accept additiona

pre-query directives such as Bool ean queries and attribute=val ue
query conbi nations. The capability to performpartial matches are

requested by post fixing a ‘* or ‘.’ at the end of the search item
for unknown characters. This capability is required for an RwWois
server.

Exanpl e: | ast-nane=williamson and first-nanme=scott

Data Restriction Format Keywords
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The following restriction keywords are found in the RFC 954
[ RFC-954] whoi s server:

! (handl e) Query on Handle only
mai | box Query on all records for person

person Query on User records only

host Query on Host records only

domai n Query on Domain records only

net wor k Query on Network Records only

asn Query on Autononobus System Nunbers only

The RWhoi s server nust allow restriction of search to any object

contained on that server. Wth the exception of the ‘!’ restriction
format keyword, the above listed restriction keywords represent
defined objects. |In the prototype software, each of these objects

are defined in configuration files, not hard-coded into the server.
New obj ects, and therefore restriction keywords, should be easily
designed with no code change necessary to the server

3.2 Responses: Server to Cient Interaction

Responses are sets of data that servers send in response to a client
directive. Responses froman RWois server nust be prefaced with the
‘% character at the start of a line. Responses are divided into two
groups: those that are required to provide mninmal RwWois
interaction and those that are used to achi eve the desired
characteristics of a fully functional distributed system A server
must respond with an error nmessage indicating that a directive is not
avai l abl e on the server and therefore does not have the required
responses.
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3.3 Required Responses

1994

The foll owi ng sections describe the required RAoi s server responses.

3.3.1 RWois

The 9%RWhois response is used to identify a server as an Rwois

server. Cients that treat RWois servers differently will

response to enable the RWois capabilities.

Format for use:

RWhoi s<SP>V- <Spec versi on #><SP><server nanme><SP>[inp nane and

versi on #]

<Spec version #>[ V-%. 2f]

<server nane>[ ¥s]

[inp name and version #][ %]

Exanpl e of use:

This required response indicates
the version number of the Rwois
protocol specification that the
software is capabl e of handling.
The version described in this
docunent is V-1.0.

This required response is the host
name of the conputer hosting the
RWhoi s server.

Thi s optional argument contains

i nformati on about the server

i nplementation. It is recomended
that the version nunber of the
software be indicated. This
version may differ fromthe
specification version nunber.

%RWhois V-1.0 rs.internic.net (Network Sol utions V-1.6)

3.3.2 referra

need this

The % eferral response instructs the client to query another server
(which could be a whois, RwWois, or whois++ server). Referrals are
cumul ative. The first referral received during a session nust
replace the default server list. Any subsequent referrals received
must be appended to the end of the server list.

WIlianson & Kosters
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In the non-Uniform Resource Location (URL) response format bel ow, the
authority area equals the reduced query. There are three types of
referral. The type can be determned by the client evaluating the
authority area which is part of the %eferral response.

If the authority area received froma referral response is equal to

the original query, then it is alink type referral. |If the
authority area is not equal to the query, then it is a reduction type
referral. |If no authority area is sent, then it is a punt type

referral. (Punt neans the server is not a root and cannot answer the
query and therefore is referring the client to a level up the tree or
to a server that can better answer the query.) [NOTE: the punt type
referral may be used to direct a client into the whoi s++ nmesh type.]

The client may receive multiple referrals froma single query. |If
the SOA for each of these referrals is the sane, then the first
referral is the primary server and all subsequent servers are
secondary. Each of the servers will report the SOA for the authority
area in question.

Format for use:

% ef erral <SP><server>[:type] <SP>[authority area]
% ef erral <SP>url : <url >

<server>{%kerver} This required argunment identifies the
server that the client should re-connect
with.

[type] { %Vt ype} This optional argunent identifies the

server type. This could save wait tine for
the client trying to identify a server
whi ch i s non- RWoi s.

<authority area>{%} This optional argunent identifies the
authority area that caused the referral for
the query in question. Using this value as
the argunent for the -soa directive to
the referral server should result in a
positive response. |If this is not the
case, the referral is considered bad.

<url >{%wurl} This required argunment defines the Uniform
Resource Location (URL) string that points
to the resource containing the informtion
desi red.
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Exanpl e of use:

%Weferral nic.ddn.ml:43 .m
% eferral url:http://ww.netsol.com

3.3.3 ok

The %ok response nust be sent by the Rwois server at the conpletion
of every task or to positively acknow edge a directive.

Format for use:
%ok
3.3.4 error

The %error response is used to indicate an error condition to the
client. Refer to Section 5 for details on the error reporting
schene. It is inportant to note that only the error nunber wll be
used to determine the client’s action. The text nessage will only be
used to make the error readabl e by humans connected using tel net or
an old whois client. The only exception to this rule is the error
message used to indicate problens with registration transactions.

The format for these nessage can be found in Section 5.

Format for use:
%error <SP><error nunber><SP>[error text]

<error nunber>{%l} This required argunent is the error nunber
identified in Section 5. The client can use
this nunber to categorize errors

[error text]{%s} This optional argunent is the text that
describes the error nmessage. This nessage
must be consistent for each error. Variables
shoul d not be added to this nmessage. This
message is only to make the error nmessage
human readable. Message sent follow ng an
error code associated with the registration
process will contain the |ine nunber of the
attribute that is incorrect.
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Exanpl e of use:

%er r or <SP>400<SP>I nval id Server Directive
3.4 Optional Responses

The following are optional RWois server responses.
3.4.1 see-al so

The Ysee-al so response instructs the client to contact another server
for additional information about the current query. See-also servers
should be inserted into the server list just after the current

server. |If multiple see-alsos are received froma single query, each
subsequent see-al so should be inserted after any other see-al sos
previously received. See-alsos should be additional infornmation
related to the current query.

One exanpl e use for the see-also response is to display autononous
systeminformation relating to an | P network nunber or router
interface information relating to an | P host nunber.

Format for use:

%see- al so<SP><server>[:type]: <query>
Y%see- al so<SP>ur| : <url >

<server>{%kerver} This required argunent identifies the server
the client should reconnect with.

[type] { %Vt ype] This optional argunment identifies the server
type. This could save wait time for the
client trying to identify a server which is
non- RWhoi s.

<quer y>{ %} This required argunent sets the query that
must be sent to the referred server. The
query may be different fromthe origina
query sent to the referring server.

<url >{%wurl} This required argunent defines the Uniform
Resource Location (URL) string that points to
the resource containing the information
desi red.
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Exanpl e of use:

%see-al so prnd. merit. edu: 43: handl e=xxx
%ee-al so url:http://ww. netsol.com

3.4.2 | oad

The % oad response returns the current and average | oad of the
comput er hosting the RWois server. We realize that the nmeasurenent
may be different depending on the inplication of the system s |oad
mechanism This directivel/response was inplenented to allow
experinments with sorting preferred servers to deliver better results
to the user.

Format for use:
% oad <SP><current ><SP><aver age>

<current>{%.2f} This required argunent delivers the current
| oad on the system hosting the Rwois server.

<average>{9%.2f} This required argunment delivers the average
| oad on the system hosting the RwWois server

Exanpl e of use:
% oad 5.68 1.32
3.4.3 soa

The %oa response delivers information about the authority area in
question. |If the server does not contain the authority for the area
in question, it nmust respond with the appropriate error nessage. The
SOA data nust never be cached. SOA records nust originate on the
server giving the answer. The increment and refresh attributes are
used to provide for increnental updates of the secondary server

Del eted data will remain in the secondary server’s cache until the
refresh tinme has been reached. This will reduce the anpbunt of data
transferred and not require the primary server to retain deleted
data. The following are the minimumattributes required for the soa
obj ect:

obj ect-type
aut hority
ttl

seri al
refresh

i ncrement
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retry

t ech- cont act
adm n- cont act
host mast er
primary

Format for use:

%so0a<SP>aut hority: <SP><aut hority area>
Oso0a<SP>ttl : <SP><ttl >
%s0a<SP>seri al : <SP><seri al >

s 0a<SP>r ef r esh: <SP><r ef resh>

%6 0a<SP>i ncr enent : <SP><i ncr enent al >
Ysoa<SP>retry: <SP><retry>

s 0a<SP>t ech- cont act : <SP><t ech- cont act >
%8 0a<SP>adm n- cont act : <SP><admi n- cont act >
%8 0a<SP>host mast er : <SP><host nast er >
%so0a<SP>pri mary: <SP><pri mary>

<authority area>{%} The authority nane of the SOA. (Exanpl e:
internic.net or 198.41.0.0/24)

<ttl>{%l} The tine to live for data within this
authority area that another server may cache.
The server caching the data shoul d consi der
the data expired after storage for the nunber
of seconds identified by this attribute.

<serial >{%kerial} Serial nunber of the data contained in the
authority area. The serial nunber nust be
incremented every tine data in the authority
area has changed. It nust be nuneric.

<refresh>{%} The tine to conpletely renove cached data and
transfer all data fromthe primary server

<i ncr ement >{ %d} The tine to wait before checking for
incremental updates froma primary server.

<retry>{%l} The tinme to wait before retrying connection
to a server that appears to be out-of-service

<tech-contact>{%email} E-mail address of the person or role

account responsible for the operation of
t he server.

Wl lianson & Kosters [ Page 27]



RFC 1714 Ref erral Whois Protocol (RwWois) Novenber 1994

<admi n-contact >{%verai |} E-mail address of the person or role
account responsible for the data
cont ai ned on the server.

<host mast er >{ %venmai | } E-mai| address to which changes of the
server’s data should be sent. A data
edit tool can automatically send changes
to update the data on the server via e-mail

<pri mar y>{ %per n} Primary server for authority area
Exanpl e of use:

%o0a authority: netsol.com

%soa ttl: 7200

%o0a serial: 19940606203030

%oa refresh: 7200

%o0a i ncrenent: 60

%o0a retry: 1200

%s0a tech-contact: markk@etsol.com
%60a adm n-contact: stanb@etsol.com
%so0a hostmaster: hostmast er @et sol . com
%soa primary: netnanl. netsol.com 4343
%ok

3.4.4 status

The Y%status response returns the status of several inportant flags or
val ues. The response must contain the follow ng el enents.

Limt: Current linmt set on the server. This value may
be changed using the -linmt directive. This is
not the maximumlimt of the server. This value
is not disclosed to prevent clients from
automatically setting the highest linmt possible,
causi ng degradation in performance of the server

Load: This is the current | oad of the host system

Cache: Current status of the cache flag. (on or off)

Hol dconnect : Current status of the hol dconnect flag. (on or
of f)

For war d: Current status of the forward flag. (on or off)

Authority records: Nunmber of authority records in server’'s
dat abase
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Cached records: Nurmber of records in the server’s cache
dat abase
Di spl ay: I ndicates the types of display nbdes the

server is using.
Format for use:

st at us<SP>l imt: <SP><current limt>

st at us<SP>| oad: <SP><current | oad>

st at us<SP>cache: <SP><cache>

st at us<SP>hol dconnect : <SP><hol dconnect >
Ust at us<SP>f or war d: <SP><f or war d>

%st at us<SP>Aut hori ty: <SP><SOA nunber >
st at us<SP>Cached: <SP><cached nunber >
%t at us<SP>Di spl ay<SP><npde>: <SP><t ype>

See above for the description of these val ues.

<current |imt>{%}
<current |oad>{%. 2f}
<cache>{on| of f}

<hol dconnect >{ on| of f }
<f or war d>{ on| of f }
<SOA nunber >{ %}
<cached nunber >{ %}
<nmode>{si ngl e| mul ti}
<type>{¥s}

Exanpl e of use:

%status |imt: 1500

%status | oad: 1.23

st atus cache: off

st at us hol dconnect: on
%status forward: off

%status Authority: 25

st at us Cached: 200

%status display multi: sunmary

3.4.5 xfer
The %fer response will send all instances of an object. This is in
response to the -xfer directive. The transfer may be linmted by the
argunents to the directive. |If there are no arguments, the server

must send all of the objects in the database. Cached data nust not
be transferred using this nmethod unless caching is turned on.

Wl lianson & Kosters [ Page 29]



RFC 1714 Ref erral Whois Protocol (RwWois) Novenber 1994
Each object instance is sent with a bl ank %fer response between
i nst ances.
Format for use:
% f er <SP>[ <obj ect >: <attri but e>: <val ue>]

These arguments are not required if the current response is an object
i nstance separator.

<obj ect >{ ¥s} This required argunent represents the nane of
the object being transferred.

<attribute>{%} This required argunment identifies the attribute

bei ng sent.

<val ue>{ 9%} This required argunent contains the value of the
attribute. If blank, the attribute value is
bl ank.

Exanmpl e of use:

of er user:| ast-nane: Kosters

o%fer user:first-nanme: Mark

%«fer user:organization-phone: 703- 555- 1212
U f er

o%fer user:|last-name: WIIlianson

ofer user:first-name: Scott

%«f er user:organi zati on-phone: 703-555- 1212
U f er

3.4.6 schemn

The %schena response is used to describe the attributes of an object.
This is in response to the -schema directive.

Each attribute is sent with a blank %schema as a separator
Format for use:

%schenma<SP><obj ect>: attri bute: <attribute nane>
%schenma<SP><obj ect >: format: <format string>
%schema<SP><obj ect >: descri pti on: <descriptive string>
%8 chema<SP><obj ect >: i ndexed: <i ndexed>
%schema<SP><obj ect >: r equi r ed: <requi r ed>
%schema<SP><obj ect> nulti-line:<multi-Iline>
%schenma<SP><obj ect >: t ype: <t ype>

% chema<SP><obj ect >: pri mary: <pri mary>
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These arguments are not required if the current response is an

attribute separator.

<attribute name>{ %}

<format string>{%}

<descriptive string>{%}

<i ndexed>{on| of f }

<requi red>{on| of f}

<mul ti-line>{on|off}

This required argunent identifies the
nane of the attribute being described.

This required argunment describes the
allowed format for the attribute.

This required argunent describes the
attribute’s use.

This required argunment identifies
attributes that are indexed.

This required argunent identifies
attributes that are required.

Thi s required argument indicates whether
the attribute can span multiple |ines.

<type>{text| M Mg| see-al so| Post Scri pt}

<uni que- key>{ on| of f }

Exanpl e of use:

This required argunent identifies the
type of the attribute.

This required argunent indicates whether
the attribute is a unique key.

%schema user:attribute: Qoj ect-Type

%schenma user:description
%schema

Nanme of the object

%schenmm user:attri bute: Email
%schema user:format:[%vemail]

%schema user:description
Y%schema

RFC- 822 conpliant Email address

%schenma user:attribute: Organi zati on- Phone
%scherma user: format: [ %3d[ 0- 999] - ¥8d[ 0- 999] - %d[ 0- 9999] ]

%schema user:description:
%schema

WIlianson & Kosters
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3.4.7 define

The %lefi ne response describes format macros to the client. Al

format macros used in the schema format definition string nust be
available to the client through the -define directive. Format macros
may be nested. It is the client’s responsibility to request al

format strings that are unrecognized froma server. |If the format
strings change on a server, the serial number of the schemas that use
the format nust change

Format for use:

%lef i ne<SP><macro nanme>: <[format string]>

[ NOTE: The brackets around the format string are required to ensure
that spaces contained in the fornmat string are interpreted correctly
by the client.]

Exanpl e of use:

% ormat server: [ %s: %46Bd]
% ormat email : [ Y%s @6]

3.4.8 object
Al'l visible objects on an RWois server nust be identified in
response to a -object directive. The %object response either
confirnms the existence of an object or returns a conplete list of all
obj ects available to the currently connected user
A bl ank %object |ine serves as an object separator.
Format for use:
%obj ect
%obj ect <SP><obj ect nane>: descri pti on: <obj ect description>
%obj ect <SP><obj ect name>:restrict:<restriction words>

<obj ect name>{%s} This required argument is the nane of
t he obj ect.

<obj ect description>{%} This required argunment is a description
of the object identified.

<restriction words>{%} This required argunent is a list of

words used to restrict a search to this
obj ect.
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Exanpl e of use:

%obj ect user:description:user records for entity PCOC
%obj ect user:restrict:user

%obj ect user:restrict: person

%obj ect user:restrict: nmail box

3.4.9 directive

The %lirective response is used to display directives allowed on the
connected server. The directive nane, description and syntax
attributes nust be sent for each directive. |If information about a
single directive is requested then only information about that
directive nust be returned.

A %lirective response with no argunents nust be sent between
directives.

Format for use:

%li recti ve<SP>directive: <directive>

%li recti ve<SP>descri ption: <descri pti on>
%li recti ve<SP>synt ax: <f or nat >

%li rective

The arguments bel ow are required except when separating directives.

<directive>{ %} This required argunent indicates the nane of
the directive.

<descri pti on>{ %s} This required argunment describes the
directive.

<f or mat >{ %s} This required argunent defines the fornmat of
the directive.

Exanpl e of use:

%li rective directive: schem

%li rective description:displays schema attributes

%li recti ve syntax: schema<SP>[ %s]

%li rective

%li rective directive: xfer

%li rective description:transfer all object[authority area]
%li recti ve syntax: xf er <SP>[ %] <SP>[ ¥s]
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3.4.10 info

The % nfo response is used to give the user of the client a nmessage.
This response is not initiated by any directive. The information
between the % nfo on and the % nfo off should be presented to the
user of the client. An ideal use of this response is to present a
Message of The Day (MOTD) to the user.

Format for use:
% nf o<SP><npde>
<node>{on]| of f }

on: Turns the passthru node on
of f: Turns the passthru node off.

Exanpl e of use:

% nfo on

As of 3/24/1994 at 9:00 EST this server will no longer be in
service. If you have this server in your configuration file we
recomrend that you change it to rs.internic.net:4343. You wll
automatically be redirected there followi ng this nmessage

% nfo off

3.4.11 display

The %li splay response is used to informthe client that the data
following this response is using the indicated nmethod. The nethod
selected will continue to be active until a %lisplay response is sent
wi t hout any argunents. The server must send an error nmessage to
clients that have been identified as non-Rwois clients. This
response allows the use of display nethods such as MM [ RFC 1521] or
ot her special character sets such as those used in the Japanese

| anguage.

Format for use:

%li spl ay<SP>ext ended: <ext ended>

%li spl ay<SP>nane: <name>

%li spl ay<SP>| engt h: <l engt h>

%li spl ay<SP>descri pti on: <descri pti on>

%li spl ay<SP>conmmand- | i ne- opti on: <node>

<ext ended> This optional argunent identifies if the display
met hod is extended, i.e., RwWois specific.
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Exanpl e of use:

%li spl ay extended: m me

M ME-Version: 1.0

Content-type: inage/qif

Cont ent - Transf er - Encodi ng: base64
...data. ..

%li spl ay

3.4.12 X-

The %X- response represents extended responses. The client nmust have
prior know edge of this response.

Format for use:

%X- <r esponse><SP>[ ar gunent s]

<response>{ %} This required argunent contains the response nane.
Exanmpl e of use:

oX- ext st at us nunuser s: 500
X- ext st at us aval sl ot s: 200

[ NOTE: The above exanples are not inplemented in the current
RWwhoi s prototype software. They are only examples of the %X-
response to a -X- directive. X6X error codes are used when
probl enms are encountered in relation to the -X- directives
contai ned on the server. Details can be found in Section 5.]

3.4.13 | anguage

The % anguage response is used to informthe client that the data
following this response will be sent in the indicated | anguage. The
| anguage selected will continue to be active until a % anguage
response i s sent without any argunents, at which tine the server wll
revert back to English, the default. The server nust send an error
message to clients that have been identified as non-Rwois clients.
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Format for use:
% anguage: <SP><| anguage>
Exanpl e of use:

% anguage: ger nan
RWhoi s Deutsche Version: 1.0
% anguage

3.5 Query Reduction

The critical conmponent of the Rwhois server is the ability to reduce
the query to find a server that is closer to the data. The search
al gorithm of the server is the follow ng:

1) accept a query

2) find any local nmatches - display them

3) find any referrals - display them

4) if no local or referral hits, reduce the query and goto step 3

Here is an exanple of the query ietf.cnri.reston.va. us:

1) query whois for ietf.cnri.reston.va.us

2) search rs.internic.net for information (no hits).

3) search referrals for ietf.cnri.reston.va.us (nho hits).

4) search referrals for cnri.reston.va.us (no hits)

5) search referrals for reston.va.us (no hits)

6) search referrals for va.us (no hits).

7) search referrals for us (referral found) - referral to
i si.edu.

[currently on rs.internic.net:4343 for proof of concept].
3.6 Determning Authority

Authority areas are a mgjor part of the Rwois protocol. If an
authoritative response is required, turning the cache off is the
first step. The client can also determne if the server connected
has authority over the nanme/ nunber space of interest by sending the
-soa <authority area> directive. |If the server has authority for the
area requested, it nust return inportant information about the
authority area. The exchange belowis a client determining if the
server is an authority for abc.net or no.net.

S wait for connection

C connect to rs.internic.net port 4343
S WRWhois V-1.0 rs.internic.net (Network Solutions, Inc. V-1.0)
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-RWois V-1.0 (Network Sol utions, Inc. V-1.0)
Yok

-cache off

Yok

-soa abc. net

%error <SP>333<SP>Not SOA for requested authority area
%ok

-soa no. net

%o0a authority: no. net

%oa ttl: 7500

%oa serial: 45

%so0a refresh: 3600

%oa retry: 3600

%so0a tech-contact: markk@o. net
%60a adm n-contact: stanb@o. net
%so0a hostmaster: hostmaster @o. net
%ok

NOLOLLLLOLOLOOLLOLOOLO

3.7 Secondary Server Interaction

A server that operates as a secondary will report an authoritative
SOA for the authority area of the data it contains. Belowis the
interacti on between the primary and secondary server. 1In reality the
secondary operation woul d be performed using a client specifically
desi gned for this purpose.

wait for connection

connect to slaminternic.net port 4343

%RWhois V-1.0 slaminternic.net (Network Solutions Inc. V-1.0)
-RWois V-1.0 (Network Solutions Inc. V-1.0)

%ok

-soa internic. net

%o0a authority: internic.net

%oa ttl: 7500

%oa serial: 45

%oa refresh: 3600

%oa retry: 3600

%s0a tech-contact: markk@ nternic. net

%60a adm n-contact: stanb@nternic. net

%s0a hostnmaster: hostmaster@s. i nternic. net

%ok

-xfer donmain internic.net

all data for dommin object in the internic.net authority
area transferred

S%ok

C -notify inssec netnanl. netsol.com 4343: domai n: i nternic. net
S %ok

C-quit

NOoONLVLLLLOLOLOHLOOLOOLOW
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S cl ose connection
C cl ose connection

3.8 Registration Process

3.

9

The following is the interaction that occurs when a server accepts a
registration froma client.

wait for connection

connect to slaminternic.net port 4343
%RWhois V-1.0 slaminternic.net (Network Solutions Inc. V-1.0)
-RWois V-1.0 (Network Solutions Inc. V-1.0)
%ok

-soa internic. net

%o0a authority: internic.net

%oa ttl: 7500

%oa serial: 45

%oa refresh: 3600

%oa retry: 3600

%s0a tech-contact: markk@ nternic. net

%60a adm n-contact: stanb@nternic. net

%s0a hostnmaster: hostmaster@s. i nternic. net

ONOMLOVLOLLLOLOLOLOLOLLOVLOLOW

%ok
-private auth password 98uuuts
Yok
-regi ster on add scottw@etsol.com 98uuut s
Yok
send all attributes for object to register
%error 120 Registration not processed... will process hours: 24
Ygui t

Cut - of - Servi ce

Servers that are being taken out of service should automatically
refer the client back into the tree. O course, this is not possible
if the systemwhich hosts the server is out of service. In this
case, the client’s robustness nust be relied upon to return to the
referrer and notify that server that the referral was bad. If the
systemw || still be available on the Internet, the foll ow ng
exchange i s recomended:

wai t for connection

connect to slaminternic.net port 3636

9RWhois V-1.0 slaminternic.net (Network Solutions Inc. V-1.0)
-RWhois V-1.0 (Network Solutions Inc. V-1.0)

% nfo on

This server will no | onger be in service. You should

change your configuration file to reflect the new root

nDunununononm
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S server at rs.internic.net:4343. You will automatically be
Sreferred to the new root.
S %rror 200 Service not available referral to follow
S %Weferral rs.internic.net: 4343
S cl ose connection
C cl ose connection
4. Interaction: Cdient Directives and Acceptabl e Server Responses

Thi s section describes the responses to the various client

directives.

4.1 Genera

The responses bel ow are general responses that can occur as a result
of any directive. Therefore, they will not be repeated under each

directi ve.

Yok

%err or <SP>400<SP>| nval i d Server Directive

%err or <SP>100<SP>Get Peer Name query fail ed

%er r or <SP>500<SP>Menory Al |l ocation Probl em

%err or <SP>401<SP>Not aut hori zed for directive
%error <SP>402<SP>Uni dentified error... continue
%er r or <SP>502<SP>Unr ecoverabl e error... goodbye
%error <SP>503<SP>l dl e ti me exceeded... goodbye

4.2 On Connection

These responses will only occur follow ng successfu
the server’s host and start-up of the application

oRWhoi s

%er r or <SP>501<SP>Ser vi ce not avail abl e

% ef erral

%error <SP>503<SP>I dl e ti me exceeded... goodbye

4.3 <QUERY>
These responses may occur follow ng a query:
<answer >

o% ef erral
%see-al so

connection to

%er r or <SP>334<SP>Pr e- query directive not inpl enented

%er r or <SP>230<SP>No Records Found

%error <SP>130<SP>Not authority for answer... TTL good
%error <SP>231<SP>Not authority for answer... TTL expired
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4.4 -Rwhoi s

%er r or <SP>300<SP>Not conpatible with that version nunber

4.5 -1l oad

% oad

%err or <SP>335<SP>Systeni s | oad not avail able
4.6 -limt<SP>< value >

%imt

%er r or <SP>330<SP>Exceeded Max Records Limt
%err or <SP>331<SP>| nval id Max Records Si ze

4.7 -schena<SP>[ obj ect]

%schenma
%err or <SP>337<SP>(bj ect’ s schenma not found

4.8 -xfer<SP>[object]
%xf er
%error <SP>332<SP>Not hing to transfer
%err or <SP>337<SP>bj ect’ s schenma not found
4.9 -quit
Yok
4.10 -cache<SP><on/ of f >
%er r or <SP>232<SP>Cache di sabl ed
4.11 -status
%st at us

4,12 -forward

%er r or <SP>431<SP>Not aut hori zed to forward
%er r or <SP>433<SP>Bad ref erence on forward

4,13 -soa

%soa
%error <SP>333<SP>Not SOA for requested authority area
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4.14 -notify

oerr or <SP>434<SP>Referral does not exist on this server
%er r or <SP>530<SP>Not aut hori zed as secondary

4.15 -register

%error <SP>120<SP>Regi stration not processed... will process
hour s: <hour s>

%error<SP>320<SP>Invalid attribute |ine:<line nunber>

%error<SP>321<SP>I nvalid format |ine:<line nunber>

%error <SP>322<SP>Required attribute m ssing nanme:<attribute
name>

%error <SP>323<SP>Requi red rel at ed obj ect m ssing nane: <obj ect
name>

%error <SP>324<SP>Pri mary key not uni que

%er r or <SP>420<SP>Regi strati on not authorized

%error <SP>421<SP>Not aut horized to change obj ect: <obj ect
name><SpP>key: <key>

4.16 -hol dconnect
4.17 -object

%obj ect
%er r or <SP>336<SP>bj ect not defi ned

4.18 -define

odefi ne
%er r or <SP>435<SP>Macr o not defi ned

4.19 -X-
-
%er r or <SP>460<SP>Ext ended di rective not recognized
%er r or <SP>461<SP>Ext ended di rective not authorized

4.20 -displ ay

%li spl ay
%li spl ay<SP>436<SP>Di spl ay node not al | owed

4.21 -1 anguage

% anguage<SP>437<SP>Language not supported
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5

Error Codes

The error code imediately follows the %rror response fromthe
RWhoi s server. The definitions of the error codes are below. The
error codes are descriptive so that the client can group the error
messages in order to determ ne group action that nust be taken before
taking error specific action. Error codes should renain consistent
wi t hout vari abl e extensions except for nessages associated with the
registration process. If a client receives a ‘6" in the second
position of the error code and the client does not support the

ext ended code received, the client nust act on the first position
code. (Exanple: If a client received %rror 561 and the client did
not support the extended error codes for the server currently
connected, the client would exit based on the ‘5 in the first
position of the error code.)

X00

1- informati on only, no action required

2 - i nformation, action required

3 - Specific command error, retry that command or try
anot her directive

4 - Serious for current directive, may correct with another
directive
5 - Fatal, nust di sconnect
0Xo0
0(1) - System wi de, no specific directive
2 - Regi stration error
3(4,5) - Specific directive
6 - Ext ended nessage (version specific)
00X

Sequenti al order

5.1 Error Code List

Below is an ordered list of RwWois error codes. These codes may be
extended with inplenentation specific codes. These extended codes
will have a ‘6" in the second position of the code.

100 Get Peer Nanme query failed

120 Regi stration not processed... will process hours: <hours>
130 Not authority for answer... TTL good
200 Service not available... Referral to follow

230 No Records Found
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231
232

300
320
321
322
323
324
330
331
332
333
334
335
336
337

400
401
402
420
421
431
432
433
434
435
436
437
460
461

500
501
502
503
530

Not authority for answer... TTL expired
Cache di sabl ed

Not conpatible with that version nunber

Invalid attribute line:<line nunber>

Invalid format |ine:<line nunmber>

Required attribute mi ssing name:<attribute name>
Required rel ated obj ect m ssing nane: <obj ect nane>
Primary key not unique

Exceeded Max Records Linmit

Invalid Max Records Size

Not hing to transfer

Not SOA for requested authority area

Pre-query directive not inplenented

Systenis | oad not avail abl e

oj ect not defined

oj ect’ s schema not found

Invalid Server Directive

Not aut horized for directive
Unidentified error... continue

Regi stration not authorized

Not aut horized to change obj ect: <obj ect nane><SP>key: <key>
Not aut horized to forward

Not authorized to transfer

Bad reference on forward

Ref erral does not exist on this server
Macro not defined

Di spl ay node not al |l owed

Language not supported

Ext ended directive not recogni zed

Ext ended directive not authorized

Menory Al l ocation Problem
Service not avail abl e
Unrecoverabl e error... goodbye
Idle time exceeded... goodbye
Not aut horized as secondary

6. Attribute Fornmat

The

t he

Rwhoi s format specifier closely follows the ‘C

1994

format for all attributes for objects in the RWMois server nust
be specified using a format specifier. This definition will allow
client software to interpret the received data correctly. The

with macro extensions.

Format specifiers nust follow this pattern

WIlianson & Kosters
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% alignment][length restriction]<type>[range restriction]

[al i gnment ] e left justified
T right justified

[l ength restriction] <val ue> = nunber of bytes all owed
<val ue>B = nunber of bits all owed

<type> This is the only required part of the format specifier
Bel ow are the allowed format type values. The length
of these values are not specified. These restrictions
will be on the left of the [length restriction].

% Character

% String

%l | nteger

% Hex | nteger
% Cctal |nteger
% Fl oat

% Scientific
%M defined macro

[range restriction] The range restriction will Iimt the allowed
val ues. This may specify a nunber,
character, or string range.

Exampl es: % 3s["ON', "OFF"] Defines a string with 3 characters
left aligned and limted to the
strings ON or OFF.

%46Bd[ 0- 50] 16 bit integer between 0 and 50

%l. 2f [ 0- 2500. 50] = Defines a floating point nunber
limted to 4 digits before and 2
after the decimal with a val ue
bet ween 0 and 2500. 50.
6.1 Format Specification Macros

Format specifications may be presented as macros. Fornmat
specification nmacros may be defined using the foll owing format.

%vkmacr o nane>=<format string or earlier macro>
The followi ng nmacros are pre-defined in this RwWois specification
Mont h/ Day/ Year formats:

OME[ % 2d[ 0- 12] |
oD=[ % 2d[ 0- 31] ]
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9%W2=[ % 2d[ 0- 99] ]

9W4=[ % 4d[ 0- 9999] ]

9V =[ % 3s\

["JAN', "FEB", "MAR', "APR', "MAY", "JUN', "JUL", "AUG', " SEP", \
"OCT", "NOV", " DEC']]

Date formats:

%vtat el=[ %vM %VDY %wW2]
%vtat e2=[ %vM %VDY %wW4]
%vtat e3=[ %vD- %V\Vs - %Y 2]
%vtat e4=[ %vD- %V\Vs - %W4]
%vtat e5=[ %V 4%VMAVD]

Hour/ M nut e/ Second f or mat s:
OVITH=[ % 2d[ 0- 24] ]
9UVITME[ % 2d[ 0- 59] ]
9%VITS=[ % 2d[ 0- 59] ]

Time formats:
o9t i mel=[ %VITH. YMTI'M %VITS]
oVt | me2=[ %VIT HYVIT MAVIT S]

M scel | aneous fornats:
%vserver =[ ¥%s: %4 6Bd]

%M pnunber =[ ¥8Bd. ¥8Bd. ¥8Bd. ¥8Bd]
%vemai | =[ ¥%s @]

%veeri al =[ %vdat e5%M i me2]
%t ype=[ RWHO S/ WHO S/ WHOI S++/ OTHER]
ovurl =[ %s: // ¥8]

Macro definitions nmay be obtained by sending the -define directive to
the server. For client efficiency, definitions can be renenbered.

If the definition of a macro changes, the serial nunber of all
schenmas using that macro nust change, allowing the client to
reacquire the schema and fornmat specifier nacros.

7. Quick Query (Rwhois using UDP)

The overhead incurred by establishing a TCP connection and
interacting with an RWwois server may be unnecessary if the client
only wishes to ask one question. A separate docunment wi |l describe
the UDP facility for Raois. Adjustrments to the query nust be nade
to nmake this a practical option. The only function allowed while
utilizing UDP is a single query.
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