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Status of this Meno

This menmo provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this neno is unlimted.

Abst ract

Thi s docunent was submitted to the |ETF IPng area in response to RFC
1550. Publication of this docunent does not inply acceptance by the
I Png area of any ideas expressed within. Comments should be
subnmitted to the big-internet@unnari.oz.au mailing list.

Overvi ew

Thi s RFC suggests that a new version of TCP (TCPng), and UDP, be
devel oped and deployed. It proposes that a globally unique address
(TA) be assigned to Transport |ayer protocol (TCP/UDP). The purpose
of this TAis to uniquely identify an Internet node w thout
specifying any routing information. A new version of TCP, and UDP,
wi Il need to be devel oped describing the new header fields and
formats. This new version of TCP woul d contain support for high
bandwi dt h-del ay networks. Support for nultiple network |ayer
(I'nternet Protocol) protocols is also possible with this new TCP.
Assigning an address to TCP/UDP woul d allow for the support of

mul tiple network | ayer protocols (I1Png’s). The TA would identify the
| ocation of an Internet node. The IPng |ayer would provide routing
information to the Internet. Separating the |location and routing
functions will greatly increase the versatility of the Internet.
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1. Introduction

For nore than a decade, network engi neers have understood the
benefits of a multi-layer protocol stack. However, during its

devel opment, the Transm ssion Control Protocol (TCP) was strongly
linked to the Internet Protocol (IP) [Postel, 1981a]. \Wen the TCP/IP
protocol suite was devel oped, two inportant ideas were inplenented
The first was that each host would be uniquely identified by a
network | ayer nunmber (i.e., |IP nunber = 192.0.2.1). The second was to
identify an application with a transport |ayer port nunber (i.e., TCP
DNS number = 53). For host-to-host communications, the |IP and port
nunbers woul d be concatenated to forma socket (i.e., 192.0.2.1.53).
Wiile this has lead to a very efficient and stream ined TCP | ayer, it
has tightly coupled the TCP and IP layers. So much so, in fact, that
it is nearly inpossible to run TCP over any network | ayer except for
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The notivation for witing this paper resulted fromresearch into the
various Internet Protocol Next Generation (IPng) proposals put forth
by various | ETF working groups. Each of the IPng proposals strives to
sol ve the inpending |IP address exhaustion problem by increasing the
size of the address field. They all allude to nodifications to TCP
and User Datagram Protocol (UDP) to make them capabl e of supporting a
new network | ayer 1Png protocol. The authors of this paper feel that
this points to an inherent TCP/IP design flaw. The flaw is nanely
that the transport (TCP) and network (IP) layers are not protoco

i ndependent. In this paper, we will propose a new TCP and UDP

i mpl ementation that will nmake the transport and protocol |ayers

i ndependent and thus allow for any of the IPng protocols to operate
on the sane internet w thout any further nodification to the higher

| ayer protocols. TCP, and UDP woul d becone extrenely powerfu
Application Programming Interfaces (APlIs) that operate effectively
over multiple network | ayer technol ogies.

Hi storical perspective

2.1 OSl and the 7 layer nodel

Present day conputer and communi cati on systens have becone

i ncreasingly heterogeneous in both their software and hardware
complexity, as well as their intended functionality. Prior to the
est abl i shnent of conputer communications industry standards,
proprietary standards followed by particular software and hardware
manuf act urers prevented communi cati on and i nformati on exchange

bet ween different manufacturers products and therefore |l ead to many
"cl osed systens" [Hal sal, 1992] incapable of readily sharing
information. Wth the proliferation of these types of systens in the
md 1970s, the potential advantages of "open systems" where

recogni zed by the conputer industry and a range of standards started
to be introduced [Hal sal, 1992].

The first and perhaps nost inportant of these standards was the

I nternational Standards Organi zation (1SO reference nodel for Open
Systens | nterconnection standard (OSl), describing the conplete
conmuni cati on subsystemwi thin each conputer. The goal of this
standard nodel was to "allow an application process in any conputer
that supports a particular set of standards to comunicate freely
with an application process in any other conmputer that supports the
same standards, irrespective of its origin of manufacture" [Halsal,
1992]. The last statenent above describes the OSI 7-1ayer node

whi ch has now, in concept, becone the fundanmental buil ding bl ock of
conmput er networks. Though there are arguably no present day

comput ers and networks conpletely compliant to all 7 layers of the
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CSl protocol stack, nobst protocol stacks do enbrace the fundanental
concept of independent |ayers, thus allowing the flexibility for
computers operating with dissim|lar protocol stacks to communicate
wi th one anot her.

Take for exanple, the datalink |layers as supported by TCP/IP. TCP/IP

will run equally well in either the |local area network (LAN) or wide
area network (WAN) environments. Even though the LAN may use Ethernet
802.3 and the WAN may use T1 serial links. This function was desi gned

to present a "standardi zed set of network functions (i.e., a logica
network)", to the upper network |layer, "regardl ess of the exact
details of the |ower |evel inplenmentations” [Meyer, Zobrist, 1990].

2.2 Internet Evolution

"The internet architecture, the grand plan behind the TCP/IP protoco
suite" was devel oped and tested in the late 1970s, [Braden, et al,
1991] and but for the addition of subnetting, autononous systens, and
the domain nane systemin the early 1980s and the nore recent IP

mul ticasting inplenmentation, stands today essentially unchanged. Even
with the understood benefits of a nmulti-layer protocol stack, all
steps taken to enhance the internet and its services have been very
incremental and narrow y focused.

2.3 The Reasons for Change

The reasons for change fromIP to I Png can be described in ternms of
probl ems for which the current IP will sinply becone i nadequate and
unusable in the near future (~2-4 years). These problens are the
exhaustion of IP class B address space, the exhaustion of |P address
space in general, and the non-hierarchical nature of address

all ocation leading to a flat routing space [D xon, 1993].

2.3.1 d ass-B Address Exhaustion

One of the fundanmental causes of this problemis the lack of a class
of network address appropriate for a md-sized organization. The

cl ass-C address, with a maxi mum of 254 uni que host addresses is to
small, while class-B, with a maxi rum of in excess of 65 thousand

uni que host addresses is to large [Fuller, et al, 1992]. As a
result, class-B addresses get assigned even though nowhere near the
nunber of avail able addresses will ever get used. This fact, conbined
with a doubling of class-B address allocation on a yearly basis |ead
the Internet Engineering Steering Goup (IESG to conclude in
Novenber, 1992 that the cl ass-B address space woul d be conpletely
exhausted within 2 years tine. At that point, class-C addresses
woul d have to be assigned, sonetinmes in nmultiples, to organizations
needi ng nore than the 254 possible host addresses froma single
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cl ass-C address [Al nguist, Gross, 1992].
2.3.2 Routing Table Growh

Based on research conducted by the I ESG in Novenber 1992, definite
routing table size explosion problems were identified. Nanely, it was
determined that current router technology at that point could support
a maxi mum of 16, 000 routes, which in turn could support the internet
for an additional 12 to 18 nonths (~May, 1994) at the then twofold
annual network growh rate. However, vendor router naximum
capabilities were in the process of being increased to 64,000 routes,
which at the two-fold annual network growth rate, could bring us an
additional 2 years of lead time, (at best bringing us to May, 1996,
and at worst to November, 1995) assuming the class-B address
exhausti on probl em nenti oned above could be solved in the interim

[ Al mqui st, Gross, 1992].

As a short term incremental solution to this routing table growh
problem and to aid in the class-B address exhausti on probl emthe
| ESG endorsed the ClIDR supernetting strategy proposal (see RFC 1338
for full details of this proposal). However, this strategy was
estimated to have a viability of approximately 3 years, at which
point the internet would run out of all classes of |IP addresses in
general . Hence, it is clear that even CIDR only offers tenporary
relief. However, if inplenmented i mediately, CIDR can afford the
Internet community tinme to devel op and depl oy an approach to
addressing and routing which allows scaling to orders of magnitude
| arger than the current architecture (IPng).

3. The Problens with Change

There are many probl ens, both phil osophi cal and technical, which
greatly contribute to the difficulties associated with a | arge scale
change such as the one proposed in the conversion fromIP to |IPng.
These problens range fromhaving to rewite highly utilized and
entrenched user applications, such as NFS, RPC, etc, to potentially
having to invest additional capital to purchase hardware that
supports the new protocol (s). This proposal solves the urgent
internet problens |isted above, while simultaneously limting the
anmounts of retraining and re- investing that the user conmunity woul d
have to undertake. The TCP layer will once and for all be changed to
support a multiprotocol internet. The net affect is that while
administrators will necessarily be trained in the operations and
details of this new TCP, the rmuch |arger operator and end user
community will experience no perceptible change in service and

net wor kK usage.
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3.1 TCP/UDP | npl emrent ati ons

Both TCP and UDP are highly dependent on the IPv4 network | ayer for 2
very low | evel reasons. 1) a TCP/UDP socket is forned by
concatenating a network | ayer address (IP address) and the transport

| ayer TCP/UDP port nunmber. 2) included in the TCP/ UDP checksum
calculation are the I P layer source and destination addresses
ment i oned above which are transferred across the TCP/I P [ Postel,
1981b] or UDP/IP [Postel, 1980] interfaces as procedure cal

argunents. It should be noted at this point that the reason for such
strong dependence between the transport and network |layers in TCP/IP
or UDP/IPis to insure a globally unique TCP/UDP | ayer address, such
that a uni que connection could be identified by a pair of sockets.
The authors of this paper propose that the | P address requirenent
with TCP and UDP be replaced with a globally unique transport address
(TA) concatenated with a transport |ayer port address. This solution
offers the capability to still nmaintain a globally unique address and
host uni que port number with the added benefit of elimnating the
transport and network | ayer dependence on one anot her

3.2 User Applications

In addition to TCP and UDP, there are a | arge nunber of firmy
entrenched hi gher |evel applications that use the IP network | ayer
address enbedded internally, and would therefore require nodification
for use with the proposed | Png network | ayer schemes. These
applications include, but are not limted to Network File System
(NFS), Renote Procedure Call (RPC), and File Transfer Protocol (FTP).
Al'l of these applications should be nodified to use the Internet
Domain nanme to identify the renote node, and not an enbedded,

prot ocol dependent |P address.

3.3 The Entrenched Masses

W1l users voluntarily give up their |Pv4 systens to nove to |IPng?

It seenms likely that many users will resist the change. They wll
perceive no benefit and will not install the new software. Making
the local Internet contact responsible my not be feasible or
practical in all cases. Another issue is backward conmpatibility
issues. |If a host needs to run IPng and 1 Pv4 to support old hosts,
then 1) where is the address savings |Png pronised. 2) Wiy change if
the host you are talking to has | Pv4d anyway?

On the other hand, replacing the existing TCP (TCPv6) with this new
version (TCPng) will benefit users in several ways. 1) Users will be
abl e to connect to unnodi fied TCPv6 hosts. 2) As nodes upgrade to
TCPng, new features will be enabled allowi ng TCP to conmuni cate

ef fectively over high bandw dt h*del ay network Iinks. 3) System

Carlson & Ficarella [ Page 6]



RFC 1705 Six Virtual Inches to the Left: IPng Problens October 1994

administrators will be able to increnmentally upgrade nodes as needed
or as local conditions demand. 4) Upgraded nodes may return their

| Pv4 address and use an | Png address and TCP transporter function,
described later, to communicate with | Pv4 hosts.

4. Making TCP & UDP Protocol |ndependent

The OSI 7 layer nodel specifies that each | ayer be independent of the
adj acent layers. What is specified is the interface between |ayers.
This allows layers to be replaced and/ or nodified w thout nmaking
changes to the other layers. As was pointed out previously, the TCP

and UDP transport layers violate this precept. |In the follow ng
di scussi on, when we refer to TCP we nean both the TCP and UDP
protocols. The generic termtransport layer and TCP will be used

i nt erchangeabl y.

Overcoming TCP' s dependence on IP will require changes to the
structure of the TCP header. The devel opers and inplenentors wll
al so have to change the way they think about TCP and IP. End users
will also have to change the way they view the Internet. Gone wll
be the days when Internet node nanes and | P addresses can be used

i nterchangeably. The goal of this change is to allow end users to
mgrate fromthe current |IPv4 network |ayer to an I Png |layer. What
this IPng protocol is will be left to the Internet Architecture
Board/ | nternet Engineering Steering Goup/lnternet Engineering Task
Force (I AB/I1ESG I ETF) to decide. By adopting this proposal, the
mgration will be greatly enhanced.

One of the stated goals of the IABis to pronbte a single Internet
protocol suite [Leiner, Rekhter, 1993]. Wile this is a |audable
goal , we should not be blinded by it. The addition of a Transport

| ayer address (TA) does not invalidate the |AB's stated goals. It
merely brings the inplenentation into conpliance with standard
networ ki ng practices. The historical reasons for concatenating TCP
port nunbers to | P nunbers has | ong since passed. The increasing

t hroughput of transnission Iines and the negligible effect of packet
overhead (see appendi x A) prove this. The details of assigning and
using TA's are discussed in the next few sections.

4.1 Transport Addressing
A Transport Address (TA) will be assigned to the TCP transport | ayer
on each Internet node. The purpose of this address is to allow a TCP
on one node to comunicate with a TCP on a renpte node. Sone of the
goal s defined in devel oping this address are:

1. Fixed size -- Afixed size will make parsing easier for
decodi ng stations.

Carlson & Ficarella [ Page 7]



RFC 1705 Six Virtual Inches to the Left: IPng Problens October 1994

2. Mnimminpact on TCP packet size -- This information
will need to be carried each TCP packet.
3. dobal Uniqueness -- It is desirable (required) to have a

gl obal | y uni que Transport Address.

4. Automatic Registration -- To reduce inplenmentation
probl ems, an automatic registration of the TAis
desi rabl e.

The TA will be used when an Internet node attenpts to conmunicate
with another Internet node. Conceptually you can view the TA as
replacing the | P nunber in every instance it now appears in the
transport layer (i.e., a socket would change from | P#. Port# to
TA#. Port#). A connection setup would thus be:

1. A user starts an application on Node-A and requests
service from Node-B. The user identifies Node-B by
referencing it’'s Internet Donai n Nare.

2. The TCP on Node- A makes a Dormai n Name Service (DNS) cal
to determ ne the TA of Node-B

3. Node-A constructs a TCP packet using the header Src = TA-
A.port and Dest = TA-B.port and passes this packet down to
the network | ayer.

4. The I P on Node-A makes a DNS call to determne the IP
address of Node-B. The IP will cache this TAIP pair for

| ater use.
5. Node-A constructs an | P packet using the header Src = I P-A
and Dest = I P-B and passes this packet down to the Mdia

Access | ayer.

6. Delivery of the packet is identical to the delivery of an
existing Internet |IP packet.

7. The I P on Node-B examines the I P Dest address and if it
mat ches it’'s own, strips off the header and passes the
data portion up to the TCP. (Note: the packet may have
passed t hrough several |IP routers between the source and
destination hosts.)

8. The TCP on Node-B exani nes the header to determine if the
Dest TAis it'’s own, if so it passes the data to the
application specified by the port address. |If not it
determines if it should performthe transporter function
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The packet will be forwarded toward the destination or an
error nessage will be returned.

The above steps represent a quick synopsis of how user applications
may pass data between different Internet nodes. The exact structure
of the network is hidden fromthe application, allow ng the network
to be nodified and inproved as needed. Using the transporter
function, several different network |layers may be traversed when
moving from source to destination (several exanples are provided in
appendi x D).

One of the underlying assunptions is that the user application nust
refrain from maki ng assunptions about the network structure. As

poi nted out in section 3, this is not the case for the current
Internet network. User applications that are deployed with this new
TCP nust be capable of making this assunption. This neans that the
user application should store the Internet Domain Nanme in it's
internal structure instead of the |IPng network nunber. The donmain
name is globally unique and provides enough information to the system
to find the transport and network | ayer addresses. The user
application nust pass the follow ng paraneters down to TCP

Destination domain nane (Text string)
Pointer to data buffer
Quality of service indicators

Opt i ons

When the user application wites data to the network, TCP will return
a nonzero integer to indicate an error condition, or a zero integer
to indicate success. Wen the user application reads data fromthe
network, TCP will deliver a pointer to a data buffer back to the
appl i cati on.

bk

TCP will receive the users request and it will make a DNS call to
determine the destination nodes TA. If DNS returns a TA, TCP wil |
build a Transm ssion Control Block (TCB) (see the paragraph bel ow)

and call the network |ayer. O herwi se, TCP will nake a DNS cal

| ooking for the destination nodes |IPv4 address. |If an address is
returned, TCP will takes the steps listed belowin building a TCB
and call the proper network layer. |If DNS returns a host unknown

indication, exit back to the user with a "host unknown" error. TCP
should maintain a cache of donmin nanes and addresses in |ieu of
maki ng repeated DNS calls. This feature is highly reconmended, but
not required.

The state informati on needed to keep track of a TCP connection is

kept in the Transm ssion Control Block (TCB). Currently this
structure has fields for the TCP paraneters, source port, destination
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port, wi ndow size, sequence nunber, acknow edgnent nunber, and any
TCP options. The network |ayer source and destination |IP nunbers are
al so stored here. Finally, the status of the connection (LI STEN,
ESTABLI SHED, CLOSI NG of the TCP parameters and include the new
source and destination Transport addresses. The existing space for
the I Pv4 addresses will be left in place to allow for backward
conmpatibility. The IPv4 fields will be used if the source is

communi cating directly with an unnmodified TCP/ 1P host.

The existing status indicators will remain with their neaning
unchanged. Connection setup will retain the current 3-way handshake.
When performing transporter functions, TCP will NOT build a TCB,

unl ess the destination is an unnodified |IPv4 host (see appendix D).
The TCP connection remains an end-to-end reliable transport service,
regardl ess of the nunber of internediate transporter nodes.

TCP will build an old or new header (defined below) placing the user

application data in the data field. [If TCP is comunicating directly
with an unnodi fied | Pv4 host, the existing TCP header (STD 7, RFC
793) will be used for conparability reasons. |If the destination host

is an unnodified host, and an internedi ate transporter node is being
used, this new TCP header nust be used with the 'C bit set to 1.

The destination TAwll be set to the | Pv4 address, and the packet
will be delivered to the transporter node. |f the destination host
is nodified with this new TCP, the destination address will be set to
the TA and the packet will be delivered, possibly through a
transporter, to the renmote host.

TCP will comrunicate with it’s underlying network |ayer(s) to deliver
packets to rempte hosts. The Internet Assigned Nunmber Authority
(I'ANA) will assign unique identifiers to each network layer TCP will
support. TCP will maintain a cache of TA's and | ANA network | ayers
nunbers, to allow support of multiple network | ayers. Wen TCP

wi shes to send data, it will consult this cache to deternine which
network to send the packet to. |If the destination TAis not in this
cache, TCP will send a request to each of it’'s network |ayer(s)
asking if they know how to deliver data to this TA. Al of the

network | ayers supported by the sending host will be probed, in an
order defined by the system adnministrator, until one responds ’'yes’
or they all have said 'no’. The first layer to say 'yes’ will be

used. |If no path exists, an error nessage will be returned to the

user application. Once a network layer is identified, TCP will
communi cate with it by passing the foll owi ng paraneters:

1) Destination address (TA or |Pv4).

2) A pointer to the data buffer.
3) Options.
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The network layer will use the destination address as an index into a
cache to determ ne the network address to send to. |In the entry is
not in the cache, it will make a DNS call to determ ne the network
address and a cache entry will be build (see appendix D). It is
mandatory that a cache be maintained. |If a host is attached to
several different networks (i.e., a transporter) each layer wll
maintain it’s own cache.

VWhen | P receives a data packet froma renote node, it will strip off
the I P header and pass a pointer to the data buffer up to TCP. IP
will also supply TCP with it’s | ANA network |ayer nunmber. TCP nay
use the source TA and the | ANA nunber to update it’'s cache

The structure of a TAis to concatenate a uni que manuf acture code
with a manufacturer defined variable to forma unique 64 bit nunber.
The uni que manufacture code will be a 24 bit nunber, possibly the
sanme code as the | EEE 802.3 MAC address code. The renmaining 40 bits
will be supplied by the manufacture to uniquely identify the TCP. It
is reconmended that this field be built by encoding the

manuf acturer’s serial nunber. An integer serial nunber will be
vi ewed as an integer nunmber and converted into it’s hexadeci nmal
equi valent, left padded with 00 octets if necessary. If a seria

nunber contains Al pha characters, these al pha characters will be
converted into octets using the international standard ASCI| code.
The integer values will then be converted to their hexadeci nal

equi valent and the 2 values will be concatenated to formthe unique
identifier. These structure will allow 2724 (16,777, 216)

manuf actures to build 2740 (1,099,511, 627,776) transport addressable
entities. Each of these entities nmay have 1 or nore network
interfaces using | Pv4, 1Png, or any other network |ayer protocol

The current growh of the Internet may indicate that this amunt of
address space is inadequate. A larger fixed space (i.e., 96 or 128
bits) or a variable length field nay be required. The di sadvant age
is that this address nmust be transmitted in every packet.
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4.2 TCPng

The new TCP header is as shown.
1 2 3
01234567890123456789012345678901

R s o o i i S S S o o ol ol S S S S R R o
Destination TA

e o o o e e e i i S S e R S T I s s ot b e S
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Source Port Number | QS |

s T o T e e i T S S S e S e T S TR S e S R
W ndow Si ze |
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Sequence Number
i I i S e bt T S R S e e e i it S S R S e S 2
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T e T T S

+
/
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/
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Figure 1

Destination TA® 64 bits.
The Destination Transport Address. The concatenation of
the 24 bit | EEE assignhed Ethernet address and the 40 bit
representation of the machi nes serial nunber for the
renot e node.
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Source TA: 64 Bits.
The Source Transport Address. The concatenation of the
24 bit | EEE assigned Ethernet address and the 40 bit
representation of the machi nes serial nunber for the
| ocal node.

Destination Port Number: 28 Bits.
Identifies the specific application on the renote node.

Ver: 4 bits.
Versi on nunmber. This is TCPng. RFC 793
references 9 earlier editions of ARPA TCP. The current
TCP is version 10.

Source Port Number: 28 Bits.
Identifies the specific application on the |ocal node.

Q@S: 4 bits.
The Quality of Service paraneter may be set by the user
application and passed down to a network | ayer that
supports different |evels of service.

Wndow. 32 Bits.
The nunber of data octets beginning with the one
indicated in the acknow edgrment field which the sender
of this segnent is willing to accept.

Sequence Nunber: 64 Bits.
The sequence nunber of the first data octet in this segnent
(accept when the S bit is present). If S bit is on, the
sequence number is the initial sequence nunber (ISN) and
the first data octet is ISNt1l. (The ISN is conputed using
the existing algorithn).

Acknowl edgrment Nunber: 64 Bits.
If the A bit is set, this field contains the val ue of
the next sequence nunber the sender of this segnent is
expecting to receive. Once a connection is established,
this is always sent.

Data Ofset: 8 Bits.
This is the nunber of 32 bit words in the TCP header. This
i ndi cates where the data begins. The TCP header is an
i ntegral nunber of 32 bit words long. The m nimmvalue is
12 and the maximumis 256. |[If options are used, they nust
pad out to a 32 bit boundary.
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Fl ags: 8 Bits.
The A, P, R S, and F flags carry the sane neaning as in
the current version of TCP. They are:

Ack, and acknow edgnent field significant
Push, the push function

Reset, reset the connection

Sync, synchroni ze sequence numnbers

Fin, No nore data from sender

arwWNE
mwnao o>

The C bit, C = Conpatibility, is used to indicate that one
end of the connection is an unnodified TCP/IP host. Wen
the C bit is set, all header values nmust conformto the
TCPv6 specifications. The source port, destination port,
and wi ndow si ze nmust be 16 bits and the Sequence and
Acknowl edgrment nunbers nmust be 32 bits. These val ues are
stored in the |lower half of the proper area with null octet
pads filling out the rest of the field.

The 2 X bits, X = Reserved, are not defined and nust be
i gnored by a receiving TCP

Checksum 16 Bits.
The checksum field has the same neaning as in the current
version of TCP. The current 96 bit pseudo header is NOT
used in calculating the checksum The checksum covers only
the information present in this header. The checksumfield
itself is set to zero for the calculation

Vari abl e Length Opti ons:
There are two types of options, nandatory and optional. A
TCP nust inplenent all known mandatory options. |t nust
al so be capable of ignoring all optional options it does
not know about. This will allow new options to be
i ntroduced without the fear of danage caused by unknown
options. An option field nmust end on a 32 bit boundary.
If not, null octet pad characters will be appended to the
right of the option. The structure of an option is shown
in figure 2 bel ow
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1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Length |
i i i T i I S i e s o o i i
| Option data | pad |

R et e s i o e s i i
Figure 2
4.3 Mandatory Options

There are three mandatory options defined by this inplenentation of
TCP. Each of these options is inplenented using the structure
pictured in figure 2 above.

A description of each field foll ows:

Type: 16 bits
The type field identifies the particular option.

Length: 16 bits
The length field represents the size of the option
data to follow, in octets.

Option Data: Variable Length
The option data is of variable length specified by
the length field, plus 0-3 bytes of zeros to pad to a
32-bit boundary.

The following are the 3 mandatory options that rmust be inpl emented:

Null: 8 bits
The null option, (type=0) is represented by the bit
sequence [ 00000000], preceded by an additional 8, zero
padding bits to fill out the full 16-bit type field. The
data may be of any size, including O bytes. The option may
be used to force an option to be ignored.

Maxi mum Segnment Size: 8 bits
The nmaxi mum segnment size option, (type=1) is represented by
the bit sequence [00000001] preceded by an additional 8,
zero padding bits to fill out the full 16-bit type field.
If this option is present, then it comruni cates the nmaxi mum
recei ve segnent size at the TCP which sends this segnent.
This potion is mandatory if sent in the initial connection
request (SYN). If it is sent on any other segnent it is
advi sory. The data is a 32-bit word specifying the segnent
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size in octets [U I mnn, 1993].

Urgent Pointer: 8 bits
The urgent pointer, (type=2) is represented by the bit
sequence [ 00000010] preceded by an additional 8, zero
padding bits to fill out the full 16-bit type field. This
option emul ates the urgent field in TCPv6. The data is a
64-bit sequence nunber identifying the | ast octet of urgent
data within the segnent.

4.4 Optional Options

This version of TCP must be capabl e of accepting any unknown opti ons.
This is to guarantee that when presented with an unrecogni zed option,
TCP will not crash, however it nust not reject or ignore any option

4.5 Conmpatibility |ssues

The Internet community has a large installed base of IP users. The
resources required to operate this network, both people and machi ne,
is enornous. These resources will need to be preserved. The |ast
time a change like this took place, moving from NCP to TCP, there
were a few 100 nodes to deal with [Postel, 1981c]. A snall close
knit group of engineers managed the network and mandated a one year
mgration strategy. Today there are nillions of nodes and thousands
of administrators. It will be inpossible to convert any portion of
the Internet to a new protocol wi thout effecting the rest of the
conmmuni ty.

In the worst case, users will |ose communications with their peers as
some systems upgrade and others do not. |In the current gl oba
environment, this will not be tolerated. Any attenpt to sinply
replace the current | Pv4 protocol with a new | Png protocol that does
not address conpatibility issues is doonmed to failure. This
reasoni ng has recently been realized by Ul mnn (CATNIP) and he
attenpts to use translators to convert from one protocol to another
(i.e., CATNIP to IPv4). The problemis what to do when inconpatible
paraneters are encountered. Al so CATNIP would need to be repl aced
every time a new network | ayer protocol was devel oped.

Thi s proposal attenpts to solve these problens by decoupling the
transport and network protocols. By allowing TCP to operate over
different network layer protocols, we will create a nore stable
environment. New network |ayer protocols could be devel oped and

i mpl ement ed wi thout requiring changes that are visible to the user
community. As TCP packets fl ow from host-to-host they may use
several different network |layers, allow ng users to conmunicate

wi t hout having to worry about how the data is noved across the
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under | yi ng networ k.
4.5.1 Backward Conpatibility

It may be said that the maturity of a software package can be
determi ned by how nuch code is required to naintain conpatibility
with previous versions. Wth the current growth of the Internet,
backward conpatibility issues can not be disnissed or added in as an
after thought. This version of TCP was designed with backward
conpatibility in mnd. Wien the TCP comruni cates with an unnodified
IPv4 TCP/IP, it takes steps to insure conpatibility. First off it
sets a bit in the header indicating that the TCP paraneters (ack
seq, port nunbers, and wi ndow size) use the TCPv6 val ues. When
comruni cating directly with an unnodified host the existing TCP/IP
header is used. Only existing TCP options may be sent as well.

The advantage of this approach is that TCP transporter nodes will not
have to nake deci sions about how to nodify packets just passing
through. It is up to the source node to build a header that is
compati bl e before sending it. This approach will allow any new TCP
to contact and communi cate with any unmodified | Pv4 host. The source
host nmay have an | Pv4 address, or it may send data to a transporter
for delivery. The decision will be rmade based on the source and
destination addresses. During connection setup, the |location of the
destination node is deternmined and the proper network |ayer is used
to send dat a.

An existing | Pvd host will be capable of opening a connection to any
new TCPng host that is directly connected to the network with an | Pv4
protocol stack. |f the TCPng host only has an | Png stack, the

connection attenpt will fail. Sone existing batch style services
(i.e., Sinple Mail Transfer Protocol - SMIP) will continue to work
with the help of transporters. Interactive sessions (i.e., Telnet)
will fail. Thus, our new TCP is backward conpatible, but the

exi sting I Pv4 hosts are not forward conpati bl e.
4.6 Level 4 Gateways

The ability to allow hosts with differing network |ayer protocols to
communi cate will be acconplished by using a transport |ayer gateway
(called transporter in this paper). The transporter works just |ike
an | P router, receiving TCP packets fromone network | ayer and
transporting themover to another. This switching is done by
exam ni ng the packets source and destination TA's. |If a TCP packet
arrives with a destination TA that differs fromthis hosts TA, and
the transporter functionality is enabled, the packet should be
transported to another network layer. |In sone cases, the receiving
node is a host and not a transporter (i.e., transporter functionality
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disabled). |In this case the host will discard the packet and return
a TCWP (see bel ow) error nessage

A transporter is not responsible for reading or formatting the TCP
header of packets it receives. The header is sinply exanmined to
determ ne where to deliver the packet. Wen forwarding, the packet
is sent to any of the network |ayers the transporter supports. The
exception is that the packet may not be presented back to the network
it was received from It is the responsibility of the network | ayer
to destroy undeliverabl e packets. |If a transporter is unable to

det erm ne which network the packet should be forwarded to, the packet
is discarded and a TCMP nessage is generated and returned to the
ori gi nal source host. Several exanples of how transporting works are
presented in appendi x D.

4.7 Error Conditions

It is recognized that fromtime to time certain error conditions wll
occur at sone internediate transporter that will need to be

communi cated back to the source host. To acconplish this a Transport
Control Message Protocol (TCWP) service facility will need to be
devel oped. This protocol will nodel itself after the Internet
Control Message Protocol (1 CW). The operational details are

di scussed in a separate TCMP docunent.

5. Advant ages and Di sadvant ages of this approach

This proposal offers the Internet community several advantages.
First, TCPng will operate over nultiple network |ayer protocol
stacks. Users will be able to select the stack(s) that neets their
needs. The problem of |Pv4 address exhaustion will be postponed as
sites nove fromIPv4 to | Png protocol stacks. Future |IP3g protocol
stacks may be designed and depl oyed w t hout major service

di sruptions. The increased size of the sequence, acknow edge, and
wi ndow fields will allow applications to run effectively over high
bandwi dt h-del ay network links. Lastly, TCPng will allow applications
to specify certain Quality of Service (QS) paraneters which may be
used by sone network | ayer protocols (i.e., Asynchronous Transfer
Mode - ATM.

This protocol is not without it’'s share of design conpronises. Anong
these are a | arge packet header increased in size from5 to 12 |ong
words. The addition of a TA neans that network admi nistrators nust
deal with yet another network nunber that rust be globally

mai ntained. Miltiple network protocols may add to the conplexity of
a site’s network. Lastly, is the TA address space | arge enough so we
will not have to rebuild TCP
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6

Concl usi ons

In this paper, we have reviewed the current status of the Internet
society s IPng initiative. W were struck by the enormty of the
changes required by those proposals. W felt that a different
approach was needed to allow change to occur in a controlled nanner.
Thi s approach calls for replacing the current TCP protocol with one
that does not require a specific IP layer protocol. Once this is in
pl ace, various |IPng protocols may be devel oped and depl oyed as sites
require them Comruni cations between I Pv4 and | Png hosts will be
mai nt ai ned throughout the transition period. Mdified hosts will be
able to renove their |Pv4 protocol stacks, while naintaining

conmuni cations with unnodified hosts by using a TCP transporter

The title of this paper "Six Virtual Inches to the Left" cones froma
talk the author once heard. In this talk an engineer from Contro
Data Corporation (CDC) told a story of CDC' s attenpt to build a
cryogeni cally cool ed super conmputer. The idea being that the power
consunption of such a conputer would be far | ower then that of a
conventional super conmputer. As the story goes, everyone thought
this was a great idea until someone pointed out what the power
requirenents of the cryo systemwere. The result was that all the
assuned power savings were consuned by the cryo system The
inplication being that all the power requirements were not saved but
simply nmoved 6 feet fromthe CPU to the support equipnent. The noral
being that the entire system should be anal yzed instead of just one
smal | pi ece.
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Appendi x A

The m ni mum size of an ethernet frane is 64 bytes. Wth the existing
TCP/ 1P protocol, a mninmnumsize frane is 18 bytes (ethernet header &
trailer) + 20 bytes (I P header) + 20 bytes (TCP header) for a total

of 58 bytes. The transmitting station nust add 6 null pad characters
to this frame to nake it conformto the 64 byte minimum This new
TCP will increase the size of the TCP header to 48 bytes.

Subtracting 26 bytes (the old header and pad characters) we are |eft
with 22 bytes or 176 bits. The tine it takes to transmt these
additional bits is the inpact of this new TCP. The transmission tine
for several types of nedia currently used is shown in the table
below. You will note that the increased tines are all under 20

m cro-seconds for anything over Tl speeds. User traffic patterns
vary of course but it is generally agreed that 80% of the traffic
stays at the local site. |If this is true then the increased header
size has a negligible inmpact on comuni cati ons.

Medi a Speed (Mops) Rate (nsec/bit) time (usec)
T1 1.544 647.7 144. 00
T3 44.736 22. 4 3.91
Enet 10. 00 100.0 17. 60
FDDI 100. 00 10.0 1.76
oC- 1 51.84 19.3 3.40
CC- 3 155. 52 6.4 1.13
Appendi x B

In order to support the TA, new DNS entries will need to be created
It is hoped that this function will be acconplished automatically.
VWhen a station is installed, the local DNS server is defined. On
power up, the station will contact this server and send it it’s TA
and domain nanme. A server process will be listening for this type of
information, and it will collect the data, run an authorization
check, and install the TAinto the DNS server. The follow ng entry
will be nade.

node. sub. domai n. nane I'N TA  XxX.yy.zz.aa.bb.cc.dd. ee

ee.dd. cc. bb.aa.zz.yy.aa.in-addr.tcp IN PTR node. sub. dorai n. nane.
Using these entries, along with the existing DNS A records, a
requesting node can determ ne where the renote node is |ocated. The

format xx.yy.zz is the | EEE assigned portion and aa.bb.cc.dd.ee is
t he encoded nachi ne serial nunber as described in section 4.1
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C

Proposed UDP Header

1 2 3
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Source TA +

i S T i o T S e sl i I S S S S S S S
Destination Port Number | wver

R i i T i e T S e S i i oI S R TR S e S e i o T N

Source Port Number | QS |

+

Length | Checksum |

+

/

\

/

\

+

e i e i S S S S S S T S i it it NI SR SR S S S S S e
Dat a

I S i S S i o S S e e e T A S S S S

e i S S T i S S e e e e s e S S

Destination TA: 64 bits.

The Destination Transport Address. The concatenation of
the 24 bit | EEE assignhed Ethernet address and the 40 bit
representation of the machi nes serial nunber for the rempte
node.

Source TA: 64 Bits.

The Source Transport Address. The concatenation of the 24
bit | EEE assigned Ethernet address and the 40 bit
representation of the machi nes serial nunber for the |oca
node.

Destination Port Nunber: 28 Bits.

Ver:

Identifies the specific application on the renpte node.
4 bits.

This paraneter the UDP version nunber in use within this
packet .

Carlson & Ficarella [ Page

1994

22]



RFC 1705 Six Virtual Inches to the Left: IPng Problens October 1994

Source Port Nunber: 28 Bits.
ldentifies the specific application on the |ocal node.

Q@S: 4 bits.
The Quality of Service paraneter nay be set by the user
application and passed down to a network | ayer that
supports different |evels of service.

Length: 16 bits
The I ength paraneter represents the length of the data area
in octets. This value will be set to zero if no data is
sent within this packet.

Checksum 16 bits
The checksum paraneter has the sanme meaning as in the
current version of UDP. The current 96 bit pseudo header
is NOT used in calculating the checksum The checksum
covers only the information present in this header. The
checksumfield itself is set to zero for the cal cul ation

Data: Variable
This is the area in which the data for the datagramw || be
sent. The length of this data in octets is specified by
the | ength paraneter above.
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Appendi x D

| | | |
| HL | | H2 |
| | | |
[ | [ |
\ / \
\ / \
—=====—===—===—===—========== [ \
n Il/ |
" (Sl PP) " |
) ) |
"==——m——m——m——mm——mm——mm—==—= }
| | " CLNP "
| : :
| | "————————————m—————
[ | |
\ |
\ |
sEEEEEEEEEEEEEE=E=== | .
) ) | |
: ERREE |
" | Pv4d " | |

Exampl e 1: H1 Wshes to Establish Communication with H4 (Refer to the
figure above.)

1. A user on host Hl attenpts to comrunicate with a user
on host H4 by referencing H4 s fully qualified domai n nane.

2. The TCP on Hl1 nakes a DNS call to determ ne the TA
address of HA4.

3. The DNS call returns only the | Pv4 address since H4 is
determined to be an I Pv4 only host.

4. The HL TCP builds a transm ssion control block (TCB)
setting the C-Bit (conpatibility) "ON' since H4 is an | Pv4
host. Included in the TCB will also be DA = | P-H4, SA =
TAl, DP = 1234, SP = 5000 and any state paraneters
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10.

11.

12.

13.

14.
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descri bi ng the connection (port nunbers are for exanple
pur poses only).

The P on HL makes a DNS call to determ ne the network

| P address of H4 and correspondingly caches both the TA
address fromthe TCP as well as the network | P address for
| ater use.

The packet is now routed using standard SI PP procedures
to H2 this is the only path HL has to H4.

H2 receives the packet fromHL. The TCP on H2 checks

the destination TA of the packet and conpares it to its
own. In this case it does not match, therefore the packet
shoul d be forwarded.

H2 s TCP will interrogate the supported network
| ayer(s) and determ nes the packet nust be forwarded to H3.

The TCP rmust now pass the packet the CLNP network

| ayer. The network | ayer checks its cache to determne if
there is a route specified for DA = IP-H4 already in the
cache. |If so the cache entry is used, if not an entry is
created. H2 then routes the packet to H3 via NA3a, which
is the network | ayer address for |IP-H4

H3 recei ves the packet fromH2. The TCP on H3 checks
the destination TA of the packet and conpares it to its
own. Once again, it does not match.

H3, realizing that the destination address is an |Pv4
host, and knowing that it itself is directly connected to
the 1 Pv4 network constructs an | Pv4 conpati bl e header. H3
al so constructs a TCB to nanage the | Pv4 connection

The packet is sent down to be routed to the |P using
standard | P routing procedures.

H4 recei ves the packet at which point the IP on it
determines that the destination address is its own and thus
proceeds to strip off the I P header and pass the packet up
to the TCP | ayer.

The TCP | ayer than opens the correspondi ng | PV4_DP
port (2311) which forms the first half of the connection to
the application.
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16.

Six Virtual Inches to the Left: IPng Problens October 1994

H4 will nowreply with a connection accept nessage,
sendi ng the packet back to H3.

H3 s TCP receives the packet and based on infornmation

in the TCB determines the packet should be delivered to HL.
H3 uses the steps outlined above to route the packet back
through the network structure.

Exampl e 2: H2 Wshes to Establish Communication with H3 (Refer to the
figure above.)

1.

A user on host H2 attenpts to conmunicate with a user
on host H3 by referencing H3 s fully qualified domain nane.

The TCP on H2 makes a DNS call to determine the TA
address of H3.

The DNS call returns the TA address for H3.

The H2 TCP builds a transnission control block (TCB)
setting the C-Bit (conpatibility) "OFF" since H3 is an | Png
host. Included in the TCB will also be DA = TA3, SA = TA2,
DP = 1111, SP = 2222 and any state paraneters describing
the connection (port nunbers are for exanpl e purposes

only).

The 1Png on H2 makes a DNS call to determ ne the

network | Png address of H3 and correspondingly caches both
the TA address fromthe TCP as well as the network |Png
address for |later use.

The packet is now routed to H3 over the | Png supported
on that network.

H3 recei ves the packet fromH2. The TCP on H3 checks
the destination TA of the packet and conpares it to its
own. In this case it natches.

H3 s TCP will construct a TCB and respond with an open
accept nessage.

H3 s TCP will interrogate the supported network
| ayer(s) to determ ne the packet nust be delivered to H2
usi ng NA2b which is specified in its cache.
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Security Considerations

Security issues are not discussed in this meno.
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