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Thi s docunent provides information for the Internet community. This
meno does not specify an Internet standard of any kind. Distribution
of this meno is unlimted.

1. | NTRODUCTI ON

The aut hentication requirenments of conputing systems and network
protocols vary greatly with their intended use, accessibility, and
their network connectivity. This docunment describes a spectrum of
aut henti cati on technol ogi es and provi des suggestions to protocol

devel opers on what kinds of authentication might be suitable for some
ki nds of protocols and applications used in the Internet. It is
hoped that this docunent will provide useful information to
interested nmenbers of the Internet comunity.

Passwor ds, which are vul nerable to passive attack, are not strong
enough to be appropriate in the current Internet [CERT94]. Further,
there is anmpl e evidence that both passive and active attacks are not
uncommon in the current Internet [Bellovin89, Bellovin92, Bell ovin93,
CB94, Stoll90]. The authors of this paper believe that nmany
protocols used in the Internet should have stronger authentication
mechani snms so that they are at | east protected from passive attacks.
Support for authentication nmechani sms secure against active attack is
clearly desirable in internetworking protocols.

There are a nunber of dinensions to the internetwork authentication
problemand, in the interest of brevity and readability, this
docunent only describes sonme of them However, factors that a
protocol designer shoul d consider include whether authentication is
bet ween machi nes or between a human and a machi ne, whether the

aut hentication is local only or distributed across a network,
strength of the authentication mechanism and how keys are managed.
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2. DEFINI'TION OF TERMS

This section briefly defines some of the terms used in this paper to
aid the reader in understanding these suggestions. Oher references
on this subject mght be using slightly different terns and
definitions because the security community has not reached ful
consensus on all definitions. The definitions provided here are
specifically focused on the matters discussed in this particul ar
docunent .

Active Attack: An attenpt to inproperly nodify data, gain
aut hentication, or gain authorization by inserting fal se
packets into the data stream or by nodifying packets
transiting the data stream (See passive attacks and repl ay
attacks.)

Asymretric Cryptography: An encryption systemthat uses different
keys, for encryption and decryption. The two keys have an
intrinsic mathematical relationship to each other. Also
cal l ed Public~Key~Cryptography. (See Synmmretric Cryptography)

Aut hentication: The verification of the identity of the source of
i nformation.

Aut hori zation: The granting of access rights based on an
aut henticated identity.

Confidentiality: The protection of information so that someone not
aut hori zed to access the information cannot read the
i nformati on even though the unauthorized person m ght see the
information’s container (e.g., conputer file or network
packet).

Encryption: A nechanismoften used to provide confidentiality.

Integrity: The protection of information from unauthorized
nmodi fi cation.

Key Certificate: A data structure consisting of a public key, the
identity of the person, system or role associated with that
key, and information authenticating both the key and the
associ ation between that identity and that public key. The
keys used by PEM are one exanple of a key certificate
[ Kent 93] .

Passive Attack: An attack on an authentication systemthat inserts

no data into the stream but instead relies on being able to
passi vely nonitor information being sent between other
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parties. This information could be used a later tine in what
appears to be a valid session. (See active attack and repl ay
attack.)

Plain-text: Unencrypted text.

Replay Attack: An attack on an authentication system by recording
and repl aying previously sent valid nmessages (or parts of
messages). Any constant authentication information, such as a
password or electronically transmtted bionetric data, can be
recorded and used later to forge nessages that appear to be
aut henti c.

Symmetric Cryptography: An encryption systemthat uses the sane key
for encryption and decryption. Sonetimes referred to as
Secr et ~Key~Cr ypt ogr aphy.

3. AUTHENTI CATI ON TECHNOLOG ES

There are a nunber of different classes of authentication, ranging
fromno authentication to very strong authentication. Different
aut henti cati on mechani sns are appropriate for addressing different
ki nds of authentication problens, so this is not a strict

hi erarchi cal ordering

3.1 No Authentication

For conpl eteness, the sinplest authentication systemis not to
have any. A non-networked PCin a private (secure) location is an
exanpl e of where no authentication is acceptable. Another case is
a stand-al one public workstation, such as "mail reading"

wor kst ati ons provi ded at sone conferences, on which the data is
not sensitive to disclosure or nodification

3.2 Authentication Mechani sns Vul nerable to Passive Attacks

The sinple password check is by far the nost common form of

aut hentication. Sinple authentication checks cone in many forns:
the key may be a password nenorized by the user, it may be a
physical or electronic item possessed by the user, or it may be a
uni que bi ol ogical feature. Sinple authentication systens are said
to be "disclosing" because if the key is transnmtted over a
network it is disclosed to eavesdroppers. There have been

wi despread reports of successful passive attacks in the current

I nternet using already conproni sed machi nes to engage in passive
attacks agai nst additional nmachi nes [CERT94]. Disclosing

aut henti cati on nmechani sns are vul nerable to replay attacks.
Access keys may be stored on the target system in which case a
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single breach in systemsecurity nmay gain access to all passwords.
Al ternatively, as on nost systens, the data stored on the system
can be enough to verify passwords but not to generate them

3.3 Authentication Mechani sns Vul nerable to Active Attacks

Non- di scl osi ng password systens have been designed to prevent
replay attacks. Several systens have been invented to generate
non- di scl osi ng passwords. For exanple, the SecurlD Card from
Security Dynam cs uses synchroni zed cl ocks for authentication
informati on. The card generates a visual display and thus nust be
in the possession of the person seeking authentication. The S/ Key
(TM authentication system devel oped at Bell core generates

mul tiple single use passwords froma single secret key [Haller94].
It does not use a physical token, so it is also suitable for
machi ne- machi ne authentication. In addition there are chall enge-
response systems in which a device or conputer programis used to
generate a verifiable response froma non-repeating chall enge.

S/ Key aut hentication does not require the storage of the user’s
secret key, which is an advantage when dealing with current
untrustworthy computing systems. 1In its current form the S/ Key
systemis vulnerable to a dictionary attack on the secret password
(pass phrase) which m ght have been poorly chosen. The Point-to-
Poi nt Protocol’s CHAP chal | enge-response systemis non-di scl osing
but only useful locally [LS92, Sinpson93]. These systens vary in
the sensitivity of the information stored in the authenticating
host, and thus vary in the security requirenments that nust be

pl aced on that host.

3.4 Aut hentication Mechani sns Not Vul nerable to Active Attacks

The growi ng use of networked computing environnents has led to the
need for stronger authentication. |In open networks, many users
can gain access to any information flowi ng over the network, and
with additional effort, a user can send infornation that appears
to cone from anot her user.

More powerful authentication systens make use of the conmputation
capability of the two authenticating parties. Authentication may
be unidirectional, for exanple authenticating users to a host
conputer system or it may be nutual in which case the entity
logging in is assured of the identity of the host. Sone

aut henti cati on systens use cryptographic techniques and establish
(as a part of the authentication process) a shared secret (e.g.,
session key) that can be used for further exchanges. For exanpl e,
a user, after conpletion of the authentication process, night be
granted an authorization ticket that can be used to obtain other
services without further authentication. These authentication
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systenms night al so provide confidentiality (using encryption) over
i nsecure networks when required.

4. CRYPTOGRAPHY

Crypt ographi ¢ mechanisns are widely used to provide authentication,
either with or without confidentiality, in conputer networks and
internetworks. There are two basic kinds of cryptography and these
are described in this section. A fundamental and recurring probl em
wi th cryptographic nechanisns is howto securely distribute keys to
the conmunicating parties. Key distribution is addressed in Section
6 of this document.

4.1 Symretric Cryptography

Symmetric Cryptography includes all systens that use the sane key
for encryption and decryption. Thus if anyone inproperly obtains
the key, they can both decrypt and read data encrypted using that
key and al so encrypt false data and nake it appear to be valid.
Thi s means that know edge of the key by an undesired third party
fully conprom ses the confidentiality of the system Therefore,
the keys used need to be distributed securely, either by courier
or perhaps by use of a key distribution protocol, of which the
best known is perhaps that proposed by Needham and Schroeder

[ NS78, NS87]. The widely used Data Encryption Standard (DES)

al gorithm that has been standardi zed for use to protect

uncl assified civilian US Government information, is perhaps the
best known symmetric encryption algorithm[NBS77].

A well known system that addresses insecure open networks as a
part of a conputing environment is the Kerberos (TM

Aut henti cation Service that was devel oped as part of Project

At hena at M T [ SNS88, BMP1, KN93]. Kerberos is based on Data
Encryption Standard (DES) symetric key encryption and uses a
trusted (third party) host that knows the secret keys of all users
and services, and thus can generate credentials that can be used
by users and servers to prove their identities to other systens.
As with any distributed authentication scheme, these credentials
wi |l be believed by any conputer within the |ocal adm nistrative
domain or realm Hence, if a user’s password is disclosed, an
attacker would be able to masquerade as that user on any system
whi ch trusts Kerberos. As the Kerberos server knows all secret
keys, it nmust be physically secure. Kerberos session keys can be
used to provide confidentiality between any entities that trust
the key server.
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4.2 Asymretric Cryptography

In the late 1970s, a major breakthrough in cryptology led to the
availability of Asymretric Cryptography. This is different from
Symmetric Cryptography because different keys are used for
encryption and decryption, which greatly sinplifies the key
distribution problem The best known asymretric systemis based
on work by Rivest, Shanmir, and Adleman and is often referred to as
"RSA" after the authors’ initials [RSA78].

SPX is an experinmental systemthat overcones the limtations of
the trusted key distribution center of Kerberos by using RSA
Public Key Cryptography [TA91]. SPX assunes a gl obal hierarchy of
certifying authorities at |east one of which is trusted by each
party. It uses digital signatures that consist of a token
encrypted in the private key of the signing entity and that are
val i dat ed using the appropriate public key. The public keys are
believed to be correct as they are obtai ned under the signature of
the trusted certification authority. Critical parts of the

aut henti cati on exchange are encrypted in the public keys of the
receivers, thus preventing a replay attack

4.3 Cryptographi ¢ Checksuns

Crypt ographi ¢ checksuns are one of the npbst useful near termtools
for protocol designers. A cryptographic checksum or nessage
integrity checksum (M C) provides data integrity and

aut hentication but not non-repudiation. For exanple, Secure SNWP
and SNMPv2 both cal culate a MD5 cryptographic checksum over a
shared secret itemof data and the information to be authenticated
[Rivest92, GW3]. This serves to authenticate the data origin and
is believed to be very difficult to forge. 1t does not
authenticate that the data being sent is itself valid, only that
it was actually sent by the party that clains to have sent it.

Cryt ographi ¢ checksuns can be used to provide relatively strong
aut hentication and are particularly useful in host-to-host

conmuni cations. The main inmplementation difficulty with

crypt ographi ¢ checksunms is key distribution

4.4 Digital Signatures

A digital signature is a cryptographic nmechanismwhich is the

el ectronic equivalent of a witten signature. |t serves to
authenticate a piece of data as to the sender. A digital
signature using asymretric cryptography (Public Key) can al so be
useful in proving that data originated with a party even if the
party denies having sent it; this property is called non-
repudiation. A digital signature provides authentication wthout
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confidentiality and without incurring some of the difficulties in
full encryption. Digital signhatures are being used with key
certificates for Privacy Enhanced Mail [Linn93, Kent93,

Bal enson93, Kal i ski 93].

5. USER TO HOST AUTHENTI CATI ON

There are a nunber of different approaches to authenticating users to
renote or networked hosts. Two types of hazard are created by renote
or networked access: First an intruder can eavesdrop on the network
and obtain user ids and passwords for a |ater replay attack. Even the
form of existing passwords provides a potential intruder with a head
start in guessing new ones.

Currently, nost systems use plain-text disclosing passwords sent over
the network (typically using telnet or rlogin) fromthe user to the
renote host [ Anderson84, Kantor91l]. This system does not provide
adequate protection fromreplay attacks where an eavesdropper gains
renote user ids and renote passwords.

5.1 Protection Against Passive Attack Is Necessary

Failure to use at |east a non-disclosing password system neans
that unlimted access is unintentionally granted to anyone with
physi cal access to the network. For exanple, anyone with physica
access to the Ethernet cable can inpersonate any user on that
portion of the network. Thus, when one has plain-text disclosing
passwords on an Ethernet, the prinmary security systemis the guard
at the door (if any exist). The sane problemexists in other LAN
technol ogi es such as Token-Ring or FDDI. In sone small internal
Local Area Networks (LANs) it may be acceptable to take this risk,
but it is an unacceptable risk in an Internet [CERT94].

The m ni mal def ense agai nst passive attacks, such as
eavesdropping, is to use a non-disclosing password system Such a
system can be run froma dunb ternminal or a sinple comunications
program (e.g., Crosstalk or PROCOW that enulates a dunb term na
on a PC class conmputer. Using a stronger authentication system
woul d certainly defend agai nst passive attacks against renotely
accessed systens, but at the cost of not being able to use sinple
termnals. It is reasonable to expect that the vendors of
communi cati ons progranms and non user-progranmable term nals (such
as X-Terminals) would build in non-disclosing password or stronger
aut hentication systenms if they were standardized or if a large

mar ket were offered. One of the advantages of Kerberos is that,

if used properly, the user’s password never |eaves the user’s

wor kstation. Instead they are used to decrypt the user’s Kerberos
tickets, which are thensel ves encrypted infornmation which are sent
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over the network to application servers.

5.2 Perineter Defenses as Short Term Tool

Peri meter defenses are beconing nore comon. |n these systens,
the user first authenticates to an entity on an externally
accessi bl e portion of the network, possibly a "firewall" host on

the Internet, using a non-disclosing password system The user
then uses a second systemto authenticate to each host, or group
of hosts, fromwhich service is desired. This decouples the
probleminto two nore easily handl ed situations.

There are several disadvantages to the perineter defense, so it
shoul d be thought of as a short termsolution. The gateway is not
transparent at the IP level, so it must treat every service

i ndependently. The use of double authentication is, in general,
difficult or inpossible for conputer-conputer comrunication. End
to end protocols, which are common on the connectionl ess Internet,
could easily break. The perineter defense nust be tight and

compl ete, because if it is broken, the inner defenses tend to be
too weak to stop a potential intruder. For exanple, if disclosing
passwords are used internally, these passwords can be | earned by
an external intruder (eavesdropping). |If that intruder is able to
penetrate the perineter, the internal systemis conpletely
exposed. Finally, a perineter defense nmay be open to conprom se
by internal users |ooking for shortcuts.

A frequent form of perineter defense is the application relay. As
these rel ays are protocol specific, the IP connectivity of the
hosts inside the perineter with the outside world is broken and
part of the power of the Internet is |ost.

An admi ni strative advantage of the perineter defense is that the
nunber of machines that are on the perinmeter and thus vul nerabl e
to attack is small. These nachines may be carefully checked for
security hazards, but it is difficult (or inpossible) to guarantee
that the perineter is |eak-proof. The security of a perineter
defense is conplicated as the gateway nachi nes nust pass sone
types of traffic such as electronic mail. Oher network services
such as the Network Tine Protocol (NTP) and the File Transfer
Protocol (FTP) may al so be desirable [MI11s92, PR85, Bishop].
Furthernore, the perineter gateway system nust be able to pass

wi t hout bottleneck the entire traffic load for its security
domai n.
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5.3 Protection Against Active Attacks H ghly Desirable

In the foreseeable future, the use of stronger techniques will be
required to protect against active attacks. Many corporate

net wor ks based on broadcast technol ogy such as Ethernet probably
need such techniques. To defend against an active attack, or to
provide privacy, it is necessary to use a protocol with session
encryption, for exanple Kerberos, or use an authentication
mechani smthat protects against replay attacks, perhaps using tine
stanps. In Kerberos, users obtain credentials fromthe Kerberos
server and use themfor authentication to obtain services from

ot her conputers on the network. The computing power of the |oca
wor kst ati on can be used to decrypt credentials (using a key
derived fromthe user-provided password) and store them unti
needed. |If the security protocol relies on synchronized cl ocks,
then NTPv3 might be useful because it distributes tinme anongst a
| arge nunber of conmputers and is one of the few existing Internet
protocol s that includes authentication nmechani sns [ Bi shop,
MI1s92].

Anot her approach to remptely accessi bl e networks of conputers is
for all externally accessible machines to share a secret with the
Kerberos KDC. In a sense, this nakes these nmachines "servers"

i nstead of general use workstations. This shared secret can then
be used encrypt all comruni cation between the two machi nes
enabling the accessible workstation to relay authentication
information to the KDC in a secure way.

Finally, workstations that are renotely accessible could use
asymetric cryptographic technology to encrypt conmunications.
The workstation's public key would be published and well known to
all clients. A user could use the public key to encrypt a sinple
password and the renote system can decrypt the password to

aut henticate the user without risking disclosure of the password
while it isintransit. Alimtation of this workstation-oriented
security is that it does not authenticate individual users only

i ndi vi dual workstations. |In sone environnents for exanple,
governnent nmulti-level secure or conpartnented node workstations,
user to user authentication and confidentiality is also needed.

6. KEY DI STRI BUTI ON & MANAGEMENT

The di scussion thus far has periodically nmentioned keys, either for
encryption or for authentication (e.g., as input to a digita
signature function). Key managenent is perhaps the hardest problem
faced when seeking to provide authentication in |arge internetworks.
Hence this section provides a very brief overview of key nanagenent
technol ogy that m ght be used.
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The Needham & Schroeder protocol, which is used by Kerberos, relies
on a central key server. |In a large internetwork, there would need
to be significant nunbers of these key servers, at |east one key
server per admnistrative domain. There would also need to be
mechani sns for separately adninistered key servers to cooperate in
generating a session key for parties in different admnistrative
domai ns. These are not inpossible problens, but this approach
clearly involves significant infrastructure changes.

Most public-key encryption algorithns are conputationally expensive
and so are not ideal for encrypting packets in a network. However,
the asymmetric property nakes them very useful for setup and exchange
of symmetric session keys. |In practice, the commercial sector
probably uses asymetric algorithns primarily for digital signatures
and key exchange, but not for bulk data encryption. Both RSA and the
Diffie-Hell man techni ques can be used for this [DH7/6]. One advantage
of using asymmetric techniques is that the central key server can be
elimnated. The difference in key nanagenent techniques is perhaps
the primary difference between Kerberos and SPX. Privacy Enhanced
Mail has trusted key authorities use digital signatures to sign and
aut henticate the public keys of users [Kent93]. The result of this
operation is a key certificates which contains the public key of sone
party and authentication that the public key in fact bel ongs to that
party. Key certificates can be distributed in many ways. One way to
distribute key certificates mght be to add themto existing
directory services, for exanple by extending the existing Domain Name
Systemto hold each host’s the key certificate in a new record type.

For multicast sessions, key managenent is harder because the nunber
of exchanges required by the widely used techniques is proportiona
to the nunmber of participating parties. Thus there is a serious
scaling problemw th current published multicast key nanagenent

t echni ques.

Final l y, key nanagenent mnechani sns described in the public literature
have a long history of subtle flaws. There is anple evidence of

this, even for well-known techni ques such as the Needham & Schroeder
protocol [NS78, NS87]. |In some cases, subtle flaws have only becone
known after formal methods techniques were used in an attenpt to
verify the protocol. Hence, it is highly desirable that key
managenent nechani sns be kept separate from authentication or
encryption nechanisns as nuch as is possible. For exanple, it is
probably better to have a key nmanagenent protocol that is distinct
from and does not depend upon another security protocol
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7. AUTHENTI CATI ON OF NETWORK SERVI CES

In addition to needing to authenticate users and hosts to each other,
many network services need or could benefit from authentication

Thi s section describes sone approaches to authentication in protocols
that are primarily host to host in orientation. As in the user to
host authentication case, there are several techniques that night be
consi der ed.

The nbst comon case at present is to not have any authentication
support in the protocol. Bellovin and others have docunented a
nunber of cases where existing protocols can be used to attack a
renot e nachi ne because there is no authentication in the protocols
[ Bel | ovi n89] .

Sone protocols provide for disclosing passwords to be passed al ong
with the protocol information. The original SNMP protocols used this
met hod and a nunber of the routing protocols continue to use this

met hod [ Moy91, LR91, CFSD88]. This method is useful as a
transitional aid to slightly increase security and m ght be
appropriate when there is little risk in having a conpletely insecure
pr ot ocol

There are many protocols that need to support stronger authentication
mechani sms.  For exanple, there was wi despread concern that SNWP
needed stronger authentication than it originally had. This led to
the publication of the Secure SNWMP protocol s which support optiona
aut hentication, using a digital signature nmechanism and optiona
confidentiality, using DES encryption. The digital signatures used
in Secure SNVP are based on appendi ng a cryptographic checksumto the
SNWP i nformati on. The cryptographi c checksumis conputed using the
MD5 al gorithm and a secret shared between the comunicating parties
so is believed to be difficult to forge or invert.

Digital signature technol ogy has evolved in recent years and shoul d
be considered for applications requiring authentication but not
confidentiality. Digital signatures may use a single secret shared
anong two or nore communi cating parties or it mght be based on
asymetric encryption technology. The former case would require the
use of predeterm ned keys or the use of a secure key distribution

protocol, such as that devised by Needham and Schroeder. |n the
|atter case, the public keys would need to be distributed in an
aut henticated manner. |f a general key distribution nechanismwere

avai l abl e, support for optional digital signhatures could be added to
most protocols with little additional expense. Each protocol could
address the key exchange and setup problem but that m ght nmake
addi ng support for digital signatures nore conplicated and

ef fectively di scourage protocol designers fromadding digita
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si gnature support.

For cases where both authentication and confidentiality are required
on a host-to-host basis, session encryption could be enpl oyed using
symmetric cryptography, asymretric cryptography, or a conbination of
both. Use of the asymmetric cryptography sinplifies key nmanagenent.
Each host woul d encrypt the information while in transit between
hosts and the existing operating system mechani sms woul d provide
protection wthin each host.

In sone cases, possibly including electronic mail, it mght be
desirable to provide the security properties within the application
itself in a manner that was truly user-to-user rather than being
host-to-host. The Privacy Enhanced Mail (PEM work is enploying this
approach [Linn93, Kent93, Bal enson93, Kaliski93]. The recent |ETF
wor k on Common Aut henti cation Technol ogy m ght nake it easier to

i npl ement a secure distributed or networked application through use
of standard security progranm ng interfaces [Linn93a].

8. FUTURE DI RECTI ONS

Systens are noving towards the cryptographically stronger

aut henti cati on mechani sms described earlier. This nove has two
inmplications for future systens. W can expect to see the

i ntroduction of non-di sclosing authentication systens in the near
termand eventually see nore w despread use of public key crypto-
systens. Session authentication, integrity, and privacy issues are
growi ng in inportance. As conputer-to-conputer conmunication becones
nore inmportant, protocols that provide sinple human interfaces wll
becone | ess inmportant. This is not to say that human interfaces are

uni nportant; they are very inmportant. It neans that these interfaces
are the responsibility of the applications, not the underlying
protocol. Human interface design is beyond the scope of this neno.

The use of public key crypto-systens for user-to-host authentication
sinmplifies many security issues, but unlike sinple passwords, a
public key cannot be nenorized. As of this witing, public key sizes
of at |east 500 bits are conmmnly used in the conmercial world. It
is likely that larger key sizes will be used in the future. Thus,
users mght have to carry their private keys in sone electrically
readable form The use of read-only storage, such as a floppy disk
or a magnetic stripe card provides such storage, but it night require
the user to trust their private keys to the reading device. Use of a
smart card, a portable device containing both storage and program

m ght be preferable. These devices have the potential to performthe
aut henticating operations w thout divulging the private key they
contain. They can also interact with the user requiring a sinpler
formof authentication to "unlock" the card.
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The use of public key crypto-systenms for host-to-host authentication
appears not to have the sanme key nenorization problem as the user-
to-host case does. A multiuser host can store its key(s) in space
protected fromusers and obviate that problem Single user

i nherently insecure systens, such as PCs and Maci ntoshes, renain
difficult to handle but the smart card approach should al so work for
t hem

If one considers existing symretric algorithns to be 1-key

techni ques, and existing asymmetric algorithms such as RSA to be 2-
key techni ques, one m ght wonder whet her N-key techniques wll be
devel oped in the future (i.e., for values of N larger than 2). |If
such N-key technol ogy existed, it mght be useful in creating

scal abl e nulticast key distribution protocols. There is work
currently underway exam ning the possible use of the Core Based Tree
(CBT) multicast routing technology to provide scal able nulticast key
distribution [ BFC93].

The inplications of this taxonony are clear. Strong cryptographic
aut hentication is needed in the near future for nany protocols.
Public key technol ogy shoul d be used when it is practical and cost-
effective. |In the short term authentication nechani sns vul nerabl e
to passive attack shoul d be phased out in favour of stronger

aut henti cati on mechani sms. Additional research is needed to devel op
i nproved key managenent technol ogy and scal able nulticast security
mechani sns.

SECURI TY CONSI DERATI ONS

This entire nmeno di scusses Security Considerations in that it
di scusses aut hentication technol ogi es and needs.
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