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Status of this Meno

This meno provides information for the Internet community. This nmeno
does not specify an Internet standard of any kind. Distribution of
this meno is unlinted.

Abstract

Thi s docunent specifies a protocol for perform ng encapsul ation of an
arbitrary network |ayer protocol over another arbitrary network | ayer
pr ot ocol

I nt roduction

A nunber of different proposals [RFC 1234, RFC 1226] currently exi st
for the encapsul ati on of one protocol over another protocol. O her
types of encapsul ations [ RFC 1241, SDRP, RFC 1479] have been proposed
for transporting IP over IP for policy purposes. This menp descri bes
a protocol which is very simlar to, but is nore general than, the
above proposals. |In attenpting to be nore general, many protoco
speci fic nuances have been ignored. The result is that this proposa
is my be less suitable for a situation where a specific "X over Y"
encapsul ati on has been described. It is the attenpt of this protoco
to provide a sinple, general purpose nechani smwhich is reduces the
probl em of encapsulation fromits current Q(n*"2) problemto a nore
manageabl e state. This proposal also attenpts to provide a

| i ghtwei ght encapsul ation for use in policy based routing. This nmeno
explicitly does not address the issue of when a packet should be
encapsul ated. This menp acknow edges, but does not address probl ens
wi th mutual encapsul ati on [ RFC 1326].

In the nost general case, a system has a packet that needs to be
encapsul ated and routed. We will call this the payl oad packet. The
payl oad is first encapsulated in a CRE packet, which possibly also
includes a route. The resulting GRE packet can then be encapsul at ed
in some other protocol and then forwarded. We will call this outer
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protocol the delivery protocol. The algorithns for processing this
packet are discussed |later.

Overal | packet

The entire encapsul ated packet woul d then have the form

Packet header
The GRE packet header has the form

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| I R K S| s| Recur| Flags | Ver | Pr ot ocol Type |
I S i o T s S S S e s s T
| Checksum (opti onal) | O fset (optional) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Key (optional) |
B T S i T s i i e e SEI S
| Sequence Nunber (optional) |
I S i o T s S S S e s s T
| Routi ng (optional)

B i aT T e e o S o S S S I T et sl o ST S S S S S S

Fl ags and version (2 octets)

The GRE flags are encoded in the first two octets. Bit 0 is the

most significant bit, bit 15 is the least significant bit. Bits

13 through 15 are reserved for the Version field. Bits 5 through
12 are reserved for future use and MJST be transmtted as zero.
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Checksum Present (bit 0)

If the Checksum Present bit is set to 1, then the Checksumfield
is present and contains valid information.

If either the Checksum Present bit or the Routing Present bit are
set, BOTH the Checksum and Offset fields are present in the GRE
packet .

Routing Present (bit 1)
If the Routing Present bit is set to 1, then it indicates that the
O fset and Routing fields are present and contain valid

i nformation.

If either the Checksum Present bit or the Routing Present bit are
set, BOTH the Checksum and Ofset fields are present in the GRE
packet .

Key Present (bit 2)

If the Key Present bit is set to 1, then it indicates that the Key
field is present in the GRE header. Qherwise, the Key field is
not present in the GRE header.

Sequence Nunber Present (bit 3)

If the Sequence Nunber Present bit is set to 1, then it indicates
that the Sequence Nunber field is present. O herwi se, the
Sequence Nunber field is not present in the GRE header.

Strict Source Route (bit 4)

The neaning of the Strict Source route bit is defined in other
docunents. It is reconmmended that this bit only be set to 1 if
all of the the Routing Information consists of Strict Source

Rout es.

Recursion Control (bits 5-7)

Recursion control contains a three bit unsigned integer which
contains the nunber of additional encapsul ati ons which are

perm ssible. This SHOULD default to zero.

Versi on Nunmber (bits 13-15)

The Version Nunber field MJUST contain the value 0. O her val ues
are outside of the scope of this docunent.

Li, Farinacci & Traina [ Page 3]



RFC 1701 Generi ¢ Routing Encapsul ati on (GRE) Cct ober 1994

Hanks,

Prot ocol Type (2 octets)

The Protocol Type field contains the protocol type of the payl oad
packet. In general, the value will be the Ethernet protocol type
field for the packet. Currently defined protocol types are |listed
bel ow. Additional values may be defined in other docunents.

O fset (2 octets)

The offset field indicates the octet offset fromthe start of the
Routing field to the first octet of the active Source Route Entry
to be exam ned. This field is present if the Routing Present or
the Checksum Present bit is set to 1, and contains valid
information only if the Routing Present bit is set to 1.

Checksum (2 octets)

The Checksumfield contains the |P (one’s conplenment) checksum of
the GRE header and the payl oad packet. This field is present if
the Routing Present or the Checksum Present bit is set to 1, and
contains valid information only if the Checksum Present bit is set
to 1.

Key (4 octets)

The Key field contains a four octet nunber which was inserted by
the encapsulator. 1t may be used by the receiver to authenticate
the source of the packet. The techniques for determnning
authenticity are outside of the scope of this docunent. The Key
field is only present if the Key Present field is set to 1.

Sequence Numnber (4 octets)

The Sequence Nunber field contains an unsigned 32 bit integer
which is inserted by the encapsulator. 1t may be used by the
receiver to establish the order in which packets have been
transmitted fromthe encapsulator to the receiver. The exact
al gorithms for the generation of the Sequence Nunber and the
semantics of their reception is outside of the scope of this
docunent .

Routing (variabl e)

The Routing field is optional and is present only if the Routing
Present bit is set to 1.
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The Routing field is a list of Source Route Entries (SREs). Each
SRE has the form

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T

| Address Famly | SRE Ofset | SRE Length

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Routing Information ..

el i I e i it T e e e e i i T o S e e S e T R R

The routing field is ternminated with a "NULL" SRE contai ning an
address family of type 0x0000 and a | ength of O.

Address Family (2 octets)

The Address Family field contains a two octet value which indicates
the syntax and semantics of the Routing Information field. The
values for this field and the correspondi ng syntax and semantics for
Routing Information are defined in other documents

SRE Ofset (1 octet)

The SRE Ofset field indicates the octet offset fromthe start of the
Routing Information field to the first octet of the active entry in
Source Route Entry to be exani ned

SRE Length (1 octet)

The SRE Length field contains the nunber of octets in the SRE. |f
the SRE Length is O, this indicates this is the last SRE in the
Routing field.

Routing Information (variable)

The Routing Information field contains data which nmay be used in
routing this packet. The exact semantics of this field is defined in
ot her documents.

Forwar di ng of GRE packets

Normal ly, a systemwhich is forwarding delivery |ayer packets wll

not differentiate CRE packets from ot her packets in any way.

However, a GRE packet may be received by a system |In this case, the
system shoul d use some delivery-specific nmeans to determine that this
is a GRE packet. Once this is determ ned, the Key, Sequence Nunber
and Checksumfields if they contain valid information as indicated by
the corresponding flags nmay be checked. |f the Routing Present bit
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is set to 1, then the Address Family field should be checked to
determ ne the semantics and use of the SRE Length, SRE O fset and
Routing Information fields. The exact semantics for processing a SRE
for each Address Fanily is defined in other docunents.

Once all SREs have been processed, then the source route is conplete,
the GRE header should be renpved, the payload's TTL MJST be
decrenmented (if one exists) and the payl oad packet should be
forwarded as a normal packet. The exact forwardi ng nethod depends on
the Protocol Type field.

Current List of Protocol Types

The followi ng are currently assigned protocol types for GRE. Future
protocol types nust be taken from DI X et hernet encoding. For

hi storical reasons, a nunber of other values have been used for sone
protocols. The follow ng table of values MJST be used to identify
the follow ng protocols:

Protocol Fanmily PTYPE
Reserved 0000
SNA 0004
CSl network | ayer 00FE
PUP 0200
XNS 0600
I P 0800
Chaos 0804
RFC 826 ARP 0806
Frame Rel ay ARP 0808
VI NES 0BAD
VI NES Echo O0BAE
VI NES Loopback OBAF
DECnet (Phase |V) 6003
Transparent Ethernet Bridging 6558
Raw Franme Rel ay 6559
Apol | o Donai n 8019
Et hertal k (Appl et al k) 809B
Novel | | PX 8137
RFC 1144 TCP/ | P conpression 876B
I P Aut ononbus Syst ens 876C
Secure Data 876D
Reserved FFFF

See the 1ANA |ist of Ether Types for the conplete list of these
val ues.

URL = ftp://ftp.isi.edu/in-notes/ianal/assignnents/ethernet-nunbers.
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Security Considerations

Security issues are not discussed in this nmeno.
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