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Security Concerns for |Png
Status of this Meno

This menmo provides information for the Internet community. This meno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst r act

Thi s docunent was submitted to the |ETF IPng area in response to RFC
1550. Publication of this docunent does not inply acceptance by the
I Png area of any ideas expressed within. Conments shoul d be
submitted to the big-internet@unnari.oz.au mailing list.

Overvi ew and Rational e

A nunber of the candidates for |IPng have sone features that are
somewhat worrisome froma security perspective. Wile it is not
necessary that |1Png be an inprovenent over IPv4, it is mandatory that
it not nake things worse. Below, | outline a nunber of areas of
concern. In some cases, there are features that would have a
negative inpact on security if nothing else is done. It may be
desirable to adopt the features anyway, but in that case, the
corrective action is mandatory.

Firewal | s

For better or worse, firewalls are very nuch a feature of today’'s
Internet. They are not, primarily, a response to network protoco
security problems per se. Rather, they are a neans to compensate for
failings in software engi neering and system adm nistration. As such,
firewalls are not likely to go away any tine soon; IPng will do

not hing to nmake host programs any | ess buggy. Anything that nmakes
firewalls harder to deploy will nake IPng | ess acceptable in the

mar ket .

Firewal | s i npose a nunber of requirenents. First, there nust be a
hi erarchi cal address space. Many address-based filters use the
structure of |Pv4 addresses for access control decisions.
Fortunately, this is a requirenent for scal able routing as well.
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Rout ers, though, only need access to the destination address of the
packet. Network-level firewalls often need to check both the source
and destination address. A structure that nakes it harder to find
the source address is a distinct negative.

There is also a need for access to the transport-level (i.e., the TCP
or UDP) header. This nmay be for the port number field, or for access
to various flag bits, notably the ACK bit in the TCP header. This
latter field is used to distinguish between incom ng and out goi ng
call s.

In a different vein, at |east one of the possible transition plans
uses network-1evel packet translators [1]. O ganizations that use
firewalls will need to deploy their own translators to aid in
converting their own internal networks. They cannot rely on
centrally-located translators intended to serve the entire Internet
community. It is thus vital that translators be sinple, portable to
many common platfornms, and cheap -- we do not want to inpose too high
a financial barrier for converts to |Png.

By the sanme token, it is desirable that such translati on boxes not be
usabl e for network-layer connection-laundering. It is difficult
enough to trace back attacks today; we should not nake it harder
(Some brands of terminal servers can be used for |aundering. Most
sites with such boxes have | earned to configure themso that such
activities are inpossible.) Conprehensive logging is a possible
alternative.

| PAE [ 1] does not have problens with its translation strategy, as
address are (insofar as possible) preserved; it is necessary to avoid
any alternative strategies, such as circuit-level translators, that

m ght .

Encryption and Aut hentication

A nunber of people are starting to experinent with I P-1eve
encryption and cryptographic authentication. This trend will (and
shoul d) continue. [|Png should not nake this harder, either
intrinsically or by inmposing a substantial perforance barrier.

Encryption can be done with various different granularities: host to
host, host to gateway, and gateway to gateway. All of these have
their uses; IPng must not rule out any of them Encapsul ati on and
tunneling strategi es are sonewhat problematic, as the packet may no
| onger carry the original source address when it reaches an
encrypting gateway. (This nmay be seen nore as a constraint on
network topologies. So be it, but we should warn people of the
limtation.)
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Dual - st ack approaches, such as in TUBA's transition plan [2], inply
mul ti pl e addresses for each host. (I1PAE has this feature, too.) The
encryption and access control infrastructure needs to know about al
addresses for a given host, belonging to whichever stack. It should
not be possible to bypass authentication or encryption by asking for
a different address for the sane host.

Source Routing and Address-based Authentication

The dom nant form of host authentication in today's Internet is
address-based. That is, hosts often decide to trust other hosts
based on their |IP addresses. (Actually, it’s worse than that; nuch
aut henti cation i s nanme-based, which opens up new avenues of attack.
But if an attacker can spoof an |IP address, there’s no need to attack
the nanme service.) To the extent that it does work, address-based
authentication relies on the inplied accuracy of the return route.
That is, though it is easy to inject packets with a fal se source
address, replies will generally follow the usual routing patterns,
and be sent to the real host with that address. This frustrates
most, though not all, attenpts at inpersonation.

Probl ens can arise if source-routing is used. A source route, which
must be reversed for reply packets, overrides the usual routing
mechani sm and hence destroys the security of address-based

aut hentication. For this reason, many organizations di sabl e source-
routing, at |east at their border routers.

One candidate IPng -- SIPP -- includes source-routing as an inportant
conponent. To the extent this is used, it is a breaks address-based
aut hentication. This may not be bad; in fact, it is probably good.
But it is vital that a nore secure cryptographi c authentication

prot ocol be defined and depl oyed before any substantial cutover to
source routing, if SIPP is adopted.

Account i ng

An significant part of the world wi shes to do usage-sensitive
accounting. This may be for billing, or it may sinply be to
acconodate quality-of-service requests. Either way, definitive

know edge of the relevant address fields is needed. To acconopdate
this, 1Png should have a non-intrusive packet authentication
mechanism By "non-intrusive", | nmean that it should (a) present
little or no load to intermedi ate hops that do not need to do

aut hentication; (b) be deletable (if desired) by the border gateways,
and (c) be ignorable by end-systens or billing systens to which it is
not rel evant.
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