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Using the Internet DNS to Distribute
RFC1327 Mail Address Mappi ng Tabl es

Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. This nenp does not specify an Internet standard of any
kind. Distribution of this menp is unlimted.

Abst ract

This menmo defines howto store in the Internet Domain Nane Systemthe
mappi ng i nformati on needed by e-mail gateways and other tools to map
RFC822 dommi n names into X. 400 O R nanmes and vice versa. Mapping

i nformati on can be managed in a distributed rather than a centralised
way. Gateways | ocated on Internet hosts can retrieve the nmapping
informati on querying the DNS i nstead of having fixed tables which
need to be centrally updated and distributed. This menop is a joint
effort of X400 operation working group (x4000ps) and RARE Mail and
Messagi ng wor ki ng group (WG MSG) .

1. Introduction

The connectivity between the Internet SMIP nmail and other mail
services, including the Internet X 400 mail and the conmercial X 400
service providers, is assured by the Mail eXchanger (MX) record
information distributed via the Internet Domain Nanme System (DNS). A
nunber of docunments then specify in details howto convert or encode
addresses fromto RFC822 style to the other mail system syntax.
However, only conversion methods provide, via some algorithmor a set
of mapping rules, a snmooth translation, resulting in addresses

i ndi stinguishable fromthe native ones in both RFC822 and foreign
wor | d.

RFC1327 describes a set of mappings which will enable interworking
bet ween systemnms operating the CCITT X 400 (1984/88) Recommendati ons
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and systens using the RFC822 mail protocol, or protocols derived from
RFC822. That docunent addresses conversion of services, addresses,
message envel opes, and nessage bodi es between the two mail systens.
Thi s docunent is concerned with one aspect of RFC1327: the mechani sm
for mapping between X 400 O R addresses and RFC822 dommi n nanes. As
descri bed in Appendi x F of RFC1327, inplenmentation of the mappings
requires a database which maps between X 400 O R addresses and donain
nanes, and this database is statically defined.

Thi s approach requires many efforts to maintain the correct mapping:
all the gateways need to get coherent tables to apply the sane

mappi ngs, the conversion tables nmust be distributed anong all the
operational gateways, and al so every update needs to be distributed.
This static nmechanismrequires quite a long time to be spent

nmodi fying and distributing the information, putting heavy constraints
on the tine schedule of every update. |In fact it does not appear
efficient conpared to the Internet Domain Nanme Service (DNS). More
over it does not look feasible to distribute the database to a |arge
nunber of other useful applications, like |local address converters,
e-mai |l User Agents or any other tool requiring the mapping rules to
produce correct results.

A first proposal to use the Internet DNS to store, retrieve and

mai ntai n those nappi ngs was introduced by two of the authors (B. Cole
and R Hagens) adopting two new DNS resource record (RR) types: TO
X400 and TO 822. This new proposal adopts a more conpl ete strategy,
and requires one new RR only. The distribution of the RFC1327 mappi ng
rules via DNSis in fact an inportant service for the whole Internet
community: it conpletes the information given by MX resource record
and it allows to produce clean addresses when nmessages are exchanged
among the Internet RFC822 world and the X 400 one (both Internet and
Public X. 400 service providers).

A first experiment in using the DNS without expanding the current set
of RR and using avail abl e ones was in the nean tinme depl oyed by sone
of the authors. The existing PTR resource records were used to store
the mapping rules, and a new DNS tree was created under the ".it" top
| evel dommin. The result of the experinent was positive, and a few
test applications ran under this provisional set up. This test was

al so very useful in order to define a possible mgration strategy
during the depl oynent of the new DNS containing the new RR The
Internet DNS nanmeservers wishing to provide this mapping information
need in fact to be nodified to support the new RR type, and in the
real Internet, due to the | arge nunber of different inplenentations,
this takes sonme tine.

The basic idea is to adopt a new DNS RR to store the mappi ng
i nformati on. The RFC822 to X 400 mapping rules (including the so
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called '"gate’ rules) will be stored in the ordinary DNS tree, while
the definition of a new branch of the nane space defined under each
national top | evel domain is envisaged in order to contain the X 400
to RFCB22 mappi ngs. A "two-way" napping resolution schema is thus
fully inplenented.

The creation of the new domain nane space representing the X 400 OR
nanes structure al so provides the chance to use the DNS to distribute
dynanically other X. 400 related information, thus solving other
efficiency problens currently affecting the X 400 MHS service.

In this paper we will adopt the RFC1327 mapping rul es syntax, show ng
how it can be stored into the Internet DNS

1.1 Definitions syntax

The definitions in this docunent is given in BNF1ike syntax, using
the follow ng conventions:

means choi ce

is used for continuation of a definition over several |ines
] neans optiona
} neans repeated one or nore tines

A—— o —

The definitions, however, are detailed only until a certain |evel,
and below it self-explaining character text strings will be used.

2. Mbdtivation

I mpl enent ati ons of RFC1327 gateways require that a database store
address mapping information for X 400 and RFC822. This information
must be dissem nated to all RFCL1327 gateways. In the Internet
community, the DNS has proven to be a practical nean for providing a
di stributed nane service. Advantages of using a DNS based system over
a tabl e based approach for napping between O R addresses and donain
nanmes are:

- It avoids fetching and storing of entire mapping tables by every
host that wi shes to inplenment RFC1327 gat eways and/or tools

- Modifications to the DNS based mappi ng i nformati on can be nade
available in a nore tinely nmanner than with a table driven
appr oach.

- It allows full authority delegation, in agreement with the
I nternet regionalization process.
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- Tabl e managenent is not necessarily required for DNS-based
RFC1327 gat eways.

- One can determ ne the mappings in use by a renpote gateway by
querying the DNS (renote debuggi ng).

Al so many other tools, |ike address converters and User Agents can
take advantage of the real-tine availability of RFCL327 tabl es,
all owi ng a nmuch easi er mai ntenance of the information

3. The donain space for X 400 O R nane addresses

Usual domain names (the ones normally used as the gl obal part of an
RFC822 e-mmil address) and their associated information, i.e., host

| P addresses, mmil exchanger nanes, etc., are stored in the DNS as a
di stributed database under a nunber of top-I|evel donains. Sone top-

| evel dommins are used for traditional categories or internationa
organi sations (EDU, COM NET, ORG INT, ML...). On the other hand
any country has its own two letter 1SO country code as top-I|eve
domain (FR, DE, GB, IT, RU, ...), including "US" for USA. The
speci al top-Ilevel/second-Ievel couple I N-ADDR ARPA is used to store
the I P address to donmmin nane rel ationship. Qur proposal defines in
the above structure the appropriate way to | ocate the X 400 O R nane
space, thus enabling us to store in DNS the RFCl1327 mappi hg dat a.

The RFC1327 mapping i nformation is conposed by three tables: 'tablel’
gives the translation from X 400 to RFC822 while 'table2’ and ’'gate
tabl es map RFC822 into X 400. Each mapping table is conposed by
mappi ng rules, and a single mapping rule is conposed by a keyword
(the argunment of the mapping function derived fromthe address to be
translated) and a translator (the nmapping function paraneter):

keywor d#t r ansl at or #

the "# signis a delimter enclosing the translator. An exanple:

f 00. bar . us#PRVD$f 00\ . bar . ADMDS$i nt x. Cus#
Local mappings are not intended for use outside their restricted
environment, thus they should not be included in DNS. If |oca
mappi ngs are used, they should be stored using static |ocal tables,
exactly as local static host tables can be used with DNS
The keyword of a 'table2’ and 'gate’ table entry is a valid RFC822

domai n; thus the usual domain nane space can be used wi thout problens
to store these entries.

Al l occhio, Bonito, Cole, G ordano & Hagens [ Page 4]



RFC 1664 Internet DNS for Mail Mapping Tabl es August 1994

On the other hand, the keyword of a 'tablel’ entry belongs to the
X. 400 O R nanme space. The X. 400 O R nanme space does not usually fit
into the usual domain name space, although there are a nunber of
simlarities; a new nane structure is thus needed to represent it.
This new name structure contains the X 400 nmail domains.

To ensure the correct functioning of the DNS system the new X 400
nane structure nust be hooked to the existing domain name space in a
way which respects the existing nanme hierarchy.

A possible solution was to create another special branch, starting
fromthe root of the DNS tree, sonehow sinmilar to the in-addr.arpa
tree. This idea would have required to establish a central authority
to coordinate at international |evel the managenent of each nationa
X. 400 nane tree, including the X 400 public service providers. This
coordi nation problemis a heavy burden if approached globally. Mre
over the X 400 nane structure is very 'country oriented : thus while
it requires a coordination at national level, it does not have
concepts like the international root. In fact the X 400 internationa
service is based on a large nunber of bilateral agreements, and only
within some comrunities an international coordination service exists.

The X. 400 two letter |1SO country codes, however, are the sane used
for the RFC822 country top-level donmains and this gives us an
appropriate hook to insert the new branches. Qur proposal is, in
fact, to create under each national top level |1SO country code a new
branch in the name space. This branch represents exactly the X 400

O R nane structure as defined in each single country, follow ng the
ADMD, PRMD, O QU hierarchy. A unique reserved |abel 'X42D is placed
under each country top-level domain, and hence the national X 400
nane space derives its own structure:
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I I I I
Fomm - R . R Fo- oo - S S
| | | |
PRVD- i nf n PRVD- STET PRVD- Tel ecom  PRMD- Renaul t

All

The creation of the X 400 new nane tree at national |evel solves the
probl em of the international coordination. Actually the coordi nation
problemis just noved at national |evel, but it thus becones easier
to solve. The coordination at national |evel between the X 400
communities and the Internet world is already a requirenment for the
creation of the national static RFC1327 mapping tables; the use of
the Internet DNS gives further notivations for this coordination

The coordination at national level also fits in the ongoing proposa

i ntended to define exactly the RFCL327 Mappi ng Authorities. The DNS
in fact allows a step by step authority distribution, up to a fina
compl et e del egation, which can be easily controlled at national |eve
accordingly with national needs and situations. A further advantage
of the national based solution is to allow each country to set up its
own X. 400 nanme structure in DNS and to deploy its own authority

del egation according to its local time scale and requirenents, with
no | oss of global service in the nean time. And | ast, placing the new
X. 400 nane tree and coordination process at national level fits into
the Internet regionalization and internationalisation process, as it
requires local bodies to take care of |ocal coordination problens.

The DNS name space thus contains conpletely the information required
by an e-mail gateway or tool to performthe X 400- RFC822 mappi ng: a
simple query to the nearest naneserver provides it. Moreover there is
no nore any need to store, maintain and distribute manual ly any
mappi ng table. The new X 400 name space can al so contain further

i nformati on about the X 400 community, as DNS allows for it a
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compl ete set of resource records, and thus it allows further
devel opments. This set of RRs in the new X 400 name space nust be
considered 'reserved’ and thus not used until further specifications.

The construction of the new donain space trees will follow the sanme
procedures used when organising at first the already existing DNS
space: at first the information will be stored in a quite centralised
way, and distribution of authority will be gradually achieved. A
separate docunment wi |l describe the inplementation phase and the

met hods to assure a snooth introduction of the new service.

4. The new DNS resource record for RFCL327 napping rul es: PX

The specification of the Internet DNS (RFC1035) provides a nunber of
specific resource records (RRs) to contain specific pieces of
information. In particular they contain the Mail eXchanger (MX) RR
and the host Address (A) records which are used by the Internet SMIP
mailers. As we will store the RFC822 to X 400 nmapping information in
the already existing DNS nanme tree, we need to define a new DNS RR in
order to avoid any possible clash or msuse of already existing data
structures. The sanme new RR will also be used to store the mappi ngs
from X 400 to RFC822. More over the mapping information, i.e., the
RFC1327 mapping rules, has a specific format and syntax which require
an appropriate data structure and processing. A further advantage of
defining a new RRis the ability to include flexibility for sone
eventual future devel opnent.

The definition of the new ’'PX DNS resource record is:

cl ass: IN (Internet)
nane: PX  (pointer to X 400/ RFC822 mappi ng i nformation)
val ue: 26

The PX RDATA format is:

T T S i S S S

| PREFERENCE |
T e T S
/ MAP822 /
/ /
T S i S e e Sup
/ MAPX400 /
/ /

T T T S T S

wher e:
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PREFERENCE A 16 bit integer which specifies the preference given to
this RR anmong others at the same owner. Lower val ues
are preferred,

MAP822 A <domai n- nane> el enent contai ni ng <rfc822-donai n>, the
RFC822 part of the RFC1327 mappi ng i nformation;

MAPX400 A <domai n- name> el enent containing the val ue of
<x400-i n- domai n-synt ax> derived fromthe X 400 part of
the RFC1327 mapping information (see sect. 4.2);

PX records cause no additional section processing. The PX RR format
is the usual one:

<name> [ <cl ass>] [<TTL>] <type> <RDATA>

Whien we store in DNS a "tablel’ entry, then <nane> will be an X 400
mai | domain name in DNS syntax (see sect. 4.2). Wen we store a
"table2’ or a 'gate’ table entry, <name> will be an RFC322 mai l
domai n nane, including both fully qualified DNS domains and mail only
domai ns (MX-only domains). Al normal DNS conventions, |ike default
val ues, wildcards, abbreviations and nessage conpression, apply al so
for all the components of the PX RR In particular <nanme>, MAP822 and
MAPX400, as <donmi n-nanme> el enents, nust have the final "." (root)
when they are fully qualified.

4.1 Additional features of the PX resource record

The definition of the RDATA for the PX resource record, and the fact
that DNS all ows a distinction between an exact value and a w | dcard
mat ch for the <nane> paraneter, represent an extension of the RFCL327
specification for mapping rules. In fact, any RFCL327 mappi ng table
entry is an inplicit wildcard entry, i.e., the rule

net 2. i t #PRVD$net 2. ADMD$p400. C$i t #
covers any RFC822 domain ending with 'net2.it’, unless nore detailed
rules for sone subdomain in 'net2.it’ are present. Thus there is no
possibility to specify explicitly an RFC1327 entry as an exact match
only rule. In DNS an entry |ike

*.net2.it. IN PX 10 net2.it. PRVMD net2. ADVMD p400.Cit.

specify the usual wldcard match as for RFC1327 tables. However an
entry like

ab.net2.it. IN PX 10 ab.net2.it. O ab. PRVD-net2. ADMDb. Cit.
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is valid only for an exact match of 'ab.net2.it’ RFC822 domain

Note al so that in DNS syntax there is no '# delimter around MAP822
and MAPX400 fields: the syntax defined in sect. 4.2 in fact does not
al | ow the <blank> (ASCI| decimal 32) character within these fields,
maki ng unneeded the use of an explicit delimter as required in the
RFC1327 origi nal syntax.

Anot her extension to the RFC1327 specifications is the PREFERENCE

val ue defined as part of the PX RDATA section. This nuneric val ue has
exactly the sane neaning than the simlar one used for the MK RR It
is thus possible to specify nmore than one single mapping for a domain
(both from RFC822 to X. 400 and vice versa), giving as the preference
order. In RFC1327 static tables, however, you cannot specify nore
than one mappi ng per each RFC822 domain, and the same restriction
apply for any X 400 donmai n mappi ng to an RFC3822 one.

More over, in the X 400 recomendati ons a note suggests than an
ADMD=<bl ank> shoul d be reserved for some special cases. Various
national functional profile specifications for an X 400 MHS states
that if an X 400 PRVD is reachable via any of its national ADMDs,

i ndependently of its actual single or nultiple connectivity with
them it should use ADVMD=<bl ank> to advertise this fact. Again, if a
PRVD has no connections to any ADMD it should use ADVMD=0 to notify
its status, etc. However, in nost of the current real situations, the
ADMD service providers do not accept nessages coning fromtheir
subscribers if they have a bl ank ADVD, forcing themto have their own
ADMD value. In such a situation there are problens in indicating
properly the actually working mappi ngs for domains with nultiple
connectivity. The PX RDATA ' PREFERENCE extension was introduced to
take in consideration these problens.

However, as these extensions are not available with RFC1327 static
tables, it is strongly discouraged to use them when interworking with
any tabl e based gateway or application. The extensions were in fact

i ntroduced just to add nore flexibility, |ike the PREFERENCE val ue,
or they were already inplicit in the DNS mechanism like the wildcard
speci fication. They should be used very carefully or just considered
"reserved for future use’. In particular, for current use, the
PREFERENCE val ue in the PX record specification should be fixed to a
val ue of 50, and only wildcard specifications should be used when
speci fyi ng <nane> val ues.

4.2 The DNS syntax for an X. 400 'domain’
The syntax definition of the RFC1327 mapping rules is defined in

appendi x F of that document. However that syntax is not very human
oriented and contains a nunber of characters which have a specia
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meaning in other fields of the Internet DNS. Thus in order to avoid
any possible problem especially due to some old DNS i npl enent ati ons

still being used in the Internet, we define a syntax for the X 400
part of any RFC1327 mapping rules (and hence for any X 400 O R nane)
whi ch nakes it conpatible with a <domai n-nanme> el enent, i.e.,

<domai n- nane>
<subdomai n>
<| abel >

<subdormai n>
<l abel > | <l abel >
<al phanunp|

<al phanun® {<al phanumhyphen>} <al phanun»
"ot.. "o | "A'LL"ZY ] ta'.."z"

"o".."o9" | "A'.."Z" ] "a".."z" | "-"

<subdomai n>

<al phanunw s
<al phanumhyphen> :

(see RFC1035, section 2.3.1, page 8). The legal character set for
<l abel > does not correspond to the I A5 Printablestring one used in
RFC1327 to define mapping rules. However a very sinple "escape
mechani sm' can be applied in order to bypass the problem W can in
fact sinply describe the X 400 part of an RFC1327 napping rul e format
as:

<map-rul e> "
<map- el en>
<attr-|abel > ::
<attr-val ue> :

<map-el enr | <map-elem> { ".
<attr-|abel> "$" <attr-val ue>

" Cl | " AMI | " PRWI | " Ol | " wl
"] "@ | IA5-Printablestring

<map-el em> }

As you can notice <domai n-name> and <map-rule> |l ook simlar, and al so
<l abel > and <map-el enr | ook the same. If we define the correct method
to transforma <map-elen» into a <l abel > and vice versa the probl em
to wite an RFC1327 mapping rule in <domai n-nanme> syntax i s sol ved.

The RFC822 domain part of any RFCL327 mapping rule is of course
al ready in <donai n-name> syntax, and thus remai ns unchanged.

In particular, in a 'tablel” mapping rule the 'keyword value nust be
converted i nto <x400-in-donai n-syntax> (X. 400 nail DNS nmil donain),
while the "translator’ value is already a valid RFC822 domain. Vice
versa in a 'table2’ or 'gate’ mapping rule, the 'translator’ nust be
converted into <x400-i n-domai n-syntax>, while the "keyword is

al ready a valid RFC822 domai n.

4.2.1 I A5-Printablestring to <al phanumhyphen> mappi ngs

The probl em of unmatching | A5-Printabl estring and <l abel > character
set definition is solved by a sinple character mapping rul e: whenever
an | A5 character does not bel ong to <al phanumhyphen>, then it is
mapped using its 3 digit decinmal ASCI| code, enclosed in hyphens. A
smal | set of special rules is also defined for the nost frequent
cases. Moreover sone frequent characters conbinations used in RFC1327
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rul es are al so mapped as speci al

Let’s then define the follow ng sinple rules:

RFC1327 rul e

Internet DNS for Mil

cases.

DNS store transl ation

Mappi ng Tabl es

August 1994

condi tions

<attr-| abel >$@
<attr-| abel >$<bl ank>
<attr-| abel >$xxx

<attr-| abel >
<attr-| abel >"b"
<attr-| abel >- xxx

nmssing attribute
bl ank attribute
el sewhere

Non <al phanumhyphen> characters in <attr-val ue>:

RFC1327 rul e DNS store transl ation condi tions

- - h- hyphen
\. -d- quot ed dot
<bl ank> - b- bl ank
<non A/'N character> -<3digit-decinmal >- el sewhere

If the DNS store translation of <attr-val ue> happens to end with an
hyphen, then this | ast hyphen is omtted.

Let’s now have sone exanpl es:

RFC1327 rul e DNS store transl ation condi tions

PRVDS @ PRMD m ssing attribute
ADMD$<bl ank> ADNMDb bl ank attribute
ADMD$400- net ADNMD- 400- h- net hyphen mappi ng
PRVDSUK\ . BD PRVD- UK- d- BD quot ed dot mappi ng
CBACME | nc\. O ACME- b-1nc-d bl ank & final hyphen
PRMD$mai n- 400- a PRVD- mai n- h- 400- h- a hyphen mappi ng
0$-123-b O -h-123-h-b hyphen mappi ng
OU$123- x OU- 123- h-x hyphen mappi ng
PRVD$Adi s+co PRVD- Adi s- 043-co 3digit mappi ng

Thus, an X 400 part from an RFC1327 mapping rule like

QU$uuu. C5@ PRVDSppp\ . rrr. ADMD$aaa ddd- nmm C$cc
translates to
OU- uuu. O PRVD- ppp-d-rrr. ADMD- aaa- b- ddd- h-mmm C-cc
Anot her exanpl e:

OU$sal es dept\.. 6@ PRVDSACMVE. ADMD$ . C$GB
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translates to
OU- sal es- b-dept - d. O PRVD- ACMVE. ADVDb. C- GB
4.2.2 Flow chart

In order to achieve the proper DNS store translations of the X 400
part of an RFC1327 mapping rules or any other X 400 O R name, sone
software tools will be used. It is in fact evident that the above

rul es for converting nmapping table from RFC1327 to DNS format (and
vice versa) are not user friendly enough to think of a human nade

conver si on.

To help in designing such tools, we describe hereunder a small flow
chart. The fundanmental rule to be applied during translation is,
however, the foll ow ng:

"A string nust be parsed fromleft to right, noving appropriately
the pointer in order not to consider again the already translated
|l eft section of the string in subsequent analysis."
Fl ow chart 1 - Translation from RFC1327 to DNS format:
parse single attribute

(enclosed in "." separators)

I
(yes) --- <label>$@? --- (no)

map to <l abel > (no) <l abel >$<bl ank> ? (yes)
I I
map to <l abel >- map to <l abel >"b"

I

I

| |
| map "\." to -d- |
I I I
| map "-" to -h- |
I I I
| map non A/N char to -<3digit>- |
| |
I I
I I

restart
n renove (if any) last "-"
I
| \oeme- - > add a "." R LT /
I I
I take next attribute (if any)
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Fl ow chart 2 - Translation from DNS to RFC1327 format:

parse single attribute
(enclosed in "." separators)

(yes) ---- <label>? ---- (no)
map to <l abel >$@ (no) <l abel >"b" ? (yes)
I
map to <l abel >$ map to <l abel >$<bl ank>

I
I I I
| map -d- to "\." |
I I I
| map -h- to "-" |
I I I
I I
I I
I I
I I

map -b- to " "

restart |
n map -<3digit> to non A/N char
I I
| Voo - > add a "." <ommm----- /
I
L take next attribute (if any)

Not e that the above flow charts deal with the transl ation of the
attributes syntax, only.

4.2.3 The Country Code convention in the <nanme> val ue.

The RFC822 domai n space and the X 400 O R address space, as said in
section 3, have one specific common feature: the X 400 | SO country
codes are the sanme as the RFC822 1SO top | evel dommins for countries.
In the previous sections we have also defined a nethod to wite in
<donmi n-nane> syntax any X. 400 donain, while in section 3 we

descri bed the new nanme space starting at each country top |eve
domai n under the X42D.cc (where 'cc’ is then two letter |1SO country
code) .

The <name> value for a "tablel’ entry in DNS should thus be derived
fromthe X 400 donmmi n value, translated to <donai n- name> synt ax,
addi ng the ' X42D.cc.’ post-fix toit, i.e.,

ADVD$acne. C$fr

produces i n <donai n-nane> syntax the key:

ADVD- acne. C-fr
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which is post-fixed by ' X42D.fr.’ resulting in:
ADMD- acrre. C-fr. X42D. fr.

However, due to the identical encoding for X 400 country codes and
RFC822 country top | evel donmins, the string "Cfr.X42D.fr.’ is
clearly redundant.

We thus define the 'Country Code convention for the <name> key,
i.e.,

"The C-cc section of an X 400 domai n in <donmai n- name> synt ax nust
be omtted when creating a <nane> key, as it is identical to the
top level country code used to identify the DNS zone where the
information is stored".

Thus we obtain the followi ng <nane> key exanpl es:

X. 400 dormai n DNS <nane> key

ADMD$acne. C$fr ADNVD- acne. X42D. fr
PRVD$SuUx\ . av. ADMD$ . Csgb PRVD- ux- d- av. ADVDb. X42D. gb
PRVD$ppb. ADMD$Dat 400. Chde PRVD- ppb. ADMD- Dat - b- 400. X42D. de.

4.3 Creating the appropriate DNS files

Usi ng RFC1327' s assunption of an asymetric mappi ng between X 400 and
RFC822 addresses, two separate relations are required to store the
mappi ng dat abase: RFC1327 'tablel’ and RFC1327 'table2’; thus also in
DNS we will maintain the two different sections, even if they wll
both use the PX resource record. Mire over RFC1327 al so specify a
third table: RFC1327 'gate’ Table. This additional table, however,
has the sane syntax rul es than RFC1327 'table2’ and thus the sane
transl ation procedure as 'table2’ will be applied; some details about
the RFC1327 'gate’ table are discussed in section 4.4.

Let’s now check how to create, froman RFCL327 mapping rule entry,
the appropriate DNS entry in a DNS data file. W can again define an
RFC1327 mapping rule entry as defined in appendix F of that docunent
as:

<x400- domai n>#<rf c822- domai n># (case A: 'tablel entry)
and

<rf c822- domai n>#<x400- donmai n># (case B: 'table2’ and 'gate’ entry)

The two cases nust be considered separately. Let’'s consider case A

Al l occhio, Bonito, Cole, G ordano & Hagens [ Page 14]



RFC 1664 Internet DNS for Mail Mapping Tabl es August 1994

- take <x400-domai n> and translate it into <domai n-nane> synt ax,
obt ai ni ng <x400-i n- domai n- synt ax>;

- create the <name> key from <x400-i n-domai n-syntax> i.e., apply
the Country Code convention described in sect. 4.2.3;

- construct the DNS PX record as:
*. <name> |IN PX 50 <rfc822-domain> <x400-in-donai n-syntax>

Pl ease note that w thin PX RDATA the <rfc822-donmai n> precedes the
<x400-1i n-donmai n-syntax> also for a "tablel entry.

an exanple: fromthe rule
PRVD$ab. ADMD$ac. C$f r #ab. fr #
we obtain
*. PRVD- ab. ADMD- ac. X42D.fr. IN PX 50 ab.fr. PRVD ab. ADMD-ac.Cfr.

Not e that <name>, <rfc822-donmai n> and <x400-i n-domai n-syntax> are
fully qualified <domai n-nanme> el ements, thus ending with a "."

Let’s now consi der case B
- take <rfc822-donmai n> as <nanme> key;
- transl ate <x400-domai n> i nto <x400-i n-domai n- synt ax>;
- construct the DNS PX record as:
*.<name> |IN PX 50 <rfc822-domain> <x400-in-domai n-syntax>
an exanple: fromthe rule
ab. f r #PRVD$ab. ADMD$ac. C3f r #
we obtain

*. ab.fr. IN PX 50 ab.fr. PRVD- ab. ADMD- ac. C-fr.

Again note the fully qualified <domai n-name> el enents.
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A file containing the RFC1327 mappi ng rul es and RFC1327 'gate’ table
witten in DNS format will ook like the follow ng fictious exanple:

RFC1327 table 1: X 400 --> RFCB822

b g e = e

. AD\VD- acne. X42D. i t. IN PX 50 it. ADMD-acne.Cit.
. PRVMD- accr ed. ADMD-t x400. X42D.it. IN PX 50 \
accred.it. PRVD accred. ADMD-tx400.Cit.
*, O u-h-newci ty. PRVD- x4net . ADMDb. X42D.it. IN PX 50 \

cs.ncty.it. O u-h-newcity. PRVD- x4net. ADMDb. C-i t.
RFC1327 table 2: RFC822 --> X 400

!

!

!

*.nrc.it. IN PX 50 nrc.it. PRVD-nrc. ADMD-acne. G it.
*ninp.it. IN PX 50 ninp.it. O PRVD ninp. ADMD-acne. Cit.
*.bd.it. IN PX 50 bd.it. PRVD-uk-d-bd. ADVDb. Cit.

!

! RFC1327 Gate Tabl e

!

my. i INPX 50 ny.it. OJint-h-gw O PRVD ninp. ADMD-acne. Git. G

Lt
co.it. INPX50 co.it. Onhs-h-relay. PRVD-x4net. ADMDb. C-it. G

(here the "\" indicates continuation on the sane line, as wapping is
done only due to typographical reasons).

Note the special suffix ".G" on the right side of the 'gate’ Table
section whose aimis described in section 4.4. The correspondi ng
RFC1327 tabl es are:

#

# RFC1327 table 1: X 400 --> RFC822

#

ADMD$acne. CPi t #i t #

PRVD$accr ed. ADVD$t x400. C$i t #accred. i t#

Obu- newci ty. PRVD$x4net . ADMD$ . CHi t#cs. ncty.it#
#

# RFC1327 table 2: RFC822 --> X 400
#

nrc.it#PRVD$nr c. ADMD$acne. C$i t#

ni np. i t #0. PRVD$Ni np. ADMD$acne. C$i t #
bd. i t #PRVD$uk\ . bd. ADMD$ . CSi t #

#

# RFC1327 Gate Tabl e

#

ny. i t#0OUS$i nt - gw. CB@ PRVD$Nni np. ADMD$ace. C$i t #
co. i t#0Bnhs-rel ay. PRVMD$x4net . ADVMD$ . CHt #
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4.4 Storing the RFCL327 Gate table

Section 4.3.4 of RFC1327 al so specify how an address shoul d be
converted between RFC822 and X 400 in case a conplete mapping is

i npossi ble. To allow the use of DDAs for non nappabl e domai ns, the
RFC1327 'gate’ table is thus introduced. DNS nust store and

di stribute also these data.

One of the major features of the DNS is the ability to distribute the
authority: a certain site runs the "primary" nanmeserver for one
determ ned sub-tree and thus it is also the only place allowed to
update information regarding that sub-tree. This fact allows, in our
case, a further additional feature to the table based approach. In
fact we can avoid one possible anbiguity about the use of the 'gate’
table (and thus of DDAs encodi ng).

The authority maintaining a DNS entry in the usual RFC822 donmi n
space is the only one allowed to decide if its domain should be
mapped using Standard Attributes (SA) syntax or Domai n Defined
Attributes (DDA) one. If the authority decides that its RFC822 donain
shoul d be mapped using SA, then the PX RDATA will be a ’'table2

entry, otherwise it will be a "gate’ table entry. Thus for an RFC822
domai n we cannot have any nore two possible entries, one from'table2
and another one from'’'gate table, and the action for a gateway
results clearly stated

The RFC1327 'gate’ table syntax is actually identical to RFC1327
"tabl e2’. Thus the same syntax translation rules from RFCL327 to DNS
format can be applied. However a gateway or any other application
must know if the answer it got from DNS contains sone 'table2 or
sone 'gate’ table information. This is easily obtained flagging with
an additional ".G" post-fix the PX RDATA value when it contains a
"gate’ table entry. The exanple in section 4.3 shows clearly the
result. As any X. 400 O R domain nmust end with a country code ("GC xx"
in our DNS syntax) the additional ".G" creates no conflicts or
anbiguities at all. This postfix must obviously be renoved before
usi ng the RFC1327 'gate’ table data.

5. Finding RFC1327 mapping information from DNS

The RFC1327 mapping information is stored in DNS both in the nornal
RFC822 donmi n nanme space, and in the newly defined X 400 nane space.
The information, stored in PX resource records, does not represent a
full RFC822 or X. 400 O R address: it is a tenplate which specifies
the fields of the domain that are used by the mapping al gorithm

When mapping information is stored in the DNS, queries to the DNS are
i ssued whenever an iterative search through the mapping table woul d
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be performed (RFC1327: section 4.3.4, State |; section 4.3.5, nmapping
B). Due to the DNS search nechanism DNS by itself returns the

| ongest possible match in the stored mapping rule with a single
query, thus no iteration and/or nultiple queries are needed. As
specified in RFC1327, a search of the napping table will result in

ei ther success (mapping found) or failure (query failed, nmapping not
found).

VWhen a DNS query is issued, a third possible result is timeout. If
the result is tineout, the gateway operation is delayed and then
retried at a later tinme. Aresult of success or failure is processed
according to the algorithnms specified in RFC1327. If a DNS error code
is returned, an error nessage shoul d be | ogged and the gateway
operation is del ayed as for tineout. These pathol ogi cal situations,
however, should be avoided with a careful duplication and chaching
mechani sm which DNS itself provides

Sear chi ng the nameserver which can authoritatively solve the query is
automatically performed by the DNS distributed name service

5.1 A DNS query exanpl e

An RFC1327 nail-gateway |ocated in the Internet, when translating
addresses from RFC822 to X 400, can get information about the RFC1327
mappi ng rul e asking the DNS. As an exanple, when translating the
address SUN.CCE. NRC. I T, the gateway will just query DNS for the
associ ated PX resource record. The DNS should contain a PX record
I'ike this:

* cce.nrc.it. IN PX 50 cce.nrc.it. O-cce.PRVD-nrc. ADMD-acne. C-it.

The first query will return i mediately the appropriate mapping rule
in DNS store format.

There is no ".G " at the end of the obtained PX RDATA val ue, thus
appl ying the syntax translation specified in paragraph 4.2 the
RFC1327 Table 2 mapping rule will be obtained.

Let’s now take another exanple where a 'gate’ table rule is returned.
If we are |ooking for an RFC822 donmain ending with top | evel domain
"MW, and the DNS contains a PX record |like this,

* MWL IN PX 50 mw O cce. PRVMD-nrc. ADMD-acne. C-it. G
DNS will return "mn.’ and ' O-cce. PRVMD-nrc. ADMD-acne. Cit.G’', i.e., a
"gate’ table entry in DNS store format. Dropping the final ".G" and

appl ying the syntax translation specified in paragraph 4.2 the
original rule will be available. Mre over, the ".G" flag also tells
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the gateway to use DDA encoding for the inquired RFC822 donain
On the other hand, translating from X 400 to RFC822 t he address
C=de; ADMD=pkz; PRNMD=nfc; O=top;

the mail gateway should convert the syntax according to paragraph
4.2, apply the 'Country code convention described in 4.2.3 to derive
the appropriate DNS translation of the X 400 O R name and then query
DNS for the corresponding PX resource record. The obtained record for
which the PX record nust be queried is thus:

O t op. PRVD- nf c. ADMD- pkz. X42D. de.
The DNS coul d cont ai n:
*, ADVD- pkz. X42D.de. IN PX 50 pkz.de. ADVD pkz.C-de

Assumi ng that there are not nore specific records in DNS, the
wi | dcard nechanismw |l return the RFC1327 '"tablel’ rule in encoded
fornmat.

6. Adm nistration of mapping information

The DNS, using the PX RR, will be able to distribute the nmapping
information to all RFC1327 gateways | ocated on the Internet. However,
not all RFC1327 gateways will be able to use the Internet DNS. It is
expected that sonme gateways in a particul ar nmanagenent domain wll
conformto one of the follow ng nodels:

(a) Tabl e-based, (b) DNS-based, (c) X 500-based

Tabl e- based managenment domains will continue to submit and retrieve
their mapping tables fromthe International Mapping Tabl e coordi nator
manual |y or via some autonated procedures. Their napping infornmation
shoul d be nmade available in DNS by the appropriate DNS authority
usi ng the sane nechani smalready in place for MX records: if a branch
has not yet in place its own DNS server, some higher authority in the
DNS tree will provide the service for it. Atransition procedure
simlar to the one used to mgrate fromthe "hosts.txt’ tables to DNS
can be applied also to the depl oynment phase of this proposal. An

i nformati onal docunent describing the inplenentation phase and the
detail ed coordination procedures is expected. The depl oynent phase
must al so follow the directives produced by the current work on
RFC1327 mapping authorities, in order to insure consistency in the
mapping i nformation itself.
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Anot her distributed directory service which can distribute the
RFC1327 mappi ng i nformation is X 500. The coordination, alignhment and
uni queness of mapping informati on between DNS and X. 500 is an
essential fact if it happens to have both systens in place. The idea
solution is a dynanmic alignnent nechani smwhich transparently nakes
the DNS mapping information available in X 500 and vice versa. Sone
work in this specific field is already being done [see Costa] which
can result in a global transparent directory service, where the
information is stored in DNS or in X. 500, but is visible conpletely
by any of the two systens.

7. Concl usi on

The introduction of the new PX resource record and the definition of
the X. 400 O R nane space in the DNS structure provide a good
repository for nmapping information. The mapping information is stored
in the DNS tree structure so that it can be easily obtai ned using the
DNS di stributed nane service. At the sane tine the definition of the
appropriate DNS space for X 400 O R nanes provide a repository where
to store and distribute some other X 400 MHS information. The use of
the DNS has many known advantages in storing, managi ng and updati ng
the information. A successful nunber of tests have been perforned
under the provisional top | evel domain "X400.1T", and their results
confirned the advantages of the nethod.

Software to query the DNS and then to convert between the textua
representation of DNS resource records and the address format defined
in RFC1327 needs to be devel oped. This software nust also allow a
snoot h i npl enent ati on and depl oynent period, eventually taking care
of the transition phase. A further informational docunent describing
operational and inplenmentation of the service is expected.
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