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Abst ract

The two nost compelling problens facing the IP Internet are IP
address depletion and scaling in routing. Long-termand short-term
solutions to these problens are being devel oped. The short-term
solution is CIDR (O assl ess InterDonmain Routing). The |ong-term
sol utions consist of various proposals for new internet protocols
with | arger addresses.

It is possible that CCDR will not be adequate to maintain the IP
Internet until the long-termsolutions are in place. This nmeno
proposes another short-term sol ution, address reuse, that conpl enents
CIDR or even makes it unnecessary. The address reuse solution is to
pl ace Network Address Translators (NAT) at the borders of stub

domai ns. Each NAT box has a table consisting of pairs of local IP
addresses and gl obal Iy uni que addresses. The |P addresses inside the
stub domain are not globally unique. They are reused in other

domai ns, thus solving the address depletion problem The globally
uni que | P addresses are assigned according to current Cl DR address
al l ocati on schemes. CIDR solves the scaling problem The main
advantage of NAT is that it can be installed wi thout changes to
routers or hosts. This meno presents a prelimnary design for NAT
and di scusses its pros and cons.
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for along tine, we were the only ones who had had the idea).
1. Introduction

The two nost conpelling problens facing the IP Internet are IP
address depletion and scaling in routing. Long-termand short-term
solutions to these problens are being devel oped. The short-term
solution is CIDR (O assl ess InterDomain Routing) [2]. The long-term
sol utions consi st of various proposals for new internet protocols
with | arger addresses.

Until the long-termsolutions are ready an easy way to hold down the
demand for | P addresses is through address reuse. This solution takes
advant age of the fact that a very small percentage of hosts in a stub
domai n are comuni cating outside of the domain at any given time. (A
stub domain is a domain, such as a corporate network, that only
handl es traffic originated or destined to hosts in the domain).

I ndeed, nmany (if not nobst) hosts never comruni cate outside of their
stub domain. Because of this, only a subset of the |IP addresses
inside a stub domain, need be translated into | P addresses that are
gl obal I y uni que when outside comunications is required.

Thi s solution has the di sadvantage of taking away the end-to-end
significance of an I P address, and naking up for it with increased
state in the network. There are various work-arounds that mnim ze
the potential pitfalls of this. Indeed, connection-oriented protocols
are essentially doing address reuse at every hop.

The huge advantage of this approach is that it can be installed
incremental ly, without changes to either hosts or routers. (A few
unusual applications may require changes). As such, this solution can
be inplemented and experinented with quickly. If nothing else, this
solution can serve to provide tenporarily relief while other, nore
conpl ex and far-reaching solutions are worked out.

2. Overview of NAT

The design presented in this meno is called NAT, for Network Address
Translator. NAT is a router function that can be configured as shown
in figure 1. Only the stub border router requires nodifications.

NAT' s basic operation is as follows. The addresses inside a stub
domai n can be reused by any other stub dommin. For instance, a single
Cl ass A address could be used by nmany stub domains. At each exit
poi nt between a stub domai n and backbone, NAT is installed. If there
is nore than one exit point it is of great inportance that each NAT
has the sanme transl ation table.
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Figure 1: NAT Configuration

For instance, in the exanple of figure 2, both stubs A and B
internally use class A address 10.0.0.0. Stub A's NAT is assigned the
class C address 198.76.29.0, and Stub B's NAT is assigned the class C
address 198. 76.28.0. The class C addresses are globally unique no

ot her NAT boxes can use them
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Fi gure 2: Basic NAT Operation

When stub A host 10.33.96.5 wi shes to send a packet to stub B host
10.81.13.22, it uses the globally unique address 198.76.28.4 as
destination, and sends the packet to it’s primary router. The stub
router has a static route for net 198.76.0.0 so the packet is
forwarded to the WAN-1ink. However, NAT translates the source address
10.33.96.5 of the I P header with the gl obally unique 198.76.29.7
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before the package is forwarded. Likew se, |IP packets on the return
path go through simlar address translations.

Notice that this requires no changes to hosts or routers. For

i nstance, as far as the stub A host is concerned, 198.76.28.4 is the
address used by the host in stub B. The address transl ations are
conmpl etely transparent.

O course, this is just a sinple exanple. There are nunerous issues
to be explored. In the next section, we discuss various aspects of
NAT.

3. Various Aspects of NAT

3.1 Address Spaces

Partitioning of Reusabl e and Non-reusabl e Addresses

I'n

For NAT to operate properly, it is necessary to partition the IP
address space into two parts - the reusabl e addresses used interna
to stub domains, and the globally unique addresses. W call the
reusabl e address | ocal addresses, and the globally uni que addresses
gl obal addresses. Any given address nust either be a |ocal address or
a gl obal address. There is no overlap

The problemw th overlap is the following. Say a host in stub A

wi shed to send packets to a host in stub B, but the |ocal addresses
of stub B overl apped the | ocal addressees of stub A In this case,
the routers in stub A would not be able to distinguish the globa
address of stub B fromits own | ocal addresses.

tial Assignnent of Local and d obal Addresses

A single class A address should be allocated for |ocal networks. (See
RFC 1597 [3].) This address could then be used for internets with no
connection to the Internet. NAT then provides an easy way to change
an experinental network to a "real" network by translating the
experinental addresses to globally unique Internet addresses.

Exi sting stubs which have uni que addresses assigned internally, but
are running out of them can change addresses subnet by subnet to

| ocal addresses. The freed adresses can then be used by NAT for
external communi cati ons.
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3.2 Routing Across NAT

Pr

The router running NAT shoul d never advertise the |local networks to
the backbone. Only the networks with gl obal addresses nmay be known
outside the stub. However, global information that NAT receives from
the stub border router can be advertised in the stub the usual way.

vate Networks that Span Backbones

In many cases, a private network (such as a corporate network) will
be spread over different |ocations and will use a public backbone for
conmmuni cati ons between those locations. In this case, it is not
desirable to do address translation, both because |arge nunbers of
hosts may want to communi cate across the backbone, thus requiring

| arge address tables, and because there will be nore applications
that depend on configured addresses, as opposed to going to a nane
server. W call such a private network a backbone-partitioned stub

Backbone-partitioned stubs shoul d behave as though they were a non-
partitioned stub. That is, the routers in all partitions should

mai ntain routes to the | ocal address spaces of all partitions. O
course, the (public) backbones do not mamintain routes to any |loca
addresses. Therefore, the border routers must tunnel through the
backbones using encapsul ation. To do this, each NAT box will set
asi de one gl obal address for tunneling. When a NAT box x in stub
partition X wi shes to deliver a packet to stub partition Y, it wll
encapsul ate the packet in an I P header with destination address set
to the gl obal address of NAT box y that has been reserved for
encapsul ati on. When NAT box y receives a packet with that destination
address, it decapsul ates the | P header and routes the packet
internally.

3.3 Header WMani pul ati ons

In addition to nodifying the I P address, NAT nust nodify the IP
checksum and the TCP checksum Renenmber, TCP' s checksum al so covers a
pseudo header which contains the source and destinati on address. NAT
must al so | ook out for ICVMP and FTP and nodify the places where the

| P address appears. There are undoubtedly other places, where
nodi fi cati ons nmust be done. Hopefully, npbst such applications will be
di scovered during experinentation with NAT.

The checksum nodifications to IP and TCP are sinple and efficient.
Since both use a one’s conplenment sum it is sufficient to calcul ate
the arithmetic difference between the before-translation and after-
transl ati on addresses and add this to the checksum The only tricky
part is determ ning whether the addition resulted in a wap-around
(in either the positive or negative direction) of the checksum |If
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so, 1 nust be added or subtracted to satisfy the one’'s conpl enent
arithmetic. Sanple code (in C) for this is as follows:

voi d checksunadj ust (unsi gned char *chksum unsi gned char *optr,
int olen, unsigned char *nptr, int nlen)
/* assuming: unsigned char is 8 bits, long is 32 bits.
- chksum points to the chksumin the packet
- optr points to the old data in the packet
- nptr points to the new data in the packet
*/

Il ong x, old, new,
x=chksuni 0] * 256+chksunf 1] ;
X=~X;
while (olen) {
if (olen==1) {
ol d=optr[ 0] *256+optr[1];
x-=ol d & Oxff0O0;
if (x<=0) { x--; x&O0xffff; }
br eak;

el se {
ol d=optr[ 0] *256+optr[1]; optr+=2;
x-=old & Oxffff;
if (x<=0) { x--; x&Oxffff; }
ol en- =2;

}

}
while (nlen) {
if (nlen==1) {
new=nptr[ 0] *256+nptr[ 1] ;
x+=new & Oxf f 0O0;
if (x & 0x10000) { x++; x&=Oxffff; }
br eak;

el se {
new=nptr[ 0] *256+nptr[1]; nptr+=2;
x+=new & Oxffff;
if (x & 0x10000) { x++; x&=Oxffff; }
nl en- =2;
}
}
X=~X;
chksuni 0] =x/ 256; chksuni 1] =x & Oxff;
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The argurments to the File Transfer Protocol (FTP) PORT command
include an I P address (in ASCII!). If the IP address in the PORT
command is local to the stub domain, then NAT must substitute this.
Because the address is encoded in ASCII, this may result in a change
in the size of the packet (for instance 10.18.177.42 is 12 ASCl|
characters, while 193.45.228.137 is 14 ASCI| characters). If the new
size is the sane as the previous, only the TCP checksum needs
adjustnent (again). If the new size is |less than the previous, ASClI
zeroes may be inserted, but this is not guaranteed to work. If the
new size is larger than the previous, TCP sequence nunbers nust be
changed t oo

A special table is used to correct the TCP sequence and acknow edge
nunbers with source port FTP or destination port FTP. The table
entries should have source, destination, source port, destination
port, initial sequence nunber, delta for sequence nunbers and a
timestanp. New entries are created only when FTP PORT commands are
seen. The initial sequence nunbers are used to find out if the
sequence nunber of a packet is before or after the last FTP PORT
command (delta may be increased for every FTP PORT conmand). Sequence
nunbers are increnented and acknowl edge nunbers are decrenmented. If
the FIN bit is set in one of the packets, the associated entry may be
del eted soon after (1 minute should be safe). Entries that have not
been used for e.g. 24 hours should be safe to delete too.

The sequence number adjustnment must be coded carefully, not to harm
performance for TCP in general. O course, if the FTP session is
encrypted, the PORT command will fail.

If an | COVP nmessage i s passed through NAT, it may require two address
nmodi fications and three checksum nodifications. This is because nost

| CMP nessages contain part of the original |IP packet in the body.
Therefore, for NAT to be conpletely transparent to the host, the IP
address of the I P header enbedded in the data part of the | CMP packet
must be nodified, the checksumfield of the same | P header nust
correspondi ngly be nodified, and the | CMP header checksum nust be
modi fied to reflect the changes to the I P header and checksumin the
| CMP body. Furthernore, the normal |P header mnmust al so be nodified as
al ready descri bed.

It is not entirely clear if the I P header information in the | CW
part of the body really need to be nodified. This depends on whet her
or not any host code actually |ooks at this |IP header infornation.

I ndeed, it may be useful to provide the exact header seen by the
router or host that issued the |ICVP nessage to aid in debugging. In
any event, no nodifications are needed for the Echo and Ti nestanp
messages, and NAT shoul d never need to handl e a Redirect nessage.
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SNVP nmessages could be nodified, but it is even nore dubious than for
| CMP nessages that it will be necessary.

Applications with | P-address Content

Pr

Any application that carries (and uses) the IP address inside the
application will not work through NAT unl ess NAT knows of such

i nstances and does the appropriate translation. It is not possible or
even necessarily desirable for NAT to know of all such applications.
And, if encryption is used then it is inpossible for NAT to nmake the
transl ati on.

It may be possible for such systens to avoid using NAT, if the hosts
in which they run are assigned gl obal addresses. Wether or not this
can work depends on the capability of the intra-domain routing
algorithmand the internal topology. This is because the gl oba
address nmust be advertised in the intra-domain routing algorithm
Wth a lowfeature routing algorithmlike RIP, the host may require
its own class C address space, that nust not only be advertised
internally but externally as well (thus hurting global scaling). Wth
a high-feature routing algorithmlike OSPF, the host address can be
passed around individually, and can cone fromthe NAT table.

vacy, Security, and Debuggi ng Consi derations

Unfortunately, NAT reduces the number of options for providing
security. Wth NAT, nothing that carries an | P address or information
derived froman | P address (such as the TCP-header checksum can be
encrypted. While nost application-level encryption should be ok, this
prevents encryption of the TCP header

On the other hand, NAT itself can be seen as providing a kind of
privacy mechanism This comes fromthe fact that nmachi nes on the
backbone cannot nonitor which hosts are sending and receiving traffic
(assum ng of course that the application data is encrypted).

The sane characteristic that enhances privacy potentially nakes
debuggi ng probl enms (including security violations) nore difficult. If
a host is abusing the Internet is some way (such as trying to attack
anot her machi ne or even sending | arge anounts of junk mail or
sonething) it is nore difficult to pinpoint the source of the trouble
because the | P address of the host is hidden
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4. Concl usi ons

NAT may be a good short termsolution to the address depletion and
scaling problens. This is because it requires very few changes and
can be installed increnentally. NAT has several negative
characteristics that make it inappropriate as a long term solution,
and may rmake it inappropriate even as a short termsolution. Only

i mpl ementation and experinentation will determne its
appropri at eness.

The negative characteristics are:

1. It requires a sparse end-to-end traffic matrix. O herw se, the NAT
tables will be large, thus giving | ower performance. Wile the
expectation is that end-to-end traffic matrices are indeed sparse,
experience with NAT will determ ne whether or not they are. In any
event, future applications may require a rich traffic matrix (for
i nstance, distributed resource discovery), thus making |ong-termuse
of NAT unattractive.

2. It increases the probability of m s-addressing.

3. It breaks certain applications (or at |east nakes themnore difficult

to run).

4. It hides the identity of hosts. Wiile this has the benefit of
privacy, it is generally a negative effect.

5. Problens with SNMP, DNS, ... you nane it.
Current |nplenentations
Paul and Tony inpl emented an experimental prototype of NAT on public
domai n KA9Q TCP/ I P software [1]. This inplenentation manipul ates

addresses and | P checksuns.

Kjeld inplemented NAT in a Cray Communi cations |P-router. The
i mpl ementation was tested with Telnet and FTP. This inplenmentation

mani pul at es addresses, |P checksuns, TCP sequence/acknow edge nunbers

and FTP PORT conmands.
The prototypes has denonstrated that |P addresses can be transl ated

transparently to hosts within the limtations described in this
paper.
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Security Considerations

Security issues are not discussed in this neno.
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