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TELNET Pr ot ocol

This request for coment is being circulated by the TELNET commttee
to solicit coments, evaluation, and requests for nodification of the
proposed protocol presented here. Unless comrents are received by
the witer within two weeks of the date of this RFC, they will not be
considered in the preparation of official TELNET PROTOCOL docunent.

The proposed docunent is the result of the work of the conmittee. It
represents a TELNET protocol felt to be adequate for initial
i mpl ement ati on.

Readers are referenced to the follow ng previous rel eases of
i nformation:

1. Conventions for Using an IBM 2741 Termi nal or a User Consol e
for Access to Network Server HOSTS
Joel Wnett, RFC 110 (NI C #5809)

2. Response to RFD 110
Wayne Hat haway, RFC 135 (NI C #6712)

3. Level 11l Server Protocol for the Lincoln Laboratory 360/67
HOST
Joel Wnett, RFC 109 (N C #5808)

4. First Cut at a Proposed TELNET Protocol
J. Melvin, D. Watson, RFC 97 (NI C #5740)

5. ASCII Format for Network Interchange
V. Cerf, RFC 20 (N C #4722)

6. Discussion of TELNET PROTOCCL
Tom O Sullivan, RFC 139 (NI C 6717)
(Al though relevant to the obsoleted RFC 137 (NI C 6714) nmany of
the exanples still hold. A replacenent discussion document RFC
159 (NIC 6769) will be forthcomng in the near future).
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Tel net Protoco

TELNET is a third-1evel protocol, the function of which is to make a
term nal (or process) at a using site appear to the systemor a
process at a serving site as logically equivalent to a ternina
"directly" connected to the serving site. |In performng this
function, the protocol attenpts to minimze the amount of information
each HOST must keep about the characteristics of other HOSTS

Definitions
Protocol Levels (see Figure 1)

Level 1
HOST- 1 MP protocol specified by BBN in NIC 5735, Specifications
for the Interconnection of a HOST and an | MP (BBN Report 1822)

Level 2
HOST- HOST prot ocol performed by NCPs as described i n Docunent
Nunber 1 (NI C 5413) and subsequent anendnents, see RFC 107 (NIC
#5806)

One view of the NCP's function is that it takes information
fromthe net and routes it to receiving processes via
mechani sms internal to each HOST; conversely, processes use
the NCP, via internal systemcalls, to have information
routed to other processes in the net (via the other
processes’ NCPs).

Level 3 (see Figure 2)
Level 3 is, by definition, the place to which and from which
the NCP comunicates internally in its own host.

This level may be equivalent to the user process level in
sonme systens, but this may not be the case in all systens.
In using sites, the TELNET process operates at this |evel

In serving sites, the TELNET server operates at this |evel

Initial Connection Protocol (ICP)
An agreed-upon sequence of |evel 3 exchanges between two processes
which is, in general, used to synchroni ze the connection dial ogue

bet ween the processes, e.g., RFC 80 (N C #5608) #1, as revised by
subsequent informtion
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Serving Site
The HOST into which the TELNET process is directing the user’s
keyboard i nput and from which the TELNET process is receiving
control information and data effecting the user’s termnal. At
the serving site, a TELNET server is executing.

Using Site
The HOST in which the TELNET process i s executing.

Sending Site

The HOST transmitting data, could be either using site or serving
site.

Receiving Site
Converse of sending site.
User
The person or process "driving" the TELNET process.
In providing services the TELNET protocol will use established
net wor k conventions, specifically the Network Control Program and
Initial Connection Protocol referenced in the above definitions,
using a byte size of 8 bits on the permanent connection
The TELNET protocol provides for a Network Virtual Term nal (NVT)

t hrough which users may transmit and receive data over connections
between the using site and the serving site.

The code of the NVT will be full 7 bit ASCII. The seven-bit code
will be transmitted in eight-bit bytes, the high order bit set to
zero.

It will be the responsibility of the using site to provide its users

with a nmeans of producing all 128 ASCI| codes, as well as a selected
set of special TELNET control signals (see Figure 3).

The ASCI| character ESC will be enployed by the user as an escape
signal indicating that the next character(s) has special neaning.
The neani ng assigned to escape code will be serving site defined and
therefore may not be consistant across the network.

T. OSullivan [ Page 4]



RFC 158

It will

The end of aline will
(X 0D) followed by line feed.

The protocol

TELNET PROTOCCL 19 May 1971

be the responsibility of the serving site to specify for
users how the NVT code will
generated by a | ocal
this representation is expected, where reasonabl e,
for-one basis for ASCl I
t hrough | ocal
escape conventions will

be used to represent the codes normally
termnal. The serving sites specification of
to map on a one-
graphics and controls that are provided

The serving site will also specify how the
be interpreted by the system

term nal s.

be represented in the NVT as carriage return
(X 0A")
assunes that

initially the serving site will not provide

any echo to the using site.

Each TELNET contr ol
connection wll
the high order bit set to one.
established to date.
user woul d be expected to have the ability to signal
process fromhis term nal

Code X A0’

Sour ce:

Meani ng:

Code X 80°

Sour ce:

Meani ng:

Code X 81’

Sour ce:

Meani ng:

Code X 82’

Sour ce:

Meani ng:

Code X 83’

Sour ce:

Meani ng:

T. O Sullivan

signal for which code nust be sent over the
be represented in the NVT by an eight-bit code,
Fol | owi ng are the special codes
indicates that in nost inplenentations the
t he TELNET

wi th
(Y

toinitiate the code.

Both Sites (U)

A DATA TYPE[ 1] signal indicating that code will be
transmtted by NVT, i.e., using the seven-bit ASClI
conventi ons.

Using Site (U)
Order using site NCP to send an INS and insert X 80" in
data stream

Using Site (U)

Break or Attention, and reverse break.

Both Sites
No op

Both Sites
Don’'t Echo
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Code X 84’

Source: Both Sites
Meani ng: You Echo

Code X 85

Source: Serving Site
Meani ng: Hi de your input [2]

Sone special TELNET control signals are required to permt the user
on sonme systens to send control information to the using site TELNET
process[3]. These do not require a corresponding control code for
transm ssion. The local TELNET control signals are:

1. Transnmit all data to this point.
2. Suppress transm ssion of end of line, send all other data.

Data is to be forwarded to the NCP for transm ssion as conveni ent,
but at least at the end of line, end of |ine suppression, and
transmt signals. |If the normal line length of the sending site is
greater than the allocation given by the receiving site, the sending
sites NCP, TELNET process, or TELNET server nust be prepared to send
line segments in convenient lengths until the full Iine has been
sent.

A mnimminplenmentation for TELNET for both using site and serving
site foll ows:

Using Site
1.) Provi de User (human or process) with ability to cause all
128 ASCI1 codes to be transmitted in the required 8 bit
field to the serving site.

2.) Ignore (and strip) all TELNET control characters received
fromthe serving site.

3.) Provi de echo or local print capability to | ocal user
term nal s.

4.) Provide for CR-LF end of |ine convention
5.) I mpl enent | ocal TELNET controls (See discussion above of

| ocal TELNET control signals) for transmt or suppress
end of Iine.
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Serving Site
1.) Provi de (and announce) one for one mappi ng between ASCI |
and Serving Site character and control set (or if Serving
Site set greater than 128, a sub set.)

2.) Ignore (and strip) all TELNET control characters received
fromthe Using Site.

3.) Assunme Using Site will provide local term nal echo or
print capability.

4.) Provide for CR-LF end of |ine convention

Thi s docunent will be revised as necessary to provide conventions for
data types in addition to the NVT ASClI| type.

| <------- 32 ------- > <-8-><-8->|<-- 16 -->|<-8->|<---

S S e S e S SRS UpU S e S S
| | eader | x |size | count | x | TEXT
- +o--- - +o--- - S S +o--- - e
| <---- level 1 ---->

message | eader

R level 2 -----oommmaoo >
nmessage preanbl e

| evel 3
| <- message text..-->

Figure 1. Network Message on Link 2-31
Indicating Portions of Interest to Various Levels
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USI NG HOST Servi ng HOST
....................... + o e e e e e e e e e e e e e e e e ==
| |
\ | | /
Sub- \ - | ++ e R T /
Sys- \ R [t | NCP /
tems+---> <--->M---NETWORK--| M <---> n /
|\ NCP | [P [Pl | +----- | ----- /
| \ | +-+ ++ | \% /
| \ | | | TELNET / USER
TELNET ) | | --] Protocol ( PROCESS
| ) | | | Server <--->Sub
| / | | ] AN \ Syst ens
| / TTY | | +---1----- \ETC
User +---> HANDLER <---> Local | TTY vv \
Pro- / | Term nal s | Handl es \
cesses/----------------- | I \
/ | | \

<---> TELNET path path

Figure 2. Current and Candi date Future TELNET Pat hs
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Endnot es

[1] A one-byte DATA TYPE signal is sent as the first byte of data
over a connection. A default is enployed if the first byte over a
connection has the high order bit set to zero, and it is assuned that
the seven-bit ASCI|I NVT convention will be enployed. Most

i mpl ement ati ons and applications nay expect the DATA TYPES to be
symretrical at any point in tine. (i.e. both using a serving site
usi ng the sane DATA TYPE.) Qher data types for which codes are
currently assigned are:

X Al’ Transparency

X A2’ EBCDIC

X A3' Special String to TELNET (1’1l use your code)

X A4 End Special String to TELNET (1’1l use my code)
[2] i.e. suppress printing of password.

[3] In some cases, for prolonged [periods of special treatnent, |oca
i mpl ementation nmay dictate permtting the user to set a "node" to
prevail until explicitly discarded.

[This RFC was put into machi ne readable formfor entry]
[into the online RFC archives by Lorrie Shiota 2/02]
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