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Tel net Environnent Option Interoperability |Issues
Status of this Meno

This menmo provides information for the Internet conmmunity. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlimted.

1. Overview

RFC 1408 [1], the specification for the Tel net Environment Option,
specifies definitions for VAR and VALUE that are reversed fromthe
BSD i npl ement ati on of the Tel net Environment option. Since the BSD
i npl ementation was the reference inplenentation that the RFC was
supposed to docunent, and is the base for many existing

i mpl ementations, there exists an interoperability probl em between

i mpl erentations with conflicting definitions for VAR and VALUE.

Thi s docunent describes a nmethod for allow ng inplenentors to ensure
that their inplenentation of the Environnment option will be

i nteroperable with as many ot her inplenentations as possible, by
providing a set of heuristics that can be used to help identify which
definitions for VAR and VALUE are being used by the other side of the
connecti on.

2. dient Telnet: Parsing a SEND

The SEND suboption should only contain VAR and USERVAR commands. |t
shoul d never contain a VALUE. |f while parsing a SEND suboption, a
VALUE is encountered, the client should assune that the server has
reversed values for VAR and VALUE, and fromthat point on the client
shoul d reverse those values, both in parsing the rest of the SEND
suboption, and when generating an IS or | NFO suboption. |f both
VALUE and VAR commands are encountered, the SEND command is not well
formed, and it is inplenmentation dependent as to what will happen

If there are not VAR or VALUE commands in the SEND suboption, then
the client cannot know what val ues the server is expecting for VAR
and VALUE. In this case, it should just assune that the server has
the correct definitions, and use the correct values for VAR and

VAL UE.
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3.

Server Telnet: Parsing an IS or | NFO

The 1S or INFOin a suboption can only be legally followed by either
a VAR or a USERVAR. If an IS or INFOis imediately followed by a
VAR, then it can be assuned that the client has the correct
definitions for VAR and VALUE. If the IS or INFOis imedi ately
followed by a VALUE, then it can be assuned that the client has
reversed definitions for VAR and VALUE, and fromthat point on the
server should assunme that the VALUE and VAR definitions are reversed

If the IS or INFOis imediately foll owed by a USERVAR, further
hueristics must be applied to deternine what are the client
definitions for VAR and VALUE. This is because it is legal for a
USERVAR to be followed by either a VAR or a VALUE. A VALUE after a
USERVAR gi ves the value for the USERVER. A VAR after a USERVAR
implies that the USERVAR i s undefi ned.

The next thing to do is to scan the entire suboption, |ooking for two
consecutive instances of VAR or VALUE, or for a VAR or VALUE that is
enpty. It is not legal for a suboption to contain two VALUES w t hout
an intervening VAR or USERVAR, and it is also not legal for a
suboption to contain an enpty VAR  Thus, if two consecutive VARs or
an enpty VALUE can be found, it can be assuned that the client that
generated the suboption uses the correct definitions for VAR and
VALUE. |If two consecutive VALUES or an enpty VAR can be found, then
it can be assumed that the client that generated the suboption has
reversed definitions for VAR and VALUE, and fromthat point on the
server shoul d assune that the VAR and VALUE definitions are reversed

If things are still in doubt, the next test that can be applied is to
count up how many VARs, USERVARs and VALUEs were received.
(Consecutive USERVARs without an intervening VALUE or VAR should only
be counted as one.) Because a VALUE can only follow a VAR or a
USERVAR, there can never be nore VALUEs than the sum of VARs and
USERVARs, and if all VARs and USERVARs have val ues, then there wll
be exactly as many VALUEs as there are VARs and USERVARs. |If the
nunber of VARs and USERVARs is the sane as the total nunber of

VALUEs, then the client has correct definitions for VAR and VALUE

If the nunber of VALUES and USERVARs is the sane as the total nunber
of VARs, then the client has reversed definitions for VAR and VALUE

If the nunber of VALUEs is npre than the sum of VARs and USERVARs, it
can be assuned that the client has reversed definitions of VAR and
VALUE, and if there are nore VARs than USERVARs and VALUEs, then it
can be assuned that the client has the correct definitions for VAR
and VALUE. However, in order to get to this step, it has al ready
been deternm ned that there are no consecutive VARs and VALUEs. A
little math will show that this means that the nunber of VALUEs wi ||
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4.

5.

never exceed the sum of VARs and USERVARs, and the nunber of VARs
wi || never exceed the sum of VALUEs and USERVARs. Hence, this check
i s redundant and can be ski pped.

If things are still in doubt, the values of the VAR commands can be
checked to see if they do indeed specify well known variables. |If
any of themdo, then the client is probably using the correct
definitions for VAR and VALUE. O herwi se, if any of the VALUEs
contain well know variable names, then the client probably has
reversed definitions for VAR and VALUE.

If all the above heuristics fail, then the server has done all it can
to determ ne what type of client it is, and it should just be assunmed
that the client is using the correct definitions for VAR and VALUe.

Client Summary

The SEND suboption contains only VAR and USERVAR conmands.
The server is ok.

The SEND suboption contai ns VALUE commands.
The server is reversed.

No VAR or VALUE commands are found.
Assunme the server is ok.

Server Sunmmary

IS/IINFO is foll owed by VAR
The client is ok.

IS/IINFO is foll owed by VALUE.
The client is reversed.

There are two consecutive VARs.
The client is ok.

There are consecutive VALUEs.
The client is reversed.

There is an enpty VALUE
The client is ok.

There is an enpty VAR
The client is reversed.

The nunber of USERVARs and VARs is equal to the nunmber of VALUEs.
Assunme the client is ok.

The nunber of USERVARs and VALUEs is equal to the nunber of VARs.
Assune the client is reversed.

There are VARs with nanes that are well known.
Assunme the client is ok.

There are VALUES with names that are well known.
Assunme the client is reversed.

Anyt hi ng el se.
Assunme the client is ok.
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Security Considerations

Security issues are not discussed in this meneo.
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