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PPP in HDLC Fram ng
Status of this Menp

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst ract

The Poi nt-to-Point Protocol (PPP) [1] provides a standard method for
transporting nulti-protocol datagramnms over point-to-point |inks.

Thi s docunent describes the use of HDLC for fram ng PPP encapsul ated
packets. This docunent is the product of the Point-to-Point Protocol
Wor ki ng Goup of the Internet Engineering Task Force (IETF).
Conments shoul d be submitted to the ietf-ppp@cdavis.edu mailing
l'ist.
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1.

I nt roducti on

Thi s specification provides for fram ng over both bit-oriented and
octet-oriented synchronous |inks, and asynchronous links with 8 bits
of data and no parity. These |inks MJST be full-duplex, but MAY be
either dedicated or circuit-switched. PPP uses HDLC as a basis for
t he franmi ng.

An escape nmechanismis specified to allow control data such as

XON/ XOFF to be transmtted transparently over the link, and to renove
spurious control data which may be injected into the link by

i nterveni ng hardware and software

Sone protocol s expect error free transm ssion, and either provide
error detection only on a conditional basis, or do not provide it at
all. PPP uses the HDLC Frane Check Sequence for error detection
This is commonly available in hardware inplenentations, and a
software inplenentation is provided.

1.1 Specification of Requirenments

In this docurment, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST

This word, or the adjective "required", neans that the definition
is an absolute requirenent of the specification

MUST NOT

Thi s phrase neans that the definition is an absolute prohibition
of the specification

SHOULD

This word, or the adjective "recomrended”, neans that there may
exi st valid reasons in particular circunstances to ignore this
item but the full inplications nust be understood and carefully
wei ghed before choosing a different course.

MAY

This word, or the adjective "optional", neans that this itemis
one of an allowed set of alternatives. An inplenentation which
does not include this option MJST be prepared to interoperate with
anot her inplenentation which does include the option
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1.2 Term nol ogy
Thi s docunent frequently uses the follow ng terns:
dat agram

The unit of transmission in the network |layer (such as IP). A
dat agram nmay be encapsul ated in one or nore packets passed to the
data link |ayer.

franme

The unit of transnission at the data link layer. A franme nmay
include a header and/or a trailer, along with some nunmber of units
of data.

packet

The basic unit of encapsul ation, which is passed across the
interface between the network | ayer and the data Iink layer. A
packet is usually mapped to a frane; the exceptions are when data
link |ayer fragnentation is being perfornmed, or when multiple
packets are incorporated into a single frane.

peer
The other end of the point-to-point |ink.
silently discard
This means the inplenmentation discards the packet w thout further
processing. The inplenmentati on SHOULD provi de the capability of
| ogging the error, including the contents of the silently
di scarded packet, and SHOULD record the event in a statistics
counter.
2. Physical Layer Requirenents
PPP is capabl e of operating across nost DTE/ DCE interfaces (such as,
El A RS-232-C, EIA RS-422, EIA RS-423 and CCITT V.35). The only
absol ute requirenment inposed by PPP is the provision of a full-duplex
circuit, either dedicated or circuit-sw tched, which can operate in
ei ther an asynchronous (start/stop), bit-synchronous, or octet-
synchronous node, transparent to PPP Data Link Layer franes.
I nterface Format

PPP presents an octet interface to the physical layer. There is
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no provision for sub-octets to be supplied or accepted.

PPP does not inpose any restrictions regarding transm ssion rate,
other than that of the particular DTE/ DCE interface.

Control Signals

PPP does not require the use of control signals, such as Request
To Send (RTS), Clear To Send (CTS), Data Carrier Detect (DCD), and
Data Terni nal Ready (DTR).

When avail abl e, using such signals can allow greater functionality
and performance. |n particular, such signals SHOULD be used to
signal the Up and Down events in the LCP Option Negotiation
Automaton [1]. Wen such signals are not avail able, the

i mpl ementati on MUST signal the Up event to LCP upon
initialization, and SHOULD NOT signal the Down event.

Because signalling is not required, the physical |ayer MAY be
decoupl ed fromthe data link layer, hiding the transient details
of the physical transport. This has inplications for nmobility in
cellular radio networks, and other rapidly swtching |inks.

When noving fromcell to cell within the same zone, an

i npl ement ati on MAY choose to treat the entire zone as a single
Iink, even though transmi ssion is switched anobng severa
frequencies. The link is considered to be with the centra
control unit for the zone, rather than the individual cel
transceivers. However, the link SHOULD re-establish its
configurati on whenever the link is switched to a different

adm ni stration.

Due to the bursty nature of data traffic, sone inplenentations
have choosen to di sconnect the physical |ayer during periods of
inactivity, and reconnect when traffic resunmes, w thout informng
the data link |ayer. Robust inplenentations should avoid using
this trick over-zealously, since the price for decreased setup

| atency is decreased security. Inplenmentations SHOULD signal the
Down event whenever "significant tinme" has el apsed since the link
was di sconnected. The value for "significant tinme" is a matter of
consi derabl e debate, and is based on the tariffs, call setup
times, and security concerns of the installation.

3. The Data Link Layer

PPP uses the principles, terninology, and frane structure of the
I nternational Organization For Standardization's (1SO 3309-1979
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Hi gh-1evel Data Link Control (HDLC) frane structure [2], as nodified
by "Addendum 1: Start/stop transm ssion" [3], which specifies
nmodi fications to allow HDLC use in asynchronous environments.

The PPP control procedures use the definitions and Control field
encodi ngs standardi zed in | SO 4335-1979 [4] and | SO 4335-

1979/ Addendum 1- 1979 [5]. PPP franing is also consistent with CCTT
Recomendati on X. 25 LAPB [6], and CCI TT Recommendati on Q 922 [7],
since those are al so based on HDLC

The purpose of this specification is not to docunent what is already
standardized in SO 3309. It is assuned that the reader is already
famliar with HDLC, or has access to a copy of [2] or [6]. |Instead,
this document attenpts to give a concise summry and poi nt out
specific options and features used by PPP

To renmi n consistent with standard Internet practice, and avoid
confusion for people used to reading RFCs, all binary nunbers in the
follow ng descriptions are in Mdst Significant Bit to Least
Significant Bit order, reading fromleft to right, unless otherw se
indicated. Note that this is contrary to standard ISO and CCITT
practice which orders bits as transmtted (network bit order). Keep
this in mnd when conparing this docunent with the internationa

st andards docunents.

3.1 Frane Format

A summary of the PPP HDLC frane structure is shown below. This
figure does not include start/stop bits (for asynchronous |inks), nor
any bits or octets inserted for transparency. The fields are
transmtted fromleft to right.

TS TS TS +
| Fl ag | Address | Control |
| 01111110 | 11111111 | 00000011 |
Ry Ry Ry +
I . S T +
| Protocol | Information | Padding
| 16 bits | * | * |
TS S R +
S R S R O +
| FCS | Fl ag | Inter-frame Fill
| 16 bits | 01111110 | or next Address
Fomm oo - Fomm oo - Fom e e e oo +
The Protocol, Information and Padding fields are described in the

Poi nt -t o- Poi nt Protocol Encapsulation [1].
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Fl ag Sequence

The Fl ag Sequence indicates the beginning or end of a frame, and
al ways consists of the binary sequence 01111110 (hexadeci nal
0x7e).

The Flag Sequence is a frame separator. Only one Flag Sequence is
required between two frames. Two consecutive Fl ag Sequences
constitute an enpty frame, which is ignored, and not counted as a
FCS error.

Address Field

The Address field is a single octet and contains the binary
sequence 11111111 (hexadecimal Oxff), the All-Stations address.
PPP does not assign individual station addresses. The All-

Stati ons address MJUST al ways be recogni zed and received. The use
of other address |engths and values may be defined at a | ater
time, or by prior agreenment. Frames with unrecognized Addresses
SHOULD be silently discarded.

Control Field

The Control field is a single octet and contains the binary
sequence 00000011 (hexadeci mal 0x03), the Unnunbered I nformation
(U) conmand with the P/F bit set to zero. The use of other
Control field values may be defined at a later tine, or by prior
agreenent. Frames with unrecogni zed Control field val ues SHOULD
be silently discarded.

Frame Check Sequence (FCS) Field

The Frame Check Sequence field is normally 16 bits (two octets).
The use of other FCS lengths may be defined at a later time, or by
prior agreenent. The FCSis transmtted with the coefficient of
the highest termfirst.

The FCS field is calcul ated over all bits of the Address, Control,
Protocol, Information and Padding fields, not including any start
and stop bits (asynchronous) nor any bits (synchronous) or octets
(asynchronous or synchronous) inserted for transparency. This

al so does not include the Flag Sequences nor the FCS field itself.

Not e: When octets are received which are flagged in the Async-
Control - Char acter-Map, they are discarded before cal cul ating
t he FCS.

For nore information on the specification of the FCS, see | SO
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3309 [2] or CCITT X. 25 [6].

The end of the Information and Padding fields is found by |ocating
the closing Flag Sequence and renoving the Frame Check Sequence
field.

3.2. Mdification of the Basic Franme

The Link Control Protocol can negotiate nodifications to the basic
HDLC frame structure. However, nodified frames will always be
clearly distinguishable fromstandard franes.

Addr ess- and- Cont r ol - Fi el d- Conpr essi on

VWhen using the default HDLC fram ng, the Address and Control
fields contain the hexadeci mal val ues Oxff and 0x03 respectively.

On transmi ssion, conpressed Address and Control fields are forned
by sinmply omitting them

On reception, the Address and Control fields are deconpressed by
examining the first two octets. |If they contain the val ues Oxff
and 0x03, they are assuned to be the Address and Control fields.
If not, it is assuned that the fields were conpressed and were not
transm tted.

By definition, the first octet of a two octet Protocol field wll
never be Oxff (since it is not even). The Protocol field value
0Ox00ff is not allowed (reserved) to avoid anbiguity when

Pr ot ocol - Fi el d- Conpression is enabled and the first Information
field octet is 0x03.

When ot her Address or Control field values are in use, Address-
and- Control - Fi el d- Conpressi on MUST NOT be negoti at ed.

4. Asynchronous HDLC

This section summari zes the use of HDLC with 8-bit asynchronous
I'i nks.

Fl ag Sequence
The Flag Sequence indicates the beginning or end of a frame. The

octet streamis exam ned on an octet-by-octet basis for the val ue
01111110 (hexadeci mal 0x7e).
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Tr anspar ency

An octet stuffing procedure is used. The Control Escape octet is
defined as binary 01111101 (hexadeci mal 0x7d) where the bit
positions are nunbered 87654321 (not 76543210, BEWARE)

Each end of the Iink maintains two Async- Control - Char act er - Maps.
The receiving ACCMis 32 bits, but the sending ACCM may be up to
256 bits. This results in four distinct ACCMs, two in each
direction of the link

The default receiving ACCMis Oxffffffff. The default sending
ACCM is Oxffffffff, plus the Control Escape and Fl ag Sequence
characters thensel ves, plus whatever other outgoing characters are
known to be intercepted.

After FCS conputation, the transnmtter exam nes the entire frane
bet ween the two Fl ag Sequences. Each Flag Sequence, Contro
Escape octet, and octet with value | ess than hexadeci mal 0x20
which is flagged in the sending Async-Control - Character-Map, is
replaced by a two octet sequence consisting of the Control Escape
octet and the original octet with bit 6 conplenmented (exclusive-
or’'d with hexadeci mal 0x20).

Prior to FCS conputation, the receiver exanines the entire frane
between the two Fl ag Sequences. FEach octet with value | ess than
hexadeci mal 0x20 is checked. |If it is flagged in the receiving
Async-Control -Character-Map, it is sinply renoved (it may have
been inserted by intervening data conmuni cations equi pnent). For
each Control Escape octet, that octet is also renpved, but bit 6
of the following octet is conplenented, unless it is the Flag
Sequence.

Note: The inclusion of all octets |ess than hexadeci mal 0x20
allows all ASCI| control characters [8] excluding DEL (Del ete)
to be transparently comrmuni cated through all known data
conmuni cati ons equi prent .

The transmitter may al so send octets with value in the range 0x40
through Oxff (except 0Ox5e) in Control Escape format. Since these
octet values are not negotiable, this does not solve the problem
of receivers which cannot handle all non-control characters.

Al so, since the technique does not affect the 8th bit, this does

not sol ve problenms for communications |links that can send only 7-
bit characters.

A few exanples may nake this nore clear. Packet data is
transmtted on the Iink as follows:
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Ox7e is encoded as 0x7d, Ox5e. O0x7d is encoded as 0x7d, 0x5d.
0x01 i s encoded as 0x7d, 0x21

Sone nodens with software flow control may intercept outgoing DCl
and DC3 ignoring the 8th (parity) bit. This data would be
transmtted on the Iink as follows:

0x11 is encoded as Ox7d, O0x31l. O0x13 is encoded as 0x7d, 0x33.
0x91 is encoded as 0Ox7d, Oxbl. 0x93 is encoded as 0x7d, Oxb3.

Aborting a Transm ssion

Ti

On asynchronous links, frames may be aborted by transmitting a "0"
stop bit where a "1" bit is expected (fram ng error) or by
transmtting a Control Escape octet followed i mediately by a

cl osing Fl ag Sequence.

me Fill

For asynchronous links, inter-octet and inter-franme tinme fill MJST
be acconplished by transmitting continuous "1" bits (mark-hold
state).

Inter-frame tinme fill can be viewed as extended inter-octet tine
fill. Doing so can save one octet for every frame, decreasing
del ay and increasing bandwidth. This is possible since a Flag
Sequence may serve as both a frame close and a frame begin. After
havi ng received any frane, an idle receiver will always be in a
franme begin state.

Robust transmitters should avoid using this trick over-zeal ously,
since the price for decreased delay is decreased reliability.
Noi sy links may cause the receiver to receive garbage characters
and interpret themas part of an incomng frane. |If the
transmtter does not send a new opening Flag Sequence before
sendi ng the next frame, then that frane will be appended to the
noi se characters causing an invalid franme (with high reliability).
It is suggested that inplenentations will achieve the best results
by al ways sendi ng an opening Fl ag Sequence if the new frame is not
back-to-back with the last. Transnmitters SHOULD send an open Fl ag
Sequence whenever "appreciable tine" has el apsed after the prior
closing Fl ag Sequence. The maxi num val ue for "appreciable tine"
is likely to be no greater than the typing rate of a slow typist,
say 1 second.

Encodi ng

Al octets are transmitted with one start bit, eight bits of data,
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and one stop bit. There is no provision for seven bit
asynchronous |i nks.

5. Bit-synchronous HDLC
Thi s section summari zes the use of HDLC with bit-synchronous |inks.
Fl ag Sequence

The Fl ag Sequence indicates the beginning or end of a franme, and
is used for frane synchroni zation. The bit streamis exam ned on
a bit-by-bit basis for the binary sequence 01111110 (hexadeci nal
Ox7e).

The "shared zero node" Flag Sequence "011111101111110" SHOULD NOT
be used. Wen not avoi dabl e, such an inplenentati on MJST ensure
that the first Flag Sequence detected (the end of the franme) is
pronptly comunicated to the link |ayer. Use of the shared zero
nmode hinders interoperability with synchronous-to-asynchronous
converters.

Tr anspar ency

The transnmitter exam nes the entire frame between the two Fl ag
Sequences. A "0" bit is inserted after all sequences of five
contiguous "1" bits (including the last 5 bits of the FCS) to
ensure that a Flag Sequence is not simulated.

When receiving, any "0" bit that directly follows five contiguous
"1" bits is discarded

Since the Control Escape octet-stuffing method is not used, the
default receiving and sendi ng Async-Control - Character-Maps are O.

There may be some use of synchronous-to-asynchronous converters
(sonme built into nodens) in point-to-point links resulting in a
synchronous PPP inpl ementati on on one end of a link and an
asynchronous inplenmentation on the other. It is the
responsibility of the converter to do all mapping conversions
during operation.

To enable this functionality, bit-synchronous PPP inpl enentations
MUST al ways respond to the Async- Control - Charact er - Map
Configuration Option with an LCP Configure-Ack. However
acceptance of the Configuration Option does not inply that the
bit-synchronous inplenmentation will do any octet napping.

Instead, all such octet mapping will be performed by the
asynchronous-t o-synchronous converter.
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Aborting a Transm ssion

A sequence of nore than six "1" bits indicates an invalid frame,
which is ignored, and not counted as a FCS error

Inter-frame Tinme Fil

For bit-synchronous links, the Flag Sequence SHOULD be transnitted
during inter-frame tinme fill. There is no provision for inter-
octet time fill.

Mark idle (continuous ones) SHOULD NOT be used for inter-frane
ill. However, certain types of circuit-switched links require the
use of mark idle, particularly those that cal cul ate accounting
based on periods of bit activity. Wen nmark idle is used on a
bit-synchronous link, the inplementati on MUST ensure at |east 15
consecutive "1" bits between Flags during the idle period, and
that the Flag Sequence is always generated at the begi nning of a
frane after an idle period.

Encodi ng

The definition of various encodings and scranbling is the
responsibility of the DTE/ DCE equi prent in use, and is outside the
scope of this specification

VWhile PPP will operate without regard to the underlying
representation of the bit stream |ack of standards for

transm ssion will hinder interoperability as surely as |ack of
data link standards. At speeds of 56 Kbps through 2.0 Mps, NRZ
is currently nost widely available, and on that basis is
recomrended as a default.

When configuration of the encoding is allowed, NRZI is recommended
as an alternative, because of its relative imunity to signa

i nversion configuration errors, and instances when it MAY allow
connection w thout an expensive DSU CSU. Unfortunately, NRZ
encodi ng obviates the (1 + x) factor of the 16-bit FCS, so that
one error in 2**15 goes undetected (instead of one in 2**16), and
triple errors are not detected. Therefore, when NRZI is in use,

it is reconmended that the 32-bit FCS be negotiated, which does
not include the (1 + x) factor

At hi gher speeds of up to 45 Mops, sone inpl enentors have chosen
the ANSI H gh Speed Synchronous Interface [HSSI]. Wile this
experience is currently limted, inplementors are encouraged to
cooperate in choosing transm ssi on encodi ng.
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6. Cctet-synchronous HDLC

This section summari zes the use of HDLC with octet-synchronous |inks,
such as SONET and optionally ISDN B or H channels.

Al though the bit rate is synchronous, there is no bit-stuffing.

Instead, the octet-stuffing feature of 8-bit asynchronous HDLC is

used.

Fl ag Sequence

The Flag Sequence indicates the beginning or end of a frame. The
octet streamis exam ned on an octet-by-octet basis for the val ue
01111110 (hexadeci mal 0x7e).

Tr anspar ency

An octet stuffing procedure is used. The Control Escape octet is
defined as binary 01111101 (hexadeci mal 0x7d).

The octet stuffing procedure is described in "Asynchronous HDLC
above.

The sendi ng and receiving inplenentations need escape only the
Fl ag Sequence and Control Escape octets.

Consi derati ons concerning the use of converters are described in
"Bit-synchronous HDLC' above.

Aborting a Transm ssion
Frames may be aborted by transmitting a Control Escape octet
foll owed i medi ately by a closing Fl ag Sequence. The preceding
franme is ignored, and not counted as a FCS error

Inter-frame Tinme Fil

The Fl ag Sequence MJST be transmitted during inter-frame tine
fill. There is no provision for inter-octet tine fill

Encodi ng

The definition of various encodings and scranbling is the
responsibility of the DITE/ DCE equi prent in use, and is outside the
scope of this specification
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A

Fast Franme Check Sequence (FCS) |nplenentation

The FCS was originally designed with hardware inpl enentations in
mnd. A serial bit streamis transmtted on the wire, the FCSis

cal cul ated over the serial data as it goes out, and the conpl enent of
the resulting FCS is appended to the serial stream followed by the
Fl ag Sequence.

The receiver has no way of determining that it has finished
calculating the received FCS until it detects the Flag Sequence.
Therefore, the FCS was designed so that a particular pattern results
when the FCS operation passes over the conpl enented FCS. A good
frane is indicated by this "good FCS' val ue.

A.1 FCS Computati on Met hod

The foll owi ng code provides a table | ookup conputation for

cal culating the Frane Check Sequence as data arrives at the
interface. This inplenentation is based on [9], [10], and [11]. The
table is created by the code in section B.2.
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/*

* ul6 represents an unsigned 16-bit number. Adjust the typedef for
* your hardware.

*/
typedef unsi gned short ul6;

/*

* FCS | ookup table as calculated by the table generator in section B.2

*/

static ulé fcstab[256] = {
0x0000, 0x1189, 0x2312, 0x329b, 0x4624, 0x57ad, 0x6536, O0x74bf,
0x8c48, 0x9dcl, Oxafb5a, Oxbed3, Oxca6c, Oxdbe5, 0xe97e, Oxf8f7,
0x1081, 0x0108, 0x3393, 0x221a, 0x56a5, 0x472c, O0x75b7, 0x643e,
0x9cc9, 0x8d40, Oxbfdb, Oxae52, Oxdaed, Oxcb64, Oxf9ff, 0xe876,
0x2102, 0x308b, 0x0210, 0x1399, 0x6726, Ox76af, 0x4434, 0x55bd,
Oxad4a, Oxbcc3, 0x8e58, 0x9fdl, Oxeb6e, Oxfae7, 0xc87c, O0xdof5,
0x3183, 0x200a, 0x1291, 0x0318, 0x77a7, 0x662e, 0x54b5, 0x453c,
Oxbdcb, Oxac42, 0x9ed9, 0x8f50, Oxfbef, Oxea66, 0xd8fd, 0xc974,
0x4204, 0x538d, 0x6116, 0x709f, 0x0420, 0x15a9, 0x2732, 0x36bb,
Oxce4d4c, Oxdfch5, Oxed5e, Oxfcd7, 0x8868, 0x99el, Oxab7a, Oxbaf 3,
0x5285, 0x430c, 0x7197, 0x601e, 0x14al, 0x0528, 0x37b3, 0x263a,
Oxdecd, Oxcf44, Oxfddf, Oxec56, 0x98e9, 0x8960, Oxbbfb, Oxaa72,
0x6306, O0x728f, 0x4014, 0x519d, 0x2522, 0x34ab, 0x0630, 0x17b9,
Oxef 4e, Oxfec7, Oxccbc, 0xddd5, Oxa96a, 0xb8e3, 0x8a78, O0x9bf1,
0x7387, 0x620e, 0x5095, 0x411c, 0x35a3, 0x242a, 0x16bl, 0x0738,
Oxffcf, Oxeed6, Oxdcdd, Oxcd54, Oxb9eb, 0xa862, 0x9af9, 0x8b70,
0x8408, 0x9581, Oxa7la, 0xb693, 0xc22c, 0xd3ab5, 0Oxel3e, O0xfO0Ob7,
0x0840, 0x19c9, 0x2b52, 0x3adb, 0x4e64, O0x5fed, 0x6d76, Ox7cff,
0x9489, 0x8500, 0xb79b, 0xa612, Oxd2ad, 0xc324, Oxflbf, 0xe036,
0x18cl, 0x0948, 0x3bd3, 0x2aba, Ox5eeb5, 0x4f6c, 0x7df7, 0x6c7e,
Oxab0a, 0xb483, 0x8618, 0x9791, O0xe32e, Oxf2a7, 0xc03c, O0xdlb5,
0x2942, 0x38ch, 0x0a50, O0x1bd9, O0x6f66, Ox7eef, 0x4c74, O0x5dfd,
0Oxb58b, 0xa402, 0x9699, 0x8710, Oxf3af, 0xe226, 0xdObd, 0xcl134,
0x39c3, 0x284a, Oxladl, 0x0b58, O0x7fe7, 0Ox6e6e, 0x5cf5, 0x4d7c,
0xc60c, 0xd785, Oxe5le, O0xf497, 0x8028, 0x91lal, O0xa33a, 0xb2b3,
0Ox4a44, Ox5bcd, 0x6956, 0x78df, 0x0c60, Ox1lde9, 0x2f72, O0x3efb,
0xd68d, O0xc704, Oxf59f, 0Oxed416, 0x90a9, 0x8120, O0xb3bb, 0xa232,
Ox5ach5, Ox4b4c, 0x79d7, 0x685e, Oxlcel, 0x0d68, O0x3ff3, 0x2e7a,
Oxe70e, Oxf687, 0xc4d4lc, 0xd595, Oxal2a, Oxb0Oa3, 0x8238, 0x93bl
0x6b46, Ox7acf, 0x4854, 0x59dd, 0x2d62, 0x3ceb, 0x0e70, O0x1ff9,
Oxf 78f, 0xe606, 0xd49d, 0xc514, Oxblab, 0xa022, 0x92b9, 0x8330,
0x7bc7, Ox6ade, 0x58d5, 0x495c, 0x3de3, 0Ox2c6a, Oxlefl, O0xO0f78

b

#defi ne PPPI Nl TFCS16 oxffff /* Initial FCS value */
#def i ne PPPGOODFCS16 Oxf0b8 [/* Good final FCS val ue */

/*
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* Calculate a new fcs given the current fcs and the new data.
*/
ulé pppfcsl6(fcs, cp, |en)

regi ster ul6é fcs;

regi ster unsigned char *cp;

register int |en;

{
ASSERT(si zeof (ul6) == 2);
ASSERT(((ul6) -1) > 0);
while (len--)
fcs = (fcs >> 8) ~ festab[(fcs » *cp++) & Oxff];
return (fcs);
}
/*
* How to use the fcs
*/

tryfcsl6(cp, |en)
regi ster unsi gned char *cp;
register int |en;

{
ulé trialfcs;
/* add on output */
trialfcs = pppfcsl6( PPPI NI TFCS16, cp, len );
trialfcs ~= Oxffff; [* conpl ement */
cp[len] = (trialfcs & Ox00ff); [/* least significant byte first */
cp[len+l] = ((trialfcs >> 8) & 0x00ff);
/* check on input */
trialfcs = pppfcsl6( PPPI NI TFCS16, cp, len + 2 );
if ( trialfcs == PPPGOODFCS16 )

printf("Good FCSO0);
}

A.2. Fast FCS table generator

The foll owi ng code creates the | ookup table used to calculate the FCS
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/*

* Cenerate a FCS table for the HDLC FCS

*

* Drew D. Perkins at Carnegie Mellon University.

*

* Code liberally borrowed from Mhsen Banan and D. Hugh Redel nei er.
*/
/*

* The HDLC polynomial: x**0 + x**5 + x**12 + x**16 (0x8408).
*/
#define P 0x8408

mai n()

regi ster unsigned int b, v;
register int i;

printf("typedef unsigned short ul6;0);
printf("static ul6é fcstab[256] = {");
for (b =0; ;)

if (b %8 == 0)

printf("0);
v = b;
for (i =8; i--; )

vV=v&l?(v>1 ~P:v>>l1

printf("0x%®4x", v & OXFFFF);
if (++b == 256)

br eak;
printf(",");

}
printf("0;0);
}

Security Consi derations

As noted in the Physical Layer Requirenents section, the link |ayer
m ght not be informed when the connected state of physical |ayer is
changed. This results in possible security |apses due to over-
reliance on the integrity and security of swi tching systens and
adm nistrations. An insertion attack might be undetected. An
attacker which is able to spoof the sane calling identity m ght be
able to avoid link authentication.
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