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Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard. Discussion and
suggestions for inprovenent are requested. Please refer to the
current edition of the "Internet Oficial Protocol Standards" for the
standardi zati on state and status of this protocol. Distribution of
this meno is unlimted.
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1. Introduction

Al t hough electronic nmail is preferable as a neans of third-party
communi cation, in some cases it may be necessary to print
information, in hard-copy form at a renote location. The renote
out put device may consist of a standard line printer, a printer with
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multiple fonts and faces, a printer that can reproduce graphics, or a
facsimle device. Renote output may be acconpani ed by informtion
that identifies the intended recipient. This nmeno describes a
technique for "renote printing" using the Internet nmail

infrastructure. |In particular, this nmeno focuses on the case in
whi ch renpote printers are connected to the international tel ephone
net wor k.

2. Nam ng, Addressing, and Routing

A printer is identified by a tel ephone nunber which corresponds to a
&3-facsinle device connected to the international telephone network,

e.g.,
+1 415 968 2510

where "+1" indicates the 1 DDD country code, and the renmining string
is a telephone nunber within that country.

2.1 Addressing

This nunber is used to construct the address of a renote printer
server, which forns the recipient address for the nessage, e.g.,
ei t her

renote-printer@.1.5.2.8.6.9.5.1.4.1. tpc.int

or

renmote-printer. ATOM@®. 1.5.2.8.6.9.5.1.4. 1. tpc.int
where "ATOM' is an (optional) RFC 822 atom [1], an opaque string for
use in recipient identification when generating a cover-sheet, and
the domain-part is constructed by reversing the tel ephone nunber,

converting each digit to a domain-1label, and being placed under
"tpc.int."
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Note that the mail box syntax is purposefully restricted in the
interests of pragmatism To paraphrase RFC 822, an atomis defined
as:

atom = 1*at onthar

atonthar= <any upper or |owercase al phabetic character

(A-Z a-z)>
/| <any digit (0-9)>
T A S A7 B A A A B A
Y R A L B Y A
T S A e

Finally, note that sone Internet mail software (especially gateways

fromoutside the Internet) inpose stringent limtations on the size

of a mmilbox-string. Thus, originating user agents should take care
inlimting the local-part to no nore than 70 or so characters.

2.2 Routing

The nessage is routed in exactly the same fashion as all other
electronic mail, i.e., using the MX algorithm[2]. Since a renpote
printer server nmight be able to access many printers, the wldcarding
facilities of the DNS [3,4] are used accordingly. For exanple, if a
renote printer server residing at "dbc.nmview ca.us" was willing to
access any printer with a tel ephone nunber prefix of

+1 415 968
then this resource record m ght be present

*.8.6.9.5.1.4. 1. tpc.int. IN MX 10 dbc. ntvi ew. ca. us.
Naturally, if several renote printer servers were willing to access
any printer in that prefix, multiple MX resource records would be
present.
It should be noted that the presence of a wildcard RR which matches a
renote printer server’s address does not inply that the correspondi ng
t el ephone nunber is valid, or, if valid, that a G-facsim |l e device
is connected at the phone nunber.

3. Procedure

VWhen information is to be renotely printed, the user application
constructs an RFC 822 nessage, containing a "Message-ID' field
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If the local -part of the address does not contain an opaque string
for use in recipient identification, then the body must consi st

"mul tipart/ mxed" content [5] having at two parts, the first being a
"application/renmpte-printing” content-type (defined in Appendix A),
which will be used to generate a cover-sheet, and the second being an
arbitrary content-type corresponding to the information to be
printed. If the local-part of the address does contain an opaque
string for use in recipient identification, then the body consists of
an arbitrary content-type corresponding to the information to be
printed.

Regardl ess, the nessage is then sent to the renote printer server’'s
el ectronic mail address.

3.1 Content-Types

It should be noted that not all content-types have a natural printing
representation, e.g., an "audi 0" or "video" content. For this
reason, the second part of the "multipart/m xed" content should be
one of the follow ng:

text/plain, nessage/rfc822, application/postscript image/tiff
(defined in Appendix B), any multipart.

Not e t hat:

(1) Wth the "text/plain" content-type, not all character
sets may be available for printing.

(2) Wth the "nessage" content-type, the subordi nate content
will be processed recursively.

(3) Wth the "application/postscript” content-type, the
renote printer server should evaluate the contents in a
saf e execution environnent.

(4) Wth the "multipart" content-type the subordi nate contents
wi Il be processed recursively: for a "multipart/nm xed" or
"mul tipart/digest" content, each subordinate content will
start on a new page, whilst for a "nultipart/parallel" content,
all subordinate contents will, if possible, start on the sane
page. Naturally, when processing a "nmultipart/alternative"
content, only one subordinate content will be printed.

3.2 Generating a Cover- Sheet

If the "application/renote-printing" content-type is present,
this contains all the informati on necessary to generate a
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cover-sheet. Oherw se, the cover-sheet must be generated
based on other information avail abl e.

Typically, a cover sheet consists of three sections:
o information identifying the originator;
o information identifying the recipient; and,

0 additional information supplied by the renote printer
server.

To identify the originator, the renote printer server will use the
message headers, usually by stripping any trace headers (i.e.,
"Recei ved" and "Return-Path") and then re-ordering the remaining
headers starting with the "Fronf header

To identify the recipient, the opaque string fromthe | ocal- part of
the remote printer server’s address is consulted. For example, if
the renpote printer server’s address is
renote-printer. Arlington_Hewes/ Room 403@.1.5.2.8.6.9.5.1.4. 1. tpc.int
then the opaque string
Arlington_Hewes/ Room 403
is consulted. |p Wen generating a cover-sheet using this opaque
string, the renpte printer server will interpret an underscore
character ("_") as a space, and a solidus character ("/") as an end-
of -1ine sequence. A rempte printer server will interpret two
consecutive underscore characters in the opaque string as a single
underscore, and two consecutive solidus characters as a single
solidus. So, the opaque string,

Arlington_Hewes/ Room 403

m ght appear on the cover-sheet as

To: Arlington Hewes
Room 403
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3.3 Return Recei pt

4.

VWhen the renote printer server finishes its processing,

Cct ober 1993

a message is

returned to the originator, indicating either success (i.e., the

message was successfully sent to the facsinile device),

or failure,

with an explanation (e.g., after several repeated attenpts, there was

no answer).

Usage Exanpl es

4.1 Explicit Cover Sheet

To: renote-printer@.1.5.2.8.6.9.5.1.4. 1. tpc.int
From Carl Ml anmud <carl @mal anud. conw
Date: Thu, 22 Jul 1993 08:38:00 -0800
Subj ect: First exanple
Message- | D <19930722163800. 1@ral anud. con®
M ME-Version: 1.0
Cont ent - Type: mul ti part/ m xed;
boundary="----- = aaaaaaaaaal"

——————— =_aaaaaaaaaal
Cont ent - Type: application/renote-printing

Reci pi ent : Arlington Hewes
Tel ephone: +1 415 968 1052
Facsim | e: +1 415 968 2510

Originator: Carl Mal anud
Organi zation: Internet Multicasting Service

Addr ess: Suite 1155, The National Press Building
Washi ngt on, DC 20045
us

Tel ephone: +1 202 628 2044

Facsim | e: +1 202 628 2042

EMai | : carl @ml anud. com

Any text appearing here would go on the cover-sheet.

——————— =_aaaaaaaaaal
Content - Type: text/plain; charset="us-ascii"

Here are ny comments..

_______ = aaaaaaaaaa0- -
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4.2 Inplicit Cover Sheet

To:renote-printer. Arlington_Hewes/ Room 403@.1.5.2.8.6.9.5.1.4.1.tpc.int
cc: Marshall Rose <nrose@lbc. mtvi ew. ca. us>

From Carl Mal anud <carl @ral anud. con®

Date: Thu, 22 Jul 1993 08:38:00 -0800

Subj ect: Second exanpl e

Message- |1 D <19930722163800. 2@ral anud. con

M Me-Version: 1.0

Cont ent - Type: application/postscript

%

Note that in this latter exanple, both renote printing and e-mail
reci pients can be identified in the sane nessage.

4.3 Mnimal, Text-only
To:renote-printer. Arlington_Hewes/ Room 403@.1.5.2.8.6.9.5.1.4.1.tpc.int
cc: Marshall Rose <nrose@lbc. ntvi ew. ca. us>
From Carl Ml amud <carl @mal anmud. conw
Date: Thu, 22 Jul 1993 08:38:00 -0800
Subj ect: Third exanpl e
Message- | D <19930722163800. 3@ral anud. conw
Here are ny comments. ..
5. Prototype |nplenmentation

A prototype inplenentation is openly available. The MME
instructions for retrieval are:
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M ME-Version: 1.0
Content-Type: multipart/alternative;
boundary="----- = aaaaaaaaaal"

Cct ober 1993

Content-Description: pointers to ftp and e-mail access

——————— = aaaaaaaaaal

Cont ent - Type: message/ ext er nal - body;
access-type="nmuil -server";
server="archive-server@tp.ics.uci.edu"

Content - Type: application/octet-stream type="tar";
X-conver si ons="x- conpr ess"
Content-1D: <4599. 735726126. 1@lbc. nt vi ew. ca. us>

m mesend nrose/tpc/rp.tar.Z
——————— = aaaaaaaaaal

Cont ent - Type: nessage/ ext er nal - body;
access-type="anon-ftp"; name="rp.tar.Z";

directory="nrose/tpc"; site="ftp.ics.uci.edu"

Cont ent - Type: application/octet-stream type="tar";
X-conver si ons="x- conpr ess"
Content-1D: <4599. 735726126. 2@lbc. nt vi ew. ca. us>

....... =_aaaaaaaaaa0- -

Thi s package contains software for UN X-based systens,
devel oped and tested under SunGCS, with an openl y-avai

package (Sam Leffler’s Fl exFAX package), and contains
sites acting as either client or server participants,

adm ni strators.

Mal amud & Rose
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6.

8.

Future | ssues
Note that several issues are not addressed, e.g.,

0 determ ning which content-types and character sets are
supported by a renote printer server;

o introduction of authentication, integrity, privacy,
aut hori zati on, and accounting services;

o preferential selection of a renbte printer server; and,

0 aggregation of nultiple print recipients in a single
nessage.

Subsequent work mi ght consider these issues in detail.
Security Considerations

Internet mail may be subject to monitoring by third parties, and in
particul ar, nessage rel ays.
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Appendi x A.  The application/renote-printing Content-Type

(1) MME type name: application

(2) M ME subtype nane: renote-printing

(3) Required paraneters: none

(4) Optional paraneters: none

(5) Encodi ng considerations: 7bit preferred

(6) Security considerations: none

(7) Specification:

The "application/renote-printing" content-type contains originator

and reci pi ent

t he ABNF notation of RFC 822,

<cont ent >

<reci pi ent-i nf o>

<originator-info> :

<addr ess-i nf o>

<val ue>

<cover-info>

Note that the val ue
addr ess.

Mal amud & Rose

of the "Email" field

i nformati on used when generating a cover-sheet.
the syntax for this content

<reci pient-info> CRLF

<ori gi nator-info>

[ CRLF <cover-i nfo>]
n ReCi pi ent n m.n
<addr ess-i nf o>

"Originator”
<addr ess-i nf o>

["Title" o
[ " Departnent " o
["Organi zati on"
["Mail stop" e
[

[

" Addr ess" e
"Tel ephone"
"Facsim | e"
["ErTBiI" II:II
*t ext
[ CRLF LWSP- char

*(*text CRLF)

<val ue>

<val ue>

<val ue>
<val ue>
<val ue>
<val ue>
<val ue>
<val ue>
<val ue>
<val ue>

<val ue>

is an RFC

Usi ng
is:

CRLF

CRLF

CRLF]
CRLF]
CRLF]
CRLF]
CRLF]
CRLF]
CRLF
CRLF]

822 mmi | box
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Appendi x B. The image/tiff Content-Type
(1) MME type name: image
(2) M ME subtype nane: tiff
(3) Required paraneters: none
(4) Optional paraneters: none
(5) Encodi ng considerations: base64

(6) Security considerations: none

Pr ocedur es Cct ober 1993

(7) Published specification: TIFF class F, as defined in:

Tag Image File Format (TIFF) revision 6.0

Devel oper’ s Desk

Al dus Corporation
411 First Ave. South
Suite 200

Seattle, WA 98104
206- 622- 5500
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