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An Access Control Protocol, Sonetines Call ed TACACS

Status of this Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard. Distribution of this menmo is
unlimted.

Backgr ound

There used to be a network call ed ARPANET. This network consisted of
end nodes (hosts), routing nodes (I MPs) and links. There were (at

|l east) two types of I MPs: those that connected dedicated |ines only
and those that could accept dial up lines. The latter were called
"TIPs. "

Peopl e being what they were, there was a desire to control who coul d
use the dial up lines. Someone invented a protocol, called "TACACS"
(Term nal Access Controller Access Control Systenf), which allowed a
TIP to accept a usernane and password and send a query to a TACACS
aut henti cation server, sonetinmes called a TACACS daenon or sinply
TACACSD. This server was nornally a programrunning on a host. The
host woul d determ ne whether to accept or deny the request and sent a
response back. The TIP would then allow access or not, based upon
the response.

Wiile TIPs are -- shall we say? -- no |onger a najor presence on the
Internet, ternminal servers are. Cisco Systens term nal servers

i mpl emrent an extended version of this TACACS protocol. Thus, the
access control decision is delegated to a host. In this way, the
process of making the decision is "opened up" and the al gorithns and
data used to nmake the decision are under the conplete control of
whoever is running the TACACS daenon. For exanple, "anyone with a
first name of Joe can only login after 10:00 PM Mon-Fri, unless his
last nane is Smith or there is a Susan already |ogged in."

The extensions to the protocol provide for nore types of
aut henti cation requests and nore types of response codes than were in
the original specification

The origi nal TACACS protocol specification does exist. However, due
to copyright issues, | was not able to obtain a copy of this docunent
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and this lack of access is the main reason for the witing of this
docunent. This version of the specification was devel oped with the
assi stance of G sco Systens, who has an inplenentation of the TACACS
protocol that is believed to be conpatible with the origina
specification. To be precise, the Cisco Systens inplenmentation
supports both the sinple (non-extended) and extended versions. It is
the sinple version that would be compatible with the original

Pl ease keep in mnd that this is an informati onal RFC and does not
specify a standard, and that nore information may be uncovered in the
future (i.e., the original specification nmay becone avail abl e) that
coul d cause parts of this docunent to be known to be incorrect.

Thi s RFC docunents the extended TACACS protocol use by the G sco
Systens terminal servers. This same protocol is used by the
University of Mnnesota's distributed authentication system

1. Protocol Semantics

This section will describe the requests and responses. The foll ow ng
two sections will describe two different ways of encoding the

pr ot ocol

A request/response pair is the basic unit of interaction. 1In this

pair, the client sends a request and the server replies with a
response. All requests nust be acknow edged with a response. This
requirenent inmplies that all requests can be denied, although it is
probably futile to attenpt to deny a "l ogout" request.

1.1 Connections

In sone cases, a string of request/response pairs forms a | arger
unit, called a "connection."

There are three types of connections:
1) Authenticate only, no connection

client: sends an AUTH packet
server: responds with a REPLY
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2) Login connection:

client: sends a LOd N packet
server: responds with a REPLY

repeat zero or nore tines:
client: sends a CONNECT packet
server: responds with a REPLY

client: sends a LOGOUT packet
server: responds with a REPLY

3) SLIP connecti on:

client: sends a LOd N packet
server: responds with a REPLY

repeat zero or nore tines:
client: sends a CONNECT packet
server: responds with a REPLY

client: sends a SLI PADDR packet
server: responds with a REPLY

repeat zero or nore tines:
client: sends a CONNECT packet
server: responds with a REPLY
client: sends a SLIPON packet
server: responds with a REPLY
client: sends a LOGOUT packet (imredi ate)
server: responds with a REPLY

client: sends a SLIPOFF packet
server: responds with a REPLY

1.2 Requests

This section lists the requests supported by the protocol. The
responses are described in the | ater encodi ngs sections.

AUTH(user nane, password, line, style)

Thi s request asks for an authentication. The paraneters are:
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- the usernane

- the password

- an indication of which Iine the request is for, and
- a style of authentication

The usernane is a string that identifies the user. |In principle,
it can be of any length and contain any characters. |n practice,
it should be no longer than 128 characters and should contain only
the ASCII characters "!" (33 decinmal) through "~" (126 decinal),

i ncl usi ve.

The password is a string that is used to authenticate the user

identified by the username. In principle, it can be of any length
and contain any characters. |In practice, it should be no | onger
than 128 characters and should contain only the ASCI| characters
"1™ (33 decimal) through "~" (126 decimal), inclusive.

The line is a non-negative decimal integer. |If the client
supports nultiple physical access channels, this value identifies
the particular channel. By convention, |ines are nunbered

starting fromone, although this should be taken with a grain of
salt. For exanple, Ci sco Systens’ inplenentation uses zero to
desi gnate the consol e port, then continues with one for the "nmain"
serial lines. Cients that support only one channel should use
line zero.

The authentication style is a possibly enpty string. It
identifies the particular style of authentication to be perforned.
Its syntax and semantics are | ocal

Exanpl e:
AUTH("fi n@net.um. edu", "fake-password", 0, "staff")

Thi s specifies a usernane of "fin@net.um. edu" (which happens to
be ny e-nmail address), a password, an indication that no line is
associated with this request, and a style of "staff". The
semantics for this style might be that | amrequired to be a staff
menber (in addition, of course, to supplying a valid usernane and
password). The server woul d presunmably consult an externa

dat abase to verify the staff status

As a local option, the inplenmentation may choose to encode the
style informati on by using alternate port numbers. E.g. port 4001
woul d nean style 1, 4002 would be style 2, etc.

Note that the AUTH request type cannot be sent using the UDP
encodi ng.
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LOAd N(usernarme, password, line) returns (resultl, result2, result3)
Thi s request asks for an authentication and signals that -- if the
aut henti cation succeeds -- a login connection is starting. The

paranmeters are:

- the usernane
- the password
- an indication of which I[ine the request is for

The neanings of the input fields are the sane as the AUTH request.
If the request is successful, this request returns three result
values in addition to the success status. The result values are
non- negative integers. Their interpretation is local. For
exanple, Cisco Systenms termnal servers interpret result3 to be
the identifier of a local access list to use for additiona

val i dati on.

CONNECT(user nanme, password, line, destinationlP, destinationPort)
returns (resultl, result2, result3)

This request can only be issued when the usernane and |ine specify
an al ready-exi sting connection. As such, no authentication is
requi red and the password will in general be the enpty string. It
asks, in the context of that connection, whether a TCP connection
can be opened to the specified destination |IP address and port.

The return values are as for LOG N
SUPERUSER( user nanme, password, |ine)

Thi s request can only be issued when the usernanme and |ine specify
an al ready-exi sting connection. As such, no authentication is
required and the password will in general be the enpty string. It
asks, in the context of that connection, whether the user can go
into "super-user" or "enable" node on the termnal server

As an exanmple of the flexibility inherint in this whole schene,
the TACACSD supplied by Cisco Systenms ignores the username part
and i nstead checks wether the password matches that of the special
user "$enabl e$".

LOGOUT(user nane, password, line, reason)
Thi s request can only be issued when the usernanme and |ine specify
an al ready-exi sting connection. As such, no authentication is

required and the password will in general be the enpty string. It
i ndi cates that the connection should be term nated (but see

Fi nseth [ Page 5]



RFC 1492 TACACS July 1993

SLIPON). It nust be acknow edged, but the success/fail status of
the acknow edgnent is irrelevant. The reason val ue indicates why
the connection is termnating. A null reason value is supplied
when the connection is going into SLIP node.

SLI PON( user name, password, line, SLIPaddress) returns (resultl,
result2, result3)

Thi s request can only be issued when the usernanme and |ine specify
an al ready-exi sting connection. As such, no authentication is
required and the password will in general be the enpty string. It
asks, in the context of that connection, whether the specified

SLI Paddress can be used for the renmpte end of the connection

If the server replies with a success, the client can proceed to a
SLI PON request. (It need not do so right away, however.)

Note that semantics of "username" can get hairy. For exanple, the
Cisco Systens inplenmentation encodes information in this way:

- If the user just requested the default address be assigned, this
field holds the username in | ower case.

- If the user requested a specific |IP address or host nane for the
SLI P connection, this field contains the requested host name in
UPPER case.

If the server replies with a success, the client will inmrediately
send a LOGOUT request. However, the connection will renain
established until a SLIPOFF request is sent. No other

aut hentication requests will be sent for that connection.

SLI Paddress specifies the I P address used by the renote host. If
a SLI PADDR request has been made, it will be that address

O herwise, it will be the default address assigned by the client
(e.g., Cisco terminal server).

The return values are as for LOG N

SLI POFF(user nanme, password, |ine, reason)

This request can only be issued when the usernane and |ine specify
an al ready-existing connection that is in "SLIP' node. As such,

no aut hentication is required and the password will in general be
the enpty string. 1t indicates that the connection should be
termnated. It nust be acknow edged, but the success/fail status

of the acknow edgnent is irrelevant. The reason value indicates
why the connection is termnating.
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2.0 UDP Encodi ng: TACACS

This section describes the UDP encodi ng of the requests that have
just been described. It also describes the responses. This UDP
encoding forns the basis of the historical TACACS protocol

This protocol uses port 49. This assignnent continues to be
confirmed by the 1 ANA in the Assigned Nunbers RFCs. (I can’'t say
that it was assigned by the I ANA as the assignment preceded the
organi zation.)

The basic packet format is shown here. Al nulti-bytes values are in
network byte order. Unless otherw se specified, all values given are
in decimal. Unused fields should be set to zero, but the recipient
shoul d not depend on that setting.

As was nentioned earlier, there are both sinple and extended forns,
of which the sinple formis a proper subset of the extended form A
server should support both. | wll describe both forns in parall el

Si npl e Form
The fields are:
of f set length field
ver sion
type
nonce val ue

usernanme length (to server) / response (to client)
password length (to server) / reason (to client)

GANRFRO
PRNR PR

in the usual packet |ayout format:

0 1 2 3
01234567890123456789012345678901
T S T i i S it iR IR R S S S S i it S N

Ver si on : Type : Nonce
BT i ol S e e S e ad it S S TR R e S S T sl st s SIS SRR S SRR R R S
User |len/Resp : PWIen/ Reason : dat a. .

e e e e e e e b e e e A e m e e e e e e b e e e e e e e e e e e 4
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Ext ended Form
The fields are:

of fset length

aries

TACACS
field
ver si on
type

nonce val ue
usernamne | ength
password | ength
response

reason

resultl

desti nati on host,

destination port
l'ine

result?2

result3

July 1993

| P addr ess

data: usernane + password

in the usual packet |ayout format:

0 1

3

01234567890123456789012345678901
i S S T i S T i S e i Sl S S S

Ver si on

Type

Nonce

s Sl e T S i S S

User |en : Password | en

Response : Reason

S i i i S it iR S S S i i e e

Result 1

i S S T i S T i S e i Sl S S S

Desti nati on Address

e Sl s I i S S

Dest Port

Li ne

e e e e e e e e e e e e e e e e b e e e b e e e e e e e e e e e 4

Result 2

i S S T i S T i S e i Sl S S S

Result 3

dat a. .

e Sl s I i S S

2.1 Fields

The VERSION field specifies the version nunber. It mnust be zero for
simple or 128 (80 hexadecinmal) for extended.
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The TYPE field encodes the request type. Values are:

LCA N
RESPONSE
CHANGE
FOLLOW
CONNECT
SUPERUSER
LOGOUT
RELOAD
SLI PON
SLI POFF
SLI PADDR

(server to client only)

PPRPOO~NOOR_RWNE

0
1

O her val ues bel ow 128 are reserved for future use. Values from 128
to 255 are reserved for | ocal use.

Note that the semantics of the CHANGE, FOLLOW RELOAD requests have
not been determ ned.

The NONCE field is set by the client to an arbitrary value. |Its
purpose is to allow clients that may have nultipl e outstanding
requests to determ ne which request a response is for. The server
nmust copy this value to the reply unaltered.

The USERNAME LENGTH field is set by the client to the Iength of the
usernanme in characters. Legal values are 0 to 255, inclusive. The
server must copy this value to the reply unaltered.

The PASSWORD LENGTH is set by the client to the length of the
password in characters. Legal values are 0 to 255, inclusive. The
server must copy this value to the reply unaltered.

The RESPONSE field should be set by the client to zero. The server
sets the value to one of:

val ue meani ng

1 accepted
2 rejected

O her val ues bel ow 128 are reserved for future use. Values from 128
to 255 are reserved for | ocal use.
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The REASON field should be set by the client to zero, except for
LOGOUT and SLI POFF requests, which may use values of 4, 5, or 6. The
server sets the value to one of:

val ue meani ng not es

0 none used for ACCEPTED or if the server
is ornery

1 expiring

2 password

3 deni ed

4 qui t user quit normally

5 idle idle tineout

6 drop carrier dropped

7 bad too many bad passwords

The values from4 to 6 will only be used for reasons for LOGOUT or

SLI POFF requests: they will not be returned by the server. Oher

val ues bel ow 128 are reserved for future use. Values from 128 to 255
are reserved for |ocal use.

The RESULT1 field should be set by the client to zero. For LOG N or
CONNECT requests, it is set by the server as specified in the request
description. For all other requests, it should be set by the server
to zero.

The DESTI NATI ON HOST field is set by the client. On CONNECT, SLIPON
and SLI POFF requests it specifies an I P address. It should be set to
zero on all other requests. For SLIPON and SLI POFF request, this

val ue should be the I P address assigned to the line. For CONNECT
requests, this value is the I P address of the host that the user is
attenpting to connect to. The server copies this value to the reply.

The DESTI NATION PORT field is set by the client. On CONNECT requests
it specifies the port nunber that the user is attenpting to connect
to. It should be set to zero on all other requests. The server
copies this value to the reply.

The LINE field is set by the client to the Iine nunber that the
request is for. The server copies this value to the reply.

The RESULT2 field should be set by the client to zero. For LOG N or
CONNECT requests, it is set by the server as specified in the request
description. For all other requests, it should be set by the server
to zero.

The RESULT3 field should be set by the client to zero. For LOG N or
CONNECT requests, it is set by the server as specified in the request
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description. For all other requests, it should be set by the server
to zero.

The DATA field contains just the text of the usernane and password,
with no separator characters (you use usernanme | ength and password
length to sort themout). The server does not copy the values to the
reply. (However, the server does copy the usernane | ength and
password length fields to the reply.) The usernanme data may be in
upper case: conparisons shoul d be case-insensitive.

2.2 What a dient Does

The client nust format and send a UDP request to port 49. It
constructs the request by foll ow ng these steps:

- set the version to 128

- set the type to that of the request

- set the nonce to a unique value that is different from al
out st andi ng requests

- set the usernane | ength

- set the password | ength

- set the response to zero

- set the reason to zero (except for LOGOUT and SLI POFF)

- set the resultl to zero

- if CONNECT, SLIPON, or SLIPCFF, set the destination address
to the I P address, otherwi se set it to zero

- if CONNECT, set the destination port to the port, otherw se
set it to zero

- set the line

- set the result2 to zero

- set the result3 to zero

- copy the usernane to the location just after result3

- copy the password to the location just after the end of the
user nane

Send the request. Wit for a reasonable (and hopefully confi gurable)
period of tine. |If no response has been received, retry a reasonabl e
(and hopefully configurable) number of tinmes. Reasonable default
wait times are 5 seconds and retries are 2

If a response has been received, use the nonce value (and as many
other fields as you like) to match it to an outstanding request. |If
there is no matchi ng outstandi ng request, take appropriate (and
hopeful Il y configurable) action such as di scardi ng and/ or |ogging the
packet .

If the response matches an outstandi ng request, exam ne the response
and reason codes and take whatever action you deemcorrect. For
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responses to LOG N and CONNECT requests, also incorporate the
resultl, result2, and result3 values as you deem correct.

2.3 What a Server Does

Upon receipt of a UDP format request, the server exam nes the data in
the request packet and determines its response. It constructs the
reply by follow ng these steps:

- set the version to 128

- set the type to RESPONSE (2)

- copy the nonce val ue

- copy the usernane | ength val ue

- copy the password | ength val ue

- set the response value to the desired response

- set the reason value to the desired reason

- if LOG@ N or CONNECT, set the resultl else zero the resultl
- copy the destination host val ue

- copy the destination port val ue

- copy the line value

- if LOG@ N or CONNECT, set the result2 else zero the result2
- if LOG@ N or CONNECT, set the result3 else zero the result3
- do NOT copy the usernane or password data

(As always, be liberal in what you expect and conservative in what
you send.) Send the response. Do not attenpt to retry, as you have
no basis for determ ning whether a retry is required. Any retries
are up to the client. This, of course, inplies that requests are

i denpotent. They aren’t, of course, so the retries nust be

consi dered when trying to assenbl e requests into connections.

3.0 TCP Encodi ng

This section describes the TCP encodi ng of the requests and
responses. This encoding is not conpatible with the historica
TACACS protocol. However, it is somewhat nore "nodern” in that it
has been updated to provide for current feature needs.

Thi s protocol does not use a reserved port. Instead, it mnust be
possible to configure the ports used by both the the client and
server.

The basic request format is shown here. The request consists of four
lines of ASCII text. Al nuneric values are expressed in ASCI| as
deci mal integers.
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<versi on> <type> <par aneters>
<user nane>

<passwor d>

<line>

Each line in the exanple corresponds to one line of text. That is,
the lines are separated with <CR>/<LF> (13/10 decimal) pairs. |In no
event may "bare" <CR> or <LF> characters appear within a field. In
addition, <NUL> (0 decimal) characters may not be sent.

The <version> and <type> fields are separated with one or nore
<SPACE> (32 decimal) or <TAB> (9 decinmal) characters.

The <paraneters> field is optional. |If present, it is separated from
the <type> field and internal paraneters separated from each ot her by
or nore <SPACE> or <TAB> characters. Any trailing <SPACE> or <TAB>
characters present on this |ine should be ignored by the server: they
shoul d not be taken to inply a trailing enpty field.

In theory there are no line length limts. |In practice, lines should
not exceed 255 characters (counting the <CR> and <LF>) and probably
shoul d be 80 characters or |ess.

3.1 Fields

The VERSION field specifies the version nunber. It must be 1. O her
val ues below 128 are reserved for future use. Values from 128 to 255
are reserved for |ocal use.

The TYPE field encodes the request type. Values are:

AUTH

LCA N
CONNECT
SUPERUSER
LOGOUT
SLI PON
SLI POFF

I.e., the keyword sinply encodes itself. 1t nmust be in upper case.
Keywords that begin with the letter "X' are reserved for |ocal use.

The USERNAME field contains the text of the username. Leading and
trailing <SPACE> or <TAB> characters are considered significant. The
usernanme data may be in upper case: conparisons should be case-

i nsensitive.

The PASSWORD field contains the text of the password. Leading and
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trailing <SPACE> or <TAB> characters are considered significant.

The LINE field is set by the client to the Iine nunber that the
request is for.

3.2 Responses

Appendi x E of STD 10, RFC 821 describes the general theory of reply
codes. The this protocol follows the format described in that
docunent. In a nutshell, replies are of the form

<nunber > <t ext >

Where <nunber> is a three-digit decinmal value and <text> is an
arbitrary text string, presumably containing only printing text
characters (<SP> (32 decimal) through "~" (126 decimal)). At |east
one <SP> (32 decinal) character separates the nunber fromthe text.
A <CR>/ <LF> sequence follows the text.

The three digit codes conpletely determi ne the response. The text
shoul d be consi dered an expl anatory comrent for human under st andi ng.
However, even w thout knowi ng all values, the first digit can be used
to determine the overall nature of the response. The encodings are:

1 Positive Prelimnary: the request is acceptable,
but no action will be taken until an additiona
request is made (not used in this version of the
pr ot ocol )

2 Positive Conpl etion

3 Positive Intermedi ate: the request is acceptable

so far, but has not been conpletely transferred
(not used in this version of the protocol)

4 Transi ent Negative: the request is not acceptable
for now It is acceptable to retry, as another
instance may have a different result.

5 Per manent Negative: the request is not acceptable

The text portion is optional (i.e., may be the enpty string) and it
descri bes the neaning of the message in human readabl e form

Fi nseth [ Page 14]



RFC 1492

TACACS July 1993

Wiile different server inplenmentations will result in different

nmessages,

the follow ng are suggest ed:

201 accepted: # # #

202 accepted, password is expiring: # # #
401 no response; retry

501 invalid format

502 access deni ed

The ": # # #" in the first two nessages is the suggested way of

returning

the three result codes for LO@ N and CONNECT requests.

3.3 Wiat a dient Does

The client opens a TCP connection to the | ocally-configured address

and port.

Then read

It sends the request by sending:

the character "1"

one or nore <SPACE> or <TAB> characters

the request type as an ASCI| string

if an AUTH, send one or nore <SPACE> or <TAB> characters
and the authentication style

if a CONNECT, SLIPON, or SLIPOFF, send one or nore <SPACE>
or <TAB> characters and the | P address in dotted deci nal
not ati on

if a CONNECT, send one or nore <SPACE> or <TAB> characters
and the port nunber in decinal

a <CR>/ <LF>

the usernanme (or hostnane for SLI PADDR)

a <CR>/ <LF>

t he password

a <CR>/ <LF>

the line

a <CR>/ <LF>

one line fromthe connection and cl ose the connection

This encoding lets TCP take care of waiting, retries, and matching up
requests and responses.

Exam ne the response |ine and take whatever action you deem correct.

3.4 What the

Server Does

The server waits on the locally-specified port for requests. Wen
one is made, it reads four |ines of input.

It examines the first line for a valid version nunber and request.
It also records any optional paraneters.
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It uses the usernane, password, and |line nunber along with any other
information it deens fit to determne its response.

It then sends exactly one |ine of response, term nated by a
<CR>/ <LF>, and cl oses the connection

4.0 Pros and Cons
Advant ages to using the UDP format:

- lower overhead
- conpatible with historical standard
- sone existing equi prent supports it

Advant ages to using the TCP format:

- easier to inplenent, especially on nmachines with no or
poor UDP support

- sinmpler, cleaner syntax

- potentially wi der range of error codes, and support for
tenporary and negoti ated aut hentication sequences

5.0 Security Notes

VWil e the protocol itself has been described, there are a number of
ot her considerations worth nentioning.

First, the protocol carries the usernane and password in clear text
in either a single UDP packet or a TCP stream As such, if an
attacker is capable of nmonitoring that data, the attacker could
capture usernane/ password pairs. Inplenmentations can take severa
steps to mnimze this danger

- Use point-to-point |inks where possible.
- Physically secure the transm ssion nedi um

- If packets nust traverse nultiple network segnents, use a secure
routing subsystem This inplies:

- Tight control over router configurations.

- Tight control over routing protocols.

- Avoid use of bridges, as they can be silently fooled into
duplicating packets.

Second, this protocol potentially opens up a new way of probing
user names and passwords. Thus, inplenentations may w sh to have
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servers:

- limt responses to a controlled list of clients,
- throttle the rate of responding to requests,
- log all failures (and possibly successes, too).

Third, this protocol essentially allows clients to offl oad
accept/reject decisions to servers. \While an obvious inplenmentation
woul d sinply use the server’s native |ogin mechanismto make the
determnation, there is no reason to limt inplenentations to that
nmechani sm Servers coul d:

- use alternate lists of accounts (e.g., password files),

- use alternate mechani sms for accessing the accounts (e.g.,
a dat abase, NI'S),

- use alternate algorithns (e.g., SecurelD cards),

- translate the request to another protocol and use that
protocol to make the determination (e.g., Kerberos).

Fourth, the use of a "fanout" server (described in the next section)
allows for:

- centralized | ogging of usage for attack anal ysis
- centralized policy:

- ability to block selected specific users

- ability to block selected user nanes (e.g., don't
all ow "root" or "guest")

- ability to block poor passwords (e.g., none or weak)

6.0 Case Study

This section presents the basic steps used by the inplenentation at
the University of Mnnesota. Two exanples will be used. The first
is a basic terminal login. The second is a database access
verification.

Usernanes are in one of three forns:
Fi rst. M Last - #@Qim. edu
First.M Last-#
user @ost
A nane in the first formis converted to one in the second.
A nane in the second formis |ooked up in the University-w de

directory system |If found, the associated electronic mail address
is treated as if the third formwas entered.
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The third formspecifics the name of a conputer whose nmanager has
agreed to performvalidations and the nane of an account on that
comput er.

The systemthat we use allows for many requesting clients (typically
nmodem pool s). Further, each client can support nultiple distinct
pool s of users. For exanple, lines 1-20 could be general access, but
lines 21-25 could be 800-nunbers with a restricted set of valid
users. The system supports this distinction by specifying which

val idation conputers are |legal for each nodem pool

6.1 Term nal Login
On the C sco Term nal Server:

- accept a connection

- request a usernane and password

- pack the request into a UDP TACACS packet and send to the centra
f anout

Central Fanout:

- accept a request

- if the request is not in a valid format, return "nope"

- log the request

- if the source IP address is not in a list of valid clients,

status = "nope"
- else if the username contains invalid characters, status = "nope"
- else

if the usernane is of the formFirst.M Last-#@m. edu,
convert to First. M Last-#

if the usernane is of the formFirst.M Last - #,
| ook up the name in the directory
if the nane is not found, status = "nope"
otherwi se, use the e-mail| address as the usernane

if the user is on a special "blocked" list, status = "nope"
and send nmail warning that access to a bl ocked
account was attenpted

split the usernane into user and host parts

if the host is not on a list of known servers,

status = "nope"
else if the host is not allowed to validate this type of
request for this pool, status = "nope"

now format a request for validation of the user and send it
to the specified host
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if no response, status = "nope"
ot herwi se set the status to the returned status

| og what response is going to be returned
return the response

Val i dati on Host:

Thi s machine can run a "stripped down" version of the central fanout.
It need performno special validation or |logging, with one exception

accept a request

if the request is not in a valid format, return "nope"

if the request is not fromthe central fanout, return "nope"
figure the return status

return the response

6. 2 Dat abase Access Verification

In this example, assune that a database is only to be accessed by
faculty and staff.

Mai nf r ane:

the user is on the mainfrane and rmakes a request

the program requests username and password

the program packs the request into a UDP TACACS packet and send to
the central fanout

Central Fanout:

accept a request

if the request is not in a valid format, return "nope"

| og the request

if the source IP address is not in alist of valid clients,

status = "nope"
else if the usernanme contains invalid characters, status = "nope"
el se

if the usernane is of the formFirst. M Last-#@mm. edu,
convert to First. M Last-#
if the usernane is of the form First.M Last-#,
|l ook up the nane in the directory
if the nane is not found, status = "nope"
ot herwi se, use the e-mail address as the usernane
and obtain the staff status fromthe directory
if the user is on a special "blocked" list, status = "nope"
and send nmail warning that access to a bl ocked
account was attenpted
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split the usernane into user and host parts
if the host is not on a list of known servers,

status = "nope"
else if the host is not allowed to validate this type of
request for this pool, status = "nope"

now format a request for validation of the user and send it
to the specified host

if no response or status is "nope", status = "nope"

else if the user originally gave a user @ost nail address,
do a directory | ookup and obtain the staff status

set the status to the staff status
- 1l og what response is going to be returned
- return the response
Note that the validation host is unchanged.
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