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1. Introduction
Al t hough electronic nmail is preferable as a neans of third-party

communi cation, in some cases it may be necessary to print
information, in hard-copy form at a renote location. The renote
out put device may consist of a standard line printer, a printer with
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multiple fonts and faces, a printer that can reproduce graphics, or a
facsimle device. Renote output may be acconpani ed by informtion
that identifies the intended recipient. This nmeno describes a
technique for "renote printing" using the Internet nmail
infrastructure. |In particular, this nmeno focuses on the case in

whi ch renpote printers are connected to the international tel ephone
network. Furthernore, it describes an experinment in renmpte printing.

1.1. The Advantage of a Ceneral - Purpose Infrastructure

The experinent in renote printing is about "outreach"; specifically,
integrating the e-mail and facsimle communities. By providing easy
access to rennte printing recipients, enterprise-w de access is
enhanced, regardless of kind of institution (e.g., conmercial,
educational, or governnent), or the size of institution (e.qg.,
global, regional, or local). This approach at outreach allows an
organi zation to nmake it easier for the "outside world" to comunicate
with the personnel in the organization who are users of facsinmle but
not e-mail; e.g., the sales person, the university registrar, or the
(elected) official. The ease in which the Internet mai
infrastructure can be used to provide this facility is (yet) another
exanpl e of the power of a general-purpose infrastructure.

2. Procedure

VWhen information is to be renotely printed, the user application
constructs an RFC 822 [1] nessage, containing a "Message-1D" field
along with a "nmultipart/mxed" content [2] having two parts, the
first being a "application/renote-printing" content-type, and the
second being an arbitrary content-type corresponding to the
information to be printed. The message is then sent to the renote
printer server’s electronic mail address.

It should be noted that not all content-types have a natural printing
representation, e.g., an "audi 0" or "video" content. For this
reason, the second part of the "multipart/m xed" content should be
one of the follow ng:

text/plain, message/rfc822, application/postscript image/tiff
(defined in Appendix A), any multipart

Not e t hat:

(1) Wth the "text/plain" content-type, not all character sets nmay
be available for printing.

(2) Wth the "nessage" content-type, the subordi nate content will be
processed recursively.
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(3) Wth the "application/postscript" content-type, the renote
printer server should evaluate the contents in a safe execution
envi ronment .

(4) Wth the "nultipart" content-type the subordinate contents will
be processed recursively: for a "nultipart/mxed" or
"mul tipart/digest" content, each subordinate content will start
on a new page, whilst for a "multipart/parallel"” content, all
subordinate contents will, if possible, start on the sanme page.
Natural |y, when processing a "multipart/alternative" content,
only one subordinate content will be printed.

When the renote printer server finishes its processing, a nessage is
returned to the originator, indicating either success or failure.

2.1. Nam ng, Addressing, and Routing

A printer is identified by a tel ephone nunber which corresponds to a
G3-facsimile device connected to the international tel ephone network,

e.g.,
+1 415 968 2510

where "+1" indicates the 1 DDD country code, and the remmining string
is a telephone nunber within that country. This nunber is used to
construct the address of a renote printer server, which forns the
reci pi ent address for the message, e.g.,

renote-printer@.1.5.2.8.6.9.5.1.4.1.tpc.int

That is, the local-part of the renpote printer server’'s address is
ALVAYS "renpte-printer”, and the dommin-part is constructed by
reversing the tel ephone nunber, converting each digit to a domai n-
| abel , and being placed under "tpc.int."

The nessage is routed in exactly the sanme fashion as all other
electronic mail, i.e., using the MX algorithm[3]. Since a renpote
printer server nmight be able to access many printers, the wldcarding
facilities of the DNS [4,5] are used accordingly. For exanple, if a
renote printer server residing at "dbc.ntview ca.us" was willing to
access any printer with a tel ephone nunber prefix of

+1 415 968
then this resource record m ght be present

*.8.6.9.5.1.4. 1. tpc.int. IN MX 10 dbc. ntvi ew. ca. us
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Naturally, if several renmote printer servers were willing to access
any printer in that prefix, multiple MX resource records would be
present.
It should be noted that the presence of a wildcard RR which nmatches a
renote printer server’'s address does not inply that the correspondi ng
t el ephone nunmber is valid, or, if valid, that a G3-facsimile device
is connected at the phone nunber.

2.2. The application/renote-printing Content-Type
(1) MME type nane: application
(2) M ME subtype nane: renpte-printing
(3) Required paranmeters: none
(4) Optional paranmeters: none
(5) Encoding considerations: 7bit preferred
(6) Security considerations: none
The "application/renote-printing" content-type contains originator
and recipient information used when generating a cover sheet. Using
the ABNF notation of RFC 822, the syntax for this content is:

<cont ent > ;.= <recipient-info> CRLF

<ori gi nator-info>
[ CRLF <cover-i nf o>]

<reci pi ent-i nf o> = "Reci pi ent" ":" <val ue> CRLF
<addr ess-i nf o>
<originator-info> ::= "Originator” ":" <val ue> CRLF

<addr ess-i nf o>

<addr ess-i nf o> i= ["Title" ":" <val ue> CRLF]
[ " Departnment” ":" <val ue> CRLF]
["Organi zation" ":" <val ue> CRLF]
["Mail stop” ":" <val ue> CRLF]
[ " Addr ess" ":" <val ue> CRLF]
["Tel ephone” ":" <val ue> CRLF]
"Facsimnm|e" ":" <val ue> CRLF
["Email" ":" <val ue> CRLF]

<val ue> 1= *text
[ CRLF LWSP- char <val ue> ]

<cover-inf o> *(*text CRLF)
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An Experiment in Renote Printing

Usage Exanpl e

To: renote-printer@.1.5.2.8.6.9.5.1.4.1.tpc.int
From "John Q Public" <jpublic@pd.org>
Date: Sun, 11 Apr 1993 20:34:13 -0800
Subj ect: Comments on "An Experinment in Renote Printing
Message- |1 D <19930411203413000. 456@ pd. or g>
M ME-Version: 1.0
Cont ent - Type: rmul ti part/ m xed;
boundary="----- = aaaaaaaaaal"

——————— = aaaaaaaaaal
Cont ent - Type: application/renote-printing

Reci pi ent: Mar shal | Rose

Title: Pri nci pa

Organi zati on: Dover Beach Consulting, Inc.

Addr ess: 420 Wi sman Court
Mountain View, CA 94043-2186
us

Tel ephone: +1 415 968 1052

Facsim | e: +1 415 968 2510

Originator: John Q Public
Organi zation: The Public Domain

Tel ephone: +1 801 555 1234
Facsim | e: +1 801 555 6789
EMai | : "John Q Public" <jpublic@ pd.org>

Any text appearing here would go on the cover-sheet.

------- = aaaaaaaaaal
Cont ent - Type: text/plain; charset="us-ascii"

Here are nmy comments on your draft.

_______ = aaaaaaaaaa0- -

Rose & WMal anmud

July 1993

Note that the value of the "Enmil" field is an RFC 822 mmi | box
addr ess.

Suppose soneone w shed to send the author some comments on this neno
using this facility. The message constructed m ght | ook Iike this:
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2.4. Rempte Printing without MM

If the originator’s user agent doesn’t support MME (e.g., the
originator accesses the Internet mail infrastructure via a gateway in
another mail dominion), then it is still possible for renote printing
to occur, albeit in anmre limted fashion. Specifically, because a
"application/remote-printing" content is not present, cover sheet

i nformati on nust be derived from sone other source; and, the nessage
body will be treated as a "text/plain" content.

Typically, a cover sheet consists of three sections:

o] information identifying the originator;
0 information identifying the recipient; and,
0 additional information supplied by the renpte printer server

To identify the originator, the renote printer server will use the
message headers, usually by stripping any trace headers (i.e.,
"Recei ved" and "Return-Path") and then re-ordering the remaining
headers starting with the "Front header

To identify the recipient, an alternative syntax is used for
reci pi ent addressing, in which the local-part of the renmpote printer
server’s address consists of "renote-printer” foll owed by an RFC 822
atom e.g.,

renote-printer. Arlington_Hewes/ Room 403@.1.5.2.8.6.9.5.1.4. 1. tpc.int

This mail box syntax is purposefully restricted in the interests of
pragmati sm

The atom following "renpte-printer"” is considered an opaque string
for use in recipient identification when generating a cover sheet.

To paraphrase RFC 822, an atomis defined as:

at om = l1*at onthar
at onthar = <any upper or |owercase al phabetic character (A-Z a-z)>
/[ <any digit (0-9)>
Y A S A7 B Y S Y B R B
I R e B A A B Y R
e Y

When generating a cover sheet using this opaque string, the renote
printer server will interpret an underscore character ("_") as a
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To:
cc:

space, and a solidus character ("/") as an end-of-line sequence. A
renote printer server will interpret two consecutive underscore
characters in the opaque string as a single underscore, and two
consecutive solidus characters as a single solidus. So, the opaque
string,

Arlington_Hewes/ Room 403
used in the exanpl e above m ght appear on the cover sheet as

To: Arlington Hewes
Room 403

Note that some Internet mail software (especially gateways from
outside the Internet) inpose stringent limtations on the size of a
mai | box-string. Thus, originating user agents should take care in
limting the | ocal-part to no nore than 70 or so characters.

Note that by using the alternative syntax for recipient addressing,
it is completely legal to send non- textual nessages in which the
cover sheet information is automatically derived -- sinmply by
including "M Me-Version:" and "Content-Type:" headers in the nessage,
but omtting the initial "application/renote-printing" content, e.g.,

renote-printer. Arlington_Hewes/ Room 403@.1.5.2.8.6.9.5.1.4. 1. tpc.int
Mar shal | Rose <nrose@lbc. ntvi ew. ca. us>

From Carl Ml amud <carl @mal anmud. conw

Date: Sun, 18 Jul 1993 09:14:13 -0500

Subj ect: proposal for enhancenent

Message- | D <19930718141413000. 123@ral anud. conw
M ME-Version: 1.0

Cont ent - Type: application/postcript

%

Note that by using the alternative syntax for recipient addressing,
renote printing and e-mail recipients can be identified in the same
nessage

The Experi nent

In order to gain experience with this style of renote printing, an
experinment is underway.
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3.1. Infrastructure
The domain "tpc.int." is being populated in order to provide the MX-
based infrastructure for routing to a renote printer server. In

order to facilitate distributed operations, this donain is divided
into a zone for each I DDD country code. Sites participating in the
experinent contact the appropriate zone administrator in order to be
listed, by exam ning the SOA resource record associated with the
zone. For exanple, a site in the Netherlands (1 DDD country code 31)
woul d contact the zone administrator for the domain "1.3.tpc.int." in
order to be listed, e.g.,

%dig 1.3.tpc.int. soa

Each zone admini strator has a sinple set of procedures for listing a
participant. For exanple, in the US (I1DDD country code 1),
participating sites send an "exchange file" to the admnistrator,

whi ch indicates the prefixes that the site wishes to list. The zone
adm ni strator for the domain "1.tpc.int." nerges the exchange files
fromall participating sites to create a zone for each area code
These zones are then replicated using the normal DNS zone transfer
procedur es.

3.1.1. Zones

It should be noted that zones under "tpc.int" are created on the
basis of IDDD country codes and area codes; they are not created for
each subdonmain. For exanple, in the US and Canada (I DDD country code
1), no nore than one zone is allocated for each area code. In
contrast, for countries with a smaller nunmbering plan, only a single
zone, for the whole country woul d be allocated. For exanple, if Fiji
(I DDD country code 679), were to join the experinent, then it is
likely that a single zone would be added to the DNS, i.e.,
"9.7.6.tpc.int."

3.1.2. MX records

The MX records present in a zone can have an arbitrary |evel of
preci sion. For exanple, the North Anerican Nunbering Plan (1DDD
country code 1) is structured by a 3-digit area code, followed by a
3-digit exchange prefix, followed by a 4-digit station nunber. As
such, one might expect that MX records in this zone would be simlar
to

*.5.1.4.1. tpc.int. IN MX 10 dbc. ntvi ew. ca. us.
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whi ch accessed any printer with a tel ephone nunber prefix of
+1 415

(i.e., allowing access to any printer in area code 415), or might be
simlar to

*.8.6.9.5.1.4. 1. tpc.int. IN MX 10 dbc. ntvi ew. ca. us.

(i.e., allowing access to any printer in area code 415, exchange
prefix 968).

However, the level of precision is arbitrary. For exanple, if all of
the printers in an organization had a tel ephone nunber prefix of

+1 415 96
then an MX record such as
*.6.9.5.1.4. 1. tpc.int. IN MX 10 dbc. ntvi ew. ca. us.
coul d be used.
3.2. Accounting and Privacy
There is no accounting nor settlenment in the experinent; however,
participating sites may inplenment access control to prevent abuse.
Records may be kept for auditing purposes; however, the privacy of a
participant’s printing should be honored. As such, any auditing
shoul d contain at nost this infornation:
0 the date the nessage was received;
0 the "Front and "Message-I1 D' fields;
0 the size of the body;

0 the identity (tel ephone nunber) of the printer;

0 any tel ephony-related information, such as call duration;
and,
0 any G3-related information, such recipient ID

3.3. Miling list

There is a mailing list for the experinent. Interested readers
shoul d send a note to:
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t pc-rp-request @ar net. edu. au
and ask to subscribe to the
t pc-rp@arnet. edu. au
list.
3.4. Prototype Inplenentation

A prototype inplenmentation is openly available. The MM
instructions for retrieval are:

M ME-Version: 1.0
Content-Type: multipart/alternative;

boundary="----- = aaaaaaaaaal"
Content-Description: pointers to ftp and e-nail access

------- =_aaaaaaaaaa0

Cont ent - Type: message/ ext er nal - body;
access-type="nmuil -server”;
server="archive-server@tp.ics. uci.edu"

Cont ent - Type: application/octet-stream type="tar";
X-conver si ons="x- conpr ess"
Content-1D: <4599. 735726126. 1@lbc. nt vi ew. ca. us>

m nesend nrose/tpc/rp.tar.Z

——————— = aaaaaaaaaal

Cont ent - Type: nessage/ ext er nal - body;
access-type="anon-ftp"; name="rp.tar.Z";
directory="nrose/tpc"; site="ftp.ics.uci.edu"

Content - Type: application/octet-stream type="tar";
X-conver si ons="x- conpr ess"
Content-1D: <4599. 735726126. 2@lbc. nt vi ew. ca. us>

_______ = aaaaaaaaaa0- -

Thi s package contains software for UN X-based systens, and was

devel oped and tested under SunCS, with an openly-available facsimle
package (Sam Leffler’s Fl exFAX package), and contains infornmation for
sites acting as either client or server participants, and zone

adm ni strators.
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4.

Future |ssues

The experiment in renmote printing described herein does not address
several issues, e.g.,

0 determ ni ng which content-types and character sets are
supported by a renote printer server;

0 i ntroduction of authentication, integrity, privacy,
aut hori zation, and accounting services;

0 preferential selection of a renote printer server; and,
0 aggregation of multiple print recipients in a single
message.

Initially, the experinment will not address these issues. However,
subsequent work m ght consider these issues in detail.

Security Considerations

Internet mail may be subject to nonitoring by third parties, and in
particul ar, nessage rel ays.
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Appendi x A.  The imge/tiff Content-Type
(1) MME type nane: inmage
(2) M ME subtype nane: tiff
(3) Required paraneters: none
(4) Optional paranmeters: none
(5) Encoding considerations: base64
(6) Security considerations: none
(7) Published specification: TIFF class F, as defined in:
Tag Image File Format (TIFF) revision 6.0

Devel oper’s Desk Al dus Corporation 411 First Ave. South Suite
200 Seattle, WA 98104 206-622-5500

Appendi x B. Uni f orm Addr essi ng

A user may choose to include several recipients in a nessage, one or
nmore of which may be recipients reached via renote printing.
However, the nessage format accepted by a renote printer server
contains only a single recipient.

There are three solutions to this problem first, during conposition,
a "smart" user agent can deternine that one or nore renpte printing
reci pients are present, and subnmit the appropriate nessages. This
has the di sadvantage that the submi ssion for the e-mail recipients
does not contain any information about the renote-printing
recipients.

A second solution is to use the alternative syntax for recipient
addressi ng described in Section 2.4 -- however, this mninizes usefu
i nformati on avail abl e when constructing the cover sheet.

A third solution is for a site participating as a client to offer a
renote printing recipient exploder server to its users. Each renote
printing recipient is assigned a mailbox relative to the expl oder,
and, as such, appears as an "ordinary" e-mail address. Using this
strategy, the user agent has no know edge of which recipients are
accessible via e-mail or renote-printing -- the user sinply specifies
a collection of mailbox recipients. Those recipients which are
accessible via renote-printing are automatically routed to the

expl oder. For each recipient in the envel ope, a |ocal database is
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consulted to retrieve addressing information for the recipient, and a
message is submitted to the appropriate renote printer server.

For exanple, if the original nmessage subnmitted was:

To: nrose@ pexpl ode. tpd. org

cc: Arlington Hewes <tpcadm n@lbc. ntvi ew. ca. us>

From "John Q Public" <jpublic@ pd.org>

Date: Sun, 11 Apr 1993 20:34:12 -0800

Subj ect: Comments on "An Experinment in Renote Printing"
Message- | D <19930411203412000. 123@ pd. or g>

M ME-Version: 1.0

Cont ent - Type: text/plain; charset=us-ascii

Here are ny comments on your draft.

then the first recipient, "nrose@ pexpl ode.tpd.org", would be routed
to an renote printing expl oder, which would submit the nessage shown
in the exanple in Section 2.3. The second recipient,

"tpcadm n@bc. ntvi ew. ca. us”, would receive the nessage shown here.

Note that a reply by this recipient could include the renpte printing
reci pi ent.

Rose & Mal anmud [ Page 14]






