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Mul ti protocol Encapsul ati on over ATM Adaptation Layer 5
Status of this Menp

This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protocol

St andards” for the standardization state and status of this protocol
Distribution of this nmeno is unlimted.

Abst ract

This meno describes two encapsul ati ons nmethods for carrying network
i nterconnect traffic over ATM AAL5. The first method all ows

mul tiplexing of multiple protocols over a single ATMvirtual circuit
wher eas the second nethod assunmes that each protocol is carried over
a separate ATMvirtual circuit.

1. Introduction

Asynchronous Transfer Mdde (ATM based networks are of increasing
interest for both local and wide area applications. This nmenpo
describes two different nethods for carrying connectionl ess network
i nterconnect traffic, routed and bridged Protocol Data Units (PDUs),
over an ATM network. The first nmethod allows nultiplexing of
multiple protocols over a single ATMvirtual circuit. The protoco
of a carried PDUis identified by prefixing the PDU by an | EEE 802. 2
Logi cal Link Control (LLC) header. This nethod is in the follow ng
called "LLC Encapsul ation" and a subset of it has been earlier
defined for SMDS [1]. The second nethod does higher-|ayer protoco
multiplexing inplicitly by ATMVirtual Crcuits (VCs). It is in the
followi ng called "VC Based Ml tipl exi ng"

ATMis a cell based transfer nbde that requires variable | ength user
informati on to be segnmented and reassenbled to/fromshort, fixed
length cells. This neno doesn’t specify a new Segmentati on And
Reassenmbly (SAR) method for bridged and routed PDUs. |Instead, the
PDUs are carried in the Payl oad field of Cormon Part Convergence
Subl ayer (CPCS) PDU of ATM Adaptation Layer type 5 (AAL5) [2].

Note that this neno only describes how routed and bridged PDUs are

carried directly over the CPCS of AAL5, i.e., when the Service
Speci fic Convergence Subl ayer (SSCS) of AALS5 is enpty. |If Frane

Hei nanen [ Page 1]



RFC 1483 Mul ti protocol over AAL5 July 1993

Rel ay Service Specific Convergence Subl ayer (FR-SSCS), as defined in
1.36x.1 [3], is used over the CPCS of AAL5, then routed and bridged
PDUs are carried using the NLPID rmultipl exi ng method described in RFC
1294 [4]. Appendix A (which is for information only) shows the
format of the FR-SSCS-PDU as well as how I P and CLNP PDUs are
encapsul ated over FR-SSCS according to RFC 1294.

2. Selection of the Miltiplexing Mthod

It is envisioned that VC Based Multiplexing will be dom nant in

envi ronments where dynamic creation of |arge nunbers of ATM VGCs is
fast and economical. These conditions are likely to first prevail in
private ATM networks. LLC Encapsul ation, on the other hand, may be
desirable when it is not practical for one reason or another to have
a separate VC for each carried protocol. This is the case, for
exanple, if the ATM network only supports (sem ) Permanent Virtual
Circuits (PVCs) or if charging depends heavily on the nunber of

si mul t aneous VGCs.

When two ATM stations w sh to exchange connecti onl ess network
interconnect traffic, selection of the nmultiplexing nethod is done
either by manual configuration (in case of PVCs) or by B-1SDN
signalling procedures (in case of Switched VCs). The details of B-

| SDN signalling are still under study in COTT [5]. It can, however,
be assuned that B-1SDN signalling nmessages include a "Low | ayer
compatibility" information el enent, which will allow negotiation of

AAL5 and the carried (encapsul ation) protocol.
3.  AAL5 Frame For nmat
No matter which nmultiplexing nethod is selected, routed and bridged

PDUs shall be encapsulated within the Payload field of AAL5 CPCS- PDU.
The format of the AALS5 CPCS-PDU i s given bel ow
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AAL5 CPCS- PDU For nat

| |
| CPCSs- PDU Payl oad |
| up to 2716 - 1 octets) |
I : I
I I

o e e e e e e e e e e aa o - +
| PAD ( 0 - 47 octets) |

o m e e e e e e e aaao o + o

| CPCS- WU (1 octet ) |

o m e e e e e e aaa oo +

| CPl (1 octet )

A e R +CPCS- PDU Trai |l er
| Length (2 octets) |
R e |

| CRC (4 octets) |

o m e e e e e e aaa oo + o --em -

The Payl oad field contains user information up to 2716 - 1 octets.

The PAD field pads the CPCS-PDU to fit exactly into the ATMcells
such that the |ast 48 octet cell payl oad created by the SAR subl ayer
will have the CPCS-PDU Trailer right justified in the cell.

The CPCS-UU (User-to-User indication) field is used to transparently
transfer CPCS user to user information. The field has no function
under the nultiprotocol ATM encapsul ation described in this nmeno and
can be set to any val ue.

The CPI (Common Part Indicator) field alings the CPCS-PDU trailer to
64 bits. Possible additional functions are for further study in
CCTT. Wen only the 64 bit alignnment function is used, this field
shal | be codes as 0x00.

The Length field indicates the length, in octets, of the Payl oad
field. The maxi numvalue for the Length field is 65535 octets. A
Length field coded as 0x00 is used for the abort function.

The CRC field protects the entire CPCS-PDU except the CRC field
itself.

4. LLC Encapsul ation
LLC Encapsul ati on is needed when several protocols are carried over

the sane VC. In order to allowthe receiver to properly process the
i ncom ng AAL5 CPCS-PDU, the Payload Field rmust contain information
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necessary to identify the protocol of the routed or bridged PDU. In
LLC Encapsul ation this information is encoded in an LLC header placed
in front of the carried PDU

Al t hough this nmenp only deals with protocols that operate over LLC
Type 1 (unacknow edged connectionl ess node) service, the same
encapsul ati on principle applies also to protocols operating over LLC

Type 2 (connection-node) service. |In the latter case the fornmat
and/ or contents of the LLC header would differ fromwhat is shown
bel ow.

4.1. LLC Encapsul ation for Routed Protocols

In LLC Encapsul ation the protocol of the routed PDU is identified by
prefixing the PDU by an | EEE 802. 2 LLC header, which is possibly
foll owed by an | EEE 802. 1a SubNetwork Attachment Point (SNAP) header
In LLC Type 1 operation, the LLC header consists of three one octet
fields:

In LLC Encapsul ation for routed protocols, the Control field has
al ways val ue 0x03 speci fying Unnunbered I nformati on Comrand PDU

The LLC header val ue OXFE-FE-03 identifies that a routed | SO PDU (see
[6] and Appendi x B) follows. The Control field value 0x03 specifies
Unnunbered I nformati on Command PDU. For routed | SO PDUs the format
of the AAL5 CPCS-PDU Payl oad field shall thus be as foll ows:

Payl oad Format for Routed | SO PDUs

| SO PDU

The routed | SO protocol is identified by a one octet NLPID field that
is part of Protocol Data. NLPID values are administered by |ISO and
CCTT. They are defined in ISOIEC TR 9577 [6] and sone of the
currently defined ones are listed in Appendix C

An NLPID val ue of 0x00 is defined in ISOIEC TR 9577 as the Nul
Net wor k Layer or Inactive Set. Since it has no significance within
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the context of this encapsul ation scheme, a NLPID val ue of 0x00 is
invalid under the ATM encapsul ati on.

It woul d al so be possible to use the above encapsul ation for IP,
since, although not an |1 SO protocol, IP has an NLPID val ue 0xCC
defined for it. This format must not be used. Instead, IPis
encapsul ated like all other routed non-1SO protocols by identifying
it in the SNAP header that inmediately follows the LLC header.

The presence of a SNAP header is indicated by the LLC header val ue
OxAA- AA-03. A SNAP header is of the form

The three-octet Organizationally Unique Identifier (QU) identifies
an organi zati on whi ch adm nisters the neaning of the follow ng two
octet Protocol ldentifier (PID). Together they identify a distinct
routed or bridged protocol. The QU val ue 0x00-00-00 specifies that
the following PID is an EtherType.

The format of the AALS5 CPCS- PDU Payl oad field for routed non-1SO PDUs
shal | thus be as foll ows:

Payl oad Format for Routed non-1SO PDUs

o e e e e e e e e e e aa o - +
| LLC OxAA- AA-03 |
O +
| QU 0x00- 00-00 |
T T TRy +
| Et her Type (2 octets) |
o e e e e e e e e e e aa o - +

I : I
| Non- |1 SO PDU |
| (up to 2716 - 9 octets) |
I : I

In the particular case of an Internet |IP PDU, the Ethertype value is
0x08- 00:
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4.

2

Payl oad Format for Routed | P PDUs

o e e e e e e e aaaoa +
| LLC OxAA- AA- 03 |
o mm e e e e e i e eaaoo o +
| QU 0x00- 00- 00 |
oo +
| Et her Type 0x08-00 |
o e e e e e e e aaaoa +

| : |
| | P PDU |
| (up to 2716 - 9 octets) |
I : I

This is conmpatible with RFC 1042 [7]. Any changes in the header
format specified in RFC 1042 shoul d be followed by this neno.

LLC Encapsul ation for Bridged Protocols

In LLC Encapsul ation bridged PDUs are encapsul ated by identifying the
type of the bridged nedia in the SNAP header. As with routed non-1SO
protocols, the presence of the SNAP header is indicated by the LLC
header val ue OxAA-AA-03. Wth bridged protocols the QU value in the
SNAP header is the 802.1 organizati on code 0x00-80-C2 and the actua
type of the bridged nedia is specified by the two octet PID.
Additionally, the PID indicates whether the original Frame Check
Sequence (FCS) is preserved within the bridged PDU. The nedia type
(PID) values that can be used in ATM encapsul ation are listed in
Appendi x B

The AAL5 CPCS- PDU Payl oad field carrying a bridged PDU shal l
therefore, have one of the following formats. Padding is added after
the PID field if necessary in order to align the user information
field of the bridged PDU at a four octet boundary.
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Payl oad Format for Bridged Ethernet/802.3 PDUs

o e e e e e e e meme oo +
| LLC OxAA- AA-03 |
o mm e e e e e e a— oo oo +
| QU 0x00-80-C2 |
o m e e e e e e aaao o +
| PI D 0x00-01 or 0x00-07 |
o e e e e e e e meme oo +
| PAD 0x00-00 |
o mm e e e e e e a— oo oo +
| MAC desti nati on address |
o m e e e e e e aaao o +

Payl oad Format for Bridged 802.4 PDUs

oo e e e e e e e e oo oo +
| LLC OxAA- AA-03 |
e +
| QU 0x00-80-C2 |
o mm e e e e e e e e e e e memmao-- +
| PI D 0x00-02 or 0x00-08 |
oo e e e e e e e e oo oo +
| PAD 0x00- 00- 00 |
e +
| Frame Control (1 octet) |
o mm e e e e e e e e e e e memmao-- +
| MAC desti nation address |
oo e e e e e e e e oo oo +
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Payl oad Format for Bridged 802.5 PDUs

o e e e e e e e meme oo +
| LLC OxAA- AA-03 |
o mm e e e e e e a— oo oo +
| QU 0x00- 80- C2 |
o m e e e e e e aaao o +
| PI D 0x00-03 or 0x00-09 |
o e e e e e e e meme oo +
| PAD 0x00- 00- XX |
o mm e e e e e e a— oo oo +
| Frame Control (1 octet) |
o m e e e e e e aaao o +
| MAC destination address |
o e e e e e e e meme oo +

Note that the 802.5 Access Control (AC) field has no significance
outside the local 802.5 subnetwork. It can thus be regarded as the
| ast octet of the three octet PAD field, which can be set to any

val ue (XX).
Payl oad Format for Bridged FDDI PDUs

oo e e e e e e e e oo oo +
| LLC OxAA- AA-03 |
e +
| QU 0x00-80-C2 |
o mm e e e e e e e e e e e memmao-- +
| Pl D 0x00-04 or 0x00-0A |
oo e e e e e e e e oo oo +
| PAD 0x00- 00- 00 |
e +
| Frame Control (1 octet) |
o mm e e e e e e e e e e e memmao-- +
| MAC desti nation address |
oo e e e e e e e e oo oo +

e e +
| LAN FCS (if PIDis 0x00-04) |
oo e e eee i eeao - +
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Payl oad Format for Bridged 802.6 PDUs

o e e e e e e e meme oo +
| LLC OxAA- AA-03 |

o mm e e e e e e a— oo oo +

| QU 0x00-80-C2 |

o m e e e e e e aaao o +

| PI D 0x00-0B |

o m e e e oo - o m e e e oo - I
| Reserved | BEt ag |  Conmon
S S + PDU
| BAsi ze | Header
o m e e e e e e aaao o + oo
| MAC destination address |

o e e e e e e e meme oo +

| |

| (remai nder of MAC frane)
SR .

I I

| Conmon PDU Trail er |
SRS .

Note that in bridged 802.6 PDUs, there is only one choice for the PID
val ue, since the presence of a CRC-32 is indicated by the CIB bit in
the header of the MAC frane.

The Common Protocol Data Unit (PDU) Header and Trailer are conveyed
to allow pipelining at the egress bridge to an 802.6 subnetworKk.
Specifically, the Conmon PDU Header contains the BAsize field, which

contains the length of the PDU. If this field is not available to
the egress 802.6 bridge, then that bridge cannot begin to transmt
the segnmented PDU until it has received the entire PDU, cal cul ated

the length, and inserted the length into the BAsize field. |If the
field is available, the egress 802.6 bridge can extract the length
fromthe BAsize field of the Cormon PDU Header, insert it into the
corresponding field of the first segnment, and i medi ately transmt
the segnment onto the 802.6 subnetwork. Thus, the bridge can begin
transmtting the 802.6 PDU before it has received the conpl ete PDU

Not e that the Common PDU Header and Trail er of the encapsul ated frane
shoul d not be sinply copied to the outgoing 802.6 subnetwork because
the encapsul ated BEtag val ue nmay conflict with the previ ous BEtag
value transmtted by that bridge.

An ingress 802.6 bridge can abort an AAL5 CPCS-PDU by setting its

Length field to zero. |If the egress bridge has al ready begun
transmtting segnents of the PDU to an 802.6 subnetwork and then

Hei nanen [ Page 9]



RFC 1483 Mul ti protocol over AAL5 July 1993

notices that the AAL5 CPCS-PDU has been aborted, it may inmediately
generate an EOM cell that causes the 802.6 PDU to be rejected at the
receiving bridge. Such an EOM cell could, for exanple, contain an
invalid value in the Length field of the Cormon PDU Trail er

o +
| LLC OxAA- AA- 03 |
e e +
| OUl  0x00- 80- C2 |
oo e e eee i eeao - +
| Pl D 0x00- OE |
o +

| |
| BPDU as defined by |
| 802.1(d) or 802.1(g) I
| |

5. VC Based Mil ti pl exing

In VC Based Multiplexing, the carried network interconnect protoco

is identified inplicitly by the VC connecting the two ATM st ati ons,
i.e. each protocol nust be carried over a separate VC. There is
therefore no need to include explicit multiplexing information in the
Payl oad of the AAL5 CPCS-PDU. This results in mninml bandw dth and
processi ng over head.

As indicated above, the carried protocol can be either nanually
configured or negotiated dynamically during call establishnent using
signal ling procedures. The signalling details will be defined |ater
in other RFCs when the rel evant standards have becone avail abl e.

5.1. VC Based Multiplexing of Routed Protocols
PDUs of routed protocols shall be carried as such in the Payl oad of
the AAL5 CPCS-PDU. The format of the AAL5 CPCS- PDU Payl oad field
t hus becones:

Payl oad Format for Routed PDUs

I : I
| Carri ed PDU |
| (up to 2716 - 1 octets) |
I : I
I I
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5.2. VC Based Multiplexing of Bridged Protocols

PDUs of bridged protocols shall be carried in the Payl oad of the AALS5
CPCS- PDU exactly as described in section 4.2 except that only the
fields after the PID field are included. The AAL5 CPCS- PDU Payl oad
field carrying a bridged PDU shall, therefore, have one of the
follow ng formats.

Payl oad Format for Bridged Ethernet/802.3 PDUs

o mm e e e e e e a— oo oo +
| PAD 0x00- 00 |
o m e e e e e e aaao o +
| MAC destination address |
o e e e e e e e meme oo +

Payl oad Format for Bridged 802.4/802.5/ FDDI PDUs

o m e e e e e e aaao o +
| PAD 0x00-00-00 or 0x00-00-XX |
o mm e e e e e e e e e e e memmao-- +
| Frame Control (1 octet) |
oo e e e e e e e e oo oo +
| MAC desti nati on address |
o m e e e e e e aaao o +

Note that the 802.5 Access Control (AC) field has no significance
outside the local 802.5 subnetwork. It can thus be regarded as the
| ast octet of the three octet PAD field, which in case of 802.5 can
be set to any val ue (XX).
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Payl oad Format for Bridged 802.6 PDUs

o m e e e oo - o m e e e oo - I
| Reserved | BEt ag |  Conmon
S S + PDU

| BAsi ze | Header
o m e e e e e e aaao o + oo
| MAC destination address |

o e e e e e e e meme oo +

| , |

| (remai nder of MAC frane) |

I I

o m e e e e e e aaao o +

| _ |

| Conmon PDU Trail er |

| |

o mm e e e e e e a— oo oo +

| |
| BPDU as defined by |
| 802.1(d) or 802.1(g) I
| |

In case of Ethernet, 802.3, 802.4, 802.5, and FDDI PDUs the presense
or absence of the trailing LAN FCS shall be identified inplicitly by
the VC, since the PIDfield is not included. PDUs with the LAN FCS
and PDUs without the LAN FCS are thus considered to belong to
different protocols even if the bridged nedia type woul d be the sane.

6. Bridging in an ATM Net work

An ATMinterface acting as a bridge nmust be able to flood, forward,
and filter bridged PDUs.

Fl ooding is perforned by sending the PDU to all possible appropriate
destinations. |In the ATM environnent this neans sending the PDU
through each relevant VC. This nay be acconplished by explicitly
copying it to each VC or by using a nulticast VC

To forward a PDU, a bridge nust be able to associate a destination
MAC address with a VC. It is unreasonabl e and perhaps inpossible to
require bridges to statically configure an associ ation of every

possi bl e destination MAC address with a VC. Therefore, ATM bridges
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must provi de enough information to allow an ATMinterface to
dynanically | earn about foreign destinations beyond the set of ATM
stati ons.

To acconplish dynanmic |earning, a bridged PDU shall conformto the
encapsul ation described within section 4. In this way, the receiving
ATM interface will know to ook into the bridged PDU and | earn the
associ ation between foreign destination and an ATM stati on.

7. For Further Study

Due to inconpl ete standardi zati on of ATM multicasting, addressing,
and signal ling mechani sms, details related to the negotiation of the
mul ti pl exi ng method as well as address resolution had to be left for
further RFCs.
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Security Considerations
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Appendi x A, Miltiprotocol Encapsul ation over FR-SSCS

I.36x.1 defines a Frane Rel ayi ng Specific Convergence Subl ayer (FR-
SSCS) to be used on the top of the Common Part Convergence Subl ayer
CPCS) of the AAL type 5 for Frame Relay/ ATMinterworking. The
service offered by FR-SSCS corresponds to the Core service for Frane
Rel ayi ng as described in |.233.

An FR- SSCS- PDU consi sts of Q 922 Address field foll owed by Q 922
Information field. The Q922 flags and the FCS are onmitted, since
the corresponding functions are provided by the AAL. The figure
bel ow shows an FR- SSCS- PDU enbedded in the Payl oad of an AAL5 CPCS-
PDU.

FR- SSCS- PDU i n Payl oad of AAL5 CPCS- PDU

o e e e e e e e e e e aa o - + oaem -

| Q 922 Address Field | FR-SSCS- PDU Header
(2-4 octets) |

o m e e e e e e aaao o + oo

| |

| Q 922 Inf 6r mation field | FR-SSCS- PDU Payl oad

I : I

I I

o m e e e e e e aaao o + oo

| AAL5 CPCS-PDU Trail er |

o e e e e e e e meme oo +

Rout ed and bridged PDUs are encapsul ated inside the FR- SSCS-PDU as
defined in RFC 1294. The Q922 Information field starts with a Q 922
Control field followed by an optional Pad octet that is used to align
the remai nder of the frame to a conveni ent boundary for the sender.
The protocol of the carried PDUis then identified by prefixing the
PDU by an | SO CCl TT Network Layer Protocol 1D (NLPID).

In the particular case of an IP PDU, the NLPID is OxCC and the FR-
SSCS- PDU has the foll owing format:
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FR- SSCS- PDU Format for Routed | P PDUs

Q 922 Addr Field |
| (2 or 4 octets) |

o e e e e eeee oo +
| 0x03 (Q 922 Control) |
o e e e e eeee—eao- +
| NLPI D 0xCC |
o +

I : I
| | P PDU |
| (up to 2716 - 5 octets) |
I : I

Note that according to RFC 1294 the Q 922 Address field shall be
either 2 or 4 octets, i.e., a 3 octet Address field is not supported.

In the particular case of a CLNP PDU, the NLPID is 0x81 and the FR-
SSCS- PDU has the foll owi ng format:

FR- SSCS- PDU Format for Routed CLNP PDUs

Q 922 Addr Field |
| (2 or 4 octets) |

e ma +
| 0x03 (Q 922 Control) |
oo e e e meee e eeao - +
| NLPI D 0x81 |
o +

I : I
| Rest of CLNP PDU |
| (up to 2716 - 5 octets) |
I : I

Note that in case of 1SO protocols the NLPID field fornms the first
octet of the PDU itself and shall thus not be repeated.

The above encapsul ation applies only to those routed protocols that
have a uni que NLPI D assigned. For other routed protocols (and for
bridged protocols), it is necessary to provide another mechani smfor
easy protocol identification. This can be achieved by using an NLPID
val ue 0x80 to indicate that an | EEE 802. 1a SubNetwork Attachnent

Poi nt ( SNAP) header foll ows.

See RFC 1294 for nore details related to nultiprotocol encapsul ation
over FRCS.
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B. List of Locally Assigned values of QU 00-80-C2
with preserved FCS w o preserved FCS Medi a
0x00- 01 0x00- 07 802. 3/ Et her net
0x00- 02 0x00- 08 802.4
0x00- 03 0x00- 09 802.5
0x00- 04 0x00- 0A FDD
0x00- 05 0x00- 0B 802.6
0x00- 0D Fragnment s
0x00- OE BPDUs
C. Partial List of NLPIDs
0x00 Nul I Network Layer or Inactive Set (not used with ATM
0x80 SNAP
0x81 | SO CLNP
0x82 | SO ESI S
0x83 ISO1SIS
0xCC Internet | P
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