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Post Office Protocol - Version 3

Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovements.
Pl ease refer to the current edition of the "IAB Oficial Protoco

St andards" for the standardi zation state and status of this protocol
Distribution of this meno is unlimted.

Overvi ew

This nenmo is a revision to RFC 1225, a Draft Standard. |t nmkes the
foll owi ng changes fromthat docunent:

the RPOP facility is renoved,

the optional APOP facility is added (which is in interoperable,
operational use in at |east three inplenentations);

- atypo was corrected with respect to the interaction of LAST
and RSET;

- section nunbers were added; and,
- an acknow edgenents section was added.
1. Introduction

On certain types of smaller nodes in the Internet it is often
inpractical to maintain a message transport system (MIS). For
exanpl e, a workstation may not have sufficient resources (cycles,

di sk space) in order to permt a SMIP server [RFC821] and associ ated
|l ocal mail delivery systemto be kept resident and continuously
runni ng.

Simlarly, it my be expensive (or inpossible) to keep a persona
conputer interconnected to an I P-style network for |ong anmounts of
time (the node is |lacking the resource known as "connectivity").

Despite this, it is often very useful to be able to nanage mail on
these smaller nodes, and they often support a user agent (UA) to aid
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the tasks of mail handling. To solve this problem a node which can
support an MIS entity offers a nmaildrop service to these | ess endowed
nodes. The Post O fice Protocol - Version 3 (POP3) is intended to
permt a workstation to dynanmically access a nmildrop on a server
host in a useful fashion. Usually, this neans that the POP3 is used
to allow a workstation to retrieve nmail that the server is holding
for it.

For the remai nder of this menpb, the term"client host" refers to a
host naki ng use of the POP3 service, while the term"server host"
refers to a host which offers the POP3 service

2. A Short Digression

This meno does not specify how a client host enters mail into the
transport system although a nethod consistent with the phil osophy of
this neno is presented here:

When the user agent on a client host wi shes to enter a nessage
into the transport system it establishes an SMIP connection to
its relay host (this relay host could be, but need not be, the
POP3 server host for the client host).

If this nmethod is followed, then the client host appears to the MIS
as a user agent, and should NOT be regarded as a "trusted" MIS entity
in any sense whatsoever. This concept, along with the role of the
POP3 as a part of a split-UA nodel is discussed later in this neno.

3. Basic Operation

Initially, the server host starts the POP3 service by listening on
TCP port 110. Wen a client host w shes to make use of the service,
it establishes a TCP connection with the server host. Wen the
connection is established, the POP3 server sends a greeting. The
client and POP3 server then exchange comands and responses
(respectively) until the connection is closed or aborted.

Conmands in the POP3 consist of a keyword possibly foll owed by an
argunent. Al conmands are termnated by a CRLF pair.

Responses in the POP3 consist of a success indicator and a keyword
possibly foll owed by additional information. Al responses are
term nated by a CRLF pair. There are currently two success

i ndicators: positive ("+OK") and negative ("-ERR').

Responses to certain commands are nulti-line. In these cases, which
are clearly indicated below, after sending the first line of the
response and a CRLF, any additional lines are sent, each termni nated
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by a CRLF pair. Wen all lines of the response have been sent, a
final line is sent, consisting of a term nation octet (deciml code
046, ".") and a CRLF pair. If any line of the multi-line response

begins with the termnation octet, the line is "byte-stuffed" by
pre-pending the termnation octet to that |line of the response.

Hence a nulti-line response is ternminated with the five octets

"CRLF. CRLF". When examining a multi-line response, the client checks
to see if the line begins with the term nation octet. |If so and if
octets other than CRLF follow, the the first octet of the line (the
term nation octet) is stripped away. |If so and if CRLF i mediately
follows the termnation character, then the response fromthe POP
server is ended and the line containing ".CRLF" is not considered
part of the nulti-line response.

A POP3 session progresses through a nunber of states during its
lifetime. Once the TCP connection has been opened and the POP3
server has sent the greeting, the session enters the AUTHORI ZATI ON
state. In this state, the client nust identify itself to the POP3
server. Once the client has successfully done this, the server
acqui res resources associated with the client’s nmaildrop, and the
session enters the TRANSACTION state. In this state, the client
requests actions on the part of the POP3 server. Wen the client has
finished its transactions, the session enters the UPDATE state. In
this state, the POP3 server rel eases any resources acquired during
t he TRANSACTI ON state and says goodbye. The TCP connection is then
cl osed.

4. The AUTHCRI ZATION State

Once the TCP connection has been opened by a POP3 client, the POP3
server issues a one line greeting. This can be any string term nated
by CRLF. An exanple m ght be:

S. +OK POP3 server ready

Note that this greeting is a POP3 reply. The POP3 server should
al ways give a positive response as the greeting.

The POP3 session is now in the AUTHORI ZATION state. The client nust
now i ssue the USER command. |f the POP3 server responds with a
positive success indicator ("+OK"'), then the client may issue either
the PASS conmand to conpl ete the authorization, or the QU T command
to ternmnate the POP3 session. |If the POP3 server responds with a
negative success indicator ("-ERR') to the USER command, then the
client may either issue a new USER comand or may issue the QU T
command.
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When the client issues the PASS command, the POP3 server uses the
argunent pair fromthe USER and PASS commands to determne if the

client should be given access to the appropriate maildrop. |If so,
the POP3 server then acquires an exclusive-access |ock on the
mai ldrop. |If the lock is successfully acquired, the POP3 server

parses the naildrop into individual nessages (read note bel ow),
determines the | ast nmessage (if any) present in the nmaildrop that was
ref erenced by the RETR command, and responds with a positive success
indicator. The POP3 session now enters the TRANSACTION state. |If
the |l ock can not be acquired or the client should is denied access to
the appropriate naildrop or the nmaildrop can’t be parsed for sone
reason, the POP3 server responds with a negative success indicator.
(I'f a lock was acquired but the POP3 server intends to respond with a
negati ve success indicator, the POP3 server nust rel ease the |ock
prior to rejecting the command.) At this point, the client may
either issue a new USER command and start again, or the client may

i ssue the QU T command.

NOTE: M nimal inplenmentations of the POP3 need only be
able to break a maildrop into its component messages;
they need NOT be able to parse individual nessages.
More advanced inplenentations may wi sh to have this
capability, for reasons discussed |ater

After the POP3 server has parsed the maildrop into individua
messages, it assigns a nessage-id to each nmessage, and notes the size
of the message in octets. The first nmessage in the maildrop is
assigned a nessage-id of "1", the second is assigned "2", and so on,
so that the n"th nessage in a naildrop is assigned a nessage-id of
"n". In POP3 comands and responses, all nessage-id s and nessage
sizes are expressed in base-10 (i.e., decimal).

It sets the "highest nunber accessed"” to be that of the |ast nessage
referenced by the RETR command.

Here are summaries for the three POP3 commands di scussed thus far

USER nane

Arguments: a server specific user-id (required)

Restrictions: may only be given in the AUTHORI ZATI ON
state after the POP3 greeting or after an
unsuccessful USER or PASS conmand

Possi bl e Responses:
+OK nare i s wel cone here
- ERR never heard of nane

Exanpl es:
C USER nr ose
S: +OK nrose is a real hoopy frood
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C USER frated
S: -ERR sorry, frated doesn’t get his mail here

PASS string
Arguments: a server/user-id specific password (required)
Restrictions: may only be given in the AUTHORI ZATI ON
state after a successful USER command
Possi bl e Responses:
+COK mai | drop | ocked and ready
-ERR invalid password
-ERR unabl e to | ock nail drop

Exanpl es:

C USER nr ose

S: +OK nrose is a real hoopy frood

C PASS secr et

S: +OK nrose’s nmaildrop has 2 nessages
(320 octets)

C USER nr ose

S: +OK nrose is a real hoopy frood

C PASS secr et

S: -ERR unable to lock nrose’s numildrop, file
al ready | ocked

QIT

Argunments: none
Restrictions: none
Possi bl e Responses:

+OK
Exanpl es:
C QIT
S: +COK dewey POP3 server signing off

5. The TRANSACTI ON St ate

Once the client has successfully identified itself to the POP3 server
and the POP3 server has | ocked and burst the appropriate maildrop,
the POP3 session is now in the TRANSACTION state. The client may now
i ssue any of the followi ng POP3 commands repeatedly. After each
command, the POP3 server issues a response. Eventually, the client

i ssues the QU T command and t he POP3 session enters the UPDATE state.

Here are the POP3 commands valid in the TRANSACTI ON st at e:

STAT
Argunents: none
Restrictions: may only be given in the TRANSACTI ON state.
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Di scussi on

The POP3 server issues a positive response with a line
containing information for the nmaildrop. This line is
called a "drop listing" for that naildrop

In order to sinplify parsing, all POP3 servers are
required to use a certain format for drop listings.
The first octets present nust indicate the nunmber of
messages in the maildrop. Following this is the size
of the maildrop in octets. This nmenp nakes no

requi renent on what follows the maildrop size.

M ni mal inplenmentati ons should just end that |ine of
the response with a CRLF pair. Mre advanced

i mpl ement ati ons may i nclude other information

NOTE: This meno STRONGLY di scour ages

i mpl ementations from suppl yi ng addi tiona
information in the drop listing. Oher,
optional, facilities are discussed |ater on
which permt the client to parse the nessages
in the naildrop

Not e that nessages marked as del eted are not counted in
ei ther total

Possi bl e Responses:

+OK nn nmm
Exanpl es:

C STAT

S: +OK 2 320

LI ST [ msg]
Argunents: a nessage-id (optionally) |If a nmessage-id is

given, it may NOT refer to a nessage narked as
del et ed.

Restrictions: may only be given in the TRANSACTI ON state.
Di scussi on

If an argunent was given and the POP3 server issues a
positive response with a |ine containing infornmation
for that nessage. This line is called a "scan listing"
for that message.

If no argunent was given and the POP3 server issues a
positive response, then the response given is
multi-line. After the initial +OK, for each nessage
in the nmaildrop, the POP3 server responds with a |ine
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containing information for that nmessage. This line
is called a "scan listing" for that nessage.

In order to sinplify parsing, all POP3 servers are
required to use a certain format for scan |istings.
The first octets present nust be the nessage-id of

the message. Followi ng the nessage-id is the size of
the message in octets. This neno makes no requirenent
on what follows the nmessage size in the scan listing.
M ni mal i npl enentations should just end that |ine of
the response with a CRLF pair. Mre advanced

i npl ement ati ons may include other information, as
parsed fromthe message

NOTE: This meno STRONGY di scour ages

i mpl ementations from suppl yi ng additiona
information in the scan listing. Qher, optional,
facilities are discussed |later on which permt
the client to parse the nessages in the nmail drop

Not e that nessages marked as del eted are not i sted.

Possi bl e Responses:

+OK scan listing foll ows
-ERR no such nessage

Exanpl es:

LI ST
+OK 2 nessages (320 octets)
1 120
2 200

LI ST 2
+K 2 200

LI ST 3
-ERR no such nessage, only 2 nmessages in
mai | dr op

0w o Vuunuwo

RETR nsg
Argunments: a nessage-id (required) This nessage-id may

NOT refer to a nessage narked as del et ed.
Restrictions: may only be given in the TRANSACTI ON state.
Di scussi on

If the POP3 server issues a positive response, then the

response given is multi-line. After the initial +OK
the POP3 server sends the nessage corresponding to the
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gi ven nessage-id, being careful to byte-stuff the
term nation character (as with all multi-line
responses).

If the nunber associated with this nessage is higher
than the "hi ghest number accessed" in the maildrop, the
POP3 server updates the "highest nunber accessed" to
the nunber associated with this nessage.

Possi bl e Responses:
+OK nessage foll ows
-ERR no such nessage

Exanpl es:
C RETR 1
S +OK 120 octets
S: <t he POP3 server sends the entire nmessage here>
S
DELE nsg

Arguments: a nessage-id (required) This nmessage-id

may NOT refer to a nmessage marked as del et ed.
Restrictions: may only be given in the TRANSACTI ON st at e.
Di scussi on

The POP3 server marks the nmessage as deleted. Any
future reference to the nessage-id associated with the
message in a POP3 conmand generates an error. The POP3
server does not actually delete the nmessage until the
POP3 session enters the UPDATE state.

If the number associated with this nessage is higher
than the "highest nunber accessed" in the naildrop,
the POP3 server updates the "highest nunber accessed”
to the nunber associated with this nmessage.

Possi bl e Responses:
+CK nessage del eted
-ERR no such nessage

Exanpl es:
C DELE 1
S: +CK nessage 1 del eted
C  DELE 2
S: - ERR nessage 2 al ready del eted
NOOP

Argunents: none
Restrictions: may only be given in the TRANSACTI ON state.
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positive response.

Possi bl e Responses:

+OK
Exanpl es:

C
S

LAST

Ar gunent s:
Restrictions:
Di scussi on

The POP3 server issues a positive response with a line

NCOP
+OK

none

contai ni ng the hi ghest message nunber whi ch accessed.

Zero is returned in case no nmessage in the naildrop has
been accessed during previous transactions.

may thereafter infer that messages, if any, nunbered
greater than the response to the LAST conmand are
nmessages not yet accessed by the client.

Possi bl e Response:

+OK nn

Exanpl es:

VONOLWOLONWOW VUVWOVOWNO

STAT

+OK 4 320

LAST

+X 1

RETR 3

+OK 120 octets

<t he POP3 server sends the entire nessage
her e>

LAST

+OK 3

DELE 2

+CK nessage 2 del eted
LAST

+X 3

RSET

+OK

LAST

+OK 0
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RSET
Argunents: none
Restrictions: may only be given in the TRANSACTI ON
st at e.
Di scussi on

I f any nmessages have been narked as del eted by the POP3
server, they are unmarked. The POP3 server then
replies with a positive response. |In addition, the

"hi ghest nunber accessed" is also reset to zero.

Possi bl e Responses:

+OK
Exanpl es:
C. RSET
S: +COK mai |l drop has 2 nmessages (320 octets)

6. The UPDATE State

When the client issues the QU T command fromthe TRANSACTI ON st at e,
the POP3 session enters the UPDATE state. (Note that if the client
i ssues the QU T command fromthe AUTHORI ZATI ON state, the POP3
session term nates but does NOT enter the UPDATE state.)

QUT
Argunments: none
Restrictions: none
Di scussi on

The POP3 server renoves all nessages narked as del eted
fromthe maildrop. It then rel eases the

excl usi ve-access lock on the maildrop and replies as
to the success of these operations. The TCP
connection is then cl osed.

Possi bl e Responses:

+OK
Exanpl es:

C QT

S: +COK dewey POP3 server signing off (maildrop
enpty)

C QIT

S: +CK dewey POP3 server signing off (2 messages
left)
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POP3 Commands

The POP3 commands di scussed above nmust be supported by all m ninmal
i npl ement ati ons of POP3 servers.

The optiona

POP3 commands descri bed bel ow permt a POP3 client

greater freedomin nessage handling, while preserving a sinple POP3
server inplenentation.

Rose

NOTE: This nmenb STRONGLY encourages inplenentations to
support these comands in |ieu of devel opi ng augnent ed
drop and scan listings. |In short, the philosophy of
this meno is to put intelligence in the part of the
POP3 client and not the POP3 server.

TOP nmsg n
Argunents: a nessage-id (required) and a nunber. This

message-id may NOT refer to a nessage narked as
del et ed.

Restrictions: may only be given in the TRANSACTI ON st at e.
Di scussi on

If the POP3 server issues a positive response, then
the response given is multi-line. After the initia
+CK, the POP3 server sends the headers of the nessage,
the blank line separating the headers fromthe body,
and then the number of |lines indicated message’s body,
being careful to byte-stuff the term nation character
(as with all multi-line responses).

Note that if the number of |ines requested by the POP3
client is greater than than the nunber of lines in the
body, then the POP3 server sends the entire message.

Possi bl e Responses:

+K top of nessage foll ows
-ERR no such nessage

Exanpl es:

C. TOP 10

S +OK

S: <the POP3 server sends the headers of the
message, a blank line, and the first 10 lines
of the body of the nessage>

C TOP 100

S: -ERR no such nessage
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APCP nane di gest
Arguments: a server specific user-id and a digest string
(both required).
Restrictions: may only be given in the AUTHORI ZATI ON
state after the POP3 greeting
Di scussi on

Normal |y, each POP3 session starts with a USER/ PASS
exchange. This results in a server/user-id specific
password being sent in the clear on the network. For
intermttent use of POP3, this may not introduce a
sizable risk. However, nmany POP3 client

i mpl erent ati ons connect to the POP3 server on a
regul ar basis -- to check for new mail. Further the
interval of session initiation may be on the order of
five mnutes. Hence, the risk of password capture is
greatly enhanced.

An alternate nethod of authentication is required

whi ch provides for both origin authentication and
replay protection, but which does not involve sending
a password in the clear over the network. The APOP
command provides this functionality.

A POP3 server which inplements the APOP comrand wil |
include a tinestanp in its banner greeting. The
syntax of the timestanp corresponds to the "nsg-id"
in [RFC822], and MJUST be different each tinme the POP3
server issues a banner greeting. For exanple, on a
UNI X i npl enentation in which a separate UNI X process
is used for each instance of a POP3 server, the
syntax of the timestanp m ght be:

<process- | D. cl ock@ost nane>

where "process-1D" is the decimal value of the
process’s PID, clock is the decimal value of the
system cl ock, and hostnane is the fully-qualified
domai n-nane corresponding to the host where the POP3
server i s running.

The POP3 client makes note of this tinestanp, and
then issues the APOP command. The "nane" paraneter
has identical semantics to the "nanme" paramneter of
the USER conmand. The "di gest"” parameter is

cal cul ated by applying the MD5 al gorithm|[RFC1321] to
a string consisting of the tinestanp (including

angl e- brackets) followed by a shared secret. This
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shared secret is a string known only to the POP3
client and server. Great care should be taken to
prevent unauthorized di scl osure of the secret, as
know edge of the secret will allow any entity to
successful ly masquerade as the naned user. The

"di gest" paraneter itself is a 16-octet val ue which
is sent in hexadecimal format, using |ower-case ASCI
characters.

Wien the POP3 server receives the APOP command, it
verifies the digest provided. |If the digest is
correct, the POP3 server issues a positive response,
and the POP3 session enters the TRANSACTI ON state.

O herwi se, a negative response is issued and the POP3
session remains in the AUTHORI ZATI ON st at e.

Possi bl e Responses:
+COK nmai | drop | ocked and ready
- ERR perni ssi on deni ed

Exanpl es:

S: +OK POP3 server ready <1896.697170952@lbc. nt vi ew. ca. us>

C. APOP nrose c4c9334bac560ecc979e58001b3e22f b
S: +OK naildrop has 1 nessage (369 octets)

In this exanple, the shared secret is the string "tanstaaf".

Hence, the MD5 algorithmis applied to the string
<1896. 697170952@ibc. nt vi ew. ca. us>t anst aaf
whi ch produces a di gest val ue of

c4c9334bac560ecc979e58001b3e22f b

8. POP3 Conmand Sunmary

M ni mal POP3 Commands:

Rose

USER nane valid in the AUTHORI ZATI ON st ate
PASS string

QT

STAT valid in the TRANSACTI ON state
LI ST [ nsq]

RETR nsg

DELE nsg

NOOP

LAST

RSET
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QT valid in the UPDATE state

Opti onal POP3 Commands:
APCP nane di gest valid in the AUTHORI ZATI ON state

TOP nsg n valid in the TRANSACTI ON state

POP3 Repli es:
+OK
- ERR

Note that with the exception of the STAT commuand, the reply given
by the POP3 server to any conmand is significant only to "+OK"
and "-ERR'. Any text occurring after this reply may be ignored
by the client.

9. Exanpl e POP3 Session

S

C

n

BONOLOVDLLOVDONLLLONDLDLOONO WO

Rose

<wait for connection on TCP port 110>

<open connecti on>
+OK POP3 server ready <1896.697170952@lbc. ntvi ew. ca. us>
APOP nrose c4c9334bac560ecc979e58001b3e22f b
+OK nrose’s naildrop has 2 nessages (320 octets)
STAT
+OK 2 320
LI ST
+OK 2 nessages (320 octets)
1 120
2 200

RETR 1
+OK 120 octets
<t he POP3 server sends nessage 1>

DELE 1

+CK nessage 1 del eted

RETR 2

+OK 200 octets

<t he POP3 server sends nessage 2>

DELE 2

+CK nessage 2 del eted

QIT

+OK dewey POP3 server signing off (rmaildrop enpty)
<cl ose connection>
<wait for next connection>

[ Page 14]



RFC 1460 PCP3 June 1993

10. Message For mat

Al'l messages transmitted during a POP3 session are assuned to conform
to the standard for the format of Internet text nmessages [ RFC822].

It is inportant to note that the byte count for a nessage on the
server host may differ fromthe octet count assigned to that nessage
due to local conventions for designating end-of-line. Usually,
during the AUTHORI ZATI ON state of the POP3 session, the POP3 client
can calculate the size of each nessage in octets when it parses the
mai | drop into nessages. For exanple, if the POP3 server host
internally represents end-of-line as a single character, then the
POP3 server sinply counts each occurrence of this character in a
message as two octets. Note that lines in the message which start
with the term nation octet need not be counted tw ce, since the POP3
client will renove all byte-stuffed termination characters when it
receives a multi-line response.

11. The POP and the Split-UA nodel

The underlying paradigmin which the POP3 functions is that of a
split-UA nodel. The POP3 client host, being a renpte PC based

wor kstation, acts solely as a client to the nessage transport system
It does not provide delivery/authentication services to others.
Hence, it is acting as a UA, on behalf of the person using the

wor kstation. Furthernore, the workstation uses SMIP to enter nmai
into the MIS

In this sense, we have two UA functions which interface to the
message transport system Posting (SMIP) and Retrieval (POP3). The
entity which supports this type of environment is called a split-UA
(since the user agent is split between two hosts which nust
interoperate to provide these functions).

ASIDE: Ohers mght termthis a renote-UA instead.
There are argunents supporting the use of both terns.

This menmo has explicitly referenced TCP as the underlying transport
agent for the POP3. This need not be the case. |In the MZnet split-
UA, for exanple, personal nicro-conputer systens are used which do
not have | P-style networking capability [MZnet]. To connect to the
POP3 server host, a PC establishes a terminal connection using sone
simpl e protocol (PhoneNet). A programon the PC drives the
connection, first establishing a | ogin session as a normal user. The
Il ogin shell for this pseudo-user is a program which drives the other
hal f of the term nal protocol and comruni cates with one of two
servers. Al though MzZnet can support several PCs, a single pseudo-
user login is present on the server host. The user-id and password
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for this pseudo-user login is known to all menbers of MZnet. Hence,
the first action of the login shell, after starting the term na
protocol, is to demand a USER/ PASS aut hori zation pair fromthe PC
This second | evel of authorization is used to ascertain who is
interacting with the MIS. Although the server host is deened to
support a "trusted" MIS entity, PCs in MZnet are not. Naturally, the
USER/ PASS aut hori zation pair for a PCis known only to the owner of
the PC (in theory, at |east).

After successfully verifying the identity of the client, a nodified
SMIP server is started, and the PC posts nail with the server host.
After the QU T command is given to the SMIP server and it terninates,
a nmodified POP3 server is started, and the PCretrieves mail fromthe
server host. After the QU T command is given to the POP3 server and
it termnates, the login shell for the pseudo-user term nates the
term nal protocol and logs the job out. The PC then closes the

term nal connection to the server host.

The SMIP server used by MZnet is nodified in the sense that it knows
that it’s talking to a user agent and not a "trusted" entity in the
message transport system Hence, it does perforns the validation
activities normally perfornmed by an entity in the MIS when it accepts
a nessage froma UA

The POP3 server used by MZnet is nodified in the sense that it does
not require a USER/ PASS conbi nation before entering the TRANSACTI ON
state. The reason for this (of course) is that the PC has already
identified itself during the second-I|evel authorization step

descri bed above.

NOTE: Truth in advertising |laws require that the author
of this menmo state that MZnet has not actually been
fully inplenmented. The concepts presented and proven
by the project led to the notion of the Mnet
split-slot nodel. This notion has inspired the
split-UA concept described in this meno, led to the
author’s interest in the POP, and heavily influenced
the the description of the POP3 herein.

In fact, some UAs present in the Internet already support the notion
of posting directly to an SMIP server and retrieving mail directly
froma POP3 server, even if the POP3 server and client resided on the
same host!

ASI DE: this discussion raises an issue which this neno

pur posedly avoi ds: how does SMIP know that it's talking
to a "trusted" MIS entity?
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Security Considerations

It is conjectured that use of the APOP command provides origin
identification and replay protection for a POP3 session.

Accordingly, a POP3 server which inplenents both the PASS and APOP
commands nust not all ow both nmethods of access for a given user; that
is, for a given "USER name" either the PASS or APOP command is

al | omwed, but not bot h.

O herwi se, security issues are not discussed in this meno.
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