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1. Introduction

A networ k managenment system contains: several (potentially
many) nodes, each with a processing entity, termed an agent,
whi ch has access to managenent instrunentation; at |east one
managenent station; and, a managenent protocol, used to convey
managenent informati on between the agents and nanagenent
stations. Operations of the protocol are carried out under an
adm ni strative franmework which defines both authentication and
aut hori zati on policies.

Net wor k managenent stations execute managenent applications
whi ch nonitor and control network el enents. Network el enents
are devi ces such as hosts, routers, ternminal servers, etc.

whi ch are nonitored and controll ed through access to their
managemnent i nformation.

Managenent information is viewed as a collection of nanaged
objects, residing in a virtual information store, terned the
Managenent |nformati on Base (MB). Collections of related
objects are defined in MB nodul es. These nodules are witten
usi ng a subset of OSI’'s Abstract Syntax Notation One (ASN. 1)
[1], ternmed the Structure of Management Information (SM) [2].

The nmanagenent protocol, SNWMPv2 [3], provides for the exchange
of messages which convey nanagenent informati on between the
agents and the managenment stations. It is the purpose of this
docunent to define managed objects which describe the behavior
of a SNWPv2 entity.

1.1. A Note on Term nol ogy

For the purpose of exposition, the original Internet-standard
Net wor k Management Framework, as described in RFCs 1155, 1157,
and 1212, is ternmed the SNWP version 1 framework (SNWPv1).

The current framework is termed the SNWP version 2 framework
( SNVPv2) .
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2. Definitions
SNVPv2-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,

oj ect Nanme, |Integer32, Counter32, snnpMdul es
FROM SNMWPv2- SM

Trut hVal ue, DisplayString, TestAndlncr, TineStanp
FROM SNMPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF

system iflndex, egpNei ghAddr
FROM RFC1213-M B

partyEntry
FROM SNWVPv2- PARTY- M B;

snnmpM B MODULE- | DENTI TY
LAST- UPDATED "9304010000Z"
ORGANI ZATI ON "I ETF SNMPv2 Wor ki ng G oup"
CONTACT- | NFO
" Marshall T. Rose

Postal : Dover Beach Consulting, Inc.
420 Wi sman Court
Mountain View, CA 94043-2186
us

Tel : +1 415 968 1052
Fax: +1 415 968 2510

E-mai |l : nrose@lbc. ntvi ew. ca. us"
DESCRI PTI ON

"The M B nodule for SNWMPv2 entities."”
::={ snnpMbdules 1 }

snnpM BObj ects OBJECT IDENTIFIER ::= { shnpMB 1}
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-- the SNWPv2 statistics group

-- a collection of objects providing basic instrumentation of
-- the SNWPvV2 entity.

-- A Case diagran{4] relating these objects is:
-- v/ transport service

-- ==+== snnpSt at sPacket s

-
- +==> snnpSt at s30Sonet hi ng

-- +==> snnpSt at sEncodi ngErrors

- I+::> snnpSt at sUnknownDst Parti es
-- +==> snnpSt at sDst Part yM snat ches
-- +==> snnpSt at sUnknownSr cParti es
-- +==> snnpSt at sBadAut hs

-- +==> snnpSt at sNot | nLi feti nes

-- +==> snnpSt at sWongDi gest Val ues
-- +==> snnpSt at sUnknownCont ext s

-- +==> snnpSt at sBadOper ati ons

-- +==> snnpSt at sSi | ent Dr ops

snnpSt at s OBJECT IDENTIFIER ::= { snnpM Bbjects 1 }
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snnpSt at sPacket s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of packets received by the
SNWPv2 entity fromthe transport service."

REFERENCE
"Derived from RFC1213- M B. snnpl nPkts. "

:={ snnpStats 1}

snnpSt at s30Sonet hi ng OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of packets which had an initial
octet with a value of 30 hexadeci mal received by a
SNVPv2 entity which does not support SNWVPv1.
(Such packets are possibly msdirected SNWPv1
Messages. )"

REFERENCE
"Derived from RFC1213- M B. snnmpl nASNPar seErrs. "

::={ snnpStats 2 }

snnmpSt at sEncodi ngErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of packets received by the
SNWVPv2 entity which were inproperly encoded or had
invalid syntax."

REFERENCE
"Derived from RFC1213- M B. snnmpl nASNPar seErrs. "

::={ snnpStats 3 }
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snnpSt at sUnknownDst Parti es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of SnnpPrivMsgs delivered to the
SNVPv2 entity for which the privDst field was not
a known | ocal party."

:={ snnpStats 4 }

snmpSt at sDst Part yM smat ches OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of SnnmpPrivMsgs delivered to the
SNWPv2 entity which contained a SnnpAut hMsg for
whi ch the authData.dstParty field did not match
the privDst field in the SnnpPrivMsg."

::={ snnpStats 5 }

snmpSt at sUnknownSr cParti es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of SnnmpAut hMsgs delivered to the
SNWPv2 entity for which the authData.srcParty
field was not a known renote party."

::={ snnpStats 6 }

snnpSt at sBadAut hs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of SnnpAut hMsgs delivered to the
SNWVPv2 entity which contained an authlnfo field
whi ch was inconsistent with the authentication
protocol associated with the source party."

:={ snnpStats 7 }
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snnpSt at sNot | nLi feti mes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of SnnpAuthMsgs delivered to the
SNVPv2 entity which were deened unaut hentic due to
their authlnfo.authSrcTinestanp field being | ess
than the source party’'s clock plus lifetinme."

::={ snnpStats 8 }

snnpSt at sW ongDi gest Val ues OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of SnnmpAut hMsgs delivered to the
SNVPv2 entity which were deened unaut hentic due to
their authlnfo.authDi gest field being unequal to
the expected digest value."

:={ snnpStats 9 }

snmpSt at sUnknownCont ext s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of SnnmpMgnt Cons delivered to the
SNWPv2 entity for which the context field was not
a known SNWPv2 context."

::={ snmpStats 10 }

snpSt at sBadOper at i ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of nessages delivered to the
SNWVPv2 entity which were silently dropped because
the PDU type referred to an operation not all owed
in the acl Tabl e[ 5]."

;= { snmpStats 11 }
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snnpSt at sSi | ent Drops OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of GetRequest - PDUs,
Get Next Request - PDUs, Get Bul kRequest - PDUs,
Set Request - PDUs, and | nf or mRequest - PDUs del i ver ed
to the SNMPv2 entity which were silently dropped
because the size of an reply containing an
alternate Response-PDU with an enpty vari abl e-
bi ndings field was greater than either a | ocal
constraint or the maxi num nessage size of the
request’s source party."

:={ snmpStats 12 }
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-- the SNWPv1l statistics group

-- a collection of objects providing basic instrumentation of
-- a SNWv2 entity which also inplenents SNVPv1.

-- A Case diagran{4] relating these objects
-- (and those applicable objects in the snmpStats group)
-- is:

-- \v/ transport service

::|+:: snmpSt at sPacket s

I+::> snmpSt at sEncodi ngErrors
I+::> snnpV1BadCommuni t yNanes
- L::> snnpV1BadConmuni t yUses

snmpV1i OBJECT IDENTIFIER ::= { snmpM BObj ects 2 }

snnpV1BadComuni t yNames OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunmber of SNMPv1l Messages delivered to
the SNWPv2 entity which used a comunity nanme not
known to the SNWPv2 entity."

REFERENCE
"Derived from RFC1213-
M B. snimpl nBadConmmuni t yNames. "

:={ snnpVvl 1}
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snnmpV1BadComuni t yUses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunmber of SNMPv1l Messages delivered to
SNWVPv2 entity containing an operation which was
not allowed for the comunity named in the
Message. "

REFERENCE
"Derived from RFC1213- M B. snnpl nBadConmuni t yUses. "

:={ snnpV1l 2 }
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-- the object resource group

-- acollection of objects allowing a SNMPv2 entity acting in
-- an agent role to describe its dynam cally-configurable
-- object resources.

snnmpOR OBJECT IDENTIFIER ::= { snnpM Bbj ects 3 }

snmpORLast Change OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the time of the nost
recent change in state or value of any instance of
snnmpORI D. "

= f{ snnmpOR 1 }

snnpORTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpOREntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the dynam cally-
configurabl e object resources in a SNWPv2 entity
acting in an agent role. SNWMPv2 entities which do
not support dynam cally-configurabl e object

resources will never have any instances of the
colummar objects in this table."

:={ snnmpOR 2 }

snmpORENnt ry OBJECT- TYPE

SYNTAX SnmpCORENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) in the snnmpORTabl e."

I NDEX { snmpORI ndex }

:={ snnmpORTable 1 }
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SnnpORENtry :: = SEQUENCE {
snnpORI ndex I nt eger 32,
snnpORI D OBJECT | DENTI FI ER,
snmpORDescr Di spl ayString
}
snnpORI ndex OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The auxiliary variable used for identifying
i nstances of the colummar objects in the
snnmpORTabl e. "

:={ snnpOREntry 1 }

snnpORI D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"An authoritative identification of one of the
dynani cal | y-confi gurabl e obj ect resources in a
SNWPv2 entity acting in an agent role. This is
anal ogous to the sysObjectlD object in MB-I1."

c:={ snnpOREntry 2}

snmpORDescr OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A textual description of one of the dynamically-
configurabl e object resources in a SNVWPv2 entity
acting in an agent role. This is analogous to the
sysDescr object in MB-11."

::={ snnmpOREntry 3 }
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-- the traps group

-- a collection of objects which allow the SNWPv2 entity, when
-- acting in an agent role, to be configured to generate

-- SNWPv2- Tr ap- PDUs.

snnpTr ap OBJECT I DENTIFIER ::= { snnpM Bbj ects 4 }

snnpTrapO D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The authoritative identification of the trap
currently being sent. This variable occurs as the
second varbind of a SNWPv2- Tr ap- PDU. "

::={ snnpTrap 1 }
snnpTrapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTrapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e which keeps track of how many traps have
been sent to each SNWPv2 entity."

:={ snnpTrap 2 }

snnpTrapEntry OBJECT- TYPE

SYNTAX SnnpTrapEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry which keeps track of how nmany traps have
been sent to a particular SNWPv2 entity.”

AUGMVENTS { partyEntry }

::={ snnpTrapTable 1 }

SnnpTrapEntry ::= SEQUENCE {
snpTr apNumber s Count er 32
}
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snnpTrapNunbers OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of traps which have been sent to a
particul ar SNMPv2 party, since the |ast
initialization of the SNMPv2 entity, or the
creation of the SNMPv2 party, whichever occurred
most recently.”

::={ snnpTrapEntry 1 }

snnpTrapEnt er pri se OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The authoritative identification of the
enterprise associated with the trap currently
being sent. Wen a SNMPv2 proxy agent is nmapping
an RFC1157 Trap-PDU into a SNMPv2-Trap-PDU, this
vari abl e occurs as the |ast varbind."

:={ snnpTrap 3 }
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snnpV2Enabl eAut henTraps OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"I ndi cates whether the SNWPv2 entity, when acting
in an agent role, is permtted to generate
aut henticationFailure traps. The value of this
obj ect overrides any configuration information; as
such, it provides a neans whereby al
aut henti cationFailure traps may be di sabl ed.

Note that it is strongly recommended that this
obj ect be stored in non-volatile menory so that it
remai ns constant between re-initializations of the
net wor k managenent system "
REFERENCE
"Derived from RFCL213- M B. snnpEnabl eAut henTr aps. "
::={ snnpTrap 4 }

Case, Mcd oghrie, Rose & Wal dbusser [ Page 15]



RFC 1450 Management | nformati on Base for SNMPv2 April 1993

-- well-known traps

snnpTr aps OBJECT IDENTIFIER ::= { snnpM BObj ects 5 }

col dStart NOTI FI CATI ON- TYPE

STATUS current

DESCRI PTI ON
"A coldStart trap signifies that the SNWPv2
entity, acting in an agent role, is reinitializing
itself such that its configuration may be
altered."

::={ snnpTraps 1 }

war nSt art NOTI FI CATI ON- TYPE
STATUS current
DESCRI PTI ON
"A warnStart trap signifies that the SNWPv2
entity, acting in an agent role, is reinitializing
itself such that its configuration is unaltered."
:={ snnpTraps 2 }

I i nkDown NOTI FI CATI ON- TYPE

OBJECTS { iflndex }

STATUS current

DESCRI PTI ON
"AlinkDown trap signifies that the SNMPv2 entity,
acting in an agent role, recognizes a failure in
one of the comunication links represented in its
configuration."

::={ snnpTraps 3 }

I'i nkUp NOTI FI CATI ON- TYPE

OBJECTS { iflndex }

STATUS current

DESCRI PTI ON
"AlinkUp trap signifies that the SNMPv2 entity,
acting in an agent role, recognizes that one of
the conmuni cation links represented inits
configuration has cone up."

:={ snnpTraps 4 }
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aut henti cati onFai | ure NOTI FI CATI ON- TYPE
STATUS current

DESCRI PTI ON
"An authenticationFailure trap signifies that the

SNWPv2 entity, acting in an agent role, has
received a protocol nessage that is not properly
authenticated. Wiile all inplenmentations of the
SNWPv2 nust be capabl e of generating this trap,
t he snnpV2Enabl eAut henTr aps obj ect i ndi cates
whether this trap will be generated."”

2= { snnpTraps 5 }

egpNei ghbor Loss NOTI FI CATI ON- TYPE

OBJECTS { egpNei ghAddr }

STATUS current

DESCRI PTI ON
"An egpNei ghborLoss trap signifies that an EGP
nei ghbor has been marked down and the EGP peer
rel ati onship no | onger obtains."

::={ snnpTraps 6 }
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-- the set group

-- a collection of objects which all ow several cooperating
-- SNMPv2 entities, all acting in a manager role, to

-- coordinate their use of the SNMPv2 set operation

snnpSet OBJECT I DENTIFIER ::= { snnpM BObj ects 6 }

snpSet Seri al No OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"An advisory lock used to allow severa
cooperating SNMPv2 entities, all acting in a
manager role, to coordinate their use of the
SNVPv2 set operation

This object is used for coarse-grain coordination
To achi eve fine-grain coordination, one or nore
simlar objects mght be defined within each MB
group, as appropriate.”

:={ snnpSet 1}
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-- conformance information

snnpM BConf or mance
OBJECT | DENTI FI ER : :

{ snmpM B 2 }

snnpM BConpl i ances
OBJECT | DENTI FI ER ::
snnmpM BG oups OBJECT | DENTI FI ER : :

{ snnpM BConf ormance 1 }
{ snnmpM BConf or mance 2 }

-- conpliance statenents

snnpM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWPv2 entities
whi ch inpl enent the SNMPv2 MB."
MODULE RFC1213-M B
MANDATORY- GROUPS { system}

MODULE -- this nodul e
MANDATORY- GROUPS { snnpSt at sG oup, shnmpORG oup,
snnpTrapG oup, snnpSet G oup }

GROUP  snnmpV1G oup
DESCRI PTI ON
"The snnmpV1l group is mandatory only for those
SNWPv2 entities which also inplement SNMPv1."
::={ snnpM BConpl i ances 1 }
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-- units of conformance

snnpSt at sG oup OBJECT- GROUP
OBJECTS { snnpSt at sPackets, snnpStat s30Sonet hi ng,
snmpSt at sEncodi ngErrors,
snnpSt at sUnknownDst Parti es,
snnpSt at sDst Part yM smat ches,
snnpSt at sUnknownSr cParti es, snnpStat sBadAut hs,
snnpSt at sNot | nLi f eti nmes,
snmpSt at sW ongDi gest Val ues,
snmpSt at sUnknownCont ext s,
snnpSt at sBadQOper at i ons,
snnpSt at sSi | ent Drops }
STATUS current
DESCRI PTI ON
"A collection of objects providing basic
instrunmentation of the SNMPv2 entity."
::={ snnpM BG oups 1 }

snnmpV1G oup OBJECT- GROUP

OBJECTS { snnpV1BadCommunityNanes, snnmpV1iBadCommrunityUses }

STATUS current

DESCRI PTI ON
"A collection of objects providing basic
instrumentation of a SNVMPv2 entity which al so
i mpl ements SNWMPv1. "

2= { snnpM BG oups 2 }

snmpORG oup OBJECT- GCROUP

OBJECTS { snnpCRLast Change, snnpORID, snnmpORDescr }

STATUS current

DESCRI PTI ON
"A collection of objects allowing a SNMPv2 entity
acting in an agent role to describe its
dynani cal | y-confi gurabl e obj ect resources.”

::={ snnpM BGoups 3 }
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snnpTrapG oup OBJECT- GROUP

OBJECTS { snnpTrapNunbers, snnpV2Enabl eAut henTraps }

STATUS current

DESCRI PTI ON
"A collection of objects which allow the SNWPv2
entity, when acting in an agent role, to be
configured to generate SNWPv2- Tr ap- PDUs. "

::={ snnpM BGroups 4 }

snnpSet G oup OBJECT- GROUP

OBJECTS { snnpSet Seri al No }

STATUS current

DESCRI PTI ON
"A collection of objects which allow several
cooperating SNMPv2 entities, all acting in a
manager role, to coordinate their use of the
SNWPv2 set operation.”

::={ snnpM BG oups 5 }

END
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5. Security Considerations

Security issues are not discussed in this meno.
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