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1. Introduction

A networ k managenment system contains: several (potentially
many) nodes, each with a processing entity, termed an agent,
whi ch has access to managenent instrunentation; at |east one
managenent station; and, a managenent protocol, used to convey
managenent informati on between the agents and nanagenent
stations. Operations of the protocol are carried out under an
adm ni strative franmework which defines both authentication and
aut hori zati on policies.

Net wor k managenent stations execute managenent applications
whi ch nonitor and control network el enents. Network el enents
are devi ces such as hosts, routers, ternminal servers, etc.

whi ch are nonitored and controll ed through access to their
managemnent i nformation.

Managenent information is viewed as a collection of nanaged
objects, residing in a virtual information store, terned the
Managenent |nformati on Base (MB). Collections of related
objects are defined in MB nodul es. These nodules are witten
usi ng a subset of OSI’'s Abstract Syntax Notation One (ASN. 1)
[1], ternmed the Structure of Management Information (SM) [2].

The Adm nistrative Mddel for SNMPv2 docunent [3] defines the
properties associated with SNMPv2 parties, SNMPv2 contexts,
and access control policies. It is the purpose of this
docunent, the Party M B for SNWPv2, to define managed objects
whi ch correspond to these properties.

1.1. A Note on Term nol ogy

For the purpose of exposition, the original Internet-standard
Net wor k Management Framework, as described in RFCs 1155, 1157,
and 1212, is ternmed the SNWP version 1 framework (SNWPv1).

The current framework is termed the SNWP version 2 framework
( SNVPv2) .
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2. Definitions

SNWVPv2- PARTY-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, snnpMbdul es,
Ul nt eger 32

FROM SNVPv2- SM

TEXTUAL- CONVENTI ON, RowsSt at us, Trut hVal ue
FROM SN\VPv2-TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNIVPv 2- CONF;

partyM B MODULE- | DENTI TY
LAST- UPDATED "93040100002"
ORGANI ZATI ON "I ETF SNMP Security Working G oup”
CONTACT- | NFO
" Keith McC oghrie

Post al : Hughes LAN Systens
1225 Charl est on Road
Mountain View, CA 94043
us

Tel : +1 415 966 7934
Fax: +1 415 960 3738

E-mail : kzm@l s. cont
DESCRI PTI ON
"The M B nodul e describing SNWPv2 parties."”
::={ snnpMdules 3}
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-- textual conventions

Party ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a SNMPv2 party identifier

Not e that agents may inpose inplenentation
limtations on the length of ODs used to identify
Parties. As such, nmanagenment stations creating
new parties should be aware that using an
excessively long OD may result in the agent
refusing to performthe set operation and instead
returning the appropriate error response, e.g.,
noCreation."

SYNTAX OBJECT | DENTI FI ER

TAddr ess ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a transport service address.

For snnpUDPDonain, a TAddress is 6 octets |ong,
the initial 4 octets containing the |P-address in
net wor k- byte order and the last 2 containing the
UDP port in network-byte order. Consult [5] for
further information on snnmpUDPDomai n. "

SYNTAX OCTET STRI NG
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Cl ock ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A party’s authentication clock - a non-negative
integer which is increnmented as specified/all owed
by the party’s Authentication Protocol.
For noAuth, a party’s authentication clock is
unused and its value is undefined.
For v2md5Aut hProtocol, a party’s authentication
clock is arelative clock with 1-second
granularity."
SYNTAX Ul nt eger 32
Cont ext ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Denotes a SNMPv2 context identifier.
Note that agents may inmpose inplenmentation
limtations on the length of ODs used to identify
Contexts. As such, managenent stations creating new
contexts should be aware that using an excessively
long OD may result in the agent refusing to
performthe set operation and instead returning
the appropriate error response, e.g., noCreation."
SYNTAX OBJECT | DENTI FI ER
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St orageType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Describes the menory realization of a concept ual
row. A rowwhich is volatile(2) is |ost upon
reboot. A row which is nonVolatile(3) is backed
up by stable storage. A row which is pernmanent (4)
cannot be changed nor del eted."

SYNTAX I NTEGER {
other (1), -- eh?
vol atile(2), -- e.g., in RAM
nonVol atile(3), -- e.g., in NVRAM
per manent ( 4) -- e.g., in ROM
}
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-- administrative assignnents

par t yAdmi n OBJECT | DENTI FIER : :

{ partyMB 1}

-- definitions of security protocols
partyProtocol s OBJECT IDENTIFIER ::= { partyAdmin 1}

-- the protocol without authentication
noAut h OBJECT IDENTIFIER ::= { partyProtocols 1}

-- the protocol without privacy
noPri v OBJECT | DENTI FI ER ::

{ partyProtocols 2}

-- the DES Privacy Protocol [4]
desPri vProt ocol
OBJECT | DENTI FI ER : :

{ partyProtocols 3}

-- the MD5 Authentication Protocol [4]
v2md5Aut hPr ot ocol
OBJECT | DENTI FI ER : :

{ partyProtocols 4}

-- definitions of tenporal domains

t enrpor al Domai ns
OBJECT | DENTI FI ER : :

{ partyAdmn 2 }

-- this tenporal domain refers to managenent information
-- at the current tine
current Ti ne OBJECT IDENTIFIER ::= { tenporal Donains 1 }

-- this tenmporal domain refers to managenent information
-- upon the next re-initialization of the managed device
restartTinme OBJECT I DENTIFIER ::= { tenporal Domains 2 }

-- the tenporal domain { cacheTine N} refers to nmanagenent
-- information that is cached and guaranteed to be at npst
-- N seconds old

cacheTi me OBJECT IDENTIFIER ::= { tenporal Domai ns 3 }
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-- Definition of Initial Party and Context Ildentifiers

-- When devices are installed, they need to be configured

-- with an initial set of SNMPv2 parties and contexts. The

-- configuration of SNMPv2 parties and contexts requires (anong
-- other things) the assignnent of several OBJECT | DENTI FlI ERs.
-- Any local network adm nistration can obtain the del egated

-- authority necessary to assign its own OBJECT | DENTI Fl ERs.

-- However, to provide for those admi nistrations who have not
-- obtained the necessary authority, this docunent allocates a
-- branch of the naming tree for use with the foll ow ng

-- conventions.

initial Partyld OBJECT | DENTI FI ER ::

{ partyAdmn 3 }

initial Contextld
OBJECT | DENTI FI ER ::

{ partyAdmn 4 }

-- Note these are identified as "initial" party and context
-- identifiers since these allow secure SNMPv2 comruni cati on
-- to proceed, thereby allowi ng further SNMPv2 parties to be
-- configured through use of the SNWPv2 itself.

-- The following definitions identify a party identifier, and
-- specify the initial values of various object instances

-- indexed by that identifier. |In addition, the SNWPv2

-- context, access control policy, and MB view informtion
-- assigned, by convention, are identified.
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Party ldentifiers for use as initial SNWPv2 parties
at |P address a.b.c.d

Note that for all OBJECT | DENTI FI ERs assi gned under

initial Partyld, the four sub-identifiers imediately
following initial Partyld represent the four octets of

an | P address. Initial party identifiers for other address
fam lies are assigned under a different OBJECT | DENTI FlI ER
as defined el sewhere.

Devi ces whi ch support SNMPv2 as entities acting in an
agent role, and accessed via the snnpUDPDormai n transport
domain, are required to be configured with the appropriate
set of the following as inplicit assignments as and when
they are configured with an I P address. The appropriate
set is all those applicable to the authentication and
privacy protocols supported by the device.
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-- a noAuth/noPriv party which executes at the agent
-- partyldentity { initialPartyld a b c d 1}

-- partyl ndex 1

-- partyTDomai n snipUDPDonai n

-- partyTAddress a.b.c.d, 161

-- partylLocal true (in agent’'s database)
-- partyAut hProt ocol noAut h

-- partyAut hC ock 0

-- partyAut hPrivate
-- partyAut hPublic
-- partyAuthLifetime
-- partyPrivProtocol
-- partyPrivPrivate
-- partyPrivPublic

"' H (the enpty string)
"' H (the enpty string)
0

noPriv

"' H (the enpty string)
"'H (the enpty string)

-- a noAuth/noPriv party which executes at a manager
-- partyldentity { initialPartyld a b c d 2}

-- partyl ndex 2

-- partyTDonmai n snnpUDPDonai n

-- partyTAddress assigned by local adninistration
-- partylLocal false (in agent’s database)

-- partyAut hProt ocol noAut h

-- partyAut hC ock 0

-- partyAuthPrivate
-- partyAut hPublic
-- partyAuthLifetine
-- partyPrivProtocol
-- partyPrivPrivate
-- partyPrivPublic

"' H (the enpty string)
"' H (the enpty string)
0

noPri v

"' H (the enpty string)
"' H (the enpty string)
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-- a nmd5Aut h/ noPriv party which executes at the agent
-- partyldentity { initialPartyld a b c d 3}

-- partyl ndex 3

-- partyTDomai n snipUDPDonai n

-- partyTAddress a.b.c.d, 161

-- partylLocal true (in agent’'s database)

v2md5Aut hPr ot ocol

0

assigned by local adninistration
"' H (the enpty string)

300

noPriv

"' H (the enpty string)

"'H (the enpty string)

-- partyAut hProt ocol
-- partyAut hC ock

-- partyAut hPrivate
-- partyAut hPublic
-- partyAuthLifetime
-- partyPrivProtocol
-- partyPrivPrivate
-- partyPrivPublic

-- a md5Aut h/ noPriv party which executes at a manager
-- partyldentity { initialPartyld a b c d 4}

-- partyl ndex 4

-- partyTDonmai n snnpUDPDonai n

-- partyTAddress assigned by local adninistration
-- partylLocal false (in agent’s database)

v2md5Aut hPr ot ocol

0

assigned by local admnistration
"' H (the enpty string)

300

noPri v

"' H (the enpty string)

"' H (the enpty string)

-- partyAut hProt ocol
-- partyAut hC ock

-- partyAuthPrivate
-- partyAut hPublic
-- partyAuthLifetine
-- partyPrivProtocol
-- partyPrivPrivate
-- partyPrivPublic
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-- a nd5Aut h/desPriv party which executes at the agent
-- partyldentity { initialPartyld a b c d 5}

-- partyl ndex 5

-- partyTDomai n snipUDPDonai n

-- partyTAddress a.b.c.d, 161

-- partylLocal true (in agent’'s database)

v2md5Aut hPr ot ocol

0

assigned by local adninistration
"' H (the enpty string)

300

desPri vProt ocol

assigned by local adnministration
"'H (the enpty string)

-- partyAut hProt ocol
-- partyAut hC ock

-- partyAut hPrivate
-- partyAut hPublic
-- partyAuthLifetime
-- partyPrivProtocol
-- partyPrivPrivate
-- partyPrivPublic

-- a md5Aut h/ desPriv party which executes at a manager
-- partyldentity { initialPartyld a b c d 6 }

-- partyl ndex 6

-- partyTDonmai n snnpUDPDonai n

-- partyTAddress assigned by local adninistration
-- partylLocal false (in agent’s database)

v2md5Aut hPr ot ocol

0

assigned by local admnistration
"' H (the enpty string)

300

desPri vProt ocol

assigned by local adnministration
"' H (the enpty string)

-- partyAut hProt ocol
-- partyAut hC ock

-- partyAuthPrivate
-- partyAut hPublic
-- partyAuthLifetine
-- partyPrivProtocol
-- partyPrivPrivate
-- partyPrivPublic
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the initial SNVMPv2 contexts assigned, by convention, are:

contextldentity

cont ext | ndex

cont ext Local

cont ext Vi ewl ndex
context Local Entity
cont ext Local Ti ne
cont ext ProxyDst Party
cont ext ProxySrcParty
cont ext Pr oxyCont ext

contextldentity

cont ext | ndex

cont ext Local

cont ext Vi ewl ndex
cont ext Local Entity
cont ext Local Ti ne
cont ext ProxyDst Party
cont ext ProxySrcParty
cont ext Pr oxyCont ext

Galvin & MO oghrie

{ initialContextld a b c d 1}

1

true (in agent’s database)

1

"H

0
0

(the enpty string)
current Ti ne
{ 00}

initial Contextld abcd 2}

rue (in agent’s database)

(the enpty string)

Ti ne
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The initial access control policy assigned, by
convention, is:

acl Tar get
acl Subj ect
acl Resour ces
acl Privil eges

OFr NP

(Get, Get-Next & Get-Bulk)

acl Tar get
acl Subj ect
acl Resour ces
acl Privil eges

NFEFEDN

(Response & SNWPv2- Tr ap)

acl Tar get
acl Subj ect
acl Resources
acl Privil eges

WN W

(Get, Get-Next, Set & Get-Bul k)

acl Tar get
acl Subj ect
acl Resour ces
acl Privil eges

I mnn
AN WDS

(Response)

acl Tar get
acl Subj ect
acl Resour ces
acl Privil eges

wWN O O

(Get, GCet-Next, Set & Cet-Bulk)

acl Tar get
acl Subj ect
acl Resour ces
acl Privil eges

Inmimn
AN OOTO

(Response)

Note that the initial context and access contro

i nformati on assi gned above, by default, to the
md5Aut h/ desPriv parties are identical to those assigned to
the nmd5Aut h/ noPriv parties. However, each adninistration
may choose to have different authorization policies,
dependi ng on whet her privacy is used.
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-- The initial MB views assigned, by convention,

-- vi ewl ndex
-- VviewSubtree
-- vi ewvhsk
-- Viewlype

-- Vi ew ndex
-- ViewSubtree
-- vi ewivbsk
-- Viewlype

-- Vi ew ndex
-- ViewSubtree
-- Vi ewvhsk
-- Vi ewlype

-- vi ewl ndex
-- ViewSubtree
-- Vi ewvask
-- viewlype

-- Note that full access to the partyTable,

Party M B for SNWPv2

1
system
11H

i ncl uded

1
snnpSt at s
iiH

i ncl uded

1
snmpParties
1!H

i ncl uded

2

i nt er net
D H

i ncl uded

April 1993

are:

cont ext Tabl e,

-- acl Tabl e, and vi ewTabl e gi ves a nanager the ability to

-- configure any parties with any/al
-- equivalent of "root" access).
-- given access only to the partyTable so that

capabilities (the
A | esser manager can be
it can

-- maintain its own parties, but not increase/decrease

-- their capabilities.

Galvin & MO oghrie

Such a | esser manager can al so
-- create new parties but they are of no use to it.
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-- object assignnents

partyM Bbj ect s
OBJECT | DENTI FI ER : :

{ partyMB 2 }

-- the SNWMPv2 party database group

snmpParties OBJECT | DENTI FI ER ::

{ partyM Bbj ects 1 }

partyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PartyEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The SNMPv2 Party dat abase.”
::={ snnpParties 1}

partyEntry OBJECT- TYPE

SYNTAX PartyEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"Locally held information about a particul ar
SNMPv2 party."

| NDEX { IMPLIED partyldentity }

:={ partyTable 1 }
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PartyEntry ::=

SEQUENCE {
partyldentity Party,
partyl ndex | NTECER,
partyTDomai n OBJECT | DENTI FI ER,
part yTAddr ess TAddr ess,
partyMaxMessageSi ze | NTEGER,
partylLocal Trut hVal ue,
part yAut hPr ot ocol OBJECT | DENTI FI ER,
partyAut hd ock d ock,
partyAut hPrivate OCTET STRI NG
part yAut hPubl i c OCTET STRI NG,
partyAut hLifetine | NTECER,
partyPri vProtocol OBJECT | DENTI FI ER,
partyPrivPrivate CCTET STRI NG
partyPrivPublic OCTET STRI NG
partyC oneFrom Party,
partySt orageType St or ageType,
partyStat us RowsSt at us

}

partyldentity OBJECT- TYPE

SYNTAX Party

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A party identifier uniquely identifying a
particul ar SNMPv2 party."
:={ partyEntry 1 }

partyl ndex OBJECT- TYPE

SYNTAX I NTEGER (1..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A uni que value for each SNMPv2 party. The val ue
for each SNMPv2 party must renmain constant at
| east fromone re-initialization of the entity’'s
net wor k managenment systemto the next re-
initialization."

:={ partyEntry 2}
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partyTDomai n OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Indicates the kind of transport service by which
the party receives network managenent traffic."

DEFVAL { snnpUDPDonai n }

:={ partyEntry 3}

partyTAddress OBJECT- TYPE

SYNTAX TAddr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The transport service address by which the party
recei ves network managenent traffic, formatted
according to the correspondi ng val ue of
partyTDonmai n. For snnpUDPDonai n, partyTAddress is
formatted as a 4-octet |P Address concatenated
with a 2-octet UDP port nunber.”

DEFVAL { ' 000000000000' H }

:={ partyEntry 4}

partyMaxMessageSi ze OBJECT- TYPE

SYNTAX | NTEGER (484. .65507)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The maxinumlength in octets of a SNMPv2 nessage
which this party will accept. For parties which
execute at an agent, the agent initializes this
object to the maxi num |l ength supported by the
agent, and does not |let the object be set to any
| arger value. For parties which do not execute at
the agent, the agent nust allow the manager to set
this object to any legal value, even if it is
| arger than the agent can generate."

DEFVAL { 484 }

:={ partyEntry 5}
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partylLocal OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An indication of whether this party executes at
this SNMPv2 entity. |If this object has a val ue of
true(l), then the SNMPv2 entity will listen for
SNVPv2 nessages on the partyTAddress associ at ed
with this party. |If this object has the val ue
false(2), then the SNMPv2 entity will not |isten
for SNVPv2 nessages on the partyTAddress
associated with this party.”

DEFVAL { false }

:={ partyEntry 6 }

part yAut hProt ocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The aut hentication protocol by which all messages
generated by the party are authenticated as to
origin and integrity. The value noAuth signifies
that nessages generated by the party are not
aut henti cat ed.

Once an instance of this object is created, its
val ue can not be changed."

DEFVAL { v2nmd5Aut hPr ot ocol }

:={ partyEntry 7 }
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partyAut hC ock OBJECT- TYPE

SYNTAX C ock

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The aut hentication clock which represents the
| ocal notion of the current tine specific to the
party. This value nmust not be decrenented unless
the party’s private authentication key is changed
si mul taneously."

DEFVAL { 0}

::={ partyEntry 8 }
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partyAut hPrivate OBJECT- TYPE

SYNTAX

OCTET STRI NG
-- for v2nd5Aut hProtocol : (SIZE (16))

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

DEFVAL

"An encoding of the party’'s private authentication
key which nay be needed to support the

aut hentication protocol. Although the val ue of
this variable may be altered by a nmanagenent
operation (e.g., a SNWPv2 Set-Request), its value
can never be retrieved by a nmanagenent operation
when read, the value of this variable is the zero
| ength OCTET STRI NG

The private authentication key is NOT directly
represented by the value of this variable, but
rather it is represented according to an encodi ng.
This encoding is the bitw se exclusive-OR of the
old key with the new key, i.e., of the old private
aut hentication key (prior to the alteration) with
the new private authentication key (after the
alteration). Thus, when processing a received
protocol Set operation, the new private
aut hentication key is obtained fromthe val ue of
this variable as the result of a bitwi se
excl usive-OR of the variable' s value and the old
private authentication key. |In calculating the
exclusive-OR, if the old key is shorter than the
new key, zero-valued padding is appended to the
old key. If no value for the old key exists, a
zero-length OCTET STRING is used in the
cal cul ation."

{ ""H} -- the enpty string

:={ partyEntry 9 }
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partyAut hPubl i ¢ OBJECT- TYPE

SYNTAX

OCTET STRI NG
-- for v2nmd5Aut hProtocol: (SIZE (0..16))

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

DEFVAL

"A publically-readabl e value for the party.

Dependi ng on the party’s authentication protocol,
this value may be needed to support the party’s
aut hentication protocol. Alternatively, it may be
used by a manager during the procedure for
altering secret information about a party. (For
exanple, by altering the value of an instance of
this object in the sane SNMPv2 Set-Request used to
update an instance of partyAuthPrivate, a
subsequent GCet-Request can determine if the Set-
Request was successful in the event that no
response to the Set-Request is received, see [4].)

The length of the value is dependent on the
party’s authentication protocol. |If not used by
the authentication protocol, it is recomended
that agents support values of any length up to and
including the length of the corresponding
partyAut hPrivate object."

{ ""H} -- the enpty string

::={ partyEntry 10 }
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partyAut hLi feti ne OBJECT- TYPE

SYNTAX I NTEGER (0. .2147483647)
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The lifetine (in units of seconds) which
represents an administrative upper bound on
acceptabl e delivery delay for protocol nessages
generated by the party.

Once an instance of this object is created, its
val ue can not be changed."

DEFVAL { 300}

:={ partyEntry 11 }

partyPrivProtocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The privacy protocol by which all protoco
messages received by the party are protected from
di scl osure. The value noPriv signifies that
nmessages received by the party are not protected.

Once an instance of this object is created, its
val ue can not be changed."

DEFVAL { noPriv }

::={ partyEntry 12 }
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partyPrivPrivate OBJECT- TYPE

SYNTAX

OCTET STRI NG
-- for desPrivProtocol: (SIZE (16))

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

DEFVAL

"An encoding of the party’'s private encryption key
whi ch may be needed to support the privacy
protocol. Although the value of this variable my
be altered by a managenent operation (e.g., a
SNWPv2 Set - Request), its value can never be
retrieved by a nanagenent operation: when read,
the value of this variable is the zero length
CCTET STRI NG

The private encryption key is NOT directly
represented by the value of this variable, but
rather it is represented according to an encodi ng.
This encoding is the bitw se exclusive-OR of the
old key with the new key, i.e., of the old private
encryption key (prior to the alteration) with the
new private encryption key (after the alteration).
Thus, when processing a received protocol Set
operation, the new private encryption key is
obtained fromthe value of this variable as the
result of a bitw se exclusive-OR of the variable’'s
val ue and the old private encryption key. In
calculating the exclusive-OR if the old key is
shorter than the new key, zero-val ued padding is
appended to the old key. [If no value for the old
key exists, a zero-length OCTET STRING is used in
the cal cul ation.”

{ ""H} -- the enpty string

::={ partyEntry 13 }
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partyPrivPublic OBJECT- TYPE

SYNTAX

OCTET STRI NG
-- for desPrivProtocol: (SIZE (0..16))

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

DEFVAL

"A publically-readabl e value for the party.

Dependi ng on the party’s privacy protocol, this
val ue may be needed to support the party’s privacy
protocol. Alternatively, it may be used by a
manager as a part of its procedure for altering
secret information about a party. (For exanple,
by altering the value of an instance of this
object in the same SNWPv2 Set-Request used to
update an instance of partyPrivPrivate, a
subsequent GCet-Request can determine if the Set-
Request was successful in the event that no
response to the Set-Request is received, see [4].)

The length of the value is dependent on the
party’s privacy protocol. |If not used by the
privacy protocol, it is reconmended that agents
support values of any length up to and including
the length of the corresponding partyPrivPrivate
obj ect . "

{ ""H} -- the enpty string

:={ partyEntry 14 }
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partyC oneFr om OBJECT- TYPE

SYNTAX Party

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The identity of a party to clone authentication
and privacy paraneters from \Wen read, the val ue
{ 00} is returned.

This value nust be witten exactly once, when the
associ ated instance of partyStatus either does not

exi st or has the value ‘notReady’. Wen witten,
the value identifies a party, the cloning party,
whose status colum has the value ‘active'. The

cloning party is used in two ways.

One, if instances of the follow ng objects do not
exist for the party being created, then they are
created with values identical to those of the
correspondi ng objects for the cloning party:

part yAut hPr ot ocol
partyAut hPubl i c
partyAut hLi fetine
partyPri vProtocol
partyPrivPublic

Two, instances of the follow ng objects are
updat ed using the correspondi ng val ues of the
cloning party:

partyAut hPrivate
partyPrivPrivate

(e.g., the value of the cloning party’ s instance
of the partyAuthPrivate object is XORd with the
val ue of the partyAuthPrivate instances of the
party being created.)"

c:={ partyEntry 15}
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partySt orageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this conceptual row in the
partyTabl e."

DEFVAL { nonVol atile }

:={ partyEntry 16 }

partyStatus OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual rowin the
partyTabl e.

A party is not qualified for activation unti
i nstances of all colums of its partyEntry row
have an appropriate value. In particular

A value nust be witten to the Party’s
partyC oneFrom obj ect .

If the Party’s partyAut hProtocol object has the
val ue md5Aut hProtocol, then the correspondi ng

i nstance of partyAuthPrivate must contain a
secret of the appropriate length. Further, at

| east one managenent protocol set operation
updating the value of the party’'s

partyAut hPrivate object nust be successfully
processed, before the partyAuthPrivate colum is
consi dered appropriately configured.

If the Party’s partyPrivProtocol object has the
val ue desPrivProtocol, then the corresponding

i nstance of partyPrivPrivate nmust contain a
secret of the appropriate length. Further, at

| east one managenent protocol set operation
updating the value of the party’s
partyPrivPrivate object nust be successfully
processed, before the partyPrivPrivate colum is
consi dered appropriately configured.
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Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the partyStatus columm is
‘ not Ready’ . "

:={ partyEntry 17 }
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-- the SNWMPv2 contexts database group
snnmpCont ext s OBJECT IDENTIFIER ::= { partyM BObj ects 2 }

cont ext Tabl e OBJECT- TYPE

SYNTAX

MAX-

STATUS current
DESCRI PTI ON
"The SNWMPv2 Cont ext dat abase."

{ snmpContexts 1 }

context Entry OBJECT- TYPE
SYNTAX ContextEntry

MAX-

ACCESS not-accessi bl e

STATUS current
DESCRI PTI ON

"Local ly held information about

SNVPv2 context."

SEQUENCE OF ContextEntry
ACCESS not-accessible

| NDEX { IMPLI ED contextldentity }

{ contextTable 1 }

ContextEntry ::=
SEQUENCE {

contextldentity

cont ext | ndex

cont ext Local

cont ext Vi em ndex
cont ext Local Entity
cont ext Local Ti ne
cont ext ProxyDst Party
cont ext ProxySrcParty
cont ext ProxyCont ext
cont ext St or ageType
cont ext St at us
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Cont ext

| NTEGER,

Tr ut hval ue,

| NTEGER,

OCTET STRI NG
OBJECT | DENTI FI ER,
Party,

Party,

OBJECT | DENTI FI ER,
St or ageType,

RowSt at us

a particul ar
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contextldentity OBJECT- TYPE

SYNTAX Cont ext

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A context identifier uniquely identifying a
particul ar SNMPv2 context."

.= { contextEntry 1}

cont ext | ndex OBJECT- TYPE

SYNTAX I NTEGER (1..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A uni que value for each SNWPv2 context. The
val ue for each SNWPv2 context nust remmi n constant
at least fromone re-initialization of the
entity’'s network nanagenment systemto the next
re-initialization."”

.= { contextEntry 2}

cont ext Local OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An indication of whether this context is realized
by this SNWPv2 entity."

DEFVAL { true }

::={ contextEntry 3}
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cont ext Vi ew ndex OBJECT- TYPE

SYNTAX | NTECER (0. .65535)
MAX- ACCESS read-create

STATUS current
DESCRI PTI ON

"If the value of an instance of this object is
zero, then this correspondi ng conceptual row in
the context Table refers to a SNMPv2 cont ext which
identifies a proxy relationship; the values of the
correspondi ng i nstances of the

cont ext ProxyDst Party, contextProxySrcParty, and
cont ext ProxyCont ext objects provide further
informati on on the proxy relationship.

O herwise, if the value of an instance of this
object is greater than zero, then this
correspondi ng conceptual row in the contextTabl e
refers to a SNWPv2 context which identifies a MB
view of a locally accessible entity; the val ue of
the instance identifies the particular MB vi ew
whi ch has the sane val ue of view ndex; and the
val ue of the correspondi ng i nstances of the
cont ext Local Entity and cont extLocal Ti ne objects
provide further information on the local entity
and its tenporal domain."

1= { contextEntry 4}
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cont ext Local Entity OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

DEFVAL

"If the value of the corresponding instance of the
contextView ndex is greater than zero, then the
val ue of an instance of this object identifies the
| ocal entity whose managenent information is in
the SNWPv2 context’s MB view. The enpty string
i ndicates that the M B view contains the SNVPv2
entity’'s own | ocal nmanagenent i nfornmation;
otherw se, a non-enpty string indicates that the
M B vi ew cont ai ns managenent informati on of sone
other local entity, e.g., 'Repeaterl ."

{ ""H} -- the enpty string

::={ contextEntry 5}

cont ext Local Ti ne OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

DEFVAL

"If the value of the corresponding instance of the
contextView ndex is greater than zero, then the
val ue of an instance of this object identifies the
temporal context of the managenment information in
the MB view "

{ currentTine }

::={ contextEntry 6 }
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cont ext ProxyDst Party OBJECT- TYPE

SYNTAX Party

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If the value of the corresponding instance of the
contextView ndex is equal to zero, then the val ue
of an instance of this object identifies a SNWPv2
party which is the proxy destination of a proxy
rel ati onshi p.

If the value of the corresponding i nstance of the

contextView ndex is greater than zero, then the

val ue of an instance of this object is { 00 }."
::={ contextEntry 7 }

cont ext ProxySrcParty OBJECT- TYPE

SYNTAX Party

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If the value of the corresponding instance of the
contextView ndex is equal to zero, then the val ue
of an instance of this object identifies a SNWPv2
party which is the proxy source of a proxy

rel ati onshi p.

Interpretation of an instance of this object
depends upon the value of the transport domain
associated with the SNMPv2 party used as the proxy
destination in this proxy relationship.

If the value of the corresponding instance of the

contextView ndex is greater than zero, then the

val ue of an instance of this object is { 00 }."
::={ contextEntry 8 }
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cont ext ProxyCont ext OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"If the value of the corresponding instance of the
contextView ndex is equal to zero, then the val ue
of an instance of this object identifies the
context of a proxy relationship.

Interpretation of an instance of this object
depends upon the value of the transport donain
associated with the SNMPv2 party used as the proxy
destination in this proxy relationship.

If the value of the corresponding instance of the

contextView ndex is greater than zero, then the

val ue of an instance of this object is { 00 }."
::={ contextEntry 9 }

cont ext St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual rowin the
cont ext Tabl e. "

DEFVAL { nonVol atile }

::={ contextEntry 10 }
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cont ext St at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual rowin the
cont ext Tabl e.

A context is not qualified for activation until
i nstances of all correspondi ng col ums have the
appropriate value. In particular, if the
context’s contextView ndex is greater than zero,
then the viewStatus col um of the associated
conceptual row(s) in the viewTabl e nust have the
val ue ‘active’. Until instances of all
correspondi ng colums are appropriately
configured, the value of the correspondi ng
i nstance of the contextStatus colum is
‘ not Ready’ . "

.= { contextEntry 11 }
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-- the SNMPv2 access privil eges database group

snnpAccess OBJECT IDENTIFIER ::= { partyM Bbjects 3 }

acl Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Acl Entry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The access privil eges database.”
::={ snnpAccess 1 }

acl Entry OBJECT- TYPE

SYNTAX Acl Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The access privileges for a particular subject
SNWVPv2 party when asking a particular target
SNWMPv2 party to access a particul ar SNWPv2
context."

I NDEX { acl Target, acl Subject, acl Resources }

::={ aclTable 1 }

Acl Entry ::=

SEQUENCE {
acl Tar get | NTECER,
acl Subj ect | NTECER,
acl Resour ces | NTEGER,
acl Privil eges | NTECER,
acl St orageType St or ageType,
acl St at us RowsSt at us

}
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acl Target OBJECT- TYPE

SYNTAX | NTECER (1..65535)
MAX- ACCESS not-accessi ble
STATUS current
DESCRI PTI ON

"The val ue of an instance of this object
identifies a SNMPv2 party which is the target of
an access control policy, and has the sane val ue
as the instance of the partylndex object for that
party."”

::={ aclEntry 1}

acl Subj ect OBJECT- TYPE

SYNTAX | NTECER (1..65535)
MAX- ACCESS not-accessi ble
STATUS current
DESCRI PTI ON

"The val ue of an instance of this object
identifies a SNMPv2 party which is the subject of
an access control policy, and has the sane val ue
as the instance of the partylndex object for that
SNMPv2 party."

::={ aclEntry 2}

acl Resour ces OBJECT- TYPE

SYNTAX | NTECER (1..65535)
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"The val ue of an instance of this object

identifies a SNMPv2 context in an access contro

policy, and has the sane value as the instance of

the contextlndex object for that SNWPv2 context."
::={ aclEntry 3}
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acl Privil eges OBJECT- TYPE

SYNTAX I NTEGER (0. . 255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The access privileges which govern what
managenment operations a particular target party
may performwi th respect to a particular SNWPv2
cont ext when requested by a particul ar subject
party. These privileges are specified as a sum of
val ues, where each val ue specifies a SNWPv2 PDU
type by which the subject party nay request a
permtted operation. The value for a particular
PDU type is conputed as 2 raised to the val ue of
the ASN. 1 context-specific tag for the appropriate
SNWPv2 PDU type. The values (for the tags defined
in [5]) are defined in [3] as:

Cet 1
Get Next 2
Response : 4
Set : 8
unused .16
CGet Bul k 32
Inform . 64

SNWVPv2-Trap : 128
The null set is represented by the value zero."
DEFVAL { 35} -- Cet, Get-Next & Get-Bulk
::={ aclEntry 4 }

acl St orageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this conceptual row in the
acl Table. "

DEFVAL { nonVol atile }

::={ aclEntry 5}
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acl St at us OBJECT- TYPE

SYNTAX Rowst at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this conceptual rowin the
acl Tabl e. "

.= { aclEntry 6 }
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-- the M B vi ew dat abase group

snnpVi ews OBJECT IDENTIFIER ::= { partyM BObj ects 4 }

vi ewTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vi eweEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"Locally held information about the M B views
known to this SNVMPv2 entity.

Each SNWPv2 context which is locally accessible
has a single MB view which is defined by two
coll ections of view subtrees: the included view
subtrees, and the excluded view subtrees. Every
such subtree, both included and excluded, is
defined in this table.

To determine if a particular object instance is in
a particular MB view, conpare the object
instance’s OBJECT I DENTIFIER with each of the MB
views entries in this table. |f none match, then
the object instance is not inthe MB view. |If
one or nmore match, then the object instance is
included in, or excluded from the MB view
according to the value of viewlype in the entry
whose val ue of viewSubtree has the nmpbst sub-
identifiers. |If multiple entries match and have
the same nunber of sub-identifiers, then the

| exi cographically greatest instance of viewlype
determ nes the inclusion or exclusion.

An obj ect instance’s OBJECT | DENTI FI ER X mat ches
an entry in this table when the nunber of sub-
identifiers in Xis at least as many as in the

val ue of viewSubtree for the entry, and each sub-
identifier in the value of viewSubtree matches its
correspondi ng sub-identifier in X. Two sub-
identifiers match either if the corresponding bit
of viewwvask is zero (the "wild card’ value), or if
they are equal

Due to this "wild card’ capability, we introduce

Galvin & MO oghrie [ Page 40]



RFC 1447 Party M B for SNWPv2 April 1993

the term a 'famly' of view subtrees, to refer to
the set of subtrees defined by a particular
combi nation of val ues of viewSubtree and vi ewhsk.
In the case where no 'wild card’ is defined in
vi ewask, the famly of view subtrees reduces to a
single view subtree. ™

c:={ snnpViews 1 }

vi ewEntry OBJECT- TYPE

SYNTAX Vi ewEnt ry

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Information on a particular fanmly of view
subtrees included in or excluded froma particul ar
SNMPv2 context’s M B view.

I npl enent ati ons nust not restrict the nunber of
fam lies of view subtrees for a given MB view,
except as dictated by resource constraints on the
overal |l number of entries in the viewTlable."

I NDEX { view ndex, | MPLIED viewSubtree }

:={ viewlTable 1}

VieweEntry ::=

SEQUENCE ({
vi ew ndex | NTEGER,
Vi ewSubt r ee OBJECT | DENTI FI ER,
vi emvask OCTET STRI NG,
Vi ewType | NTECER,
Vi ewSt or ageType St orageType,
Vi ewSt at us RowSt at us

}
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vi ewl ndex OBJECT- TYPE

SYNTAX

| NTEGER (1. .65535)

MAX- ACCESS not-accessi ble

STATUS

current

DESCRI PTI ON

"A uni que value for each MB view. The value for
each M B view nust renmin constant at |east from
one re-initialization of the entity’s network

managenment systemto the next re-initialization.”

i={ viewkntry 1 }

vi ewSubt ree OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A MB subtree."

:={ viewkntry 2 }

vi ewvask OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..16))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The bit mask which, in conbination with the
correspondi ng i nstance of viewSubtree, defines a
famly of view subtrees.

Each bit of this bit mask corresponds to a sub-
identifier of viewSubtree, with the nost
significant bit of the i-th octet of this octet
string value (extended if necessary, see bel ow)
corresponding to the (8*i - 7)-th sub-identifier,
and the least significant bit of the i-th octet of
this octet string corresponding to the (8*i)-th
sub-identifier, where i is in the range 1 through
16.

Each bit of this bit mask specifies whether or not
the correspondi ng sub-identifiers nust match when
determining if an OBJECT IDENTIFIER is in this
famly of view subtrees; a '1' indicates that an
exact match nust occur; a '0 indicates "wld
card', i.e., any sub-identifier value natches.
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Thus, the OBJECT | DENTI FI ER X of an object
instance is contained in a famly of view subtrees
if the following criteria are net:

for each sub-identifier of the val ue of
vi ewSubtree, either

the i-th bit of viewMvask is 0, or

the i-th sub-identifier of Xis equal to
the i-th sub-identifier of the val ue of
vi ewSubt r ee.

If the value of this bit mask is Mbits | ong and
there are nmore than M sub-identifiers in the
correspondi ng i nstance of viewSubtree, then the
bit mask is extended with 1's to be the required
| engt h.

Note that when the value of this object is the
zero-length string, this extension rule results in
a mask of all-1"s being used (i.e., no 'wld
card’), and the famly of view subtrees is the one
vi ew subtree uniquely identified by the
correspondi ng i nstance of viewSubtree."

{ "'H)

i={ viewkntry 3}
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vi ewType OBJECT- TYPE
SYNTAX I NTEGER {
i ncl uded(1),
excl uded( 2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of a particular famly of view
subtrees within the particul ar SNMPv2 context’s
M B view The value ’included(1l)’ indicates that
the correspondi ng i nstances of viewSubtree and

vi ewask define a famly of view subtrees included

inthe MB view The value ’'excluded(2)’
i ndi cates that the correspondi ng instances of
vi ewSubtree and vi ewask define a famly of view
subtrees excluded fromthe MB view "
DEFVAL { included }
:={ viewkntry 4 }

Vi ewSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this conceptual rowin the
vi ewTabl e. "

DEFVAL { nonVol atile }

:={ viewkntry 5}

vi ewSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this conceptual rowin the
vi ewTabl e. "

i={ viewkEntry 6 }
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-- conformance information

partyM BConf or mance

OBJECT | DENTI FI ER ::

{ partyMB 3}

partyM BConpl i ances

OBJECT I DENTIFIER ::= { partyM BConformance 1 }

partyM BG oups

OBJECT | DENTI FI ER ::

{ partyM BConf ornance 2 }

-- conpliance statenents

unSecur abl eConpl i ance MODULE- COVPLI ANCE

STATUS

current

DESCRI PTI ON

MCDULE

"The conmpliance statenment for SNWPv2 entities

whi ch inplenent the Party M B, but do not support
any authentication or privacy protocols (i.e.,
only the noAuth and noPriv protocols are
supported).”

-- this nodul e

MANDATORY- GROUPS { partyM BG oup }
::={ partyM BConpliances 1 }

partyNoPri vacyConpl i ance MODULE- COVPLI ANCE

STATUS

current

DESCRI PTI ON

MCDULE

"The conpliance statenent for SNWPv2 entities
whi ch inplenent the Party M B, and support an
aut henti cation protocol, but do not support any
privacy protocols (i.e., only the noAuth,
v2md5Aut hPr ot ocol , and noPriv protocols are
supported).”

-- this nodul e

MANDATORY- GROUPS { partyM BG oup }
::={ partyM BConpliances 2 }
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partyPrivacyConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenment for SNWPv2 entities
whi ch inplenent the Party M B, support an
aut henti cation protocol, and support a privacy
protocol ONLY for the purpose of accessing
security paraneters.

For all acl Table entries authorizing a subject
and/ or target SNWPv2 party whose privacy protocol
is desPrivProtocol, to be used in accessing a
SNWPv2 context, the MB view for that SNWPv2
context shall include only those objects
subordinate to partyM BOhjects, or a subset
thereof, e.g.,

vi ewSubt r ee
vi ewvhsk
Vi ewType

{ partyM BObj ects }
""H
{ included }

Any attenpt to configure an entry in the
partyTabl e, the contextTable, the acl Table or the
vi ewTabl e such that a party using the
desPri vProtocol would be authorized for use in
accessi ng objects outside of the partyM Bojects
subtree shall result in the appropriate error
response (e.g., wongVal ue or inconsistentValue)."
MODULE -- this nodul e
MANDATORY- GROUPS { partyM BG oup }
::={ partyM BConpliances 3 }
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full PrivacyConpliance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWPv2 entities
whi ch inplenent the Party M B, support an
aut henti cation protocol, and support a privacy
protocol without restrictions on its use."
MODULE -- this nodul e
MANDATORY- GROUPS { partyM BG oup }
::={ partyM BConpliances 4 }

-- units of conformance

partyM BG oup OBJECT- GROUP
OBJECTS { partyl ndex, partyTDomai n, partyTAddress,
partyMaxMessageSi ze, partylocal,
part yAut hProt ocol, partyAuthC ock,
partyAut hPrivate, partyAuthPublic,
partyAut hLifetine, partyPrivProtocol,
partyPrivPrivate, partyPrivPublic,
partySt orageType, partyStatus,
partyC oneFrom
cont ext | ndex, contextLocal,
cont ext Vi em ndex, contextLocal Entity,
cont ext Local Ti ne, cont ext St orageType,
cont ext Status, acl Target, acl Subject,
acl Privil eges, acl StorageType, acl Status,
vi ewMask, viewlype, viewStorageType, viewStatus }
STATUS current
DESCRI PTI ON
"The coll ection of objects allow ng the
description and configuration of SNMPv2 parties.

Not e that objects which support proxy
rel ati onships are not included in this conformance

group. "
:={ partyMBGoups 1}

END
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5. Security Considerations

Security issues are not discussed in this meno.
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