Net wor k Wor ki ng G oup E. Thomas
Request for Comments: 1429 Swedi sh University Network
February 1993

Li stserv Distribute Protoco

Status of this Meno

This menmo provides information for the Internet community. |t does
not specify an Internet standard. Distribution of this meno is
unl i mted.

Abst ract

This menpo specifies a subset of the distribution protocol used by the
Bl TNET LI STSERV to deliver mail messages to | arge anmounts of
recipients. This protocol, known as DI STRI BUTE, optim zes the
distribution by sending a single copy of the nessage over heavily

| oaded |inks, insofar as topological information is available to
gui de such decisions, and reduces the average turnaround time for
large mailing lists to 5-15 nminutes on the average. This meno
describes a sinple interface all owi ng non-BI TNET nailing |i st

expl oders (or other bul k-delivery scripts) to take advantage of this
service by letting the BITNET distribution network take care of the
del i very.

I nt roducti on

Running a mailing list of 1,000 subscribers or nore with plain
"sendmai | " while keeping turnaround tine to a reasonable level is no
easy task. Due nostly to its limted bandwidth in the m d-80"s,

Bl TNET has devel oped an efficient bulk delivery protocol for its
mailing lists. Originally introduced in 1986, this protocol was
refined little by little and now carries 2-6 nillion mail nmessages a
day. In fact, this distribution nechanisminplenments a general -

pur pose delivery service which can be used by any user of BITNET or
the Internet. Thus, a sinple solution to the "sendnmail" turnaround
problemis to wap the nessage and recipient list in a DI STRI BUTE
envel ope and pass it to a BITNET server for delivery. This may not
be the best possible solution, but it has the advantage of being easy
to impl enent.

In this document we will use the term "production” to refer to the
normal operation of the mailing list (or bulk delivery application)
you want to pipe through the DI STRI BUTE service. That is, the
"production” options are those you should specify once everything is
tested and you are confident that the setup is working to your
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satisfaction. In contrast, "test" and "debug" options can be used to
experinment with the protocol but should not be used for norma
operation because of the additional bandw dth and CPU tine required
to generate the various informational reports.

Finally, it should be noted that the DI STRI BUTE protocol was

devel oped to address a nunber of issues, some of themrel evant only
to BI TNET, and has evol ved since 1986 whil e keeping a compatible
syntax. For the sake of brevity, this RFC describes only a smnal
subset of the avail able options and syntax. This is why the syntax
may appear unnecessarily conplicated or even ill ogical

1. Selecting an entry point into the Dl STRI BUTE backbone

The first thing you have to do is to find a suitable site to submt
your distributions to. For testing, and for testing ONLY, you can
use:

LI STSERV@EARN. SUNET. SE

For production use, however, you should select a DI STRIBUTE site in
your topological vicinity: it would make no sense to pass your
distributions fromCalifornia to a server in Sweden if nost of your
recipients are in the US. If your organization is connected to BI TNET
and your BITNET systemis part of the D STRI BUTE backbone, this ought
to be your best bet. Otherwi se you will want to contact soneone

know edgeabl e about BI TNET (or the author of this RFC if you have no
Bl TNET users). Make sure to run through the follow ng checkli st

bef ore sending any production traffic to the site in question

a. Do you have good connectivity to the host in question? Does the
host, in general, have decent BI TNET connectivity? There are stil
a fewsites that insist on using 9.6k leased lines for BITNET in
spite of having Tl I P access. You will want to avoid them

b. Send mail to the server with "show version" in the nessage body
(not in the subject field, which is ighored). Is the server running
version 1.7f or higher? If so, it should not have given you the
fol | owi ng war ni ng,

>>> This server is configured to use PUNCH format for mail <<<

whi ch neans that messages with lines |onger than 80 characters
cannot be handl ed properly. If the software version is |ess than
1.7f, the warning will not be present; instead, check the first
(bottom) "Received:" field. If it does not say "LMail", do not use
this server as it probably cannot handl e nessages with long |ines.
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Finally, make sure that the "Master nodes file" is not ol der
than 2 nonths: there are a handful of sites which never update
their tables due to staffing problenms. They cannot be prevented
fromrunning LI STSERV, but you will certainly want to avoid them

c. How big is your workload? If you are planning to use the service
for more than 10,000 daily recipients, you should get perm ssion
fromthe LI STSERV administrator, both as a matter of courtesy and
to hear about any restrictions or regularly schedul ed downtine they
m ght have. For instance, sone universities mght not allow | arge
distributions during prine tinme, or they may have severa
DI STRI BUTE machi nes and will want to nake sure you use the "right"
one. Send mail to "owner-listserv' at the host in question and
give an estimate of the amount of daily nessages and recipients you
would like to submit. If your message bounces back with "No such
| ocal user" or the like, it neans the server did not pass the above
test (b) and you don't want to use it anyway.

An index of sites/hosts which have the required configuration, good
connectivity, keep their tables up to date and have generally agreed
to provide this service to anyone in their topological area will be
publ i shed separately in the future.

2. Physical delivery of the DI STRI BUTE request

The distribution request is delivered via SMIP to the e-mail address
obtained in step 1 (for instance, LISTSERV@EARN. SUNET.SE). In fact,
as long as you can sonehow get nmail to the server’s host, you can use
the service; SMIP is just the npbst convenient way of doing so.

2.1. Contents of MAIL FROM field

You should set the MAIL FROM field to the address of the person who
mai ntains your nailing list or, generally speaking, to the address of
a hunman bei ng who can take action in case the nmessage fails to reach
the DI STRIBUTE server’s host. This is a very rare occurrence.

2.2. Contents of RCPT TO field

The RCPT TO field points to the server’s address (for instance,
LI STSERV@EARN. SUNET. SE)

2.3. Contents of the RFC322 header
After the DATA instruction, you nmust supply a valid RFC822 header
with a "From" field pointing to the nmail box that should receive

notification of delivery problens, bounced mail, and so on. This can
be the sane as the MAIL FROM field, an address of the type "owner-
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XXXx@our host", etc. DO NOT PUT THE LI ST SUBM SSI ON ADDRESS THERE
or you will get mailing | oops.

For testing, the "From" field should point to your own mail box, so
that you get the responses fromthe server

As long as RFCB22 syntax is respected, the only field that matters is
the "From" field (or "Sender:", "Resent-From", etc.). In practice
this means you can just pipe the distribution request into "mai
|istserv@hatever" and | et your mail programbuild all the headers.

3. Format of the DI STRI BUTE request

The body of the nmessage delivered to LI STSERV defines the recipients
of the distribution and the text (header + body) of the RFC322
message you want to have delivered. The request starts with a "job
card", followed by a DI STRIBUTE command, a |ist of recipients, and
finally the nessage header and body.

3.1. Syntax of the JOB card

The purpose of the JOB card is to nake sure that any spurious text
inserted by mail gateways or the like is flushed and not erroneously
interpreted as a command. It can optionally be used to associate a
"job name" with the request, in case you want to use tools to assist
you in processing the notifications you get fromthe D STRI BUTE
servers when running in test node. The syntax is as foll ows:

/1] obnanme JOB ECHO=NO

"j obnanme" can be anything as long as it does not contain bl anks, and
can be omtted. LISTSERV generally ignores case when parsing
commands, so you can use "job" or "Job" if you prefer. The ECHO=NO
keyword is required for production use, to suppress the "resource
usage sunmmary"” you woul d otherwi se get upon conpl etion of your
delivery. You may want to omt it when testing.

3.2. Syntax of the DI STRI BUTE comrand
Bel ow the JOB card, you nust supply the follow ng Iine:
DI STRI BUTE MAI L
For production node, do not specify anything else on that |ine. Wen
testing, you should add ACK=MAIL in order to get an acknow edgenent
confirmng the delivery. There are two ot her useful options:

DEBUG=YES, which instructs the server to produce a report show ng how
the various recipients will be routed, but w thout actually
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delivering the message; and TRACE=YES, which does the sanme but does
deliver the nessage. Before making a "live" test with your actua
recipients list, you should tack the DEBUG=YES opti on once to nake
sure you got all the paraneters and syntax right, and get a rough

i dea of the efficiency of the distribution (see the section on

per f or mance) .

3.3. Gving the list of recipients

The list of recipients follows the DISTRIBUTE |ine and is specified
as foll ows:

//To DD *

user 1@ost1 BSMIP
user 2@ost 2 BSMIP
/*

The two lines starting with a "/" have to be copied as-is. Each of
the lines in between contains the address of one of the recipients,
foll owed by a blank and by the word "BSMIP", which indicates that you
do not want the header rewitten. There are four restrictions:

a. The address nmust be a plain "local -part @ostnane" - no nanme string,
no angl e bracket, no source route, etc. Bear in nind that the
DI STRI BUTE server is not in the sanme donmain as you: all the
addresses should be fully qualified.

b. If the local-part is quoted, it nust be quoted fromthe first word
on. Technically, RFC822 allows: Joe."Now@one". Sm th@yz. edu, but
for performance reasons this formis not supported. Just quote the
first word to tell LISTSERV to run the address through the ful
parser: you would wite "Joe"."Now@one". Smt h@yz. edu i nstead.

c. The local -part of the address may not start with an (unquoted)
asterisk. You can bypass this restriction by quoting the |oca
part and using a % hack through the server’s host:
xR JACK*** 0 ack- ws. xyz. edu” @er ver - host .

d. Blanks are not all owed anywhere in the address.

You can use the pseudo-donmain ".BI TNET" for BITNET recipients: it is
al ways supported within DI STRI BUTE requests

3.4. Specifying the nessage text

After the last recipient and the closing "/*", add the follow ng
I'ine,
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//Data DD *, EOF

foll owed by the RFC822 nessage (header + body) that you want
delivered. The EOF option indicates that the nmessage header and body
will extend until the end of the nessage you are sending to the

Dl STRI BUTE server. |If you are worried about extraneous data being
appended by a gateway, renove the EOF option, add a closing "/*" line
after the end of the nmessage, followed by a "// EQ" card to flush
any remaining text. This, however, will fail if the message itself
contains a "/*" line; you would have to insert a space before any
such line.

4. Exanpl es

Here is an (intentionally short) exanple to clarify the syntax:

————— cut here -----

/] Test JOB

Distribute mail Ack=mail Debug=yes
//To DD *

j oe@s- 4. xyz. edu BSMIP

j ack@bc. com BSMIP

jima@anmvnil. bi t net BSMIP

jill @l pha. cc. buf fal 0. edu BSMIP
james@i brary.rice. edu BSMIP

/*

// Data DD *, EOF

Dat e: Tue, 19 Jan 1993 10:57:29 -0500

From Robert H. Smith <RHS@t a. abc. conp

Subj ect : Re: Problemwith V5.41

To: sonel i st @one. host . edu

| agree with Jack, V5.41 is not a stable release. | had to fall back

to V5.40 within 5 mnutes of installation...

Bob Smith
----- cut here -----

Not e: sone of the hostnames are genuine, but the usernanes are all
fictitious.

You woul d get the follow ng reply:

Job "Test" started on 20 Feb 1993 01: 09: 40

> Distribute mail ack=mail| debug=yes
Debug trace information:
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ABC. COM goes to SEARN (213) - single recipient
ALPHA. CC. BUFFALO. EDU goes to UBVM (027) - single recipient
LI BRARY. RI CE. EDU goes to RICEVML (022) - single recipient
TAMWML goes to TAl VML (247) - single recipient
WS- 4. XYZ. EDU goes to SEARN (213) - single recipient

Pat h i nf ormati on:

TAIVML : UGA RI CEVML TAI VML
UBVM . UGA UBVM
RI CEVML : UGA Rl CEVML
(Debug) Mail forwarded to LI STSERVQJGA for 3 recipients.

(Debug) Mail posted via BSMIP to jack@\BC. COM
(Debug) Mail posted via BSMIP to joe@\5-4. XYZ. EDU.

Job "Test" ended on 20 Feb 1993 01:09: 40

Sunmary of resource utilization

CPU ti ne: 0. 086 sec Device |/ G 6
Over head CPU: 0. 045 sec Paging I/ O 5
CPU nodel : 9221 DASD nmodel : 3380

To actually performthe distribution and get an acknow edgenent,
woul d change the first two lines as foll ows:

————— cut here -----
[/ Test JOB Echo=NO
Distribute mail Ack=mil

Mai |l forwarded to LI STSERV@QGA for 3 recipients.
Mai | posted via BSMIP to jack@\BC. COM
Mai | posted via BSMIP to joe@\&- 4. XYZ. EDU.

Finally, by renoving the "Ack=mail" keyword you woul d performa
"silent" distribution without any acknow edgenent, suitable for
producti on node.

you
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5. Perfornmance

The efficiency of the distribution depends nostly on the quality and
accuracy of the topological information available to the DI STRI BUTE
server (and, in sone extrene cases, on system/load). For BITNET

reci pients, the typical turnaround tinme for reasonably well connected
systens is 5-15 minutes. Internet recipients fall in two categories:
those which can be routed to a machine within or close to the

reci pient’s organi zation (average turnaround time 5-20 m nutes), and
those for which no topological information is available at all. In
that case the delivery can take nuch | onger, but usually renmins
faster than with a vanilla sendnmail setup. At the time being,
topol ogi cal information is available for nost top-level donmains
outside the US and for many sub-domai ns of EDU and GOV.

You can neasure the efficiency of the distribution using the
DEBUG=YES option as expl ai ned above. Reci pients which get forwarded
to anot her server usually get delivered within 5-20 mnutes (except
to poorly connected sites or countries, for which not much can be
done). Recipients which are handl ed locally are passed to a | oca
SMIP agent whose efficiency depends very nuch on the anount of
"burst" queries the | ocal name server can handle in quick succession.

A nunber of projects are currently underway to investigate the
feasibility of inproving the quality of the topol ogical information
avail abl e to the DI STRIBUTE servers for the Internet.
Security Considerations
Security issues are not discussed in this nmeno.
Aut hor’ s Address
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