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Status of This Meno

This RFC specifies an | AB standards track protocol for the Internet
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Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol
Distribution of this meno is unlimted.

Abstract

Thi s docunent provides definitions, formats, references, and
citations for cryptographic algorithns, usage nodes, and associ ated
identifiers and paraneters used in support of Privacy Enhanced Mail
(PEM in the Internet community. It is intended to becone one nenber
of the set of related PEM RFCs. This docunment is organized into four
primary sections, dealing with message encryption al gorithnms, nessage
integrity check algorithns, symmetric key managenent al gorithnms, and
asymmetric key managenent al gorithns (including both asymetric
encryption and asymetric signature al gorithns).

Sone parts of this material are cited by other docunents and it is
anticipated that sone of the material herein may be changed, added,
or replaced without affecting the citing docunents. Therefore,

al gorithmspecific material has been placed into this separate
docunent .

Use of other algorithns and/or nodes will require case-by-case study
to determ ne applicability and constraints. The use of additiona

al gorithms may be docunented first in Prototype or Experinental RFCs.
As experience is gained, these protocols nmay be considered for
incorporation into the standard. Additional algorithnms and nodes
approved for use in PEMin this context will be specified in
successors to this docunent.
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Message Encryption Al gorithns

and PEM

docunent .

This section identifies the alternative nessage encryption al gorithns
and nodes that shall be used to encrypt nessage text and, when
asymmetric key managenent is enployed in an ENCRYPTED PEM nessage, for

encryption of nessage signatures. Character string identif
assigned and any paraneters required by the nmessage encrypt

iers are
ion

al gorithmare defined for incorporation in an encapsul ated " DEK-

Info:" header field.
Only one alternative is currently defined in this category.

DES in CBC Mobde (DES- CBC)

Message text and, if required, nessage signatures are encrypted using

the Data Encryption Standard (DES) algorithmin the G pher
Chai ning (CBC) node of operation. The DES algorithmis def

Bl ock
ined in

FIPS PUB 46-1 [1], and is equivalent to the Data Encryption Al gorithm
(DEA) provided in ANSI X3.92-1981 [2]. The CBC node of operation of
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DES is defined in FIPS PUB 81 [3], and is equivalent to those
provided in ANSI X3.106 [4] and in ISO 1S 8372 [5]. The character
string "DES-CBC' within an encapsul ated PEM header field indicates
the use of this algorithnl node conbi nation

The input to the DES CBC encryption process shall be padded to a
multiple of 8 octets, in the following nmanner. Let n be the length
in octets of the input. Pad the input by appending 8-(n nod 8)
octets to the end of the nessage, each having the value 8-(n nod 8),
the nunber of octets being added. |In hexadecimal, the possible
paddi ngs are: 01, 0202, 030303, 04040404, 0505050505, 060606060606,
07070707070707, and 0808080808080808. All input is padded with 1 to
8 octets to produce a nultiple of 8 octets in length. The padding
can be renoved unanbi guously after decryption

The DES CBC encryption process requires a 64-bit cryptographic key.

A new, pseudorandom key shall be generated for each ENCRYPTED PEM
message. O the 64 bits, 56 are used directly by the DES CBC
process, and 8 are odd parity bits, with one parity bit occupying the
right-nost bit of each octet. Wen symetric key managenent is

enpl oyed, the setting and checking of odd parity bits is encouraged,
since these bits could detect an error in the decryption of a DES key
encrypted under a symretric key nmanagenent algorithm (e.g., DES ECB)
When asymetric key managenent is enployed, the setting of odd parity
bits is encouraged, but the checking of odd parity bits is

di scouraged, in order to facilitate interoperability, and since an
error in the decryption of a DES key can be detected by other means
(e.g., an incorrect PKCS #1 encryption-block format). |In all cases,
the encrypted formof a DES key shall carry all 64 bits of the key,
including the 8 parity bits, though those bits may have no neani ng.

The DES CBC encryption process also requires a 64-bit Initialization
Vector (IV). A new, pseudorandom |V shall be generated for each
ENCRYPTED PEM nessage. Section 4.3.1 of [7] provides rationale for
this requirenent, even given the fact that individual DES keys are
generated for individual nessages. The IVis transnitted with the
message within an encapsul at ed PEM header fi el d.

VWhen this al gorithm node conbination is used for nessage text
encryption, the "DEK-Info:" header field carries exactly two
argunents. The first argunent identifies the DES CBC al gorithni node
usi ng the character string defined above. The second argunent
contains the IV, represented as a contiguous string of 16 ASCII
hexadeci mal digits.

When symmetric key nmanagenent is enployed with this al gorithm node

conbi nation, a synmetrically encrypted DES key will be represented in
the third argunent of a "Key-Info:" header field as a contiguous
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string of 16 ASCI| hexadecinmal digits (corresponding to a 64-bit
key) .

To avoid any potential anbiguity regarding the ordering of the octets
of a DES key that is input as a data value to another encryption
process (e.g., RSAEncryption), the follow ng holds true. The first
(or left-nost displayed, if one thinks in terns of a key’'s "print"
representation) (For purposes of discussion in this docunent, data
values are normalized in ternms of their "print" representation. For a
octet stream the "first" octet would appear as the one on the "left",
and the "last" octet would appear on the "right".) octet of the key
(i.e., bits 1-8 per FIPS PUB 46-1), when considered as a data val ue,
has numerical weight 2**56. The last (or right-nost displayed) octet
(i.e., bits 57-64 per FIPS PUB 46-1) has nunerical weight 2**0.

2. Message Integrity Check Algorithns

This section identifies the alternative algorithns that shall be used
to conpute Message Integrity Check (MC) values for PEM nmessages.
Character string identifiers and ASN. 1 object identifiers are
assigned for incorporation in encapsulated "M C-Info:" and "Key-

Info:" header fields to indicate the choice of MC algorithm

enpl oyed.

A conpliant PEMinpl enentation shall be able to process all of the
alternative MC algorithns defined here on incomng nessages. It is
a sender option as to which alternative is enployed on an out bound
nessage.

2.1 RSA-MD2 Message Digest Al gorithm

The RSA-MD2 nessage digest is conputed using the algorithmdefined in
RFC 1319 [9]. ( An error has been identified in RFC 1319. The
statenent in the text of Section 3.2 which reads "Set C[j] to S[c xor
L]" should read "Set C[j] to S[c xor L] xor C[j]". Note that the C
source code in the appendix of RFC 1319 is correct.) The character
string "RSA-MD2" within an encapsul ated PEM header field indicates the
use of this algorithm Al so, as defined in RFC 1319, the ASN. 1 object
identifier

nd2 OBJECT I DENTIFIER ::= {
i so(1l) nenber-body(2) US(840) rsadsi(113549)
di gest Algorithn(2) 2

}

identifies this algorithm \Wen this object identifier is used with
the ASN. 1 type Algorithm dentifier, the paraneters conponent of that
type is the ASN. 1 type NULL.
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The RSA-MD2 nessage digest algorithmaccepts as input a nessage of
any length and produces as output a 16-octet quantity. Wen
symretric key managenment is enployed, an RSA-MD2 M C is encrypted by
splitting the MCinto tw 8-octet hal ves, independently encrypting
each hal f, and concatenating the results.

When symetric key nmanagenment is enployed with this MC algorithm
the symmetrically encrypted MD2 nessage digest is represented in a
the fourth argunment of a "Key-Info:" header field as a contiguous
string of 32 ASCI| hexadecinmal digits (corresponding to a 128-hit M2
message di gest).

To avoid any potential anbiguity regarding the ordering of the octets
of an MD2 message digest that is input as a data value to another
encryption process (e.gd., RSAEncryption), the follow ng holds true.
The first (or left-nost displayed, if one thinks in terms of a
digest’s "print" representation) octet of the digest (i.e., digest[O0]
as specified in RFC 1319), when consi dered as an RSA data val ue, has
nunerical weight 2**120. The last (or right-nost displayed) octet
(i.e., digest[15] as specified in RFC 1319) has numerical wei ght

2**0.

2.2 RSA-MD5 Message Digest Al gorithm

The RSA-MD5 nessage digest is conputed using the algorithmdefined in
RFC 1321 [10]. The character string "RSA-MD5" within an encapsul at ed
PEM header field indicates the use of this algorithm Al so, as
defined in RFC 1321, the object identifier

md5 OBJECT | DENTIFIER :: = {
i so(1) menber-body(2) US(840) rsadsi(113549)
digestAlgorithm(2) 5

}

identifies this algorithm \Wen this object identifier is used with
the ASN. 1 type Algorithmdentifier, the paraneters conponent of that
type is the ASN. 1 type NULL.

The RSA-MD5 nessage digest algorithm accepts as input a nessage of
any length and produces as output a 16-octet quantity. Wen
symmetric key nmanagenent is enployed, an RSA-MD5 M C is encrypted by
splitting the MCinto two 8-octet hal ves, independently encrypting
each half, and concatenating the results.

VWhen symmetric key managenment is enployed with this MC algorithm
the symmetrically encrypted MD5 nessage digest is represented in the
fourth argunent of a "Key-Info:" header field as a contiguous string
of 32 ASCI| hexadecimal digits (corresponding to a 128-bit M5
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message di gest).

To avoid any potential anbiguity regarding the ordering of the octets
of a MD5 nessage digest that is input as an RSA data value to the RSA
encryption process, the following holds true. The first (or |eft-
nmost di splayed, if one thinks in terns of a digest’'s "print"
representation) octet of the digest (i.e., the |l oworder octet of A
as specified in RFC 1321), when consi dered as an RSA data val ue, has
nunerical weight 2**120. The last (or right-nost displayed) octet
(i.e., the high-order octet of D as specified in RFC 1321) has
nunerical wei ght 2**0.

3. Symmretric Key Managenent Al gorithns

This section identifies the alternative algorithns and nodes that
shal | be used when symetric key managenent is enployed, to encrypt
data encryption keys (DEKs) and nessage integrity check (MC) val ues.
Character string identifiers are assigned for incorporation in
encapsul ated "Key-Info:" header fields to indicate the choice of

al gori t hm enpl oyed.

Al'l alternatives presently defined in this category correspond to
di fferent usage nodes of the DES algorithm rather than to other
al gorithns.

When symmetric key management is enployed, the symmetrically
encrypted DEK and MC, carried in the third and fourth argunents of a
"Key-Info:" header field, respectively, are each represented as a
string of contiguous ASCI| hexadecinal digits. The manner in which
to use the following symmetric encryption algorithns and the [ ength
of the symetrically encrypted DEK and M C nay vary dependi ng on the
I ength of the underlying DEK and M C. Section 1, Message Encryption
Al gorithns, and Section 2, Message Integrity Check Al gorithms,
provide informati on on the proper manner in which a DEK and M C
respectively, are symetrically encrypted when the size of the DEK or
MCis not equal to the synmmetric encryption algorithm s input block
size. These sections also provide information on the proper format
and length of the symretrically encrypted DEK and M C, respectively.

3.1 DES in ECB Mde (DES-ECB)
The DES algorithmin El ectronic Codebook (ECB) node [1][3] is used
for DEK and M C encryption when symretric key managenent is enpl oyed.
The character string "DES-ECB" w thin an encapsul ated PEM header
field indicates use of this algorithm node conbi nation

A conpliant PEM i npl enentation supporting symetric key nmanagenent
shal | support this algorithm node comnbination
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3.2 DES in EDE Mde (DES-EDE)

The DES algorithmin Encrypt-Decrypt-Encrypt (EDE) nultiple
encryption node, as defined by ANSI X9.17 [6] for encryption and
decryption with pairs of 64-bit keys, nay be used for DEK and M C
encryption when symmetri c key nanagenment is enployed. The character
string "DES-EDE" within an encapsul ated a PEM header field indicates
use of this algorithn node combination

A conpliant PEM i npl enentation supporting symetric key managenent
may optionally support this algorithn node conbi nation

4. Asymretric Key Managenent Al gorithns

This section identifies the alternative asymetric keys and the
alternative asymetric key managenment algorithns with which those
keys shall be used, nanely the asymmetric encryption algorithnms with
whi ch DEKs and M Cs are encrypted, and the asymretric signature
algorithms with which certificates and certificate revocation lists
(CRLs) are signed.

4.1 Asymetric Keys

This section describes the asymetric keys that shall be used with
the asymmetric encryption algorithns and the signature algorithns
described later. ASN. 1 object identifiers are identified for
incorporation in a public-key certificate to identify the

al gorithm(s) with which the acconpanying public key is to be

enpl oyed.

4.1.1 RSA Keys

An RSA asymetric key pair is conprised of matching public and
private keys.

An RSA public key consists of an encryption exponent e and an
arithmetic nmodul us n, which are both public quantities typically
carried in a public-key certificate. For the value of e, Annex Cto
X. 509 suggests the use of Fermat’s Nunber F4 (65537 deci mal, or
1+2**16) as a value "comon to the whole environnent in order to
reduce transm ssion capacity and conplexity of transformation", i.e.,
the value can be transmtted as 3 octets and at nobst seventeen (17)
multiplications are required to effect exponentiation. As an
alternative, the nunber three (3) can be enployed as the value for e,
requiring even less octets for transm ssion and yiel ding even faster
exponentiation. For purposes of PEM the value of e shall be either
F4 or the nunmber three (3). The use of the nunber three (3) for the
value of e is encouraged, to pernit rapid certificate validation
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An RSA private key consists of a decryption exponent d, which should
be kept secret, and the arithmetic nmodulus n. O her val ues may be
stored with a private key to facilitate efficient private key
operations (see PKCS #1 [11]).

For purposes of PEM the nmodulus n nmay vary in size from508 to 1024
bits.

Two ASN. 1 object identifiers have been defined to identify RSA public
keys. In Annex H of X 509 [8], the object identifier

rsa OBJECT | DENTIFIER ::= {
joint-iso-ccitt(2) ds(5) algorithn(8)
encrypti onAl gorithm(1l) 1

is defined to identify an RSA public key. A single paraneter,

KeySi ze, the length of the public key nodulus in bits, is defined for
use in conjunction with this object identifier. Wen this object
identifier is used with the ASN.1 type Algorithmdentifier, the
paraneters component of that type is the nunber of bits in the

modul us, ASN. 1 encoded as an | NTEGER

Alternatively, in PKCS #1 [11], the ASN. 1 object identifier

rsaEncrypti on OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) US(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 1

}

is defined to identify both an RSA public key and the RSAEncryption
process. There are no paranmeters defined in conjunction with this
object identifier, hence, when it is used with the ASN.1 type

Al gorithm dentifier, the paraneters conponent of that type is the
ASN. 1 type NULL.

A compliant PEM i npl enentati on may optionally generate an RSA
public-key certificate that identifies the enclosed RSA public key
(within the SubjectPublicKeylnformation component) with either the
"rsa" or the "rsaEncryption" object identifier. Use of the "rsa"
object identifier is encouraged, since it is, in sone sense, nore
generic inits identification of a key, without indicating how the
key will be used. However, to facilitate interoperability, a
compliant PEM i npl enentation shall accept RSA public-key certificates
that identify the enclosed RSA public key with either the "rsa" or
the "rsaEncryption" object identifier. 1In all cases, an RSA public
key identified in an RSA public-key certificate with either the "rsa"
or "rsaEncryption" object identifier, shall be used according to the
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procedures defined bel ow for asymretric encryption algorithnms and
asymetric signature algorithmns.

4.2 Asymetric Encryption Al gorithns

This section identifies the alternative algorithns that shall be used
when asymretric key managenent is enployed, to encrypt DEKs and M Cs.
Character string identifiers are assigned for incorporationin "MGC
Info:" and "Key-Info:" header fields to indicate the choice of

al gorit hm enpl oyed.

Only one alternative is presently defined in this category.
4.2.1 RSAEncryption

The RSAEncryption public-key encryption algorithm defined in PKCS #1
[11], is used for DEK and M C encryption when asymretric key
managenent is enployed. The character string "RSA" within a "M C
Info:" or "Key-Info:" header field indicates the use of this

al gorithm

Al PEM i npl enentations supporting asymetric key managenment shal
support this algorithm

As described in PKCS #1, all quantities input as data values to the
RSAEncrypti on process shall be properly justified and padded to the
|l ength of the nmodulus prior to the encryption process. In general,
an RSAEncryption input value is forned by concatenating a | eading
NULL octet, a block type BT, a padding string PS, a NULL octet, and
the data quantity D, that is,

RSA i nput value = 0x00 || BT || PS || 0x00 || D.

To prepare a DEK for RSAEncryption, the PKCS #1 "bl ock type 02"
encryption-block formatting schene is enployed. The block type BT is
a single octet containing the value 0x02 and the padding string PSis
one or nore octets (enough octets to make the I ength of the conplete
RSA i nput value equal to the Iength of the nodul us) each containing a
pseudor andom y generated, non-zero value. For multiple recipient
messages, a different, pseudorandom paddi ng string should be used for
each recipient. The data quantity Dis the DEK itself, which is
right-justified within the RSA i nput such that the last (or rightnost
di splayed, if one thinks in ternms of the "print" representation)
octet of the DEK is aligned with the right-nost, or |east-
significant, octet of the RSA input. Proceeding to the left, each of
the remaining octets of the DEK, up through the first (or |eft-nost

di spl ayed) octet, are each aligned in the next nore significant octet
of the RSA input.
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To prepare a M C for RSAEncryption, the PKCS #1 "bl ock type 01"
encryption-block formatting schene is enployed. The block type BT is
a single octet containing the value 0x01 and the padding string PS is
one or nore octets (enough octets to make the I ength of the conmplete
RSA i nput value equal to the Iength of the nodul us) each containing
the value OxFF. The data quantity D is conprised of the MC and the
M C algorithmidentifier which are ASN. 1 encoded as the follow ng

sequence.
SEQUENCE {
digestAlgorithm Al gorithmdentifier,
di gest OCTET STRI NG
}
The ASN.1 type Algorithmdentifier is defined in X 509 as foll ows.
Al gorithmdentifier ::= SEQUENCE {
al gorithm OBJECT | DENTI FI ER
par aneters ANY DEFI NED BY al gorithm OPTI ONAL
}

An RSA input block is encrypted using the RSA algorithmwth the
first (or left-nost) octet taken as the nost significant octet, and
the last (or right-nost) octet taken as the | east significant octet.
The resulting RSA output block is interpreted in a simlar nanner.

VWhen RSAEncryption is used to encrypt a DEK, the second argunent in a
"M CInfo:" header field, an asymmetrically encrypted DEK, is
represented using the printable encoding technique defined in Section
4.3.2.4 of RFC 1421 [12].

When RSAEncryption is used to sign a MC, the third argunent in a

"M CInfo:" header field, an asymetrically signed MC, is
represented using the printable encoding technique defined in Section
4.3.2.4 of RFC 1421.

4.3 Asymetric Sighature Al gorithms

This section identifies the alternative al gorithns which shall be
used to asymmetrically sign certificates and certificate revocation
lists (CRLs) in accordance with the SI GNED nacro defined in Annex G
of X.509. ASN. 1 object identifiers are identified for incorporation
in certificates and CRLs to indicate the choice of algorithm

enpl oyed.

Only one alternative is presently defined in this category.
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4.3.1 md2W t hRSAEncrypti on

The nd2W t hRSAEncryption signature algorithmis used to sign
certificates and CRLs. The algorithmis defined in PKCS #1 [11]. It
conbi nes the RSA-MD2 nessage digest algorithm described here in
Section 2.2 with the RSAEncryption asymetric encryption algorithm
described here in Section 4.2.1. As defined in PKCS #1, the ASN. 1
obj ect identifier

nd2W t hRSAEncr ypti on OBJECT | DENTIFIER :: = {
i so(1l) nenber-body(2) US(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 2

identifies this algorithm \Wen this object identifier is used with
the ASN. 1 type Algorithm dentifier, the paraneters conponent of that
type is the ASN. 1 type NULL.

There is some anmbiguity in X 509 regarding the definition of the

SI GNED nmacro and, in particular, the representation of a signature in
a certificate or a CRL. The interpretation selected for PEMrequires
that the data to be signed (in our case, an MD2 nessage digest) is
first ASN.1 encoded as an OCTET STRING and the result is encrypted
(in our case, using RSAEncryption) to formthe signed quantity, which
is then ASN. 1 encoded as a BIT STRI NG

5. Descriptive G amar

; Addendum to PEM BNF representation, using RFC 822 notation
; Provides specification for official PEM cryptographic algorithms,
; nodes, identifiers and formats.

; Imports <hexchar> and <enchi n> from RFC [ 1421]

" DES- CBC'

"DES-EDE" / "DES-ECB" / "RSA"
n RSAII

"RSA- MD2" / " RSA- MD5"

<dekal gi d> ::
<i kal gi d>

<sigal gid> ::
<mi cal gid> ::

<dekpar anet er s> :: = <DESCBCpar anet er s>
<DESCBCpar aneters> ::= <l V>
<l V> ::= <hexchar 16>

<symencdek> ::= <DESECBencDESCBC> / <DESEDEencDESCBC>
<DESECBencDESCBC> :: = <hexchar 16>
<DESEDEencDESCBC> :: = <hexchar 16>

<symencm c> ::= <DESECBencRSAMD2> / <DESECBencRSAMD5>
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<DESECBencRSAMD2> :: = 2*2<hexchar 16>
<DESECBenc RSAMD5> : : = 2*2<hexchar 16>
<asynsi gnm ¢> ::= <RSAsi gnm c>
<RSAsi gnmi c> ::= <enchi n>
<asynencdek> ::= <RSAencdek>
<RSAencdek> ::= <enchi n>

<hexchar 16> ::= 16*16<hexchar >
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This version of Privacy Enhanced Mail (PEM relies on the use of

pat ented public key encryption technol ogy for authentication and
encryption. The Internet Standards Process as defined in RFC 1310
requires a witten statenent fromthe Patent holder that a |license
will be nade avail able to applicants under reasonable terns and
conditions prior to approving a specification as a Proposed, Draft or
I nternet Standard.

The Massachusetts Institute of Technol ogy and the Board of Trustees
of the Leland Stanford Junior University have granted Public Key
Partners (PKP) exclusive sub-licensing rights to the follow ng
patents issued in the United States, and all of their corresponding
forei gn patents:

Crypt ogr aphi ¢ Apparatus and Met hod
("Diffie-Hellman")......... .. ... i, No. 4,200, 770

Public Key Cryptographi c Apparatus
and Method ("Hell man-Merkle").................... No. 4,218, 582

Crypt ogr aphi ¢ Communi cati ons System and
Method ("RSA") . ... No. 4, 405, 829

Exponenti al Cryptographi c Apparat us
and Method ("Hell man-Pohlig").................... No. 4,424,414

These patents are stated by PKP to cover all known nethods of

practicing the art of Public Key encryption, including the variations
collectively known as El Ganal.
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Public Key Partners has provided witten assurance to the Internet
Society that parties will be able to obtain, under reasonable,

nondi scrimnatory terms, the right to use the technol ogy covered by
these patents. This assurance is docunented in RFC 1170 titled
"Public Key Standards and Licenses". A copy of the witten assurance
dated April 20, 1990, nay be obtained fromthe Internet Assigned
Nunmber Aut hority (1 ANA).

The Internet Society, Internet Architecture Board, Internet

Engi neering Steering G oup and the Corporation for National Research
Initiatives take no position on the validity or scope of the patents
and patent applications, nor on the appropriateness of the terns of
the assurance. The Internet Society and other groups nentioned above
have not nmade any determ nation as to any other intellectual property
rights which may apply to the practice of this standard. Any further
consideration of these matters is the user’s own responsibility.

Security Considerations

This entire docurment is about security.
Aut hor’ s Address

Davi d Bal enson

Trusted Information Systens

3060 Washi ngt on Road

G enwood, Maryl and 21738

Phone: 301-854-6889
EMai | : bal enson@i s. com

Bal enson [ Page 14]






