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1. Executive Sunmary

This is one of a series of docunents defining privacy enhancenent
mechani sns for electronic mail transferred using Internet nail
protocols. RFC 1421 [6] prescribes protocol extensions and
processi ng procedures for RFC-822 mail messages, given that suitable
cryptographi c keys are held by originators and recipients as a
necessary precondition. RFC 1423 [7] specifies algorithnms, nodes and
associated identifiers for use in processing privacy-enhanced
messages, as called for in RFC 1421 and this docunent. This docunent
defines a supporting key nanagenent architecture and infrastructure,
based on public-key certificate techniques, to provide keying
informati on to nessage originators and recipients. RFC 1424 [8]
provi des additional specifications for services in conjunction with
the key managenment infrastructure described herein.

The key managenent architecture described in this docunent is

conmpatible with the authentication franework described in CCI TT 1988
X.509 [2]. This docunment goes beyond X 509 by establishing
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procedures and conventions for a key managenment infrastructure for
use with Privacy Enhanced Mail (PEM and with other protocols, from
both the TCP/IP and OSI suites, in the future. There are severa
notivations for establishing these procedures and conventions (as
opposed to relying only on the very general framework outlined in

X. 509):

-1t is inmportant that a certificate managenment infrastructure
for use in the Internet community accommpdate a range of
clearly-articulated certification policies for both users
and organi zations in a well-architected fashion
Mechani sns must be provided to enable each user to be
aware of the policies governing any certificate which the
user may encounter. This requires the introduction
and standardi zation of procedures and conventions that are
out si de the scope of X 509

-The procedures for authenticating originators and recipient in
the course of nessage submi ssion and delivery should be
simpl e, automated and uni form despite the existence of
differing certificate nanagement policies. For exanple,
users should not have to engage in careful exam nation of a
conpl ex set of certification relationships in order to
evaluate the credibility of a clained identity.

-The aut hentication framework defined by X 509 is designed to
operate in the X 500 directory server environnent. However
X. 500 directory servers are not expected to be ubiquitous
inthe Internet in the near future, so some conventions
are adopted to facilitate operation of the key managenent
infrastructure in the near term

-Public key cryptosystens are central to the authentication
technol ogy of X 509 and t hose which enjoy the nost
wi despread use are patented in the U S. Al though this
certification nmanagenent scheme is conpatible with
the use of different digital signature algorithns, it is
anticipated that the RSA cryptosystemw || be used as
the primary signature algorithmin establishing the
Internet certification hierarchy. Special license
arrangenments have been nade to facilitate the
use of this algorithmin the U. S. portion of |nternet
envi ronnent .

The infrastructure specified in this docunment establishes a single
root for all certification within the Internet, the Internet Policy
Regi stration Authority (1 PRA). The | PRA establishes global policies,
described in this docunent, which apply to all certification effected
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under this hierarchy. Beneath IPRA root are Policy Certification

Aut horities (PCAs), each of which establishes and publishes (in the
formof an informational RFC) its policies for registration of users
or organi zations. Each PCA is certified by the IPRA. (It is
desirable that there be a relatively small nunber of PCAs, each with
a substantively different policy, to facilitate user famliarity with
the set of PCA policies. However there is no explicit requirenent
that the set of PCAs be limted in this fashion.) Bel ow PCAs,
Certification Authorities (CAs) will be established to certify users
and subordi nate organi zational entities (e.g., departnents, offices,

subsidiaries, etc.). Initially, we expect the majority of users wll
be registered via organi zational affiliation, consistent with current
practices for how nost user numil boxes are provided. |In this sense

the registration is anal ogous to the issuance of a university or
company | D card.

Sone CAs are expected to provide certification for residential users
in support of users who wish to register independent of any

organi zational affiliation. Over time, we anticipate that civi
governnent entities which already provide anal ogous identification
services in other contexts, e.g., driver’'s |licenses, may provide
this service. For users who wi sh anonynmity while taking advantage of
PEM privacy facilities, one or nore PCAs will be established with
policies that allow for registration of users, under subordinate CAs,
who do not wi sh to disclose their identities.

2. Overview of Approach

Thi s docunent defines a key managenent architecture based on the use
of public-key certificates, primarily in support of the nessage
enci pherrment and aut hentication procedures defined in RFC 1421. The
concept of public-key certificates is defined in X 509 and this
architecture is a conpliant subset of that envisioned in X 509.

Briefly, a (public-key) certificate is a data structure which
contains the name of a user (the "subject"), the public conponent
(This docunent adopts the terms "private conponent” and "public
component” to refer to the quantities which are, respectively, kept
secret and made publicly available in asymretric cryptosystens. This
convention is adopted to avoi d possible confusion arising fromuse of
the term"secret key" to refer to either the former quantity or to a
key in a symmetric cryptosystem) of that user, and the nane of an
entity (the "issuer") which vouches that the public conponent is
bound to the naned user. This data, along with a time interval over
which the binding is clainmed to be valid, is cryptographically signed
by the issuer using the issuer’s private conponent. The subject and
i ssuer nanes in certificates are Distinguished Nanes (DNs) as defined
in the directory system (X 500).
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Once signed, certificates can be stored in directory servers,
transmtted via non-secure nessage exchanges, or distributed via any
other neans that nmake certificates easily accessible to nessage
systemusers, without regard for the security of the transm ssion
medium Certificates are used in PEMto provide the originator of a
message with the (authenticated) public conponent of each recipient
and to provide each recipient with the (authenticated) public
component of the originator. The follow ng brief discussion
illustrates the procedures for both originator and recipients.

Prior to sending an encrypted nessage (using PEM, an originator nust
acquire a certificate for each recipient and nust validate these
certificates. Briefly, validation is performed by checking the
digital signature in the certificate, using the public conmponent of
the i ssuer whose private conponent was used to sign the certificate.
The issuer’s public conponent is nmade avail able via sonme out of band
means (for the IPRA) or is itself distributed in a certificate to
which this validation procedure is applied recursively. |In the
|latter case, the issuer of a user’'s certificate beconmes the subject
in a certificate issued by another certifying authority (or a PCA),
thus giving rise to a certification hierarchy. The validity interva
for each certificate is checked and Certificate Revocation Lists
(CRLs) are checked to ensure that none of the certificates enpl oyed
in the validation process has been revoked by an issuer

Once a certificate for a recipient is validated, the public conponent
contained in the certificate is extracted and used to encrypt the
data encryption key (DEK), which, in turn, is used to encrypt the
message itself. The resulting encrypted DEK is incorporated into the
Key-Info field of the nessage header. Upon receipt of an encrypted
message, a recipient enploys his private conponent to decrypt this
field, extracting the DEK, and then uses this DEK to decrypt the
message

In order to provide nessage integrity and data origin authentication,
the originator generates a nessage integrity code (MC), signs
(encrypts) the M C using the private conponent of his public-key
pair, and includes the resulting value in the nessage header in the
MC-Info field. The certificate of the originator is (optionally)
included in the header in the Certificate field as described in RFC
1421. This is done in order to facilitate validation in the absence
of ubiquitous directory services. Upon receipt of a privacy enhanced
message, a recipient validates the originator’s certificate (using
the 1 PRA public component as the root of a certification path),
checks to ensure that it has not been revoked, extracts the public
conmponent fromthe certificate, and uses that value to recover
(decrypt) the MC. The recovered MC is conpared against the locally
calculated MCto verify the integrity and data origin authenticity
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3.

of the message.
Architecture
3.1 Scope and Restrictions

The architecture described belowis intended to provide a basis for
managi ng public-key cryptosystem val ues in support of privacy
enhanced el ectronic mail in the Internet environnent. The
architecture describes procedures for registering certification
authorities and users, for generating and distributing certificates,
and for generating and distributing CRLs. RFC 1421 describes the
syntax and semantics of header fields used to transfer certificates
and to represent the DEK and M C in this public-key context.
Definitions of the algorithnms, nbpdes of use and associ at ed
identifiers are separated in RFC 1423 to facilitate the adoption of
additional algorithns in the future. This docunent focuses on the
management aspects of certificate-based, public-key cryptography for
privacy enhanced mail.

The proposed architecture inposes conventions for the certification
hi erarchy which are not strictly required by the X 509 recomendati on
nor by the technology itself. These conventions are notivated by
several factors, primarily the need for authentication senantics
conmpatible with automated validati on and the automated determ nation
of the policies under which certificates are issued.

Specifically, the architecture proposes a systemin which user (or
mailing list) certificates represent the leaves in a certification

hi erarchy. This certification hierarchy is largely isonorphic to the
X. 500 directory nam ng hierarchy, with two exceptions: the | PRA forns
the root of the tree (the root of the X.500 DIT is not instantiated
as a node), and a nunber of Policy Certification Authorities (PCAs)
formthe "roots" of subtrees, each of which represents a different
certification policy.

Not every level in the directory hierarchy need correspond to a
certification authority. For exanple, the appearance of geographic
entities in a distinguished nane (e.g., countries, states, provinces,
| ocalities) does not require that various governnents becone
certifying authorities in order to instantiate this architecture.
However, it is anticipated that, over tine, a nunber of such points
in the hierarchy will be instantiated as CAs in order to sinplify

|l ater transition of nanagement to appropriate governmenta

aut horities.

These conventions minimze the conplexity of validating user
certificates, e.g., by making explicit the rel ationship between a
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certificate issuer and the user (via the naming hierarchy). Note that
inthis architecture, only PCAs may be certified by the | PRA and
every CA's certification path can be traced to a PCA, through zero or
more CAs. |If a CAis certified by nore than one PCA, each
certificate issued by a PCA for the CA nust contain a distinct public
conponent. These conventions result in a certification hierarchy
which is a conpatible subset of that permitted under X 509, with
respect to both syntax and semanti cs.

Al t hough the key managenent architecture described in this docunent
has been designed prinmarily to support privacy enhanced nail, this
infrastructure also may, in principle, be used to support X 400 nmail
security facilities (as per 1988 X 411) and X 500 directory
authentication facilities. Thus, establishnent of this
infrastructure paves the way for use of these and other OSI protocols
inthe Internet in the future. 1In the future, these certificates

al so may be enpl oyed in the provision of security services in other
protocols in the TCP/IP and OSI suites as well.

3.2 Relation to X 509 Architecture

CCl TT 1988 Reconmendation X. 509, "The Directory - Authentication
Framewor k", defines a framework for authentication of entities
involved in a distributed directory service. Strong authentication,
as defined in X 509, is acconplished with the use of public-key
cryptosystens. Unforgeable certificates are generated by
certification authorities; these authorities may be organi zed

hi erarchical ly, though such organization is not required by X 509
There is no inplied mappi ng between a certification hierarchy and the
nam ng hi erarchy inposed by directory systemnam ng attributes.

Thi s docunent interprets the X. 509 certificate mechanismto serve the
needs of PEMin the Internet environnment. The certification

hi erarchy proposed in this docunent in support of privacy enhanced
mail is intentionally a subset of that allowed under X 509. This
certification hierarchy al so enbodi es senantics which are not
explicitly addressed by X 509, but which are consistent with X 509
precepts. An overview of the rationale for these semantics is
provided in Section 1.

3.3 Certificate Definition

Certificates are central to the key managenent architecture for X 509
and PEM This section provides an overview of the syntax and a
description of the semantics of certificates. Appendix A includes
the ASN. 1 syntax for certificates. A certificate includes the

foll owi ng contents:
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1. version

2. serial nunber

3. signature (algorithmID and paraneters)

4. issuer nane

5. wvalidity period

6. subject nane

7. subject public key (and associated al gorithm I D)
3.3.1 Version Nunber

The version nunber field is intended to facilitate orderly changes in
certificate formats over time. The initial version nunber for
certificates used in PEMis the X 509 default which has a val ue of
zero (0), indicating the 1988 version. PEMinplenmentations are
encouraged to accept |later versions as they are endorsed by

CC TT/ I SO

3.3.2 Serial Nunber

The serial nunber field provides a short form unique identifier for
each certificate generated by an issuer. An issuer nust ensure that
no two distinct certificates with the same issuer DN contain the sane
serial nunber. (This requirement nust be nmet even when the
certification function is effected on a distributed basis and/or when
the same issuer DN is certified under two different PCAs. This is
especially critical for residential CAs certified under different
PCAs.) The serial nunber is used in CRLs to identify revoked
certificates, as described in Section 3.4.3.4. Although this
attribute is an integer, PEM UA processing of this attribute need not
i nvol ve any arithnmetic operations. Al PEM UA inpl enentations nust
be capabl e of processing serial nunmbers at |east 128 bits in |ength,
and size-independent support serial nunbers is encouraged.

3.3.3 Signature

This field specifies the algorithmused by the issuer to sign the
certificate, and any paraneters associated with the algorithm (The
certificate signature is appended to the data structure, as defined
by the signature macro in X 509. This algorithmidentification
information is replicated with the signature.) The signature is
validated by the UA processing a certificate, in order to determ ne
that the integrity of its contents have not been nodified subsequent
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to signing by a CA (IPRA, or PCA). In this context, a signature is
effected through the use of a Certificate Integrity Check (ClC

al gorithm and a public-key encryption algorithm RFC 1423 contai ns
the definitions and algorithmIDs for signature algorithns enployed
inthis architecture.

3.3.4 Subject Nane

A certificate provides a representation of its subject’s identity in
the formof a Distinguished Nanme (DN). The fundanental binding
ensured by the key managenent architecture is that between the public
conmponent and the user’s identity in this form A distinguished nanme
is an X.500 directory systemconcept and if a user is already
registered in an X. 500 directory, his distinguished nane is defined
via that registration. Users who are not registered in a directory
should keep in mnd likely directory nam ng structure (schema) when
sel ecting a distinguished name for inclusion in a certificate.

3.3.5 Issuer Nane

A certificate provides a representation of its issuer’s identity, in
the formof a Distinguished Name. The issuer identification is used
to select the appropriate issuer public conponent to enploy in
performng certificate validation. (If an issuer (CA) is certified
by nultiple PCAs, then the issuer DN does not uniquely identify the
public conponent used to sign the certificate. |In such circunstances
it may be necessary to attenpt certificate validation using multiple
public conponents, fromcertificates held by the issuer under
different PCAs. |If the 1992 version of a certificate is enployed,
the issuer may enploy distinct issuer UDs in the certificates it

i ssues, to further facilitate selection of the right issuer public
component.) The issuer is the certifying authority (1PRA PCA or CA)
who vouches for the binding between the subject identity and the
public key contained in the certificate.

3.3.6 Validity Period

A certificate carries a pair of date and time indications, indicating
the start and end of the tinme period over which a certificate is
intended to be used. The duration of the interval may be constant
for all user certificates issued by a given CAor it mght differ
based on the nature of the user’s affiliation. For exanple, an
organi zation mght issue certificates with shorter intervals to
tenmporary enpl oyees versus permanent enployees. It is recomended
that the UTCT (Coordi nated Universal Tinme) values recorded here
specify granularity to no nore than the mnute, even though finer
granularity can be expressed in the format. (Inplenentors are warned
that no DER is defined for UTCT in X 509, thus transformation between
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| ocal and transfer syntax nust be performed carefully, e.g., when
computing the hash value for a certificate. For exanple, a UTCT
val ue which includes explict, zero values for seconds woul d not
produce the sanme hash value as one in which the seconds were
omtted.) It also reconmended that all tinmes be expressed as
Greenwi ch Mean Tine (Zulu), to sinplify conparisons and avoid
confusion relating to daylight savings tine. Note that UTCT
expresses the value of a year nodulo 100 (with no indication of
century), hence conparisons involving dates in different centuries
must be perforned with care

The longer the interval, the greater the |ikelihood that conprom se
of a private component or nanme change will render it invalid and thus
require that the certificate be revoked. Once revoked, the
certificate nmust remain on the issuer’s CRL (see Section 3.4.3.4)
until the validity interval expires. PCAs may inpose restrictions on
the maximumvalidity interval that may be el ected by CAs operating in
their certification domain (see Appendi x B)

3.3.7 Subject Public Key

A certificate carries the public conponent of its associated subject,
as well as an indication of the algorithm and any al gorithm
paraneters, with which the public conponent is to be used. This
algorithmidentifier is independent of that which is specified in the
signature field described above. RFC 1423 specifies the algorithm
identifiers which may be used in this context.

3.4 Roles and Responsibilities

One way to explain the architecture proposed by this docunment is to
exam ne the roles which are defined for various entities in the
architecture and to describe what is required of each entity in order
for the proposed systemto work properly. The follow ng sections
identify four types of entities within this architecture: users and
user agents, the Internet Policy Registration Authority, Policy
Certification Authorities, and other Certification Authorities. For
each type of entity, this docunent specifies the procedures which the
entity must execute as part of the architecture and the
responsibilities the entity assumes as a function of its role in the
architecture.

3.4.1 Users and User Agents
The term User Agent (UA) is taken from CClITT X 400 Message Handl i ng
Systens (MHS) Recommendations, which define it as follows: "In the

context of nessage handling, the functional object, a conponent of
MHS, by neans of which a single direct user engages in nessage
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handl i ng. " In the Internet environnment, prograns such as rand nh
and Gwu enmacs rmail are UAs. UAs exchange nessages by calling on a
supporting Message Transfer Service (MIS), e.g., the SMIP mail relays
used in the Internet.

3.4.1.1 GCenerating and Protecting Conponent Pairs
A UA process supporting PEM nmust protect the private conponent of its

associated entity (e.g., a human user or a mailing list) from
di scl osure, though the nmeans by which this is effected is a | oca

matter. It is essential that the user take all avail abl e precautions
to protect his private conponent as the secrecy of this value is
central to the security offered by PEMto that user. For exanpl e,

the private conponent might be stored in encrypted form protected
with a locally managed symmetric encryption key (e.g., using DES)
The user woul d supply a password or passphrase whi ch woul d be

enpl oyed as a symetric key to decrypt the private conponent when
required for PEM processing (either on a per nessage or per session
basis). Alternatively, the private conponent m ght be stored on a
di skette which would be inserted by the user whenever he ori gi nated
or received PEM nessages. Explicit zeroing of menory | ocations where
this conponent transiently resides could provide further protection
O her precautions, based on |ocal operating system security
facilities, also should be enpl oyed.

It is recomrended that each user enploy ancillary software (not

ot herwi se associated with normal UA operation) or hardware to
generate his personal public-key conponent pair. Software for
generating user conponent pairs will be available as part of the
reference inplenentation of PEMdistributed freely in the U S
portion of the Internet. It is critically inportant that the
component pair generation procedure be effected in as secure a
fashi on as possible, to ensure that the resulting private conmponent
is unpredictable. Introduction of adequate randonmmess into the
conponent pair generation procedure is potentially the nost difficult
aspect of this process and the user is advised to pay particul ar
attention to this aspect. (Conponent pairs enployed in public-key
cryptosystens tend to be large integers which must be "random y"

sel ected subject to mathematical constraints inposed by the
cryptosystem Input(s) used to seed the conponent pair generation
process nust be as unpredictable as possible. An exanple of a poor
random nunber sel ection technique is one in which a pseudo-random
nunber generator is seeded solely with the current date and tine. An
attacker who coul d determ ne approxi mately when a conponent pair was
generated could easily regenerate candi date conponent pairs and
conpare the public conmponent to the user’s public conponent to detect
when the correspondi ng private conponent had been found.)
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There is no requirenent inposed by this architecture that anyone
other than the user, including any certification authority, have
access to the user’s private conponent. Thus a user may retain his
conponent pair even if his certificate changes, e.g., due to rollover
inthe validity interval or because of a change of certifying
authority. Even if a user is issued a certificate in the context of
his enpl oynent, there is generally no requirenment that the enpl oyer
have access to the user’s private conponent. The rationale is that
any nessages signed by the user are verifiable using his public
conponent . In the event that the corresponding private conponent
becones unavail abl e, any ENCRYPTED nessages directed to the user
woul d be i ndeci pherabl e and woul d require retransm ssion

Note that if the user stores nmessages in ENCRYPTED form these
messages al so woul d becone indeci pherable in the event that the
private conponent is |lost or changed. To mininize the potential for
| oss of data in such circunstances nessages can be transforned into
M C-ONLY or MCCLEAR formif cryptographically-enforced
confidentiality is not required for the nessages stored within the
user’s conputer. Alternatively, these transformed nessages m ght be
forwarded in ENCRYPTED formto a (trivial) distribution Iist which
serves in a backup capacity and for which the user’s enployer holds
the private conponent.

A user may possess nultiple certificates which my enbody the same or
different public conponents. For exanple, these certificates m ght
represent a current and a fornmer organi zational user identity and a
residential user identity. It is recomended that a PEM UA be
capabl e of supporting a user who possess nultiple certificates,
irrespective of whether the certificates associated with the user
contain the sane or different DNs or public conponents.

3.4.1.2 User Registration

Most details of user registration are a | ocal matter, subject to
policies established by the user’s CA and the PCA under which that CA
has been certified. |In general a user nust provide, at a mni mum
his public conponent and distinguished nane to a CA or a
representative thereof, for inclusion in the user’s certificate.

(The user also mght provide a conplete certificate, mnus the
signature, as described in RFC 1424.) The CA will enpl oy sonme neans,
specified by the CA in accordance with the policy of its PCA to
validate the user’s claimed identity and to ensure that the public
component provided is associated with the user whose distingui shed
nane is to be bound into the certificate. (In the case of PERSONA
certificates, described below, the procedure is a bit different.) The
certifying authority generates a certificate containing the user’s

di stingui shed name and public conponent, the authority’s
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di stingui shed name and other information (see Section 3.3) and signs
the result using the private conponent of the authority.

3.4.1.3 CRL Managenent

Mechani sns for managing a UA certificate cache are, in typica
standards parlance, a local matter. However, proper naintenance of
such a cache is critical to the correct, secure operation of a PEM UA
and provides a basis for inproved perfornmance. Mreover, use of a
cache pernmits a PEM UA to operate in the absence of directories (and
in circunstances where directories are inaccessible). The follow ng
di scussion provides a paradi gmfor one aspect of cache nanagenent,
nanely the processing of CRLs, the functional equival ent of which
must be enbodied in any PEM UA inpl enentation conpliant with this
docunent. The specifications for CRLs used with PEM are provided in
Section 3.5.

X. 500 nakes provision for the storage of CRLs as directory attributes
associ ated with CA entries. Thus, when X 500 directories becone

wi dely available, UAs can retrieve CRLs fromdirectories as required.
Inthe interim the IPRAw Il coordinate with PCAs to provide a
robust database facility which will contain CRLs issued by the | PRA
by PCAs, and by all CAs. Access to this database will be provided

t hrough nai |l boxes mai ntai ned by each PCA. Every PEM UA nust provide
a facility for requesting CRLs fromthis database using the
mechani sms defined in RFC 1424. Thus the UA nust include a
configuration paranmeter which specifies one or nore nail box addresses
fromwhich CRLs may be retrieved. Access to the CRL database may be
autonated, e.g., as part of the certificate validation process (see
Section 3.6) or may be user directed. Responses to CRL requests will
enpl oy the PEM header format specified in RFC 1421 for CRL
propagation. As noted in RFC 1421, every PEM UA nust be capabl e of
processing CRLs distributed via such nessages. This nmessage fornmat

al so may be enpl oyed to support a "push" (versus a "pull") nodel of
CRL distribution, i.e., to support unsolicited distribution of CRLs.

CRLs received by a PEM UA nmust be validated (A CRL is validated in
much the same manner as a certificate, i.e., the CC (see RFC 1113)
is cal cul ated and conpared agai nst the decrypted signature val ue
obtained fromthe CRL. See Section 3.6 for additional details
related to validation of certificates.) prior to being processed
agai nst any cached certificate information. Any cache entries which
match CRL entries should be marked as revoked, but it is not
necessary to del ete cache entries marked as revoked nor to delete
subordinate entries. In processing a CRL against the cache it is
important to recall that certificate serial nunbers are unique only
for each issuer and that nultiple, distinct CRLs may be issued under
the sane CA DN (signed using different private conponents), so care
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must be exercised in effecting this cache search. (This situation
may arise either because an organizational CAis certified by
mul ti ple PCAs, or because multiple residential CAs are certified
under different PCAs.)

Thi s procedure applies to cache entries associated with PCAs and CAs,
as well as user entries. The UA also nust retain each CRL to screen
i ncom ng nessages to detect use of revoked certificates carried in
PEM nessage headers. Thus a UA nmust be capabl e of processing and

retaining CRLs issued by the IPRA (which will |ist revoked PCA
certificates), by any PCA (which will list revoked CA certificate
i ssued by that PCA), and by any CA (which will |ist revoked user or

subordinate CA certificates issued by that CA).
3.4.1.4 Facilitating Interoperation

In the absence of ubiquitous directory services or know edge

(acqui red through out-of-band neans) that a recipient already
possesses the necessary issuer certificates, it is recommended that
an originating (PEM UA include sufficient certificates to permt
validation of the user’s public key. To this end every PEM UA nust
be capable of including a full (originator) certification path, i.e.,
including the user’'s certificate (using the "Originator-Certificate"
field) and every superior (CA/ PCA) certificate (using "Issuer-
Certificate" fields) back to the IPRA, in a PEM nmessage. A PEM UA
may send less than a full certification path, e.g., based on analysis
of a recipient list, but a UA which provides this sort of

optim zation nust al so provide the user with a capability to force
transmi ssion of a full certification path.

Optimzation for the transmitted originator certification path may be
effected by a UA as a side effect of the processing perforned during
message subm ssion. Wen an originator submts an ENCRYPTED nessage
(as per RFC 1421, his UA nust validate the certificates of the

reci pients (see Section 3.6). 1In the course of performng this
validation the UA can deternine the minimmset of certificates which
nmust be included to ensure that all recipients can process the

recei ved nmessage. Submission of a M C ONLY or M C CLEAR nessage (as
per RFC 1421) does not entail validation of recipient certificates
and thus it may not be possible for the originator’s UA to determ ne
the minimumcertificate set as above.

3.4.2 The Internet Policy Registration Authority (I PRA)
The I PRA acts as the root of the certification hierarchy for the
Internet community. The public conponent of the IPRA forns the

foundation for all certificate validation within this hierarchy. The
I PRA will be operated under the auspices of the Internet Society, an
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international, non-profit organization. The IPRA certifies all PCAs,
ensuring that they agree to abide by the Internet-w de policy
established by the IPRA. This policy, and the services provided by
the I PRA, are detailed bel ow

3.4.2.1 PCA Registration

The I PRA certifies only PCAs, not CAs or users. Each PCA nust file
with the I PRA a description of its proposed policy. This docunent

wi Il be published as an informational RFC. A copy of the docunent,
signed by the IPRA (in the formof a PEM M C ONLY nessage) wll be
made available via electronic mail access by the I|PRA.  This
convention is adopted so that every Internet user has a reference
poi nt for determining the policies associated with the issuance of
any certificate which he may encounter. The existence of a digitally
si gned copy of the docunent ensures the immutability of the docunent.
Aut hori zation of a PCA to operate in the Internet hierarchy is
signified by the publication of the policy docunment, and the issuance
of a certificate to the PCA signed by the IPRA.  An outline for PCA
policy statenents is contained in Section 3.4.3 of this docunent.

As part of registration, each PCAw ll be required to execute a | egal
agreenent with the IPRA, and to pay a fee to defray the costs of
operating the I PRA. Each a PCA nust specify its distinguished nane.
The I1PRA will take reasonable precautions to ensure that the

di stingui shed name claimed by a PCAis legitimte, e.g., requiring
the PCA to provide docunentation supporting its claimto a DN
However, the certification of a PCA by the | PRA does not constitute a
endorsenment of the PCA's claimto this DN outside of the context of
this certification system

3.4.2.2 Ensuring the Uni queness of Distingui shed Nanes

A fundanental requirenent of this certification schene is that
certificates are not issued to distinct entities under the sane

di stinguished nanme. This requirenment is inportant to the success of
di stributed nmanagenent for the certification hierarchy. The |IPRA
will not certify two PCAs with the sane distingui shed name and no PCA
may certify two CAs with the same DN. However, since PCAs are
expected to certify organizational CAs in widely disjoint portions of
the directory nanespace, and since X 500 directories are not

ubi quitous, a facility is required for coordination anong PCAs to
ensure the uni queness of CA DNs. (This architecture allows multiple
PCAs to certify residential CAs and thus nultiple, distinct
residential CAs with identical DNs may cone into existence, at |east
until such time as civil authorities assune responsibilities for such
certification. Thus, on an interimbasis, the architecture
explicitly accommpdates the potential for duplicate residential CA
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DNs.. )

In support of the uniqueness requirenent, the IPRA will establish and
mai ntain a database to detect potential, unintended duplicate
certification of CA distinguished nanmes. This database will be nade
accessible to all PCAs via an email interface. Each entry in this
dat abase will consist of a 4-tuple. The first elenent in each entry
is a hash value, conmputed on a canonical, ASN. 1 encoded
representation of a CA distinguished name. The second el enent
contains the subjectPublicKey that appears in the CA's certificate.
The third elenment is the distinguished nanme of the PCA which
registered the entry. The fourth elenent consists of the date and
time at which the entry was nade, as established by the IPRA. This
dat abase structure provides a degree of privacy for CAs registered by
PCAs, while providing a facility for ensuring gl obal uniqueness of CA
DNs certified in this schene.

In order to avoid conflicts, a PCA should query the database using a
CA DN hash value as a search key, prior to certifying a CA. The

dat abase will return any entries which match the query, i.e., which
have the same CA DN. The PCA can use the information contained in
any returned entries to determine if any PCAs should be contacted to
resol ve possible DN conflicts. |If no potential conflicts appear, a
PCA can then submit a candidate entry, consisting of the first three
el ement val ues, plus any entries returned by the query. The database
will register this entry, supplying the tine and date stanp, only if
two conditions are net: (1) the first two el enents (the CA DN hash
and t he CA subject PublicKey) of the candidate entry together nust be
uni que and, (2) any other entries included in the subm ssion nust

mat ch what the current database would return if the query
corresponding to the candidate entry were submitted.

If the database detects a conflicting entry (failure of case 1
above), or if the submission indicates that the PCA s perception of
possible conflicting entries is not current (failure of case 2), the
submission is rejected and the database will return the potentia
conflicting entry (entries). |If the subnission is successful, the
dat abase will return the tinestanped new entry. The database does
not, in itself, guarantee uniqueness of CADNs as it allows for two
DNs associated with different public conponents to be registered.
Rather, it is the responsibility of PCAs to coordinate with one

anot her whenever the database indicates a potential DN conflict and
to resolve such conflicts prior to certification of CAs. Details of
the protocol used to access the database will be provided in another
docunent .

As noted earlier, a CA may be certified under nore than one PCA
e.g., because the CA wants to issue certificates under two different
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policies. If a CAis certified by multiple different PCAs, the CA
must enploy a different public key pair for each PCA. In such
circunstances the certificate issued to the CA by each PCA wi ||
contain a different subjectPublicKey and thus will represent a
different entry in this database. The sanme situation nay arise if
mul tiple, equivalent residential CAs are certified by different PCAs.

To conplete the strategy for ensuring uni queness of DNs, there is a
DN subordi nation requirenment levied on CAs. 1In general, CAs are
expected to sign certificates only if the subject DN in the
certificate is subordinate to the issuer (CA) DN. This ensures that
certificates issued by a CA are syntactically constrained to refer to
subordinate entities in the X.500 directory information tree (D T),
and this further Iimts the possibility of duplicate DN registration.
CAs may sign certificates which do not conply with this requirenent
if the certificates are "cross-certificates" or "reverse
certificates" (see X.509) used with applications other than PEM

The 1 PRA also will establish and maintain a separate database to
detect potential duplicate certification of (residential) user

di stingui shed names. Each entry in this database will consist of 4-
tupl e as above, but the first conponents is the hash of a residentia
user DN and the third conponent is the DN of the residential CA DN
which registered the user. This structure provides a degree of
privacy for users registered by CAs which service residential users
while providing a facility for ensuring global uniqueness of user DNs
certified under this scheme. The same dat abase access facilities are
provi ded as descri bed above for the CA database. Here it is the
responsibility of the CAs to coordi nate whenever the database

i ndicates a potential conflict and to resolve the conflict prior to
(residential) user certification

3.4.2.3 Accuracy of Distinguished Nanes

As noted above, the IPRA will make a reasonable effort to ensure that
PCA DNs are accurate. The procedures enployed to ensure the accuracy
of a CA distinguished nanme, i.e., the confidence attached to the

DN/ publ i c conmponent binding inplied by a certificate, will vary
according to PCA policy. However, it is expected that every PCA wll
make a good faith effort to ensure the legitimcy of each CA DN
certified by the PCA. Part of this effort should include a check
that the purported CA DN is consistent with any applicable nationa
standards for DN assignment, e.g., NADF recommendations within North
America [5,9].
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3.4.2.4 Distingui shed Name Conventi ons

A few basic DN conventions are included in the I PRA policy. The |IPRA
will certify PCAs, but not CAs nor users. PCAs will certify CAs, but
not users. These conventions are required to allow sinple
certificate validation within PEM as described later. Certificates

i ssued by CAs (for use with PEM w Il be for users or for other CAs,
ei ther of which nmust have DNs subordinate to that of the issuing CA

The attributes enployed in constructing DNs will be specified in a
list maintained by the 1ANA, to provide a coordinated basis for
attribute identification for all applications enploying DNs. This
list will initially be populated with attributes taken from X 520.
Thi s docunent does not inpose detailed restrictions on the attributes
used to identify different entities to which certificates are issued,
but PCAs may inmpose such restrictions as part of their policies.

PCAs, CAs and users are urged to enploy only those DN attri butes

whi ch have printable representations, to facilitate display and
entry.

3.4.2.5 CRL Managenent

Anong the procedures articulated by each PCAin its policy statenent
are procedures for the maintenance and distribution of CRLs by the
PCA itself and by its subordinate CAs. The frequency of issue of
CRLs may vary according to PCA-specific policy, but every PCA and CA
must i ssue a CRL upon inception to provide a basis for uniform
certificate validation procedures throughout the Internet hierarchy.
The IPRA will maintain a CRL for all the PCAs it certifies and this
CRL will be updated nonthly. Each PCA will maintain a CRL for all of
the CAs which it certifies and these CRLs will be updated in
accordance with each PCA' s policy. The format for these CRLs is
that specified in Section 3.5.2 of the docunent.

In the absence of ubiquitous X 500 directory services, the | PRA wll
require each PCA to provide, for its users, robust database access to
CRLs for the Internet hierarchy, i.e., the IPRA CRL, PCA CRLs, and
CRLs fromall CAs. The nmeans by which this database is inplenented
is to be coordi nated between the | PRA and PCAs. This database w |l
be accessible via email as specified in RFC 1424, both for retrieva
of (current) CRLs by any user, and for subm ssion of new CRLs by CAs,
PCAs and the I PRA. Individual PCAs also may elect to maintain CRL
archives for their CAs, but this is not required by this policy.

3.4.2.6 Public Key Al gorithmLicensing |ssues

This certification hierarchy is architecturally independent of any
specific digital signature (public key) algorithm Sone al gorithns,
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enpl oyed for signing certificates and validating certificate
signatures, are patented in sone countries. The IPRA will not grant
a license to any PCA for the use of any signature algorithmin
conjunction with the managenent of this certification hierarchy. The
IPRA will acquire, for itself, any licenses needed for it to sign
certificates and CRLs for PCAs, for all algorithnms which the | PRA
supports. FEvery PCAwill be required to represent to the | PRA that
the PCA has obtained any licenses required to issue (sign)
certificates and CRLs in the environment(s) which the PCA will serve.

For exanple, the RSA cryptosystemis patented in the United States
and thus any PCA operating in the U S. and using RSA to sign
certificates and CRLs nust represent that it has a valid license to
enpl oy the RSA algorithmin this fashion. In contrast, a PCA

enpl oyi ng RSA and operating outside of the U S. would represent that
it is exenpt fromthese |icensing constraints.

3.4.3 Policy Certification Authorities

The policy statement submitted by a prospective PCA nmust address the
topics in the following outline. Additional policy information may
be contained in the statenent, but PCAs are requested not to use
these statenents as advertising vehicles.

1. PCA Identity- The DN of the PCA nust be specified. A posta
address, an Internet mail address, and tel ephone (and optional fax)
nunbers must be provided for (human) contact with the PCA. The date
on which this statement is effective, and its schedul ed duration nust
be specified.

2. PCA Scope- Each PCA nust describe the conmmunity which the PCA
plans to serve. A PCA should indicate if it will certify

organi zational, residential, and/or PERSONA CAs. There is not a
requirenent that a single PCA serve only one type of CA but if a PCA
serves multiple types of CAs, the policy statement nust specify
clearly how a user can distinguish anong these classes. |f the PCA
will operate CAs to directly serve residential or PERSONA users, it
must so state.

3. PCA Security & Privacy- Each PCA nmust specify the technical and
procedural security neasures it will enploy in the generation and
protection of its conponent pair. |If any security requirenents are

i mposed on CAs certified by the PCA these nmust be specified as well.
A PCA al so nust specify what neasures it will take to protect the
privacy of any information collected in the course of certifying CAs.
If the PCA operates one or nore CAs directly, to serve residential or
PERSONA users, then this statenent on privacy neasures applies to
these CAs as well.
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4. Certification Policy- Each PCA nust specify the policy and
procedures which govern its certification of CAs and how this policy
applies transitively to entities (users or subordinate CAs) certified
by these CAs. For exanple, a PCA nust state what procedure is

enpl oyed to verify the clained identity of a CA, and the CA s right
touse a DN Simlarly, if any requirenents are inposed on CAs to
validate the identity of users, these requirenents nust be specified.
Since all PCAs are required to cooperate in the resolution of
potential DN conflicts, each PCAis required to specify the procedure
it will enploy to resolve such conflicts. |f the PCA inposes a

maxi mum validity interval for the CA certificates it issues, and/or
for user (or subordinate CA) certificates issued by the CAs it
certifies, then these restrictions nmust be specifi ed.

5. CRL Management- Each PCA nust specify the frequency with which it
will issue scheduled CRLs. It also nmust specify any constraints it
i nposes on the frequency of schedul ed i ssue of CRLs by the CAs it
certifies, and by subordinate CAs. Both nmaxi mum and m ni mum
constraints should be specified. Since the IPRA policy calls for
each CRL issued by a CAto be forwarded to the cognizant PCA, each
PCA nmust specify a mail box address to which CRLs are to be
transmtted. The PCA al so nust specify a nmail box address for CRL
queries. |f the PCA offers any additional CRL nmanagenent servi ces,
e.g., archiving of old CRLs, then procedures for invoking these
services nust be specified. |If the PCA requires CAs to provide any
addi tional CRL managenent services, such services nust be specified
her e.

6. Nam ng Conventions- |If the PCA i nposes any conventions on DNs used
by the CAs it certifies, or by entities certified by these CAs, these
conventions nust be specified. |f any semantics are associated with
such conventions, these semantics nust be specified.

7. Business Issues- If a |egal agreenent nust be executed between a
PCA and the CAs it certifies, reference to that agreenment nust be

not ed, but the agreenent itself ought not be a part of the policy
statement. Simlarly, if any fees are charged by the PCA this should
be noted, but the fee structure per se ought not be part of this
policy statenent.

8. Other- Any other topics the PCA deens relevant to a statenment of
its policy can be included. However, the PCA should be aware that a
policy statenent is considered to be an inmutable, long lived
docunent and thus consi derabl e care shoul d be exercised in deciding
what material is to be included in the statenent.
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3.4.4 Certification Authorities

In X.509 the term"certification authority" is defined as "an
authority trusted by one or nore users to create and assign
certificates". X 509 inposes few constraints on CAs, but practica

i npl ementation of a worldwi de certification systemrequires
establ i shment of technical and procedural conventions by which all
CAs are expected to abide. Such conventions are established
throughout this docunment. All CAs are required to maintain a

dat abase of the DNs which they have certified and to take neasures to
ensure that they do not certify duplicate DNs, either for users or
for subordinate CAs.

It is critical that the private conponent of a CA be afforded a high
| evel of security, otherw se the authenticity guarantee inplied by
certificates signed by the CAis voided. Sone PCAs may i npose
stringent requirenents on CAs within their purviewto ensure that a
hi gh | evel of security is afforded the certificate signing process,
but not all PCAs are expected to inpose such constraints.

3.4.4.1 Oganizational CAs

Many of the CAs certified by PCAs are expected to represent

organi zations. A w de range of organi zations are enconpassed by this
nmodel : comercial, governnental, educational, non-profit,

prof essi onal societies, etc. The conmon thread is that the entities
certified by these CAs have sone formof affiliation with the

organi zation. The object classes for organi zations, organizationa
units, organizational persons, organizational roles, etc., as defined
in X.521, formthe nodels for entities certified by such CAs. The
affiliation inplied by organizational certification notivates the DN
subordi nation requirement cited in Section 3.4.2.4.

As an exanpl e, an organi zational user certificate mght contain a
subject DN of the form C = "US" SP = "Massachusetts" L = "Canbridge"
O = "Bolt Beranek and Newman" OU = "Comuni cati ons Division" CN =
"Steve Kent". The issuer of this certificate m ght have a DN of the
form C = "US" SP = "Massachusetts" L = "Canbridge" O= "Bolt Beranek
and Newman”. Note that the organizational unit attribute is omtted
fromthe issuer DN, inplying that there is no CA dedicated to the

" Conmmuni cati ons Division"

3.4.4.2 Residential CAs
Users may wi sh to obtain certificates which do not inply any
organi zational affiliation but which do purport to accurately and

uniquely identify them Such users can be registered as residentia
persons and the DN of such a user should be consistent with the

Kent [ Page 20]



RFC 1422 Certificate-Based Key Managenent February 1993

attributes of the correspondi ng X. 521 object class. Over tinme we
anticipate that such users will be accommodated by civil governnent
entities who will assune electronic certification responsibility at
geographical ly designated points in the nam ng hierarchy. Unti
civil authorities are prepared to issue certificates of this form
residential user CAs will accomodate such users

Because residential CAs may be operated under the auspices of
multiple PCAs, there is a potential for the sane residential CA DN to
be assuned by several distinct entities. This represents the one
exception to the rule articul ated throughout this docunent that no
two entities may have the same DN. This conflict is tolerated so as
to allow residential CAs to be established offering different
policies. Two requirenents are |levied upon residential CAs as a
result: (1) residential CAs nust enploy the residential DN conflict
det ecti on dat abase maintained by the I PRA, and (2) residential CAs
must coordinate to ensure that they do not assign duplicate
certificate serial nunbers.

As an example, a residential user certificate mght include a subject
name of the form C = "US'" SP = "Massachusetts” L = "Boston" PA = "19

North Square" CN = "Paul Revere." The issuer of that certificate
m ght have a DN of the form C = "US" SP = "Massachusetts" L =
"Boston". Note that the issuer DN is superior to the subject DN, as

required by the I PRA policy described earlier
3.4.4.3 PERSONA CAs

One or nore CAs will be established to acconmpbdate users who wish to
conceal their identities while making use of PEM security features,
e.g., to preserve the anonymty offered by "arbitrary" mail box nanes
in the current mail environment. |In this case the certifying
authority is explicitly NOT vouching for the identity of the user.
Al'l such certificates are issued under a PERSONA CA, subordinate to a
PCA with a PERSONA policy, to warn users explicitly that the subject
DN is NOT a validated user identity. To minimze the possibility of
syntactic confusion with certificates which do purport to specify an
aut henticated user identity, a PERSONA certificate is issued as a
form of organizational user certificate, not a residential user
certificate. There are no explicit, reserved words used to identify
PERSONA user certificates.

A CA issuing PERSONA certificates must institute procedures to ensure
that it does not issue the sane subject DN to nmultiple users (a
constraint required for all certificates of any type issued by any
CA). There are no requirenments on an issuer of PERSONA certificates
to maintain any other records that mght bind the true identity of
the subject to his certificate. However, a CA issuing such
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certificates nmust establish procedures (not specified in this
docunent) in order to allow the holder of a PERSONA certificate to
request that his certificate be revoked (i.e., listed on a CRL).

As an exanple, a PERSONA user certificate m ght include a subject DN

of the form C = "US" SP = "Massachusetts" L = "Boston" O =
"Pseudonyns R US" CN = "Paul Revere." The issuer of this certificate
m ght have a DN of the form C = "US" SP = "Massachusetts" L =
"Boston" O = "Pseudonyns R US". Note the differences between this

PERSONA user certificate for "Paul Revere" and the correspondi ng
residential user certificate for the sane commbn nane.

3.4.4.4 CA Responsibilities for CRL Managenent

As X. 500 directory servers becone avail able, CRLs should be

mai nt ai ned and accessed via these servers. However, prior to

wi despread depl oynment of X. 500 directories, this docunent adopts sone
additional requirenments for CRL nmanagenent by CAs and PCAs. As per

X. 509, each CAis required to maintain a CRL (in the format specified
by this docunent in Appendix A) which contains entries for al
certificates issued and | ater revoked by the CA. Once a certificate
is entered on a CRL it remains there until the validity interva
expires. Each PCAis required to maintain a CRL for revoked CA
certificates within its domain. The interval at which a CA issues a
CRL is not fixed by this docunment, but the PCAs may establish m nimum
and maxi mumintervals for such issuance.

As noted earlier, each PCA will provide access to a database
containing CRLs issued by the I PRA, PCAs, and all CAs. In support of
this requirenment, each CA nust supply its current CRL to its PCAin a
fashi on consistent with CRL issuance rul es inposed by the PCA and
with the next schedul ed i ssue date specified by the CA (see Section
3.5.1). CAs may distribute CRLs to subordinate UAs using the CRL
processing type available in PEM nessages (see RFC 1421). CAs also
may provi de access to CRLs via the database nmechani sm described in
RFC 1424 and alluded to i medi ately above.

3.5 Certificate Revocation
3.5.1 X. 509 CRLs

X.509 states that it is a CA's responsibility to maintain: "a tine-
stanped list of the certificates it issued which have been revoked."
There are two primary reasons for a CAto revoke a certificate, i.e.,
suspected conprom se of a private component (invalidating the
correspondi ng public conponent) or change of user affiliation
(invalidating the DN). The use of Certificate Revocation Lists
(CRLs) as defined in X.509 is one means of propagating information
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relative to certificate revocation, though it is not a perfect
mechanism In particular, an X. 509 CRL indicates only the age of the
information contained init; it does not provide any basis for
determining if the list is the nbost current CRL available froma

gi ven CA

The proposed architecture establishes a format for a CRL i n whi ch not
only the date of issue, but also the next schedul ed date of issue is
specified. Adopting this convention, when the next schedul ed issue
date arrives a CA (Throughout this section, when the term"CA" is
enpl oyed, it should be interpreted broadly, to include the |IPRA and
PCAs as well as organi zational, residential, and PERSONA CAs.) will
issue a new CRL, even if there are no changes in the list of entries
In this fashion each CA can independently establish and advertise the
frequency with which CRLs are issued by that CA. Note that this does
not preclude CRL issuance on a nore frequent basis, e.g., in case of
sonme energency, but no systemw de nechani sns are architected for
alerting users that such an unschedul ed i ssuance has taken pl ace.
Thi s schedul ed CRL issuance convention allows users (UAs) to
determ ne whether a given CRL is "out of date," a facility not

avail able fromthe (1988) X 509 CRL format.

The description of CRL nmanagenent in the text and the format for CRLs
specified in X.509 (1988) are inconsistent. For exanple, the latter
associ ates an issuer distinguished nane with each revoked certificate
even though the text states that a CRL contains entries for only a
single issuer (which is separately specified in the CRL format). The
CRL fornmat adopted for PEMis a (sinplified) format consistent with
the text of X. 509, but not identical to the acconpanying format. The
ASN. 1 format for CRLs used with PEMis provided in Appendix A

X. 509 also defines a syntax for the "time-stanped list of revoked
certificates representing other CAs." This syntax, the

"Aut horityRevocationList”" (ARL) allows the list to include references
to certificates issued by CAs other than the |ist nmaintainer. There
is no syntactic difference between these two |lists except as they are
stored in directories. Since PEMis expected to be used prior to

wi despread directory deploynent, this distinction between ARLs and
CRLs is not syntactically significant. As a sinplification, this
docunent specifies the use the CRL format defined bel ow for
revocation both of user and of CA certificates.

3.5.2 PEM CRL For mat
Appendi x A contains the ASN. 1 description of CRLs specified by this
docunent. This section provides an informal description of CRL

conponents anal ogous to that provided for certificates in Section
3. 3.

Kent [ Page 23]



RFC 1422 Certificate-Based Key Managenent February 1993

1. signature (signature algorithm|D and paraneters)
2. issuer

3. last update

4. next update

5. revoked certificates

The "signature" is a data itemconpletely anal ogous to the signature
data itemin a certificate. Simlarly, the "issuer" is the DN of the
CA which signed the CRL. The "last update" and "next update" fields
contain time and date val ues (UTCT format) which specify,
respectively, when this CRL was issued and when the next CRL is
scheduled to be issued. Finally, "revoked certificates" is a
sequence of ordered pairs, in which the first elenent is the serial
nunber of the revoked certificate and the second elenment is the tine
and date of the revocation for that certificate.

The semantics for this second el ement are not made clear in X 509
For exanple, the tinme and date specified m ght indicate when a
private conponent was thought to have been conpronmi sed or it may
reflect when the report of such conprom se was reported to the CA

For uniformty, this docunment adopts the latter convention, i.e., the
revocation date specifies the time and date at which a CA formally
acknow edges a report of a conprom se or a change or DN attributes

As with certificates, it is recommended that the UTCT val ues be of no
finer granularity than minutes and that all values be stated in terns
of Zul u.

3.6 Certificate Validation
3.6.1 Validation Basics

Every UA nmust contain the public conponent of the I PRA as the root
for its certificate validation database. Public components
associated with PCAs nust be identified as such, so that the
certificate validation process described bel ow can operate correctly.
Whenever a certificate for a PCAis entered into a UA cache, e.g., if
encountered in a PEM nessage encapsul ated header, the certificate
must NOT be entered into the cache automatically. Rather, the user
must be notified and must explicitly direct the UA to enter any PCA
certificate data into the cache. This precaution is essentia
because introduction of a PCA certificate into the cache inplies user
recognition of the policy associated with the PCA.
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Validating a certificate begins with verifying that the signature
affixed to the certificate is valid, i.e., that the hash val ue
computed on the certificate contents matches the value that results
fromdecrypting the signature field using the public conponent of the
issuer. In order to performthis operation the user nmust possess the
public conponent of the issuer, either via sonme integrity-assured
channel, or by extracting it from another (validated) certificate.

In order to rapidly termnate this recursive validation process, we
recomrend each PCA sign certificates for all CAs within its domain,
even CAs which are certified by other, superior CAs in the
certification hierarchy.

The public conponent needed to validate certificates signed by the

I PRA is nmade available to each user as part of the registration or
via the PEMinstallation process. Thus a user will be able to

val idate any PCA certificate immediately. CAs are certified by PCAs,
so validation of a CA certificate requires processing a validation
path of length two. User certificates are issued by CAs (either

i medi atel y subordinate to PCAs or subordinate to other CAs), thus
validation of a user certificate may require three or nore steps.
Local caching of validated certificates by a UA can be used to speed
up this process significantly.

Consi der the situation in which a user receives a privacy enhanced
message froman originator with whomthe recipient has never

previ ously corresponded, and assune that the message origi nator
includes a full certification path in the PEM nessage header. First
the recipient can use the IPRA's public conponent to validate a PCA
certificate contained in an Issuer-Certificate field. Using the
PCA' s public conponent extracted fromthis certificate, the CA
certificate in an Issuer-Certificate field also can be vali dat ed.
This process cam be repeated until the certificate for the
originator, fromthe Originator-Certificate field, is validated.

Havi ng perforned this certificate validation process, the recipient
can extract the originator’s public conponent and use it to decrypt
the content of the MCInfo field. By conparing the decrypted
contents of this field against the M C conmputed locally on the
message the user verifies the data origin authenticity and integrity

of the message. It is recomended that inplenentations of privacy
enhanced nail cache validated public conmponents (acquired from
incomng mail) to speed up this process. |f a nessage arrives from

an origi nator whose public conponent is held in the recipient’s cache
(and if the cache is maintained in a fashion that ensures tinely

i ncorporation of received CRLs), the recipient can i medi ately enpl oy
that public conponent without the need for the certificate validation
process described here. (For some digital signature algorithns, the
processing required for certificate validation is considerably faster
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than that involved in signing a certificate. Use of such algorithns
serves to minimze the conputational burden on UAs.)

3.6.2 Display of Certificate Validation Data

PEM provi des authenticated identities for nmessage recipients and
originators expressed in the formof distinguished nanes. Mail
systens in which PEMis enployed may enpl oy identifiers other than
DNs as the primary means of identifying recipients or originators.
Thus, in order to benefit fromthese authentication facilities, each
PEM i npl enent ati on nust enpl oy sone neans of binding native nail
systemidentifiers to distinguished nanes in a fashion which does not
undermnine this basic PEM functionality.

For exanple, if a human user interacts directly with PEM then the
full DN of the originator of any nessage received usi ng PEM shoul d be
di spl ayed for the user. Merely displaying the PEM protected nessage
content, containing an originator name fromthe native mail system
does not provide equival ent security functionality and could all ow

spoofing. |If the recipient of a message is a forwarding agent such
as a list exploder or mail relay, display of the originator’s DN is
not a relevant requirenent. 1In all cases the essential requirenent

is that the ultimate recipient of a PEM nessage be able to ascertain
the identity of the originator based on the PEM certification system
not on unauthenticated identification information, e.g., extracted
fromthe native nessage system

Conversely, for the originator of an ENCRYPTED nessage, it is
important that recipient identities be linked to the DNs as expressed
in PEMcertificates. This can be effected in a variety of ways by
the PEM i npl enentation, e.g., by display of recipient DNs upon
message submission or by a tightly controlled binding between | oca
aliases and the DNs. Here too, if the originator is a forwarding
process this |inkage mght be effected via various nechani sns not
applicable to direct human interaction. Again, the essential
requirenent is to avoid procedures which m ght undernine the

aut henti cati on services provided by PEM

As described above, it is a local matter how and what certification
information is displayed for a human user in the course of subnission
or delivery of a PEM nessage. Nonetheless all PEM i npl enentati ons
must provide a user with the ability to display a full certification
path for any certificate enployed in PEM upon demand. | nplenmentors
are urged to not overwhel mthe user with certification path

i nformati on which m ght confuse himor distract himfromthe critica
information cited above.

Kent [ Page 26]



RFC 1422 Certificate-Based Key Managenent February 1993

3.6.3 Validation Procedure Details

Every PEMinplenentation is required to performthe follow ng

val idation steps for every public conmponent enployed in the

submi ssi on of an ENCRYPTED PEM nessage or the delivery of an
ENCRYPTED, M C-ONLY, or M C-CLEAR PEM nessage. Each public conponent
may be acquired froman internal source, e.g., froma (secure) cache
at the originator/recipient or it may be obtained froman externa
source, e.g., the PEM header of an incom ng nessage or a directory.
The foll owi ng procedures applies to the validation of certificates
fromeither type of source

Val idation of a public component involves constructing a
certification path between the conmponent and the public conponent of
the IPRA. The validity interval for every certificate in this path
nmust be checked. PEM software nust, at a mninum warn the user if
any certificate in the path fails the validity interval check, though
the formof this warning is a local matter. For exanple, the warning
m ght indicate which certificate in the path had expired. Loca
security policy may prohibit use of expired certificates.

Each certificate also nust be checked against the current CRL from
the certificate' s issuer to ensure that revoked certificates are not
enpl oyed. |If the UA does not have access to the current CRL for any
certificate in the path, the user nust be warned. Again, the form of
the warning is a local matter. For exanple, the warning m ght

i ndi cate whether the CRL is unavailable or, if available but not
current, the CRL issue date should be displayed. Local policy may
prohi bit use of a public conmponent which cannot be checked against a
current CRL, and in such cases the user should receive the sane

i nformati on provided by the warning indications described above.

If any revoked certificates are encountered in the construction of a
certification path, the user nust be warned. The form of the warning
is alocal matter, but it is recomended that this warning be nore
stringent than those previously alluded to above. For exanple, this
war ni ng m ght display the issuer and subject DNs fromthe revoked
certificate and the date of revocation, and then require the user to
provide a positive response before the subm ssion or delivery process
may proceed. |In the case of nessage subm ssion, the warning m ght
display the identity of the recipient affected by this validation
failure and the user mght be provided with the option to specify
that this recipient be dropped fromrecipient |list processing wthout
af fecting PEM processing for the remaining recipients. Local policy
may prohibit PEM processing if a revoked certificate is encountered
in the course of constructing a certification path.

Note that in order to comply with these validation procedures, a
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certificate cache nust maintain all of the information contained in a
certificate, not just the DNs and the public conponent. For exanple
the serial nunber and validity interval nust be associated with the
cache entry to conply with the checks described above. Also note
that these procedures apply to human interaction in nessage
submi ssi on and delivery and are not directly applicable to forwarding
processes. When non human interaction is involved, a conpliant PEM

i mpl ement ati on nust provide paranmeters to enable a process to specify
whet her certificate validation will succeed or fail if any of the
conditions arise which would result in warnings to a human user

Finally, in the course of validating certificates as described above,
one additional check rmust be perforned: the subject DN of every
certificate nmust be subordinate to the certificate issuer DN, except
if the issuer is the IPRA or a PCA (hence another reason to

di stinguish the IPRA and PCA entries in a certificate cache). This
requirenent is levied upon all PEM i npl erentations as part of

mai ntai ning the certification hierarchy constraints defined in this
docunent. Any certificate which does not conply with these
requirenents is considered invalid and nust be rejected in PEM

submi ssion or delivery processing. The user nmust be notified of the
nature of this fatal error.
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A.  Appendix A: ASN. 1 Syntax for Certificates and CRLs
A1l Certificate Syntax

The X. 509 certificate format is defined by the follow ng ASN. 1

synt ax:
Certificate ::= Sl GNED SEQUENCE{
version [ 0] Ver si on DEFAULT v1988,
seri al Nunber CertificateSerial Nunber,
signature Al gorithm dentifier,
i ssuer Narre,
validity Validity,
subj ect Nane,
subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o}
Version ::= | NTEGER {v1988(0)}
CertificateSerial Nunber ::= | NTEGER
Validity ::= SEQUENCE{
not Bef ore UTCTi e,
not Aft er UTCTi ne}
Subj ect Publ i cKeyl nfo ::= SEQUENCE{
al gorithm Al gorithm dentifier,
subj ect Publ i cKey BI T STRI NG
Al gorithm dentifier ::= SEQUENCE
al gorithm OBJECT | DENTI FI ER,
par anet er s ANY DEFI NED BY al gorithm OPTI ONAL}

The conponents of this structure are defined by ASN. 1 syntax defined
in the X 500 Series Recommendations. RFC 1423 provi des references
for and the values of Algorithm dentifiers used by PEMin the

subj ect Publ i cKeyl nfo and the signature data itens. |t also describes
how a signature is generated and the results represented. Because
the certificate is a signed data object, the distinguished encoding
rules (see X. 509, section 8.7) nust be applied prior to signing.
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A.2 Certificate Revocation List Syntax

The following ASN.1 syntax, derived from X 509 and aligned with the
suggested format in recently submtted defect reports, defines the
format of CRLs for use in the PEM environnent.

CertificateRevocationList ::= SIGNED SEQUENCE{
si gnature Al gorithm dentifier,
i ssuer Nare,
| ast Updat e UTCTi ne,
next Updat e UTCTi ne,

revokedCertificates
SEQUENCE OF CRLEntry OPTI ONAL}

CRLEntry ::= SEQUENCE{

userCertificate Serial Nunber,
revocati onDat e UTCTi ne}
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Pat ent St at enent

This version of Privacy Enhanced Mail (PEM relies on the use of

pat ented public key encryption technol ogy for authentication and
encryption. The Internet Standards Process as defined in RFC 1310
requires a witten statement fromthe Patent holder that a license
will be nmade avail able to applicants under reasonable terns and
conditions prior to approving a specification as a Proposed, Draft or
I nternet Standard.

The Massachusetts Institute of Technol ogy and the Board of Trustees
of the Leland Stanford Junior University have granted Public Key
Partners (PKP) exclusive sub-licensing rights to the follow ng
patents issued in the United States, and all of their corresponding
forei gn patents:

Crypt ogr aphi ¢ Apparatus and Mt hod
("Diffie-Hellman")...... ... .. ... . No. 4, 200, 770

Publ i c Key Cryptographi c Apparatus
and Method ("Hell man-Merkle").................... No. 4,218,582

Crypt ogr aphi ¢ Communi cati ons System and
Method ("RSA") . ... No. 4, 405, 829

Exponenti al Cryptographi c Apparat us
and Method ("Hellman-Pohlig").................... No. 4,424,414

These patents are stated by PKP to cover all known nethods of
practicing the art of Public Key encryption, including the variations
collectively known as El Ganal .

Public Key Partners has provided witten assurance to the Internet
Society that parties will be able to obtain, under reasonable,

nondi scrimnatory terms, the right to use the technol ogy covered by
these patents. This assurance is docunmented in RFC 1170 titled
"Public Key Standards and Licenses". A copy of the witten assurance
dated April 20, 1990, nay be obtained fromthe Internet Assigned
Nunber Aut hority (1 ANA).

The Internet Society, Internet Architecture Board, Internet

Engi neering Steering G oup and the Corporation for National Research
Initiatives take no position on the validity or scope of the patents
and patent applications, nor on the appropriateness of the terns of
the assurance. The Internet Society and other groups nentioned above
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have not made any determ nation as to any other intellectual property
rights which may apply to the practice of this standard. Any further
consi deration of these matters is the user’s own responsibility.
Security Considerations
This entire docurment is about security.
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