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Abst ract

This meno describes a dual protocol stack application | ayer gateway
that perforns protocol translation, in an interactive environnent,
bet ween the FTP and FTAMfil e transfer protocols.

Two key assunptions are made: 1) PCSIX file naming conventions and
hi erarchi cal organi zation, rather than proprietary conventions are in
use; and 2) X.500 Directory Services are avail abl e.
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1. Introduction

The TCP/IP and OSI protocol suites will coexist in the Internet
community for several years to cone. As nore and nore OSI hosts are
fielded on the Internet, the requirenent for gateways between the two
protocol suites becones nore pressing.

Thi s specification describes an application |ayer gateway providing
interoperability between the TCP/IP File Transfer Protocol (FTP) and
the CSI File Transfer, Access, and Managenent (FTAM protocol. The
proposed application |ayer gateway is based on a bi-directional set
of mappi ngs between the FTP and FTAM protocols. Since the protocols
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have quite different command structures, the mappings between them
are not one-to-one. This paper assumes know edge of the File
Transfer Protocol (FTP) [RFC959] and the File Transfer, Access, and
Managenent Protocol (FTAM [ISM8571-1, 2, 3,4,5].

Two i nportant goals of the nappings are to:

Provide FTP users with as nuch emul ated FTP capability on an
FTAM Responder as possible, and

Provide FTAM users with as nmuch emrul ated FTAM capability on an
FTP Server as possible.

Though it is anticipated that the application |ayer gateway wll be

i mpl emented on full protocol suites of both TCP/IP and CSI, at |east
one inplenentation of such a gateway (included in the |ISO Devel opnent
Envi ronnment) can be configured to operate FTAM over either OSI or
TCP/ 1P | ower-1| ayer services.

1.1. Relationship to O her Wrk

I deas presented in this specification are based on | essons learned in
fielding the gateway on the M LNET, operational at NCTS Washi ngton
D.C. since 1989, and on the efforts of M A Wallace et al. of the
National Institute of Standards and Technology (NI ST) [N ST86]. In
1986, NI ST published a design docunent for an FTP- FTAM gat eway.

Since that time, at |east one inplenentation (for a subset of the FTP
and FTAM protocol s) of the gateway has been devel oped [ M TRE87] and
is included with the | SODE. This inplementation is based on the NI ST
protocol translator gateway design [N ST86].

This docunent’s contribution to the advancenent of the FTP- FTAM
gat eway concept is to:

* Enhance the user interaction capability provided by the | SODE
i mpl ementation of the FTP-FTAM application |ayer gateway.

* (Cdarify and enhance the mappings (FTP to FTAM FTAMto FTP)
docunented by NI ST.

* Provide guidelines for fielding the FTP-FTAM application |ayer
gateway on the Internet so that it is useful as an Internet
resource.

* Produce a formal specification for the FTP-FTAM gat eway suitable

for inplementors to use in building additional FTP-FTAM
gat eways
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* Provide a formal specification for organizations wishing to
procure FTP-FTAM gat eways.

1.2. Overview of Gateway Qperation

The gateway provides a virtual end-to-end application file transfer
service. As data is sent via FTP, the gateway i medi ately maps the
requested function to FTAM and passes it to the FTAM host. 1In a
simlar fashion, but using a different set of mappings, an FTAM
request is sent to the gateway, inmediately mapped to an FTP
function, and passed along to the FTP host.

In FTP, the two parties involved in a file transfer are the dient
and Server. The Client is responsible for initiating a connection to
the Server. Once the connection is established, all service requests
originate fromthe Cient. The FTP-FTAM gat eway does not support the
FTP t hree node nodel .

In FTAM the two parties involved in a file transfer are the
Initiator and Responder. The Initiator is responsible for initiating
a connection to the Responder. Once the connection is established,
either the Initiator or Responder may issue service requests to the
ot her.

The FTP-FTAM gateway provides two sets of services:
1. FTP-Initiated Gateway Services

Utilized when an FTP Client contacts the FTP-FTAM gateway to
instigate a file transfer with an FTAM Responder.

2. FTAMInitiated Gateway Services

Utilized when an FTAM I nitiator contacts the FTP-FTAM
gateway to instigate a file transfer with an FTP Server.

The gateway services’ nanmes were selected to identify the roles that
the FTP- FTAM gat eway pl ays when performng file transfers. For
exanpl e, when a file transfer is instigated by an FTP Client, it
contacts the FTP Server portion of the gateway, which maps protocol
information to the FTAM I nitiator portion of the gateway, which in
turn contacts the renote FTAM Responder. This exanpl e scenari o uses
the FTP-Initiated Gateway Services.

Figure 1 illustrates the perspective of the application process in

the FTP-Initiated service. Figure 2 illustrates that of the FTAM
Initiated service.
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| FTP- FTAM Gat eway |

| e + |

+-- | FTP Server FTAM I nitiator | --+
o e e e e e e e e e e e o m o +

Figure 1 - FTP-Initiated Gateway Service
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| FTP- FTAM Gat eway |

| e + |

+-- | FTP dient FTAM Responder | --+
ot oo +

Figure 2 - FTAMInitiated Gateway Service

2. Gateway Architecture

The gateway architecture, ternmed a protocol translator [N ST86], is
depicted in Figure 3. It inplenments TCP/IP and OGSl protocol stacks
with an application | evel process providing the |link between the two.
The |ink between FTP and FTAM is defined by two sets of protocol
mappi ngs, one each for the FTP-Initiated and FTAMInitiated service
sets.
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aspect of this gateway architecture is that data is
mapped and transmitted i mediately; i
ever reside on the gateway file system

. e.

’

no transferred file need
In the context of this

the term"filesystenl refers to the file access and

Thi s | ack

of gateway filesysteminteraction hel ps speed up the end-to-end data

transfer.

Anot her speed-enhancing feature of this architecture is

that both the FTP and FTAM networ k connections can operate
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si nul taneously. Additional advantages include:

1. FTP and FTAM hosts require no nodification to utilize gateway
services

2. Users require no know edge of the other protocol

3. Gateway access control is not inmpaired (since users cannot
directly access the gateway fil esystem

4. No additional filesystemspace is required on the gateway.
5. Interactive nature of protocols is preserved
6. Users become aware of fatal errors inmrediately.

D sadvant ages of this design include the initial coding effort
required to devel op the gateway and t he subsequent re-coding efforts
required to keep it current.

3. Network Nami ng and Addressing

The network nam ng and addressi ng schenmes used by FTP (Donai n Nanes
(DN), | P Addresses) and FTAM (Di sti ngui shed Nanes, Presentation
Addresses) are quite different. This issue is quite apparent when a
user of one protocol needs to identify a destination host of the

ot her protocol

In the TCP/ 1P nam ng and addressi ng schene, the identity of the FTP
Server is its DN and its IP address [RFC1101]. To initiate a
connection to an FTP Server, the FTP Cient |ooks up a DN in either
the Domain Nane System (DNS) or static host table and obtains an IP
addr ess.

In the OSI nanming and addressing scheme, the identity of the FTAM
Responder service is its Distinguished Nane in the OSI Directory

(X. 500 or static table) and its Presentation address. The

Di stingui shed Nane is an authoritative description of the service. A
Presentati on address consists of a Presentation selector, a session
sel ector, a transport selector, and a network address. To initiate a
connection to an FTAM Responder, the FTAM I nitiator contacts the CS
Directory, presents the Distingui shed Nane of the desired FTAM
Responder and asks for the Presentation address attribute associated
wi th that nane.

An alternative to the direct use of Distinguished Nanes is to use

"User Friendly Nanming", as defined in [Kille92]. Gateway support for
"User Friendly Nanming" is reconmended, but not required.
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4. Use of the Gateway Services
4.1. FTP-Initiated Gateway Service

The FTP Cient uses the FTP-Initiated gateway service to utilize the
resources of an FTAM Responder.

To initiate a file transfer froman FTP Cient, the Cdient connects
to the FTP-Initiated gateway service via TCP/IP. The gateway then
establ i shes a connection, via OSI, to the FTAM Responder. At this
point, the user can initiate file transfer operations.

The FTP Cient is responsible for providing the gateway with an
authoritative Distinguished Nane, or a User Friendly Name, of the
desired OSI filestore. It is the responsibility of the gateway to
resol ve this Distingui shed Nanme, or User Friendly Name, to its
correspondi ng Presentation address.

The | ogon sequence taken by an FTP Cient when initiating a file
transfer with an FTAM Responder is given bel ow

% ftp gateway

ftp> site Distingui shed- Nane- of - FTAM Responder
ftp> user usernane

ftp> pass password

The "ftp gateway" comrand initiates the connection between the FTP
Client and the gateway. Once connected to the gateway, the FTP
Client should identify the desired FTAM Responder service via the
Responder’ s Di stingui shed Nane, or User Friendly Name, which is
resol ved by an algorithmrunning on the Directory Services provider.
This information is sent via a "site Distingui shed- Nane- of - FTAM
Responder” or "site UFN-of - FTAM Responder” command.

Upon recei pt of a Distinguished Nane or a User Friendly Name, it is
the gateway’'s responsibility to resolve it to the Presentation
Address associated with that nane. This resolution is done by
contacting the OSI Directory (X 500 or local static table) and
presenting the Distinguished Nane or User Friendly Name. Once the
Presentation address is obtained, the gateway can attenpt a
connection with the ultimate destination file transfer service
represented by this Presentation address.

The userid is passed via the "user usernanme"” command, and the

password is passed via the "pass password”. |f the FTAM Responder
requires a password, a password pronpt shoul d appear after issuing
the "user usernane" command. It is anticipated that stronger

aut henti cati on mechanisms will be required for DoD gateways in the
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future.

Usi ng a specific exanple, suppose an FTAM Responder has the foll ow ng
Di stingui shed Name:

" S
"Open Net wor ks"
"Net wor k Services"
"net wr x1"

"FTAM servi ce"

Count r yNanme

Organi zati on
Organi zati onal Uni t
CommonNane
CommonNanmne

and the FTP-FTAM gateway is avail abl e at "washdcl-osi gw. navy. ml".
The FTP user action will appear as:

% ftp washdcl-osi gw. navy. m |

ftp> site "c=US@=0Cpen Networ ks@u=Net wor k Servi ces@n=netw x1
@n=FTAM ser vi ce"

ftp> user m ndel

ftp> pass EOR R IR I I I I I

The "ftp washdcl-osigw navy.m|" command initiates the connection
between the FTP Cient and the FTP- FTAM gateway at the Washi ngton
Navy Yard, Washington D.C. Once connected, the CSlI filestore at Open
Networks is identified via its Distinguished Name, "@=US@=0Cpen

Net wor ks @u=Net wor k Ser vi ces@n=net w x1@n=FTAM ser vi ce".

Al ternatively, a User Friendly Name, such as:

"netwr x1, Open Networks, us
can be specified, enabling the follow ng FTP user action:

% ftp washdcl-osi gw. navy. ni |

ftp> site "netwx1l, Open Networks, us
ftp> user m ndel

ftp> paSS *kkhkkkhkkhkkkk*k

As this exanple indicates, use of an internediate gateway i s not
transparent. To partially alleviate this awkwardness, the gateway
can be made nore transparent through the registration of the FTAM
host in the DNS using the address of the gateway [ RFC1279].

An example will clarify this point. Suppose that the "netwxl, Open
Net wor ks, us" FTAM host is registered in the TCP/IP DNS with the DN
of "ftam service.netwx1l.cont and the |IP address of the "washdcl-
osigw. navy.m|" gateway. |In this exanple, the follow ng set of user
actions is required:
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%ftp ftam service. netw x1. com
ftp> user m ndel
ftp> pass EE IR R I S I

Since the "ftamservice.netwxl.cont really points to the gateway
address, the first comand will connect the FTP Client to the
gateway. The gateway will then use the name (using [RFCL279]) to
determ ne where the actual FTAM host is resident. Gateway support
for RFC1279 is reconmended, but not required.

4.2. FTAMInitiated Gateway Service

The FTAM Initiator uses the FTAMInitiated gateway service to utilize
the resources of an FTP Server.

To initiate a file transfer froman FTAMInitiator, the Initiator
connects to the FTAMInitiated gateway service via OSI. The gateway
then establishes a connection, via TCP/IP, to the FTP Server. At
this point, the user can initiate file transfer operations.

The FTAM Initiator is responsible for providing the gateway with an
authoritative DN of the desired TCP/IP filestore. It is the
responsibility of the gateway to resolve this DNto its correspondi ng
| P address.

The | ogon sequence taken by an FTAM Initiator when initiating a file
transfer with an FTP Server is given bel ow

% ft am gat eway
ftant user username@NS-string
ftanr pass password

The "ftam gateway"” comand initiates the connection between the FTAM
Initiator and the gateway. Once connected, userid and TCP/IP
filestore are identified in the "username@NS-string" argunent to the
user command. |If the FTP Server requires a password, a password
pronpt shoul d appear after issuing the user conmand.

The gateway shoul d incorporate the BIND Resol ver functionality so
that upon receipt of a Donmain Nanme, the Gateway FTP Cient can
resolve it via the distributed Domai n Nane System

Using a specific exanple, suppose that a FTP Server has the follow ng

Domai n Name: "ftp-service.netwxl.cont and an FTP- FTAM gateway is
avai | abl e at:
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Count r yName = "uUs"
Organi zati on = "GOV
Organi zati onal Uni t = " DOD"
Organi zati onal Uni t = "Dl SA"
Locality = "Washi ngt on Navy Yard"
ConmonNane = "wnyosi 7"
The FTAM user action will appear as:

% ftam @=US@=COv@u=DOD@u=DI SA@ =Washi ngt on Navy Yard
@n=wnyosi 7

ftanr user nindel @t p-service. netwx1.com

ftarw pass EIR R R I I I I R

Al ternatively, a User Friendly Nanme could be used rather than the
Di stingui shed Nane.

As nentioned in the previous section, "Use of the FTP-Initiated

Gat eway Service", use of an internediate gateway is not transparent.
The gateway can be nade nore transparent through the registration of
the FTP host in the X.500 OSI Directory. By querying the X 500 CSI
Directory, the gateway can identify where the actual host is

resi dent.

For exanpl e, suppose that the FTP Server in the previous exanple
("ftp-service.netwxl.com') is registered in the X500 Directory with
the follow ng Distingui shed Name:

" S
"Open Net wor ks"
"Net work Services"
"net wr x1"

"FTP service"

Count r yNane

Organi zati on
Organi zati onal Uni t
CommonNane
CommonNane

and the Presentation Address of the FTP-FTAM gateway. This approach,
described in [RFC1279], would permt the follow ng user interactions:

% ftam @=US@=0pen Net wor ks@u=Net wor k Servi ces
@n=netw x1@n=FTP Servi ce"

ftan> user m ndel

ftanr PASS *rHHAHxAFAK

4.3. Summary of Usage
As shown in the discussions of the FTP-Initiated and FTAMIniti at ed
Gat eway Services, the gateway user does not have access to the

gateway fil esystenm he nerely nakes use of the gateway | ogon
procedure to specify the ultinmate destination userid and password.
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Two nethods of interaction with the gateway were described. In the
former, the user nust:

1. Be aware that a gateway is required to reach the
destination FTP or FTAM host.

2. Determine which gateway is nost appropriate for their
respective source-destination pair.

3. Explicitly connect to the gateway host prior to connecting
to the destination host.

Needl ess to say, the exchange of files between FTP and FTAM hosts
requires nore effort than that required for the exchange of files
between a pair of hosts utilizing the same file transfer protocol

The latter, nore transparent nmethod does not necessarily require that
the user determ ne which gateway is nost appropriate for their
respective source-destination pair. |In fact, filestore service
providers are registered using the address of a predeterm ned
gateway. Wth this approach, the user

1. Must be aware that a gateway is required to reach the
destination FTP or FTAM host.

2. Need not determ ne which gateway is nost appropriate to
access their ultimte destination host.

3. Need not explicitly connect to the gateway prior to
connecting to the destination FTP or FTAM host.

5. Gateway State Variables and Transitions

As described, the FTP- FTAM gat eway provi des two sets of services:
FTP-Initiated and FTAMInitiated. Each service has its own nutually
excl usive set of state variables and transitions that
deterministically define the actions of the gateway. Gateway support
for these state variables and transitions is required.

For conciseness in this discussion, FTP-Initiated will be abbrevi at ed
with "FTP-1", and FTAMInitiated will be abbreviated with "FTAMI".

Concerning error conditions, if a connection is dropped when the
gateway is in any state other than FTP-l:Ilnitial-State or FTAM

I:Initial-State, then the gateway will issue a fatal error message to
the host with the renmining connection, and then drop that
connection. |If the remaining host is an FTP Cient, then the gateway

will send an ABOR, QUIT, and 426 reply code (Connection closed,
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transfer aborted). |If it is an FTAMInitiator, then the gateway wl|
send an F-P-ABORT with a <Di agnostic> value with identifier 1011
(Lower | ayer failure), as well as any known <Further Detail s>.

QG her error conditions are not addressed in this discussion.
5.1. FTP-Initiated Gateway Service

The set of state variables for the FTP-Initiated Gateway service
fol I ow

State Variable State Definition

FTP-1:1nitial-State Initial state of FTP-1nitiated Gateway
servi ce.

Gateway is waiting for an FTP Cient to
i ssue a USER conmand in order to
proceed with connection establishnent
with renote FTAM Responder. |If SITE or
ACCT commands are sent while waiting
for USER conmmand, save argunents for
subsequent use.

FTP-1: Wi t-for-PASS Gat eway has al ready received USER
command from FTP Client, as well as
userid and destination host DN.
Gateway is waiting for the FTAM
Responder | ogon password.

FTP-1: Wi t-for-PAddress Gat eway has al ready received PASS

command from FTP Client. Gateway is
resol ving the provi ded FTAM Responder’ s
address to a Presentation Address. The
provi ded address nmay be a D stingui shed
Nane, User Friendly Name, or Donain
Nane. Resolution will typically be
done using X. 500 directory services.

FTP-1: Wi t-for-Connection Gateway has initiated a connection to
the FTAM Responder and is waiting for
notification as to whether or not the
| ogon is successful.

FTP-1:Wait-for-dient Cnd Connection exists between FTP dient

and FTAM Responder. Gateway is waiting
for next conmand or response from FTP
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Client. Comands and responses are
mapped as they are received.

FTP-1: Wi t-for-Respondr Cnd Connection exists between FTP dient
and FTAM Responder. Gateway is waiting
for next conmmand or response from FTAM
Responder. Commands and responses are
mapped as they are received.

Each of the possible state transitions is provided in the remainder
of Section 5.1. For each state transition, the actions causing the
transition are listed.

5.1.1. FTP-l:Initial-State --> FTP-1:Initial -State

1. Gateway receives SITE or ACCT command from FTP Client.
SI TE argunent includes Distinguish Nanme of FTAM Responder.

5.1.2. FTP-l:Initial-State --> FTP-1: Wi t-for-PASS

1. Gateway receives USER command from FTP Client. Argunents
i nclude Distingui shed Nane of FTAM Responder and userid on
FTAM r esponder .

5.1.3. FTP-1:Wait-for-PASS --> FTP-1: Wit -for- PAddress

1. Gateway receives PASS command from FTP Cient.

5.1.4. FTP-1:Wit-for-PAddress --> FTP-1: Wi t-for-Connection

1. Gateway resol ves received Distingui shed Name, User Friendly
Nane, or Domai n Nane of FTAM Responder to OSI Presentation
addr ess.

2. Gateway sends F-INITIALI ZE to FTAM Responder with
Presentati on Address in <Called Presentati on Address>,
userid in <lInitiator ldentity> and password in <Filestore
Passwor d>.

5.1.5. FTP-1:Wiit-for-Connection --> FTP-1: Wi t-for-Next Mappi ng

1. Gateway receives <State Result> of "Success" .

2. Gateway sends 230 reply code (User Logged In) to FTP
Cient.

5.1.6. FTP-1:Wait-for-dientCrd --> FTP-1: Wi t-for-Respondr Crd

1. Gateway receives command or response from FTP Cient and
maps it to FTAM protocol, as defined in section 8.1.
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5.1.7. FTP-1:Wiit-for-RespondrCnd --> FTP-1:Wait-for-dient Crd

1. Gateway receives command or response from FTAM Responder
and maps it to FTP protocol, as defined in section 8. 1.

5.1.8. FTP-1:Wait-for-dientCnd --> FTP-1: Wi t-for-USER

1. Gateway receives QU T command from FTP Client; maps QU T as
per Section 8.1.

5.2. FTAMInnitiated Gateway Service

The set of state variables for the FTAMIniti ated Gateway service

foll ow

State Variabl e State Definition

FTAM I :Initial-State Initial state of FTAMInitiated Gateway
Servi ce.
Gateway is waiting for an FTAM
Initiator to issue an F-I N TIALI ZE
command in order to proceed with
connection establishment with renote
FTP Server.

FTAM | : Wi t - for -1 PAddr ess Gat eway has al ready received F-
I NI TI ALI ZE from FTAM I niti at or.
Gateway is resolving the provided FTP
Server’s address to an | P address. The
provi ded address may be a Donai n Nane,
Di stingui shed Nanme, or User Friendly
Name.

FTAM | : Wai t - f or - Connecti on Gateway has initiated a connection to

the FTP Server and is waiting for
notification as to whether or not the
| ogon is successful.

FTAM I : Wait-for-InitiatrCnd Connection exi sts between FTAM
Initiator and FTP Server. Gateway is
wai ting for next command or response
fromFTAM Initiator. Comands and
responses are mapped as they are
recei ved.
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FTP-1: Wi t-for-Server Crd Connection exists between FTAM
Initiator and FTP Server. Gateway is
wai ting for next conmand or response
fromFTP Server. Comands and
responses are mapped as they are
recei ved.

Each of the possible state transitions is provided in the remainder
of Section 5.2. For each state transition, the actions causing the
transition are |isted.

5.2.1. FTAM|l:Initial-State --> FTAM | : Wi t-f or-| PAddr ess

1. Gateway receives F-INTIALIZE from FTAM I nitiator. Domain
Nane of FTP Server is either in <Responding Presentation
Address> or in the "@ost" portion of the <lnitiator
Identity> paraneter. The userid is in <lnitiator
Identity>, and password is in <Filestore Password>
paraneter.

5.2.2. FTAM I :Wait-for-1PAddress --> FTAM | : Wai t - f or - Connecti on
1. Gateway resol ves received Domai n Narme, Distingui shed Nane,
or User Friendly Nane of FTP Server to | P address.
2. Gateway sends USER to FTP Server.
3. Gateway sends PASS to FTP Server.
5.2.3. FTAM I :Wait-for-Connection --> FTAM | : Wi t - f or - Next Mappi ng

1. Gateway receives 230 reply code (User Logged In) from FTP

Server.
2. Gateway sends <State Result> of "Success" to FTAM
Initiator.
5.2.4 FTAMI:Wiit-for-InitiatrCnd --> FTAM | : WAi t - f or-Server Cnd

1. CGateway receives command or response from FTAM I niti ator
and maps it to FTP protocol, as defined in section 8.2.

5.2.5. FTAMI|: Wi t-for-ServerCrd --> FTAM | :Wait-for-InitiatrCnd

1. Gateway receives command or response from FTP Server and
maps it to FTAM protocol, as defined in section 8. 2.

5.2.6. FTAM I :Wait-for-InitiatrCrd --> FTAMI:VWAit-for-IN TIALIZE

1. Gateway receives F-CLOSE primtive from FTAM I nitiator;
maps F- CLOSE as per Section 8. 2.
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6. Docunent Type Support

The set of FTAM docunment types supported by the FTP-FTAM gateway is a
subset of the docunent types identified in the Stable Inplenmentation

Agreenents for Open Systens |nterconnection Protocols: Part 9 - FTAM
Phase 2, produced by the March 1992 Open Systenms Environnent

| mpl enentors’ Workshop [ NI ST92]. This subset was chosen for its

equi val ence to those docunent types supported by FTP. The set

i ncl udes:
FTAM 1 "1 SO FTAM Unstructured text file
FTAM 3 "1 SO FTAM Unstructured binary file
NBS- 9 "NBS-9 FTAM File directory file"

FTAM docunent types map to FTP docunent types as foll ows:

FTAM <-> FTP

FTAM 1 <-> ASCl |

FTAM 3 <-> 8 bit binary
NBS- 9 <-> Directory

Gat eway support for FTAM1 and FTAM 2 is required, whereas support
for NBS-9 is recomended.

6.1. Notes on NBS-9
NBS-9 is optional in GOSIP versions 1 and 2 [NIST91]. NBS-9 will be
superseded by its replacenent when SO IEC | SP 10607-2 and |1 SO | EC
| SP 10607-2/ Anendnent 1 are published [ NI ST92].

For conformance to NBS-9, an FTAM Responder is only required to
return the <Filename> file attribute, subject to local security and

access control. All other requested attributes need not be returned.
Systens supporting the NBS-9 docunent type shall nake avail abl e an
NBS-9 docunent called "DIRLIS . This docunment can be used to obtain
a listing of files and their associated attributes froma renote

Fi |l estore.
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7. Functional Conparison of FTP and FTAM

A conpr ehensi ve conpari son of the services offered by FTP and FTAMi s
beyond the scope of this specification. Wat follows is an analysis
of several key points. Refer to [N ST 86a] and [ ROSEQ0] for a nore
conpl ete discourse on this topic.

FTAM is not a superset of FTP; each protocol has functions that only
it performs. The set of FTAM functions is, however, larger than the
set of FTP functions.

FTP conbines file nmanagenent and file transfer into one protoco
engi ne, whereas FTAM separ ates managenent and transfer as they relate
to files.

The file transfer services of both FTP and FTAM expect a reliable
underlying end-to-end service. At a mininum this service includes
the capability to transfer entire files between renpte hosts and to
display rempte fil enanes.

In addition to this basic file transfer service, FTAM supports the
capability to: access a fewrecords froma file server, create a
network file system(sinmlar to Sun’s Network File System, handle
printing and spooling, and access renote database records. FTP does
not support these additional capabilities.

FTP uses TELNET services to set up a connection between the FTP
Client and FTP Server. A three-digit reply code foll owed by

expl anatory text indicates the status of the preceding request and
provi des diagnostic information explaining each transacti on.

FTAM relies on the Association Control Service El enent (ACSE) to
start and stop the network for network file interaction. Cenerally,
the ASCE establishes the application association and rel ated
application context needed to support the FTAM protocol

The FTAM protocol is nodul arized so as to keep the all owabl e nunber
of actions in any particular state relatively small. There are many
nmor e possi bl e sequences of FTP operations than possi bl e sequences of
FTAM oper ati ons [ NI ST86] .

Because FTAMis nore robust than FTP, FTAM all ows greater flexibility
for conveying information about files. FTAM deals only with aspects
of application processes, and | eaves data representati on and data
managenent facilities to other OSI service el enents.

In contrast to the Client/Server nodel present in the FTP schene,
FTAM i s based on the Initiator/Responder nodel. The key distinction
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is that once the FTAM Initiator has established a connection with a
renote host, either the Initiator or Responder can request services
of the other. 1In the FTP realm the Cdient both initiates a
connection and requests all services.

The FTP dient knows the real properties of the renote host
filesystem FTAM in contrast, enbraces a conceptual nodel of a
filesystem labeled a virtual filestore nodel. The virtual filestore
is a collection of files, each of which has a name that uniquely
identifies it. Each file has a set of attributes, such as ownership
information and contents, which is the data associated with the file.
One file attribute is the <Contents Type> of the file, typically of
val ue "FTAM 1", "FTAM 3", or "NBS-9". The FTAMInitiator only knows
the properties of the correspondi ng Responder and virtual filestore,
not the real properties of the filesystemon the renote host.

7.1. Loss of Functionality

As happens whenever two dissimlar protocols, or |anguages for that
matter, are translated, sonme |oss of functionality is inevitable.
Wth reference to the FTP- FTAM gat eway, several of the nost bl atant
| osses of functionality are:

1. Diagnostics passed between protocols may not be precisely
transl at ed.

2. The FTAM partial file (record) transfer may not be
support ed.

3. Sonme FTAM attributes are not supported by FTP

The primary goal of the gateway protocol mappings are to mnimze
this loss of functionality. As this gateway specification and
subsequent inplenentations evolve, neans to partially overcone | oss
of functionality nay become nore obvious. For exanple, the gateway
may be able to enulate file record transfers between FTAM I nitiators
and FTP Servers.

8. Mappi ng of Protocol Functions and Representations

The nmappi ngs presented are based upon the FTAM protoco

i mpl ementation as defined in Stable |nplenentati on Agreenents for
Open Systens | nterconnection Protocols: Part 9 - FTAM Phase 2
produced by the March 1992 Open Systens Environment |nplementors

Wor kshop [ NI ST92], and in [I1SO8571-1], [IS08B571-2],[|S08B571-
3],[1SB571-4], and [I1SCB571-5]. The FTP protocol as defined in
Request for Comments [ RFC959]. The nmappings are strongly influenced
by the work of M A Wallace et. al. at NIST [ NI ST86] and John Scott
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at M TRE [ M TRES7].

A key goal of the mappings presented in this docunent is to mnimze
the |l oss of functionality between the two protocols. The specific
approach taken to inplenent the mappings is left to the discretion of
the gateway inplenmentor. The focus of the protocol function and
representati on mappings is on non-error encunbered processing. The
mappi ng of diagnostic and error nmessages is treated separately in
section 9.

At a minimum the FTAMinplenentation in the FTP- FTAM gat eway support
for Inplementation Profiles Tl (Sinple File Transfer) and ML
(Managenent), as defined in [NIST92], is required. These

I mpl enentation Profiles correspond to the A/111 and A/ 13 Profil es of
St andards Pronotion and Application G oup in Europe, respectively

[ NI ST92] .

At a mnimm the gateway support for the following is required:

ASCIl and 8 bit binary file types. It should al so support FTP
File Stream Mde.

The foll owi ng FTAM docunent types: FTAM 1 (unstructured text
file), FTAM3 (unstructured binary file), and NBS-9 (set of
directory entries).

PCSI X file nami ng and organi zati on conventions are assuned in these
mappings; i.e., files in the systens are assuned to be organized in a
hi erarchical structure in which all of the non-terminal nodes are
directories and all of the term nal nodes are any other type of file.

The following ternminology is used in the mappi ng specifications:

argunent ....... FTP Service Conmmand argunent, as used in [ RFC959].

paraneter ...... FTAM Service Primtive paraneters and attri butes,
as enunerated in Tables 6, 50, and 51 of [|SCB8571-
3].

The following notation is used in the mappi ng specifications:

Argunments and paraneters are enclosed in angle brackets; e.g.,
<Action Result>

Val ues of argunments and paraneters are enclosed in quotation
mar ks; e.g., "Success"
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FTP Service Commands and FTAM Prinitives are in uppercase; e.g., F-
I NI TI ALI ZE

8.1. FTP-Initiated Gateway Service

The protocol mapping between FTP and FTAM nay be one-to-zero (i.e.,
not mappabl e), one-to-one, or one-to-many.

The general steps taken by the FTP-FTAM gateway to provide the FTP-
Initiated service are:

1. Accept an FTP Cient request at the FTP Server side of the
gat eway servi ce.

2. Map the request to the (set of) corresponding FTAM
Initiator function(s).

3. Acting as an FTAM Initiator, send the FTAM Initi ator
function(s) to the FTAM Responder.

4. Accept information returned to the FTAM Initiator side of
the gateway. This information originated at the FTAM
Responder .

5. Map this returned information to the protocol form
under stood by the FTP Server side of the gateway.

6. Send this returned information fromthe FTP Server side of
the gateway to the FTP dient.

For each FTP protocol function, the FTAM protocol functions required
to map it are identified:

FTP FTAM

ABOR F- BEA N- GROUP, F- CANCEL, F-CLOSE, F-DESELECT, F-END- GROUP
ACCT F-1 NI TI ALI ZE,

ALLO none

APPE F- BEA N- GROUP, F-CLCSE, F- CREATE, F-DATA, F-DATA-END, F-

DESELECT, F-END-GROUP, F-OPEN, F-READ- ATTRI BUTES, F- SELECT,
F- TRANSFER- END, F-WRI TE

CDUP F- BEG N- GROUP, F- DESELECT, F-END- GROUP, F- SELECT
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F- BEG N- GROUP, F- END- GROUP, F-DESELECT, F-SELECT

F- BEG N- GROUP, F-DELETE, F-END-GROUP, F-SELECT

none

F- BEG N- GROUP, F-CLOSE, F-DATA, F-DATA-END, F-DESELECT, F-
END- CROUP, F- OPEN, F-READ, F- READ- ATTRI BUTES, F-SELECT, F-
TRANSFER- END

none

none

F- BEG N- GROUP, F-CLCSE, F-DATA, F-DATA-END, F-DESELECT, F-
END- GRCUP, F- OPEN, F-READ, F-SELECT, F- TRANSFER-END

none
F-1 NI TI ALI ZE
none
none

F- BEG N- GROUP, F-DESELECT, F-END-GROUP, F- READ- ATTRI BUTES,
F- SELECT

F- P- ABORT or F-U ABCRT, F-TERM NATE
F- BEG N- GROUP, F-CANCEL, F-CLOSE, F-DESELECT, F-END-GROUP
F- CHECK, F- RESTART

F- BEG N- GROUP, F-CLOSE, F-DATA, F-DATA-END, F-DESELECT, F-
END- CROUP, F- OPEN, F-READ, F- SELECT, F- TRANSFER-END

none
F- BEG N- GROUP, F-DESELECT, F-END- GRCUP, F- SELECT

F- BEG N- GROUP, F- CHANGE- ATTRI BUTES, F- DESELECT, F-END-
GROUP, F- SELECT

F-I NI TI ALl ZE

none
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none

F- BEG N- GROUP, F- CLOSE, F- CREATE, F-DATA, F-DATA-END, F-
DESELECT, F-END-GROUP, F-OPEN, F-READ- ATTRI BUTES, F- SELECT,
F- TRANSFER- END, F-WRI TE

F- BEG N- GROUP, F-CLOSE, F-CREATE, F-DATA, F-DATA-END, F-
DESELECT, F-END- GROUP, F-OPEN, F-READ- ATTRI BUTES, F- SELECT,
F- TRANSFER- END, F-WRI TE

none

none

F-I NI TI ALI ZE

The renmai nder of this section presents detail ed nappi ng procedures
for each of the FTP protocol functions. Gateway support for these
mappi ngs i s required.

8.1.1. ABOR

8.1.2. ACCT

1. Send F- CANCEL to FTAM Responder.
2. Send the followi ng grouped request to the FTAM Responder.

F- BEG N- GROUP

F- CLCSE

F- DESELECT

F- END- GROUP

Transl ate FTAM Responder <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply code(s) and send reply
codes to FTP dient.

Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Set <Account> paraneter value for issuing F-IN TIALIZE to
FTAM Responder .

If <Called Presentation Address>, <lnitiator ldentity> and
<Fi |l estore Password> paraneters are avail able, attenpt
connection with FTAM Responder;

O herwi se wait for additional ACCT conmands.

Transl ate FTAM Responder <Action Result> and <D agnhostic>
paraneters to equival ent FTP reply code(s) and send reply
codes to FTP dient.

Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
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FTAM Responder .
Not e:
a. The ACCT conmand will be effective with the next PASS
conmand.
8.1.3. ALLO

1. Return a 200 reply code to FTP Cient.

8.1.4. APPE
1. Save current pathname by appendi ng saved CAD string with
<pat hnane> argunent. |I|f no saved CWD string, proceed to
step 12.

2. Send the follow ng grouped request to FTAM Responder.
F- BEG N- GROUP
F- SELECT
F- READ- ATTRI BUTES
Save <Contents Type> paraneter val ue
F- DESELECT
F- END- GROUP

3. If the <Contents Type> paraneter value returned with the
F- READ- ATTRI BUTES has a val ue of "NBS-9", proceed to step
12.

4. Send the foll owi ng grouped request to the FTAM responder.

F- BEG N- GROUP

F- CREATE
Set the <Override> paranmeter in the F-CREATE to
"Select Ad File".

F- OPEN

F- END- GROUP

5. If the file existed, set the <Contents Type> parameter in
the F-CREATE to match that returned by the
F- READ- ATTRI BUTES.

6. If the file did not exist and no previous FTP TYPE "I mage"
command was issued, then set the <Contents Type> paraneter
to "FTAM 1";

O herwi se, set the <Contents Type> paraneter to "FTAM 3".

7. Send F-WRITE, with <Bul k Data Transfer Specification, FADU
Qperation> paraneter set to "File Extend", to FTAM
Responder .

8. Loop reading data from FTP data connection, sending the
data in F-DATA PDUs until end-of-file on the FTP
connecti on.

9. Send F-DATA-END to FTAM Responder.

10. Send F- TRANSFER-END to FTAM Responder.

11. Send the followi ng grouped request to the FTAM Responder.
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F- BEG N- GROUP
F- CLCSE
F- DESELECT
F- END- GROUP

12. Transl ate FTAM Responder <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply code(s) and send reply
code(s) to FTP dient.

13. Translate FTP Cient reply codes to equival ent FTAM
<Action Result> and <D agnostic> paraneters and send
paraneters to FTAM Responder.

Not e:

a. <pathnane> argunent is assuned to be a filenanme, relative

to the currently saved CWD.

b. CAD of the FTAM system nmust be defined prior to issuance of
APPE.

8.1.5. CDUP

1. Deternine parent directory fromsaved CAD string. |If no
saved CN\D string, proceed to step 4.

2. Set <Contents Type> paraneter to "NBS-9".

3. Send the foll owi ng grouped request to FTAM Responder.

F- BEG N- GROUP
F- SELECT

F- DESELECT

F- END- GROUP

4. Transl ate FTAM Responder <Action Result> and <D agnhostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

5. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. APCSIX file organization is assuned; i.e., files in the
systens are organized in a hierarchical structure in which
all of the non-terminal nodes are directories and all of
the term nal nodes are any other type of file.

b. If the parent directory does not exist, the current working
directory remains unchanged.

c. OAD of the FTAM system nust be defined prior to issuance of
CDUP.

8.1.6. O\WD

1. Save <pat hnane> argunent as CAD string.

2. Set <Contents Type> paraneter to "NBS-9".
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3. Send the foll owi ng grouped request to FTAM Responder.

F- BEG N- GROUP
F- SELECT

F- DESELECT

F- END- GROUP

4. Transl ate FTAM Responder <Action Result> and <Di agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

5. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. The <pathnane> argunent is assunmed to be an absol ute
directory specification.

b. If the specified directory does not exist, the current
wor ki ng directory renai ns unchanged.

c. Saved CWD string is used in other FTP-to-FTAM nmappi ngs,
such as APPE.

8.1.7. DELE

1. Save current pathnane by appendi ng saved CWD string with
<pat hnane> argunent. |f no saved CWD string, proceed to
step 3.

2. Send the followi ng grouped request to FTAM Responder.

F- BEG N- GROUP
F- SELECT

F- DELETE

F- END- GROUP

3. Transl ate FTAM Responder <Action Result> and <Di agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

4. Translate FTP Client reply codes to equival ent FTAM
paraneters and send paraneters to FTAM Responder.

Not e:

a. <pathname> argunment is assuned to be a filenane, relative
to the currently saved CWD.

b. CAD of the FTAM system nust be defined prior to issuance of
DELE.

8.1.8. HELP
1. If no <string> argunment is provided, send hel pful

i nformati on about the inplenmentation of the gateway to the
FTP Cient. |If an argunent is provided, send nore specific
i nformation.
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2. Return the FTP reply code 214 to the FTP Cient.
8.1.9. LIST

1. If <pathnane> argunent is provided, proceed to step 3.

2. Save current pathnane by appendi ng saved CWD string with
<pat hnane> argunent; |If no saved CAD string, proceed to
step 11.

3. Send the foll owing grouped request to the FTAM Responder.

F- BEG N- GROUP
F- SELECT
F- READ- ATTRI BUTES
Save <Fil enane>, <Contents Type>, <Data/Tinme of Last
Modi fication> and <Filesize> paraneters
F- DESELECT
F- END- GROUP

4. |f the <Contents Type> paraneter of the F-READ- ATTRI BUTES
is not "NBS-9", then return the <Fil ename>, <Contents
Type>, <Date/Time of Last Modification> and <Filesize>
par anet er val ues, obtained with the previous
F- READ- ATTRI BUTES, to the FTP data connecti on;
and proceed to step 8.

5. Send the foll owing grouped request to the FTAM Responder.

F- BEG N- GROUP
F- SELECT

F- OPEN

F- END- GROUP

6. Send F-READ to FTAM Responder.

7. Loop reading F-DATA until F-DATA-END. As data is received,
wite the <Filename>, <Permtted Actions> <Contents Type>,
and <Date/ Time of Last Modification> paraneter val ues from
the PDU to the FTP data connecti on.

8. Send F- TRANSFER- END t o FTAM Responder.

9. Send the followi ng grouped request to the FTAM responder.

F- BEG N- GROUP
F- CLCSE

F- DESELECT

F- END- GROUP

10. Transl ate FTAM Responder <Action Result> and <D agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

11. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. Assume the <pat hnanme> argunment is relative to the saved
COWD, whether filenane or directory specification.
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8. 1. 10.

8.1.11.

8.1.12.

M ndel

b. CAD of the FTAM system nmust be defined prior to issuance of
LI ST.

c. Transfers over data connection should be in ASCII.

e. If list of files with full directory/file specification is
recei ved from FTAM Responder, then gateway shoul d parse
list to strip off directory portion.

MKD

1. Return a 502 reply code (Command not inplenented) to the
FTP dient.

Not e:

a. As indicated in the NIST Stable |Inplenentati on Agreenents
for FTAM [ NI ST92], creation or deletion of NBS-9 files is
out si de the scope of the agreenents.

MODE

1. If <argument> is "Streani, return 200 reply code to FTP
Client; Oherwise return a 504 reply code (Comand not
i npl emented for that paraneter).

NLST

1. If <pathnane> argunent is provided, use <pathnane> ar gunent
as <Fil ename> parameter value in F-SELECT issued in step 3.

2. If no argunment is provided, use saved CWD val ue as
<Fi | enane> paraneter value in F-SELECT issued in step 3; If
no CAD string is saved and no argunent is provided, proceed
to step 9.

3. Set <Contents Type> paraneter to "NBS-9".

4. Send the foll owi ng grouped request to the FTAM Responder.

F- BEG N- GROUP
F- SELECT

F- OPEN

F- END- GROUP

5. Send F-READ to FTAM Responder.

6. Loop reading F-DATA until F-DATA-END. As data is received,
wite the filenanmes and ot her useful information fromthe
PDU to the FTP data connecti on.

7. Send F- TRANSFER-END to FTAM Responder.

8. Send the foll owi ng grouped request to the FTAM responder.

F- BEG N- GROUP
F- CLCSE
F- DESELECT
F- END- GROUP
9. Transl ate FTAM Responder <Action Result> and <D agnostic>
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paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

10. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:
a. As per RFC 959 (FTP), the NLST <pathnanme> argunent is a
directory.

b. Assune the argunent is relative to the saved CAD, whet her
filename or directory specification.

c. OAD of the FTAM system nust be defined prior to issuance of

NLST.

Transfers over data connection should be in ASCII.

e. Gateway should parse full directory/file specifications
received from FTAM Responder to strip off directory
portion. This is required to support the "FTP nultiple
get" function that pipes NLST output to the STOR conmand.

2

8.1.13. NOCP
1. Return a 200 reply code to FTP i ent.
8.1.14. PASS

1. Set <Filestore Password> paraneter for F-1N TIALIZE.

2. If <Called Presentation Address>, <User ldentity>, and
<Fi |l estore Password> are available, issue F- INITIALIZE to
FTAM Responder .

3. Transl ate FTAM Responder <Action Result> and <Di agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

4. Translate FTP Client reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

8.1.15. PASV
1. Wit for data transfer on default data port or data port
speci fied by PORT conmand.
2. Return a 200 reply code to FTP Cient.
8.1.16. PORT

1. Return a 200 reply code to FTP Cient.
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8.1.17. PWD

1. If there is a saved CAD string, return it to the FTP client
and proceed to step 4.

2. Set <Contents Type> attribute to "NBS-9".

3. Send the foll owi ng grouped request to FTAM Responder.

F- BEG N- GROUP

F- SELECT

F- READ- ATTRI BUTES
F- DESELECT

F- END- GROUP

4. Return the current directory name to the FTP client.

5. Transl ate FTAM Responder <Action Result> and <D agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

6. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

8.1.18. QUIT

1. If user is not logged in, proceed to step 5.

2. If file transfer is in progress, send F-P-ABORT or
F- U- ABORT to FTAM Responder.

3. If file transfer is not in progress, send and F- TERM NATE
to FTAM Responder.

4. Return charge information to FTP Cient.

5. Transl ate FTAM Responder <Action Result> and <Di agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

6. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

8.1.19. REIN

1. Flush all 1/0 and account information.
2. Allow all transfers in progress to be conpl et ed.
3. Set all parameters to default val ues.
4. Send F-CANCEL to FTAM Responder.
5. Send the foll owi ng grouped request to FTAM Responder.
F- BEG N- GROUP
F- CLCSE
F- DESELECT
F- END- GROUP

6. Leave the control connection open.
7. Transl ate FTAM Responder <Action Result> and <Di agnostic>
paraneters to equivalent FTP reply code(s) and send reply
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code(s) to FTP dient.

8. Translate FTP Client reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. Typically followed by a USER command.

REST

1. Send F-CHECK to FTAM Responder.

2. Send F-RESTART to FTAM Responder.

3. Transl ate FTAM Responder <Action Result> and <D aghostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

4. Translate FTP Client reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not es:

a. WIl only have affect on FTAM Responder if the restart
functional unit is negotiated on F-IN TIALIZE.

b. Refer to 1 SO 8571-3 for additional subtleties of FTAM
checkpoint and restart.

RETR

1. Save current pathnane by appendi ng saved CWD string with
<pat hnane> argunent. |f no saved CWD string, proceed to
step 9.

2. Set <Contents Type> paraneter to appropriate type of file.

3. Send the foll owi ng grouped request to the FTAM Responder.

F- BEG N- GROUP
F- SELECT

F- OPEN

F- END- GROUP

4. |If file does not exist, proceed to step 9.

5. Send F-READ to FTAM Responder.

6. Loop reading F-DATA until F-DATA-END. As data is received,
wite it to the FTP data connecti on.

7. Send F- TRANSFER-END to FTAM Responder.

8. Send the foll owi ng grouped request to the FTAM Responder.

F- BEG N- GROUP
F- CLCSE
F- DESELECT
F- END- GROUP
9. Transl ate FTAM Responder <Action Result> and <Di agnosti c>

paraneters to equivalent FTP reply code(s) and send reply
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code(s) to FTP dient.
10. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. <pathnane> argunent is assuned to be a filenanme, relative
to the currently saved CWD.

b. CAD of the FTAM system nmust be defined prior to issuance of
RETR.

8.1.22. RWD

1. Return a 502 reply code (Comand not inplemented) to the
FTP Cient.

Not e:

a. As indicated in the NIST Stable |Inplenentati on Agreenents
for FTAM [ NI ST92], creation or deletion of NBS-9 files is
out side the scope of the agreenents.

8.1.23. RNFR

1. Save current pathnanme by appendi ng saved CWAD string with
<pat hnane> argunent. |f no saved CWD string, proceed to
step 3.

2. Send the followi ng grouped request to the FTAM Responder.

F- BEG N- GROUP
F- SELECT
Get <Fil enane> paraneter val ue from RNFR <pat hnanme>
ar gunent .
F- DESELECT
F- END- GROUP

3. Transl ate FTAM Responder <Action Result> and <D agnhostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

4. Translate FTP Client reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. <pathnane> argunent is assuned to be a filename, relative
to the currently saved CWD.

b. Together with RNTO this command causes a file to be
renaned.

c. OAD of the FTAM system nust be defined prior to issuance of
RNFR.
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8.1.24. RNTO

1. Save current pathnanme by appendi ng saved CAD string with
<pat hnane> argunent. |f no saved CWD string, proceed to
step 3.

2. Send the followi ng grouped request to the FTAM Responder.

F- BEG N- GROUP

F- SELECT

F- CHANGE- ATTRI BUTES
Get <Fil enane> paraneter from argunents provi ded by
RNTO and previ ous RNFR

F- DESELECT

F- END- GROUP

3. Transl ate FTAM Responder <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply code(s) and send reply
code(s) to FTP dient.

4. Translate FTP Client reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. <pathnanme> argunent is assuned to be a filenane, relative
to the currently saved CWD.

b. Together with RNFR, this comuand causes a file to be
renamed.

c. OAD of the FTAM system nust be defined prior to issuance of

RNTO.

8.1.25. SITE

1. Save the specified destination address infornmation.

2. Set the <Called Presentation Address> paraneter val ue equal
to the <string> argunment. This paraneter will be used when
the F-INITIALIZE is sent to the FTAM Responder.

3. Transl ate FTAM Responder <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply code(s) and send reply
code(s) to FTP dient.

4. Translate FTP Client reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Not e:

a. The <string> argunment to the SITE conmand may include a
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8.1.26. SMNT

1. Return a 502 reply code to FTP Cient.

Not e:

a. Argunment is ignored.
8.1.27. STAT

1. Provide the gateway session status to the FTP dient.

2. Return a 211 reply code to FTP dient.

Not e:

a. Argument is ignored.

8.1.28. STCOR

1.

Save current pat hname by appendi ng saved CAD string with
<pat hnane> argunent. |f no saved CWD string, proceed to
step 11.
Send the follow ng grouped request to FTAM Responder.
F- BEG N- GROUP
F- SELECT
F- READ- ATTRI BUTES
Save <Contents Type> paraneter val ue
F- DESELECT
F- END- GROUP
If the <Contents Type> paraneter returned with the F-READ

ATTRI BUTES indicates a directory, proceed to step 11.
Send the follow ng grouped request to the FTAM responder.
F- BEG N- GROUP
F- CREATE
Set the <Override> paraneter in the F-CREATE to
"Delete and create with new attributes.".
F- OPEN
F- END- GROUP
If the file existed, set the <Contents Type> parameter in
the F-CREATE to match the F-READ-ATTRIBUTES. |If the file
did not exist, set the <Contents Type> paraneter to
"FTAM1". |If TYPE "lmage" was previously requested, set
the <Contents Type> paraneter to "FTAM 3".
Send F-WRITE, with <Bul k Data Transfer Specification, FADU
Qperation> paraneter set to "File Extend", to FTAM Responder.
Loop reading data from FTP data connection, sending the
data in F-DATA PDUs until end-of-file on the FTP
connecti on.
Send F- DATA-END to FTAM Responder.
Send F- TRANSFER- END t o FTAM Responder.
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10. Send the followi ng grouped request to the FTAM Responder.
F- BEG N- GROUP
F- CLCSE
F- DESELECT
F- END- GROUP

11. Transl ate FTAM Responder <Action Result> and <D agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

12. Translate FTP Cient reply codes to equival ent FTAM
<Action Result> and <Di agnostic> paraneters and send
paraneters to FTAM Responder.

Not e:

a. <pathname> argunment is assuned to be a filenane, relative

to the currently saved CWD.

b. CAD of the FTAM system nust be defined prior to issuance of
STOR

STQU

1. Save current pathnanme by appendi ng saved CAD string with
<pat hnane> argunent. |f no saved CWD string, proceed to

step 11.

2. Send the followi ng grouped request to FTAM Responder.
F- BEG N- GROUP
F- SELECT
F- READ- ATTRI BUTES

Save <Contents Type> paraneter val ue
F- DESELECT
F- END- GROUP
3. If the file already exists, proceed to step 12.
4. |f the <Contents Type> paraneter returned with the F-READ
ATTRI BUTES indicates a directory, proceed to step 11.

5. Send the followi ng grouped request to the FTAM responder.
F- BEG N- GROUP
F- CREATE

Set the <Override> paraneter in the F-CREATE to
"Delete and create with new attributes.".
F- OPEN
F- END- GROUP
6. If the file existed, set the <Contents Type> paranmeter in
the F-CREATE to nmatch the F-READ-ATTRIBUTES. |If the file
did not exist, set the <Contents Type> paraneter to
"FTAM 1". |If TYPE "lmage" was previously requested, set
the <Contents Type> paraneter to "FTAM 3".

7. Send F-WRITE, with <Bul k Data Transfer Specification, FADU
Qperation> paraneter set to "File Extend", to FTAM Responder.

8. Loop reading data from FTP data connection, sending the
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data in F-DATA PDUs until end-of-file on the FTP
connecti on.
9. Send F-DATA-END to FTAM Responder.
10. Send F- TRANSFER-END to FTAM Responder.
11. Send the followi ng grouped request to the FTAM Responder.
F- BEG N- GROUP
F- CLCSE
F- DESELECT
F- END- GROUP
12. Transl ate FTAM Responder <Action Result> and <D agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.
13. Translate FTP Cient reply codes to equival ent FTAM
<Action Result> and <D agnostic> paraneters and send
paraneters to FTAM Responder.

Not e:

a. <pathnane> argunent is assuned to be a filename, relative
to the currently saved CWD.

b. Same as STOR, except the name of the created file nust be
uni que in that directory.

c. OAD of the FTAM system nust be defined prior to issuance of
STOU.

STRU

1. If <structure code> argument is not "File", return 504
reply code to FTP Client; O herwi se return 200 reply code
to FTP dient.

SYST
1. Return 502 reply code to FTP client.
TYPE

1. If no <type code> argunment is provided, set <Contents Type>
paraneter equal to "FTAM 1".

2. If argunent is provided, and equal to "ASCII", set <Contents
Type> paraneter to "FTAM 1".

3. If argunent is provided, and equal to "lInage", set <Contents
Type> paraneter to "FTAM 3".

4. Transl ate FTAM Responder <Action Result> and <Di agnostic>
paraneters to equival ent FTP reply code(s) and send reply
code(s) to FTP dient.

5. Translate FTP Cient reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .
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Not e:
a. Default to ASCII if no <type code> argunent is provided.

8.1.33. USER

1. Set <Initiator ldentity> paraneter for issuing F-IN TIALIZE
to FTAM Responder.

2. If the destination address was specified in the Domai n Name
used to attach to the gateway, use it to set the val ue of
the <Call ed Presentation Address> paraneter of the
t o- be-i ssued F-1N Tl ALI ZE comrand.

3. If the destination address is not known, check if it was
specified in a previously issued SI TE command. |If
avai |l abl e, set <Called Presentati on Address> paraneter for
issuing F-INITIALI ZE to FTAM Responder.

4. If the destination address is still not available, check if

it is encoded in the user identity (e.g., user@uost). If

encoded, set <Called Presentation Address> paraneter for

i ssuing F-INITIALI ZE to FTAM Responder using the "host"

porti on.

If no destination address is available, proceed to step 7.

Pronpt user for password.

Transl ate FTAM Responder <Action Result> and <D agnhostic>

paraneters to equivalent FTP reply code(s) and send reply

code(s) to FTP dient.

8. Translate FTP Client reply codes to equival ent FTAM <Acti on
Resul t > and <Di agnostic> paraneters and send paraneters to
FTAM Responder .

Noo

Not e:

a. A USER conmand shoul d be acceptable in any state.

b. Miultiple nechanisns are avail able for specifying the
destination address: 1) Dormain Name used in connecting to
gateway (see section 4, Use of Gateway Services); 2) SITE
command argunent; and 3) user @ost fornmat.

8.2. FTAMInnitiated Gateway Service

The protocol mapping between FTP and FTAM nmay be one-to-zero (i.e.,
not mappabl e), one-to-one, or one-to-nany.

The general steps taken by the FTP-FTAM gateway to provi de the FTAM
Initiated service are:

1. Accept an FTAMInitiator request at the FTAM Responder side
of the gateway.

2. Map the request to the (set of) corresponding FTP dient
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function(s).

3. Acting as an FTP Client, send the FTP Cient function(s) to
the FTP Server.

4. Accept information returned to the FTP dient side of the
gateway. This information originated at the FTP Server.

5. Map this returned information to a formunderstood by the
FTAM Responder side of the gateway.

6. Send this returned information fromthe FTAM Responder side
of the gateway to the FTAM Initiator.

For each FTAM protocol function, the FTP protocol functions required
tomap it are identified:

FTAM FTP
F- BEG N- GROUP none
F- CANCEL ABOR

F- CHANGE- ATTRI BUTE RNFR, RNTO

F- CHECK none

F- CLOSE none

F- CREATE STOR

F- DATA ALLO, STOR or RETR or APPE
F- DATA- END none

F- DELETE DELE

F- DESELECT none

F- END- GROUP STAT

F- ERASE DELE

F-1 NI TI ALI ZE ACCT, PASS, USER
F- LOCATE none
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F- OPEN MODE, STRU, TYPE
F- READ MCODE, NLST, RETR, TYPE

F- READ- ATTRI BUTE LI ST

F- RECOVER REST

F- RESTART ABOR, REST

F- SELECT LI ST

F- TERM NATE QU T

F- TRANSFER none

F- P- ABORT QT

F- U- ABORT QU T

F-VWRI TE APPE or STOR, NOOP

The renmai nder of this section presents detail ed nappi ng procedures
for each of the FTAM protocol functions. Were appropriate, each
FTAM service prinmitive is followed by those paraneters that are
rel evant to the mapping. Gateway support for these mappings is
required.

8.2.1. F-BEG N-GROUP REQ

1. Send F-BEG N-GROUP RESP PDU to FTAM I nitiator signifying
that processes are avail able to handl e concat enat ed
requests.

8.2.2. F-CANCEL REQ

1. Cose FTP data connecti on.

2. Send ABOR to FTP Server.

3. Translate FTP Server reply code to equival ent FTAM
Responder action and di agnostic paraneters and send
paraneters to FTAM I nitiator via F- CANCEL RESP PDU.

4. Translate FTAM I nitiator action and diagnostic paraneters
to equivalent FTP reply codes and send reply codes to FTP
Server.

Not e:

a. F-U-ABORT REQis a viable alternative to F- CANCEL REQ
b. Note that since ABOR is not inplenented by all FTP Servers,
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the renote file nmay be corrupted, though accessible.
8.2.3. F-CHANGE- ATTRI BUTE REQ

1. Get original filenane from <Fil ename> paranmeter and send it
with an RNFR to the FTP Server.

2. CGet new filenanme from <Fil ename> paraneter and send it with
an RNTO to the FTP Server.

3. Translate FTP Server reply code to equival ent FTAM
Responder action and di agnostic paraneters and send
paraneters to FTAM I nitiator via F- CHANGE- ATTRI BUTE RESP
PDU.

4. Translate FTAM I nitiator action and diagnostic paraneters
to equivalent FTP reply codes and send reply codes to FTP

Server.

Not e:

a. Allow for processing an arbitrary nunber attributes at one
time.

b. Allow for responses of "Attribute currently unavail able for
change” and "Attribute not currently supported".

c. At a mininum support the <Filename> <Permitted Actions>,
and <Contents Type> paraneters.

8.2.4. F-CHECK REQ
1. Send an F-CHECK RESP PDU to the FTAM I niti ator.
8.2.5. F-CLCSE REQ

1. Send F-CLOSE RESP PDU , with <Action Result> paraneter
val ue of "Success", to FTAMInitiator.

Not e:
a. If an error had occurred during transfer, it would have
been noted before the F- CLOSE REQ

8.2.6. F-CREATE REQ

1. Send STOR and zero data bytes to FTP Server.

2. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator.

3. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.
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8.2.7. F-DATA PDU

1. If necessary, send ALLO conmand to FTP Server.

2. Dependi ng on whether reading or witing, send STOR, RETR
or APPE command to FTP Server.

3. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator.

4. Translate FTAM I nitiator <Action Result> and <D agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

Not e:
a. The use of an FTP command may be unnecessary. Sending the
data on the data connection may be adequate.

8.2.8. F-DATA-END REQ

1. Cose the data connecti on.

2. Save mandatory Diagnostic paraneter for |ater use.

3. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator.

4. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

8.2.9. F-DELETE REQ

1. Send DELE to FTP server.

2. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator via F-DELETE RESP PDU.

3. Translate FTAM I nitiator <Action Result> and <D agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

8.2.10. F-DESELECT REQ

1. Return F-DESELECT RESP PDU, with <Action Result> paraneter
val ue of "Success", to FTAMIniti ator.

8.2.11. F-END GROUP REQ
1. Send STAT conmmand sequence to FTP Server.
2. Translate FTP Server reply code to equival ent FTAM

Responder <Action Result> and <Di agnostic>
paraneters and send paraneters to FTAM I nitiator via F-END
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8.2.12.

8.2.13.

M ndel

GROUP RESP.

3. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

F- ERASE REQ

1. Send DELE to FTP Server.

2. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator via F-ERASE RESP PDU.

3. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

F-I NI TI ALl ZE REQ

1. Establish initial area for activity attributes.

2. Save <Respondi ng Presentation Address>, <lnitiator
I dentity> and <Filestore Password> paraneter val ues
received fromFTAM I nitiator.

3. If the destination address was specified in the
Di stingui shed Nane (or User Friendly Nane) used to attach
to the gateway, save it as the ultinmate destination
addr ess.

4. |If the ultimate destination address is not yet known, | ook
at the "@uost" portion of the <lInitiator ldentity>
paraneter for the ultimte destination paraneter.

5. If the ultimte destination address is still not known,
check if it is available in the <Responding Presentation
Addr ess> par anet er.

6. Get userid from<lnitiator Identity> and send it w th USER
command to FTP Server.

7. Get password from <Filestore Password> and send it with
PASS command to FTP Server.

8. |If necessary, send ACCT command to FTP Server.

9. Negotiate acceptance of mandatory functional units, service
cl asses, service types, presentation contexts, and
attribute groups.

10. Accept context managenent functional unit passed by

Presentation service provider.

11. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAMInitiator via F-INT RESP PDU.

12. Translate FTAM I nitiator <Action Result> and <D agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.
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Not e:

a.

Mul tipl e mechani sms are avail able for specifying the
destination address: 1) Distinguished Nane, or User
Friendly Name, used in connecting to the gateway (see
section 4, Use of Gateway Services); 2) user @ost fornat;
and 3) Inclusion as <Respondi ng Presentati on Address>
par anet er val ue.

8.2.14. F-LOCATE REQ

8. 2. 15.

Not e:

a.

Not supported since FTAM1 and FTAM 3 don’t support this
primtive.

F- OPEN REQ

1.

Get <Contents Type> and <Processi ng Mode> paraneter val ues
fromFTAM I nitiator.

2. Send TYPE conmand to FTP Server.

3. Send MODE command to FTP Server.

4. Send STRU command to FTP Server.

5. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c>
paraneters and send paraneters to FTAM Initiator via F- OPEN
RESP PDU.

6. Translate FTAM Initiator <Action Result> and <Di agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

Not e:

a. Establishes definite value for presentation context name
paraneter for this data transfer.

b. Assunes that the <Requested Access> paraneter is permtted.

8.2.16. F-READ REQ

M ndel

1.

2.

If requested file type and file node are different than
current settings, send TYPE and MODE to FTP Server.

If <Contents Type> is FTAM1 or FTAM 3, then send RETR to
FTP Server.

If <Contents Type> is "NBS-9", then send NLST to FTP
Server.

If reply code from FTP Server is 1xx, open FTP data
connection and | oop until End-of-File is read on FTP data
connection. Inside |oop, read block fromFTP data
connection, format FTAM DATA PDU, and send FTAM PDU to FTAM
Initiator. At End-of-File on FTP data connection, send
F- DATA- END and return.
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5. If reply code fromFTP Server is not 1xx, send F- CANCEL REQ
to FTAM Initi ator.

6. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAMInitiator via F-READ RESP PDU.

7. Translate FTAM Initiator <Action Result> and <Di agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

Not e:

a. To send NLST response, TYPE nust be ASCII.

8.2.17. F-READ- ATTRI BUTE REQ

8.2.18.

8.2.19.

M ndel

1.
2.

Send LIST to FTP Server.

Transl ate returned information into the <Fil ename>,
<Contents Type>, and <Pernmitted Actions> paraneter val ues
and return themto the FTAM Initiator.

Transl ate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator via F-READ- ATTRI BUTE RESP
PDU.

Translate FTAM I nitiator <Action Result> and <D agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

F- RECOVER REQ

1. Send REST command to FTP Server.

2. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator.

3. Translate FTAM I nitiator <Action Result> and <D agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

Not e:

a. Reginme recovery is only possible if the <Recovery

Functional Unit> paraneter was negoti ated previously by an
F-1 NI TI ALI ZE.

F- RESTART REQ

1.

2.

To interrupt any bul k data transfer in progress, send ABOR
to FTP Server.

To negotiate the point at which data transfer is to be
restarted, get <Checkpoint ldentifier> paraneter from FTAM
Initiator and send it with REST to FTP Server.

& Sl aski [ Page 45]



RFC 1415 FTP- FTAM Gat eway Specification January 1993

3. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator via F-RESTART RESP PDU.

4. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

8.2.20. F-SELECT REQ

1. Get <Filenane> paraneter and send with LI ST command to FTP
Server to determ ne whether or not the file exists.

2. If file exists, conpare the POSI X file access rights with
the <Requested Access> paraneter sent by the FTAM
Initiator. |If the access rights match, return <Action
Resul t > paraneter value of "Success", otherw se return
<Action Result> paraneter value of "Failure".

3. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator via F-SELECT RESP PDU.

4. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

Not e:

a. The specified file is binary/text file if one record is
received or is a directory file if multiple records are
recei ved.

8.2.21. F-TERM NATE REQ

1. Send QU T to FTP Server.

2. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator via F- TERM NATE RESP PDU.

3. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

8.2.22. F- TRANSFER- END
1. Get <Action Result> paraneter value from|ast F-DATA-END
and return it to FTAMInitiator as <Action Result>
paraneter of this F- TRANSFER- END.
8.2.23. F-P-ABORT REQ

1. Send QU T to FTP Server.
2. Return <Action Result> paraneter value of "Permanent Error"
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to FTAM Initiator.

3. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator

4. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

8.2.24. F-U ABORT REQ

1. Send QU T to FTP Server

2. Return <Action Result> paraneter value of "Permanent Error"
to FTAM Initiator.

3. Translate FTP Server reply code to equival ent FTAM
Responder <Action Result> and <Di agnosti c> paraneters and
send paraneters to FTAM Initiator

4. Translate FTAM I nitiator <Action Result> and <D agnhostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

8.3. F-WRI TE REQ

1. Save bul k transfer specification parameter from PDU

2. Send NOOP to FTP Server to receive status information.

3. If the <Bulk Data Transfer Specification, FADU Operation>
paraneter has a value of "File Extend", then send an APPE
to the FTP Server, otherwi se send a STOR to the FTP Server

4. |If reply code from FTP Server is 200, then accept FTP data
connection; otherw se send F-CANCEL REQto FTAMIniti ator

5. Translate FTP Server reply code to equival ent FTAM Responder
<Action Result> and <D agnhostic> paraneters and send
paraneters to FTAM I nitiator.

6. Translate FTAM I nitiator <Action Result> and <Di agnostic>
paraneters to equivalent FTP reply codes and send reply
codes to FTP Server.

9. Mappi ng between FTP Reply Codes and FTAM Par anet ers

The focus of the protocol function and representati on mappi ngs,
presented in the previous sections, is on non-error encunbered
processing. Though appropriate responses are designated in nmany
cases, it is intended that a nore thorough use of responses wll be
i ncorporated i nto gateway inplenentations.

The purpose of this section is to provide a set of mappi ngs between

FTAM r esponses (<Action Result> and <Di agnostic>) and FTP responses
(reply codes).
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The <Action Result> paraneter of the FTAMFile Service prinitives
conveys information which summari zes that available in the

<Di agnosti c> paraneter. The value is never |less than the nost severe
di agnostic value. The valid values of this paraneter are "Success",
"Transient Error", and "Permanent Error". The FTP response text
shoul d be supplied in the <Further Details> field of the

<Di agnosti cs> sequence in the FTAM response and abort nessages

An FTAM <Action Result> "Success" may be acconpanied by a

<Di agnostic> with value of "Informative Error Type". These "Success"
di agnostic nessages are associated with error type 0 in the table
below (and in [1S08571-3]). Error type 1 indicates a transient
error, while type 2 indicates a pernmanent error

An FTP reply consists of a three digit nunmber followed by sonme text.
The nunber is defined as a 3-digit code, each digit of which has a
special significance. The first digit conveys approximately the sane
informati on as the FTAM <Action Result> paraneter; i.e., positive,
transi ent negative, or pernmanent negative.

The FTP specification docunment [RFCO59] explicitly states that the
list of reply codes should not be expanded beyond that which is
presented in [RFC959]. This requirenment is adhered to in the
mappi ngs presented in this docunent.

9.1. FTP Reply Codes to FTAM Parameters

This section presents the set of mappi ngs between FTP reply codes and
their equival ent FTAM acti on and di agnostic paranmeters. Gateway
support for these mappings is recomended, but not required. The
follow ng abbreviations are used for FTAM acti on paraneter val ues

trans = transient error
perman = per manent error
FTP Reply | FTAM Di agnhosti c
|
Code Text | Resul t Type Id
_____________________________________________ o e e e e e e e e e e e - =
110 Restart nmarker reply | success 0 0
120 Service ready in nnn minutes | success O 0
125 Dat a connection open, transfer |
starting | success O 0
150 File status okay; about to open |
data connection | success O 0
200 Conmand okay | success 0 0
202 Conmand not i npl enent ed,; |
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super fl uous | success O 0
211 System status, or system help |

reply | success O 0
212 Directory status | success O 0
213 File status | success 0 0
214 Hel p nessage | success O 0
215 NAME system type | success O 0
220 Servi ce ready for new user | success O 0
221 Servi ce closing control connection |success O 0
225 Dat a connection; no transfer in |

progress | success 0 0
226 Cl osi ng data connection | success O 0
227 Entering passive node (hl, h2,..) | success O 0
230 User | ogged in, proceed | success O 0
250 Requested file action okay, |

conpl et ed | success O 0
257 " PATHNAME" creat ed | success 0 0
331 User nane okay, need password | success O 0
332 Need account for |ogon | success O 0
350 Requested file action pending |

further informtion | success O 0
421 Servi ce not avail able, closing |

control connection | trans 1 1
425 Can't open data connection | trans 1 3
426 Connection cl osed, transfer |

abort ed | trans 1 1014
450 Requested file action not taken, |

file unavailable (e.g., file busy) |trans 1 5041
451 Requested file action aborted, |

| ocal error in processing | trans 1 5028
452 Request ed action not taken, |

insufficient storage space | trans 1 9
500 Syntax error, command unrecogni zed | per man 2 5015
501 Syntax error in paraneters or |

argunent s | per man 2 4004
502 Conmand not i npl enent ed | per man 2 5016
503 Bad sequence of conmands | per man 2 1015
504 Conmand not i npl enented for that |

par anet er | per man 2 4003
530 Not | ogged in | per man 2 2020
532 Need account for storing files | per man 2 2008
550 Requested action not taken; file

unavail able (e.g., file not found,

no access) er man 2 3013
type er man 2 5002
552 Requested file action aborted,

I

I

| p
551 Request ed action aborted, page |

| p

I

I

exceeded storage allocation
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Requested file action not taken,
file name not all owed

FTAM Paraneters to FTP Reply Codes

| per man

January 1993

2 3024

This section presents the set of nmappings between FTAM di agnostic
paranmeters and their equivalent FTP reply codes.
these mappings is recommended, but not required.

menti oned,

Gat eway support for
As previously

type O is an informative error type that may be returned

with a "Success" action result, type 1 is a transient error type, and
type 2 is a pernmnent error type.

M nde

FTAM Di agnosti c

N

NN

N

N

NDNN

NMNNNNMNNNNMNNMNNNRPRPPRPORPORPOONMNONORPORRFPOR
N
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Id Reason

No reason

Responder error

Responder error

Syst em shut down

FTAM ngnt probl em unspecific
FTAM ngnt probl em unspecific
FTAM ngm , bad account

FTAM ngm , bad account

FTAM ngmt, security not passed
Del ay may be encountered
Initiator error, unspecific
Initiator error, unspecific
Subsequent error

Subsequent error

| FTP Reply Code

Tenporal insufficiency of resources|

Tenporal insufficiency of resources|
10 Access req. violates VFS security
11 Access req. violates |local security]

0
1
1
2
3
3
4
4
5 FTAM ngmt, security not passed
5
6
7
7
8
8
9
9

1000 Conflicting paraneter val ues
1001 Unsupported paraneter val ues
1002 Mandatory paraneter not set
1003 Unsupported paraneter

1004 Duplicated paraneter

1005 Il 1l egal paraneter type

1006 Unsupported paraneter types
1007 FTAM protocol err., unspecific
1008 FTAM protocol err

1010 FTAM protocol err., corruption

, procedure err
1009 FTAM protocol err., funct. unit err

err.

421
211
421
421
211
425
221
532
211
530
211
211
421
211
421
211
452
550
550
504
504
504
504
504
504
504
426
426
426
426
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M nde

NDNDN

N

N

N

OOONRFPONONONORNRPFPONONONRPFPONONNNNNREREREDN
N

o

NN

NNDNDN

ORRPRPRPNNRPENN
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1011
1012
1013
1014
1015
1016
1017
2000
2002
2003
2003
2004
2004
2005
2006
2006
2007
2007
2008
2008
2009
2010
2011
2011
2012
2012
2013
2013
2014
2014
2015
2016
2017
2018

2019

2020
2021
3000
3001
3002
3003
3004
3005
3006
3007
3008

FTP- FTAM Gat eway Specification

Lower |ayer failure

Lower | ayer addressing error

Ti meout

Syst em shut down

I'll egal grouping sequence

Groupi ng threshold violation

I nconsi stent PDU request

Associ ation with user not allowed
Unsupported service cl ass
Unsupported functional unit
Unsupported functional unit
Attribute group error, unspecific
Attribute group error, unspecific
Attribute group not supported
Attribute group not allowed
Attribute group not allowed

Bad account

Bad account

Associ ati on managenent, unspecific
Associ ati on managenent, unspecific

Associ ati on managenent, bad address
Associ ati on managenent, bad account

Checkpoi nt wi ndow error, too |arge
Checkpoi nt wi ndow error, too |arge
Checkpoi nt wi ndow error, too snmall
Checkpoi nt wi ndow error, too snal
Checkpoi nt w ndow error, unsupp
Checkpoi nt w ndow error, unsupp
Conmruni cati ons QoS not supported

Conmruni cati ons QoS not supported
Initiator identity unacceptable
Cont ext managenent refused
Rol | back not avail abl e

Contents type list cut by
responder

Contents type list by
Presentation Service

Invalid fil estore password

I nconpati bl e service cl asses

Fi | ename not found

Sel ection attributes not matched
Initial attributes not possible
Bad attribute nane

Non- exi stent file

File already exists

File cannot be created

Fil e cannot be del eted
Concurrency control not avail abl e

January 1993

426
426
426
426
503
503
503
532
504
211
502
211
504
504
211
504
211
532
211
532
532
532
211
426
211
426
211
504
211
504
532
211
211

211

211
530
530
550
550
550
550
550
553
553
553
211
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NN

N

N

OCOOrOOrRORORORRRFRONONON
N N

NN

NNNNNER P

NNDNDN
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N

OMNDNNNPEF
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3008
3009
3009
3010
3010
3011
3011
3012
3013
3014
3014
3015
3015
3016
3016
3017
3018
3019
3020
3021
3022

3023
3024
3025
3026
3027
3028
3029

3030
3030
4000
4000
4001
4002
4003
4004
4005
4006
4007

5000
5001
5002
5003
5004
5005

FTP- FTAM Gat eway Specification

Concurrency control not avail abl e
Concurrency control not supported
Concurrency control not supported
Concurrency control not possible
Concurrency control not possible
More restrictive |ock

More restrictive |ock

Fil e busy

File not avail abl e

Access control not avail able
Access control not avail abl e
Access control not supported
Access control not supported
Access control inconsistent
Access control inconsistent

Fi | ename truncated

Initial attributes altered

Bad account

Override selected existing file
Override del eted and recreated
Create override del eted and
recreate file with new attributes
Create override, not possible
Anbi guous file specification
Invalid create password

Invalid del ete password on override

Bad attribute val ue

Request ed access viol ation
Functional unit not available for
requested access

File created but not selected
Invalid create password

Attri bute non-existent
Attribute non-existent
Attribute cannot be read
Attribute cannot be changed
Attribute not supported

Bad attri bute nanme

Bad attribute val ue

Attribute partially supported
Addi ti onal set attribute val ue
not distinct

Bad FADU, unspecific

Bad FADU, size error

Bad FADU, type error

Bad FADU, poorly specified
Bad FADU, bad | ocation

FADU does not exi st

January 1993

503
211
502
211
503
211
450
450
450
211
503
211
502
211
503
211
211
532
211
211

211
553
553
550
550
550
550
550

211
550
211
501
504
504
504
501
501
211

211
550
501
551
501
550
550

[ Page 52]



RFC 1415

M nde

OONRFPORPRORFRPROFRPRORFRPEFEPNONONONOPFRPRONONOPFRPRONOFRPEPNFRORRFRPEPERPERPRPPEPLPOPR

N
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N

NN

N

N

NN

N NN

N
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5005
5006
5006
5007
5008
5009
5010
5011
5012
5013
5013
5014
5015
5016
5017
5017
5018
5018
5019
5019
5020
5020
5021
5021
5022
5022
5023
5023
5024
5024
5025
5025
5026
5027
5028
5028
5029
5029
5030
5030
5031
5031
5032
5034
5035

5035
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FADU does not exi st
FADU not avail abl e,
FADU not avail abl e,
FADU not avail able for reading
FADU not available for witing
FADU not avail abl e for
FADU not avail able for erasure
FADU cannot be inserted
FADU cannot be repl aced
FADU cannot be | ocated
FADU cannot be | ocated
Bad data el ement type
Qperation not avail abl e
Operation not supported
Operation inconsistent
Qperation inconsistent

Concurrency
Concurrency
Concurrency
Concurrency
Concurrency
Concurrency
Pr ocessi ng
Processi ng
Processi ng
Processi ng
Processi ng
Pr ocessi ng

Bad wite,

Bad read, unspecific

Local failu
Local failu
Local failu
Local failu
Local failu
Local failu
Local failu
Local failu

Functi ona
processi ng
Functi ona
processi ng

con
con
con
con
con
con
node
node
node
node
node
nmode

re,
re,
re,
re,
re,
re,
re,
re,

uni t
nmode
uni t
node

trol
trol
trol
trol
trol
trol
not
not
not
not

unspecific
unspecific

not
not
not
not

| ocation

avai |l abl e
avail abl e
support ed
support ed

i nconsi st ent
i nconsi st ent
avail abl e
avail abl e
support ed
support ed

i nconsi st ent

i nconsi st ent
Access context not avail able
Access context not avail able
Access context not supported
Access context not supported
unspecific

unspecific
unspecific

fil espace exhausted
fil espace exhausted

data corrupted
data corrupted
data corrupted
data corrupted
Future file size exceeded
Future file size increased
invalid in

invalid in

January 1993

550
550
550
550
550
550
550
550
550
550
550
550
500
502
211
503
211
503
211
502
211
503
211
503
211
504
211
503
211
503
211
504
550
550
211
451
211
552
211
451
211
451
451
211

211

503
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9

9

10.

10.

M

0 5036 Contents type inconsistent | 211
2 5036 Contents type inconsistent | 503
0 5037 Contents type sinmplified | 211
0 5038 Duplicate FADU nane | 211
1,2 5039 Damage to sel ect/open regine | 553
1,2 5040 FADU | ocking not available on file | 450
1,2 5041 FADU | ocked by anot her user | 450

3.  Future Mappi ng Probl em

At sone point in the future, the FTAM <Respondi ng Presentation

Addr ess> paraneter nay be used for purposes other than the current
use of passing the final destination address in the FTAMInitiated
gateway service [NIST86]. |If this happens, the destination address
wi Il have to be passed in another |ocation, such as in the "@ost"
portion of the <lInitiator ldentity> Currently, the FTP-FTAM gat eway
specification pernits either mechanismfor storage of the ultimate
destination address.

4. Error Handling

The mi ni mal acceptable solution for FTAMInitiated service errors is
to map FTP failures to FTAM "Unrecoverable error" and return the FTP
di agnostic string in the FTAM <Further Details> field. Simlarly for
FTP-Initiated service errors, the niniml acceptable solutionis to
return reply code 221, "Service closing control connection, Logged
out if appropriate”. VWhile this mniml solution is acceptable, the
recomended approach for Gateway devel opers is to inplenent the

mappi ngs presented in Section 9.1, FTP Reply Codes to FTAM
Paraneters, and Section 9.2, FTAM Paraneters to FTP Reply Codes

I mpl enent ati on and Confi guration CGuidelines

The intent of this specification is to specify the required
characteristics and functions of an FTP-FTAM gateway. The specific
approach taken to realize these specifications in an operationa
gateway are left to the discretion of the inplenmentor. W do take
the liberty, however, of suggesting several ideas concerning the
configuration and inplementation of such gateways.

1. Robustness

The gateway shoul d be robust enough to handl e situations where a
subset of the FTP and/or FTAM protocols are inplenmented on a host.

The gateway shoul d support nmultiple concurrent FTP and FTAM
connecti ons.
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10.

10.

10.

10.

11.

These are requirenents for gateway inplenentations.
2. Well-Known TCP/IP Port

It is recomended that the FTP-Initiated gateway process |isten on
TCP/ 1P port 21, the well-known port for FTP listener processes. As
the gateway conputer is primarily intended to provi de gateway
services, use of this port will alleviate the need for gateway users
to specify the desired port when they connect to the gateway. The
standard FTP server |istener process can then be noved to another
port that is known to those users (e.g., System Adnministrators)
requiring FTP-to-FTP access to the gateway conputer.

3. Gateway Listener Processes

To sinplify the adm nistrative overhead on the gateway conputer
system it is recommended that the FTP-Initiated service and FTAM
Initiated gateway |istener processes be nerged into a single
execut abl e modul e. This single daemon will act as the one and only
gateway |istener processes. As connections were established with
hosts, other processes would be created.

4. I nplenentation Testing

To assist in the devel opnent and eval uati on of FTP- FTAM gat eway
prototypes, N ST has devel oped a test systemto evaluate a gateway’s
conformance to the protocol standards [N ST88].

5. PCSI X File Nanming and Organi zati on

The OSI profiles do not define a standard manner for an FTAM
Responder to return file nanes.

To avoi d unnecessary conplexity, proprietary file systens are not
addressed in these nmappi ngs. Gateway support for POSI X file nam ng
and organi zation conventions is required; i.e., files are assuned to
be organi zed in a hierarchical structure in which all of the non-
term nal nodes are directories and all of the termi nal nodes are any
other type of file.

Security Considerations

The gateway system nmay pl ace the burden of authentication on the
destination system However, the gateway nust accomodate the
passing through of all authentication parameters. The authentication
paraneters of each protocol are applied at the destination and no
addi tional paranmeters are needed for authentication at the gateway.
As such, no gateway password file is required to support gateway
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functi ons.

It is anticipated that the requirenent for a strong authentication
mechanismw || soon replace the nost currently used, userid and
password nechanism The U. S. National Security Agency (NSA) has

al ready prototyped and has plans field a Message Secure Protocol
(MBP) as part of the Defense Message System (DMS) Program which will
soon becone the Departnent of Defense (DoD) mandatory messagi ng
system MSP utilizes a public key encryption-Iike nechani smwhich
will be used to authenticate users and allow signed operations. The
current philosophy is to use this same nechanismfor all

aut henti cati on and access control situations, such as |ogging onto
renote hosts or gateways. Detailed specifications for Pre-MsSP, used
in the unclassified though sensitive arena, are scheduled to be
published in the first quarter of 1993. The requirenent for gateways
to process PMSP and MSP strong authentication nechanisnms will be part
of all future DoD procurenents.
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