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Status of this Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard. Distribution of this menmo is
unlimted.

Abst r act

This menmo reproduces three |l etters exchanged between the Internet
Activities Board (1 AB) and the Defense Information Systemnms Agency

(DI SA) regarding the inportance of using the Domain Nane System ( DNS)
t hroughout the Internet, and phasing out the use of ol der host nane
to address tables, such as "hosts.txt".
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1. Letter fromthe |1 AB to DI SA
30 March, 1992

To: Menbers of the Federal Networking Council,
Menbers of the Federal Networking Advisory Council,
Col onel Ken Thonmmas, Chai rman,
DoD Protocol Standards Steering G oup, D SA/ Center for
St andar ds

CC. C. J. Pasquariello, Associate Director, Center for Standards,
LCDR, David Chappell, Executive Secretary,
PSSG DI SA/ Center for Standards
Eduar do Schonborn, Dep Director/DDN PMO

As the | AB, together with others in the Internet Engi neering and
Research Task Forces, contenplates the challenges inherent in dealing
with an exponentially expanding Internet, the critical need for

wi despread adoption of a uniform Domain Nane service is very
apparent.

The attached nmenorandumis offered by the Internet Activities Board
for your consideration regarding technical policy concerning domain
naming in the US portion of the Internet. The proposed technical
policy is recommended worl d-wi de and will be offered as an RFC for
that purpose. Adoption of such a policy would, we believe, nuch
enhance the operational efficiency of the existing world-w de

I nternet backbone and nmj or networks dependent upon it, including the
DDN M | net .

Your consideration of this policy question is urged in the strongest
possible terns. W would nuch appreciate hearing the views of the
Prot ocol Standards Steering Goup by April 20, 1992.

Regar ds,

A. Lyman Chapin
Chairman, Internet Activities Board
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At t achment
The Domain Nanme Systemis an Internet Necessity
Internet Activities Board
February 1992

Over the last several years, the Internet has evolved in size so
extensively that it has becone infeasible to provide directory
services through a database mmintained at a single, centra
repository. Both the size and the dynami cs of the required data nmake
such an approach inpractical. Recognizing this problem several years
ago [1], the Internet comunity has adopted the Domai n Name System
[2-5] as the principal neans of achieving host nane to | P address
mappings. During this tine, alnost the entire Internet has converted
fromthe use of the static nane-to-address mapping tables thus far
centrally maintained at the DDN Network Information Center, to the
use of the nore dynam c, up-to-date address nmappi ng provi ded by DNS
mechani sm

There are still large fractions of the Internet community which rely
on the use of a centrally-maintained file ("hosts.txt") to acconplish
this mapping function. The MLNET community appears to have
substantial pockets of dependence on table-driven mappings, for
exanple. Although a plan for achieving a MLNET transition to use of
the Domai n Nane System was worked out in 1987, the transition is
inconplete and, as a result, nam ng services (i.e., host nane | ookups
on the MLNET) are many tines still provided via static tables rather
than the distributed, and far nore accurate, Donmain Nanme System
Ironically, nost of the commercial, off-the-shelf software for TCP/IP
supports the user of the Domain Name System so a policy of uniform
support and application of DNS would go a | ong way toward i nproving
the Defense Departnent data communication infrastructure, insofar as
it is dependent on TCP/IP to interconnect hosts on LANs and WANSs.

The use of different means for name-to-address mappi ngs by different
parties in the network community | eads to unsynchroni zed and

i nconsi stent dat abases, which inevitably result in reachability
failures by users attenpting to connect to network resources.
Moreover, the special facilities of the Donmain Nane System such as
the MX (Mail eXchange) record, nmake it possible to include systens
not directly on the Internet into the universe of addressable
parties. MX records also allow a network adm nistrator to prioritize
a list of alternative e-mail relays in case the final destination is
not reachable. Systens which do not support MX records, but rather
still depend on the "hosts.txt" information, pose a serious obstacle
to network connectivity, as well as to the operation and nmanagenent
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of the highly connected Internet.

Non- DNS systens on the Internet will eventually be confronted with
the need to decide whether they want to continue as a part of the

| arger Internet community, or remain a rather small, non-conformng
subset. Should they choose not to conformto the otherw se accepted
Domai n Name System they will have to accept the ramifications of
this decision. In particular, they will have to accept that the rest
of the conmmunity may, indeed has already started to, essentially
ignore those static files which reflect the principal non-DNS nam ng
service. The larger community has evol ved so extensively beyond
these configurations, that these files are not only obsolete as a
technol ogy, but also inconplete and often inaccurate in the present

i mpl ementation. Upon connecting a new host to the Internet, the
great majority of the Internet community no | onger considers the

regi stration of host nane/address updates to the N C database a
necessity, and rather focuses on updating the Dormai n name System
Therefore, today’s N C database, and the "hosts.txt" file generated
fromit, largely reflects only the non-DNS conmunity, a tiny subset
of the hundreds of thousands of entities configured into the Internet
nane space via the DNS

If the non-DNS users naintain a requirenent for the use of static
mappi ng tables, at |east sonme nechani sm shoul d exi st to augnent the
NI C data sets with additional information represented by the Domain
Nane System These nore conprehensive tables, acconpanied by a

met hod to guarantee synchronization with the DNS, would significantly
i nprove the accuracy of the infornmation which non-DNS users apply to
map between nanes and addresses. However, this solution will not
address the need for support of the richer DNS functionality by the
NIC s system At a mininum the incorporation of MK information into
the NI C database is inperative for conpatibility between the
"hosts.txt" file and the DNS. Network subcomunities which choose to
mai ntain a separate and i nconpati bl e mapping systemw || have a
partitioning effect on the subcomunities thenselves, but also a
detrinmental inpact on overall Internet operations. Both end-users
and system and network administrators will inevitably find thensel ves
devoting considerable attention to tracing inconsistency probl ens
arising fromthe di screpancy in mappi ng net hods.

The Internet Activities Board, recognizing the need for universa
interoperability and consistent nami ng nmechani snms, and benefitting
fromseveral years of experience with the Domain Name System is
advocating a policy that all connected conponents of the Internet
community shoul d adopt the DNS, and urges parties having policy-
setting authority to adopt the same position and undertake to set
deadl i nes for conversion to uniformuse of DNS
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2.

Letter fromDI SA to the | AB
16 APR 1992

M. Lyman Chapi n

Chairman, Internet Activities Board

BBN Conmuni cati ons

Di vi sion of Bolt Beranek and Newran, |nc.
150 Canbridge Park Dr.

Chanbridge, MA 02140

Dear M. Chapi n:

We have received you |l etter concerning the adopti on and use of the
Domai n Name System (DNS) throughout the Internet. Since the DoD
makes significant use of the Internet, we are very concerned with

i ssues such as the DNS that potentially affect both performance and
interoperability. W have agreed to staff this issue to consider all
the technical and econonical inpacts on DoD systens. We will inform
you of the decisions reached as the result of our reviews as son as
they are conpl et ed.

Si ncerely,

Kenneth A. Thomas

Col onel , USA

Chai rman, Protocol Standards
Steering G oup (PSSG

Copy to:
M. Pasquariello, Associate Director, Center for Standards
M. Schonborn, Deputy Director/DDN PMO
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3.

Letter fromthe |1 AB to DI SA
19 May, 1992

Col onel Kenneth Thonmas

Chai rman, Protocol Standards Steering G oup
Def ense I nfornmati on Systens Agency

Fort Monmouth, NJ 07703-5613

Dear Col onel Thonas,

Thank you for your response to ny letter concerning the adoption and
use of the Domain Nane System throughout the Internet. | appreciate
your willingness to devote resources to consider this issue, and | ook
forward to hearing the results of the study.

As LCDR David Chappell has suggested, it would be useful for us to
arrange a neeting to discuss issues of nmutual concern to DI SA and the
IAB. | do not yet knowif it will be feasible for me to arrange to
meet with you in Ft. Monnmouth in the near future (nmy travel schedul e
bei ng somewhat oversubscribed), but will get in touch with you soon
to find a suitable date and | ocati on.

Regar ds,

A. Lyman Chapin

Chairman, Internet Activities Board
BBN Communi cati ons 20/ 5b

150 Canbridge Park Drive

Canbri dge, MA 02140
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Security Considerations

Security issues are not discussed in this meno.
Aut hor’ s Address

A. Lyman Chapin

BBN Communi cati ons Cor poration

150 Canbridge Park Drive

Canbri dge, MA 02140

Phone: 617-873-3133
Fax: 617-873-4086

Emai | : Lyman@BN. COM
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