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1.

I NTRODUCTI ON

The TCP protocol [STD-007] inplenents a virtual-circuit transport
service that provides reliable and ordered data delivery over a

full -dupl ex connection. Under the virtual circuit nodel, the life of
a connection is divided into three distinct phases: (1) opening the
connection to create a full-duplex byte stream (2) transferring data
in one or both directions over this stream and (3) closing the
connection. Rempte login and file transfer are exanpl es of
applications that are well suited to virtual-circuit service

Di stributed applications, which are becom ng increasingly nunerous
and sophisticated in the Internet, tend to use a transaction-oriented
rather than a virtual circuit style of conmunication. Currently, a
transaction-oriented Internet application nust choose to suffer the
over head of opening and closing TCP connections or else build an
application-specific transport nmechani smon top of the connectionless
transport protocol UDP. Greater convenience, uniformty, and
efficiency would result from wi del y-avail abl e kernel inplenentations
of a transport protocol supporting a transaction service nodel [RFC
955].

The transaction service nodel has the foll ow ng features

* The fundanental interaction is a request followed by a response.
* An explicit open or close phase woul d i npose excessive over head.
* At -npst-once semantics is required; that is, a transaction nust

not be "replayed" by a duplicate request packet.

* In favorabl e circunstances, a reliable request/response
handshake can be perforned with exactly one packet in each
direction.

* The minimumtransaction latency for a client is RTT + SPT, where
RTT is the round-trip tine and SPT is the server processing
time.

We use the term"transaction transport protocol" for a transport-
| ayer protocol that follows this nbodel [RFC 955].

The Internet architecture allows an arbitrary collection of transport
protocols to be defined on top of the mnimal end-to-end datagram
service provided by IP [Cark88]. In practice, however, production
systens inplenment only TCP and UDP at the transport layer. It has
proven difficult to | everage a new transport protocol into place, to
be wi dely enough available to be useful for application builders.
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This meno explores an alternative approach to providing a transaction
transport protocol: extending TCP to inplenent the transaction
service nodel, while continuing to support the virtual circuit nodel
Each transaction will then be a single instance of a TCP connection
The proposed transaction extension is effectively inplenentable
within current TCPs and operating systens, and it should also scale
to the nuch faster networks, interfaces, and CPUs of the future.

The present nmeno expl ains the theory behind the extension, in
somewhat exquisite detail. Despite the length and conplexity of this
meno, the TCP extensions required for transactions are in fact quite
limted and sinple. Another nmeno [TTCP-FS] provides a self-contained
functional specification of the extensions.

Section 2 of this menp describes the limtations of standard TCP for
transaction processing, to notivate the extensions. Sections 3, 4,
and 5 explore the fundanmental extensions that are required for
transactions. Section 6 discusses the changes required in the TCP
connection state diagram Finally, Section 7 presents concl usions
and acknow edgnents. Famliarity with the standard TCP protoco

[ STD-007] is assuned.

2.  TRANSACTI ONS USI NG STANDARD TCP

Rel i abl e transfer of data depends upon sequence numbers. Before data
transfer can begin, both parties nmust "synchronize" the connection,
i.e, agree on commopn sequence nunbers. The synchroni zati on procedure
must preserve at-nost-once senmantics, i.e., be free fromrepl ay
hazards due to duplicate packets. The TCP devel opers adopted a
synchroni zati on mechani sm known as the 3-way handshake.

Consi der a simple transaction in which client host A sends a single-
segnment request to server host B, and B returns a single-segnent
response. Many current TCP inplenentations use at |east ten segnents
(i.e., packets) for this sequence: three for the 3-way handshake
openi ng the connection, four to send and acknow edge the request and
response data, and three for TCP' s full-dupl ex data-conserving cl ose
sequence. These ten segnents represent a high relative overhead for
two dat a-bearing segnments. However, a nore inportant consideration
is the transaction |latency seen by the client: 2*RTT + SPT, |arger
than the m ninum by one RTT. As CPU and network speeds increase, the
relative significance of this extra transaction |latency al so

i ncreases.

Proposed transaction transport protocols have typically used a
"timer-based" approach to connection synchronization [Birrell84]. In
this approach, once end-to-end connection state is established in the
client and server hosts, a subset of this state is maintained for
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some period of tine. A new request before the expiration of this

ti meout period can then reestablish the full state w thout an
explicit handshake. Watson pointed out that the tiner-based approach
of his Delta-T protocol [Watson81] woul d enconpass both virtua
circuits and transactions. However, the TCP group adopted the 3-way
handshake (because of uncertainty about the robustness of enforcing
the packet lifetime bounds required by Delta-T, within a genera
Internet environnment). More recently, Liskov, Shrira, and Wocl awski
[ Li skov90] have proposed a different tiner-based approach to
connecti on synchronization, requiring |oosely-synchronized clocks in
t he hosts.

The techni que proposed in this meno, suggested by Cark [ ark89],
depends upon cachei ng of connection state but not upon clocks or
timers; it is described in Section 3 below. Garlick, Rom and Post el
al so proposed a connecti on synchroni zati on nechani smusi ng cached
state [Garlick77]. Their schene required each host to maintain
connection records containing the highest sequence nunber on each
connection. The technique suggested here retains only per-host
state, not per-connection state.

During TCP devel opnent, it was suggested that TCP coul d support
transactions with data segnents containing both SYN and FIN bits.
(These "Kani kaze" segnments were not supported as a service; they were
used mainly to crash other experinental TCPs!) To illustrate this

i dea, Figure 1 shows a plausible application of the current TCP rules
to create a mininmal transaction. (In fact, some minor adjustments in
the standard TCP spec would be required to nmake Figure 1 fully lega

[ STD-007]).

Figure 1, like many of the exanples shown in this nmeno, uses an
abbreviated formto illustrate segnment sequences. For clarity and
brevity, it omts explicit sequence and acknow edgnment nunbers,
assuning that these will follow the well-known TCP rules. The
notation "ACK(x)" inplies a cunul ative acknow edgnent for the contro
bit or data "x" and everything preceding "x" in the sequence space.
The referent of "x" should be clear fromthe context. Also, host A
will always be the client and host B will be the server in these

di agr ans.

The first three segnents in Figure 1 inplenent the standard TCP

t hree-way handshake. |f segnment #1 had been an old duplicate, the
client side woul d have sent an RST (Reset) bit in segnent #3,

term nating the sequence. The request data included on the initial
SYN segnent cannot be delivered to user B until segnent #3 conpl etes
the 3-way handshake. Loading control bits onto the segnents has
reduced the total nunber of segnents to 5, but the client stil
observes a transaction |atency of 2*RTT + SPT. The 3-way handshake
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t hus precl udes high-performance transacti on processing.

TCP A (dient) TCP B (Server)

CLOSED LI STEN

(dient sends request)
1. SYN SENT --> <SYN,datal, FIN> --> SYN- RCVD
(datal queued)

2. ESTABLI SHED <-- <SYN, ACK(SYN)> <-- SYN- RCVD

3. FINWAIT-1 --> <ACK(SYN), FIN> --> CLOSE-WAI T
(datal to server)

(Server sends reply)
4. TIME-WAIT <-- <ACK(FIN),data2, FI N> <-- LAST- ACK
(data2 to client)

5. TIME-WAIT --> <ACK(FIN)> --> CLOSED

(timeout)
CLCSED

Figure 1: Transaction Sequence: RFC-793 TCP

The TCP cl ose sequence al so poses a performance problem for
transactions: one or both end(s) of a closed connection nust renmain
in "TIME-WAIT" state until a 4 mnute timeout has expired [ STD-007].
The sane connection (defined by the host and port nunbers at both
ends) cannot be reopened until this delay has expired. Because of
TIME-WAIT state, a client program should choose a new | ocal port
number (i.e., a different connection) for each successive
transaction. However, the TCP port field of 16 bits (less the
"wel | - known" port space) provides only 64512 avail abl e user ports.
This limts the total rate of transactions between any pair of hosts
to a maxi mum of 64512/ 240 = 268 per second. This is much too low a
rate for |lowdelay paths, e.g., high-speed LANs. A high rate of
short connections (i.e., transactions) could also | ead to excessive
consunption of kernel nenory by connection control blocks in TI M-
WAI'T state.

In sunmary, to performefficient transaction processing in TCP, we
need to suppress the 3-way handshake and to shorten TIME-WAIT state.
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Prot ocol mechani snms to acconplish these two goals are discussed in
Sections 3 and 4, respectively. Both require the choice of a

nmonot oni ¢ sequence-1li ke space; Section 5 anal yzes the choices and
makes a selection for this space. Finally, the TCP connection state
machi ne nmust be extended as described in Section 6

Transaction processing in TCP rai ses sonme ot her protocol issues,
whi ch are discussed in the functional specification menmo [ TTCP-FS].
These i ncl ude:

(1) augnenting the user interface for transactions,

(2) del ayi ng acknow edgnment segnments to all ow maxi mum pi ggy- backi ng
of control bits with data

(3) measuring the retransm ssion tinmeout time (RTO on very short
connecti ons, and

(4) providing an initial server w ndow.

A recently proposed set of enhancenents [RFC- 1323] defines a TCP

Ti mestanps option that carries two 32-bit tinestanp values. The

Ti mestanps option is used to accurately neasure round-trip tine
(RTT). The sane option is also used in a procedure known as "PAWS"
(Protect Againsts Wapped Sequence) to prevent erroneous data
delivery due to a conbination of old duplicate segments and sequence
nunber reuse at very high bandw dths. The particul ar approach to
transactions chosen in this nmeno does not require the RFC 1323
enhancenents; however, they are inportant and shoul d be i npl enented
in every TCP, with or without the transacti on extensions described
her e.

3.  BYPASSI NG THE 3- WAY HANDSHAKE

To avoid 3-way handshakes for transactions, we introduce a new
mechani smfor validating initial SYN segnents, i.e., for enforcing
at - nost-once semantics without a 3-way handshake. W refer to this
as the TCP Accel erated Qpen, or TAO, mechani sm

3.1 Concept of TAO

The basis of TAOis this: a TCP uses cached per-host information
to imediately validate new SYNs [Clark89]. If this validation
fails, e.g., because there is no current cached state or the
segnment is an old duplicate, the procedure falls back to a norma
3-way handshake to validate the SYN. Thus, bypassing a 3-way
handshake is considered to be an optional optimzation
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The proposed TAO nmechani smuses a finite sequence-like space of
val ues that increase nonotonically with successive transactions
(connections) between a given (client, server) host pair. Call
this nonotonic space M and let each initial SYN segnent carry an
Mvalue SEGM If Mis not the existing sequence (SEG SEQ field,
SEG M may be carried in a TCP option.

When host B receives fromhost A an initial SYN segment contai ning
a new value SEG M host B compares this against cache.M A], the
| atest Mvalue that B has cached for host A This conparison is

the "TAO test". Because the Mval ues are nonotonically
i ncreasing, SEG M > cache. M A] inplies that the SYN nmust be new
and can be accepted i mediately. |If not, a normal 3-way handshake

is performed to validate the initial SYN segnent. Figure 2
illustrates the TAO nechani sm cached M val ues are shown encl osed
in square brackets. The M val ues generated by host A satisfy

x0 < x1, and the Mval ues generated by host B satisfy y0 < yl.

An appropriate choice for the Mvalue space is discussed in
Section 5. Myvalues are drawn froma finite nunmber space, so
inequalities must be defined in the usual way for sequence nunbers
[ STD-007]. The M space nmust not wap so quickly that an old
duplicate SYNwill be erroneously accepted. W assune that sone
maxi mum segnent lifetinme (MSL) is enforced by the |P |ayer.

T*TcA TCP_B__
cache. M B] cache. M Al
\% \%
[ yO ] [ x0 ]
1. --> <SYN, datal, Mex1> --> ( (x1 >x0) =>

datal -> user_B;
cache. M Al = x1)

[ yO ] [ x1]
2. <-- <SYN, ACK(dat al), data2, Mcy1> <--

(data2 -> user_A,
cache. M B] = y1)

[ y1] [ x1]
(etc.)

Figure 2. TAO Three-Way Handshake is Bypassed
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Fi gure 2 shows the sinplest case: each side has cached the | atest
M val ue of the other, and the SEG Mvalue in the client’s SYN
segnment is greater than the value in the cache at the server host.
As a result, B can accept the client A's request datal i nmedi ately
and pass it to the server application. B's reply data2 is shown
pi ggybacked on the <SYN, ACK> segment. As a result of this 2-way
exchange, the cached M val ues are updated at both sites; the
client side beconmes relevant only if the client/server roles
reverse. Validation of the <SYN, ACK> segnent at host Ais

di scussed | ater.

Figure 3 shows the TAO test failing but the consequent 3-way
handshake succeeding. B updates its cache with the value x2 >= x1
when the initial SYNis known to be valid.

TCP_A TCP_B
cache. M B] cache. M A
Vv \%
[ y0 ] [ x0 ]
1. --> <SYN, dat al, Mex1> --> ( (x1 <= x0) =>

datal queued;
3-way handshake)

[ yO ] [ X0 ]
2. <-- <SYN, ACK( SYN), Mry1> <--
(cache. M B] = y1)
[ y1] [ X0 ]
3. --> <ACK(SYN), M=x2> --> (Handshake OK =>

dat al- >user B,
cache. M Al = x2)

[ y1] [ x2 ]
(etc.)

Figure 3. TAO Test Fails but 3-Way Handshake Succeeds.

There are several possible causes for a TAOtest failure on a
| egitimate new SYN segnent (not an old duplicate).

(1) There may be no cached Mvalue for this particular client
host .

(2) The SYN may be the one of a set of nearly-sinultaneous SYNs
for different connections but fromthe sanme host, which
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arrived out of order.

(3) The finite Mspace may have w apped around between successive
transactions fromthe sane client.

(4) The Mvalues may advance too slowmy for closely-spaced
transacti ons.

None of these TAO failures will cause a | ockout, because the
resulting 3-way handshake will succeed. Note that the first
transacti on between a given host pair will always require a 3-way
handshake; subsequent transactions can take advantage of TAQO

The per-host cache required by TAOis highly desirable for other
reasons, e.g., to retain the measured round trip tine and MIU for
a given renote host. Furthernore, a host should already have a
per-host routing cache [ HR-COMM that should be easily extensible
for this purpose.

Figure 4 illustrates a conplete TCP transacti on sequence using the
TAO nechani sm Bypassing the 3-way handshake | eads to new
connection states; Figure 4 shows three of them "SYN SENT*",
"CLOSE-WAI T*", and "LAST-ACK*". Explanation of these states is
deferred to Section 6.

TCP A (dient) TCP B (Server)
CLGSED LI STEN
1. SYN SENT* --> <SYN, dat al, FI N, M=x1> --> CLCOSE- WAI T*

(TAO test OK=>
dat al- >user_B)

<-- <SYN, ACK(FI N), dat a2, FI N, Mey1> <- - LAST- ACK*

2. TIME-WAIT
(dat a2- >user _A)

3. TIME-WAIT --> <ACK(FIN), Mx2> --> CLCSED
(timeout)

CLGSED

Figure 4. Mninmal Transaction Sequence Using TAO
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3.2 Cache Initialization

The first connection between hosts A and B wll find no cached
state at one or both ends, so both M caches nust be initialized.
This requires that the first transaction carry a specially narked
SEG. M val ue, which we call SEG M NEW Receiving a SEG M NEW val ue
inan initial SYN segment, B will cache this value and send its
own Mback to initialize A's cache. Wen a host crashes and
restarts, all its cached M val ues cache.M *] nust be invalidated
in order to force a re-synchroni zation of the caches at both ends.

Thi s cache synchronization procedure is illustrated in Figure 5,
where client host A has crashed and restarted with its cache
entries undefined, as indicated by "??". Since cache.TS[B] is

undefined, A sends a SEG M NEWval ue instead of SEG Min the <SYN>
segnent of its first transaction request to B. Receiving this
SEG. M NEW the server host B invalidates cache. TS[A] and perforns
a 3-way handshake. SEG Min segnent #2 updates A's cache, and
when t he handshake conpl etes successfully, B updates its cached M
value to x2 >= x1.

TCP_A TCP_B
cache. M B] cache. M A
Vv Vv
[ 72?7 ] [ x0 ]
1. --> <SYN, datal, M NEWX1> --> (invalidate cache;
queue datal;
[ ??7 ] 3-way handshake)
[ 77 ]
2. <-- <SYN, ACK( SYN), Mry1> <--
(cache. M B] = y1)
[ y1] [ 7?7 ]
3. --> <ACK(SYN), M=x2> --> datal->user_B,
cache. M Al = x2)
[ y1] [ x2 ]
(etc.)

Figure 5. dCient Host Crashed

Suppose that the 3-way handshake failed, presunably because
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segnment #1 was an old duplicate. Then segment #3 from host A
woul d be an RST segnent, with the result that both side’s caches
woul d be | eft undefi ned.

Figure 6 shows the procedure when the server crashes and restarts.
Upon receiving a <SYN> segnent froma host for which it has no
cached Mvalue, B initiates a 3-way handshake to validate the
request and sends its own Mvalue to A. Again the result is to
updat e cached M val ues on both sides.

TCP_A TCP_ B
cache. M B] cache. M A]
Vv Y,
[ yO ] [ 2?7 ]
1. --> <SYN, dat al, Mex1> --> (datal queued;
3-way handshake)
[ yO ] [ 22 ]

<-- <SYN, ACK(SYN), Mry1l> <--
(cache. M B] = y1)

[ y1] [ 2?7 ]
--> <ACK(SYN), MFx2> --> (dat al- >user _B,
cache. M Al = x2)

[ y1] [ x2 ]
(etc.)

Figure 6. Server Host Crashed

3.3 Accepting <SYN, ACK> Segnents

Transactions introduce a new hazard of erroneously accepting an
ol d duplicate <SYN, ACK> segnent. To be acceptable, a <SYN, ACK>
segnent rmust arrive in SYN-SENT state, and its ACK field nust
acknow edge sonething that was sent. 1In current TCPs the

ef fective send window in SYN-SENT state is exactly one octet, and
an accept abl e <SYN, ACK> nmust exactly ACK this one octet. The
clock-driven selection of Initial Sequence Nunmber (1SN) nakes an
erroneous acceptance exceedingly unlikely. An old duplicate SYN
could be accepted erroneously only if successive connection
attenpts occurred nore often than once every 4 nmicroseconds, or if
the segnent lifetinme exceeded the 4 hour waparound tinme for | SN

Br aden [ Page 11]



RFC 1379 Transaction TCP -- Concepts Noverber 1992

sel ecti on.

However, when TCP is used for transactions, data sent with the
initial SYN increases the range of sequence nunbers that have been
sent. This increases the danger of accepting an old duplicate
<SYN, ACK> segnent, and the consequences are nore serious. In the
exanple in Figure 7, segnents 1-3 forma normal transaction
sequence, and segnent 4 begins a new transaction (incarnation) for
the sanme connection. Segment #5 is a duplicate of segnment #2 from
the preceding transaction. Although the new transaction has a

| arger ISN, the previous ACK value 402 falls into the new range

[ 200, 700) of sequence nunbers that have been sent, so segnent #5
coul d be erroneously accepted and passed to the client as the
response to the new request.

TCP_A TCP_B
CLCSED LI STEN
1. --> <seq=100, SYN, dat a=300, FI N, M=x1> --> (TAO test OK)
2. <-- <seq=800, ack=402, SYN, dat a=350, FI N, Mry1> <--
3. TIME-WAIT --> <ACK(FIN) > --> CLCSED
(short tinmeout)
CLGSED

(New Request)
4, --> <s5eq=200, SYN, dat a=500, FI N, M=x2> --> ..

(Duplicate of segnent #2)
5. <-- <seq=800, ack=402, SYN, dat a=300, FI N, Mry1> <--..
(Acceptabl e!!)

Figure 7: Od Duplicate <SYN, ACK> Causing Error

Unfortunately, we cannot sinply use TAOon the client side to
detect and reject old duplicate <SYN, ACK> segnents. A TAO test at
the client nmight fail for a valid <SYN, ACK> segnent, due to out-
of -order delivery, and this could result in permanent non-delivery
of a valid transaction reply.

I nstead, we include a second Mvalue, an echo of the client’s M
value fromthe initial <SYN> segment, in the <SYN, ACK> segnment. A
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4.

speci al | y-marked M val ue, SEG M ECHO, is used for this purpose.
The client knows the value it sent in the initial <SYN> and can
therefore positively validate the <SYN, ACK> using the echoed
value. This is illustrated in Figure 12, which is the sane as
Figure 4 with the addition of the echoed val ue on the <SYN, ACK>
segment #2.

It should be noted that TCP allows a sinultaneous open sequence in
whi ch both sides send and receive an initial <SYN> (see Figure 8

of [STD-007]. In this case, the TAO test nust be perforned on
both sides to preserve the symmetry. See [TTCP-FS] for an
exanmpl e.

SHORTENI NG TI ME-WAI T STATE

Once a transaction has been initiated for a particular connection
(pair of ports) between a given host pair, a new transaction for the
same connection cannot take place for a tinme that is at |east:

RTT + SPT + TI ME-WAI T_del ay

Since the client host can cycle anbng the 64512 avail abl e port
nunbers, an upper bound on the transaction rate between a particul ar
host pair is:

[1] TRrax = 64512 /(RTT + Tl ME- WA T_Del ay)

in transactions per second (Tps), where we assunmed SPT is negligible.
We nust reduce TIME-WAIT Delay to support high-rate TCP transaction
processi ng.

TIME-WAIT state perforns two functions: (1) supporting the full-

dupl ex reliable close of TCP, and (2) allow ng old duplicate segnents
froman earlier connection incarnation to expire before they can
cause an error (see Appendix to [RFC-1185]). The first function

i npacts the application nodel of a TCP connection, which we woul d not
want to change. The second is part of the fundanental machi nery of
TCP reliable delivery; to safely truncate TIME-WAIT state, we nust
provi de anot her means to exclude duplicate packets fromearlier

i ncarnations of the connection.

To minimze the delay in TIME-WAIT state while performng both
functions, we propose to set the TIME-WAIT delay to:

[2] TIME-WAI T_Del ay = nmax( K*RTO, U )

where U and K are constants and RTO is the dynam cal |l y-determ ned
retransm ssion tineout, the neasured RTT plus an allowance for the
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RTT variance [Jacobson88]. W choose K |l arge enough so that there is
hi gh probability of the close conpleting successfully if at al

possi ble; K = 8 seens reasonable. This takes care of the first
function of TIME-WAIT state.

In a real inplenentation, there may be a m ni mum RTO val ue Tr,
corresponding to the precision of RTO calculation. For example, in
the popul ar BSD i mpl enentation of TCP, the mninum RTOis Tr = 0.5
second. Assuming K= 8 and U= 0, Egns [1] and [2] inpose an upper
limt of TRmax = 16K Tps on the transaction rate of these

i npl enent ati ons.

It is possible to have nmany short connections only if RTOis very
small, in which case the TIME-WAIT delay [2] reduces to U To

accel erate the cl ose sequence, we need to reduce U bel ow the MsL
enforced by the IP layer, w thout introducing a hazard fromold
duplicate segnents. For this purpose, we introduce another nonotonic
nunber sequence; call it X X values are required to be nonotonic
bet ween successive connection incarnations; depending upon the choice
of the X space (see Section 5), X values may al so increase during a
connection. A value fromthe X space is to be carried in every
segnent, and a segnent is rejected if it is received with an X val ue
smal l er than the | argest X value received. This nechani sm does not
use a cache; the largest X value is naintained in the TCP connection
control block (TCB) for each connection

The val ue of U depends upon the choice for the X space, discussed in
the next section. |If Xis tine-like, Ucan be set to twice the tinme
granularity (i.e, twice the mninum"tick" tine) of X. The TIME-WAIT
delay will then ensure that current X values do not overlap the X

val ues of earlier incarnations of the same connection. Another
consequence of tine-like X values is the possibility that an open but
idle connection mght allowthe X value to wap its sign bit,
resulting in a lockup of the connection. To prevent this, a 24-day
idle tiner on each open connection could bypass the X check on the
first segment following the idle period, for exanple. |In practice,
many inpl ementati ons have keep-alive mechani sns that prevent such
long idle periods [ RFC- 1323].

Referring back to Figure 4, our proposed transacti on extension
results in a mninmum exchange of 3 packets. Segnent #3, the fina
ACK segnent, does not increase transaction |atency, but in
conbination with the TIME-WAIT delay of K*RTO it ensures that the
server side of the connection will be closed before a new transaction
is issued for this same pair of ports. It also provides an RTT
measur enent for the server

We may ask whether it would be possible to further reduce the TI M=
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VWAIT delay. We might set Kto zero; alternatively, we night allow
the client TCP to start a new transaction request while the
connection was still in TIME-WAIT state, with the new initial SYN
acting as an inplied acknow edgnent of the previous FIN.  Appendix A
sunmmari zes the issues raised by these alternatives, which we cal
"truncating" TIME-WAIT state, and suggests sone possible sol utions.
Further study woul d be required, but these solutions appear to bend
the theory and/or inplenmentations of the TCP protocol farther than we
wi sh to bend them

We therefore propose using fornmula [2] with K=8 and retaining the
final ACK(FIN) transmission. To raise the transaction rate,
therefore, we require small values of RTO and U

5. CHOGOSI NG A MONOTONI C SEQUENCE

For sinplicity, we want the nonotonic sequence X used for shortening
TIME-WAIT state to be identical to the nonotonic sequence M for
bypassi ng the 3-way handshake. Calling the common space M we wll
send an Mvalue SEG Min each TCP segnent. Upon receipt of an
initial SYN segnent, SEG Mw Il be conpared with a per-host cached
value to authenticate the SYN without a 3-way handshake; this is the
TAO nechani sm Upon recei pt of a non-SYN segnent, SEG Mw || be
conpared with the current value in the connection control block and
used to discard old duplicates.

Note that the situation with TIME-WAIT state differs fromthat of
bypassi ng 3-way handshakes in two ways: (a) TIME-WAIT requires
duplicate detection on every segnent vs. only on SYN segnents, and
(b) TIME-WAIT applies to a single connection vs. being gl obal across
all connections. This section discusses possible choices for the
common nonot oni ¢ sequence.

The SEG M val ues nust satisfy the follow ng requirenents.

* The val ues nust be nonotonic; this requirenent is defined nore
preci sely bel ow

* Their granularity nmust be fine-grained enough to support a high
rate of transaction processing; the Mclock nust "tick" at |east
once between successive transactions.

* Their range (wap-around tine) nmust be great enough to allow a
realistic MSL to be enforced by the network.

The TCP spec calls for an MSL of 120 secs. Since much of the

Internet does not carefully enforce this limt, it would be safer to
have an MSL at |east an order of magnitude larger. W set as an
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obj ective an M5L of at |east 2000 seconds. |If there were no Tl M-
WAIT delay, the ultimate linmt on transaction rate would be set by
speed-of -1ight delays in the network and by the | atency of host
operating systens. As the bottleneck problens with interfaci ng CPUs
to gigabit LANs are solved, we can imagine transaction durations as
short as 1 microsecond. Therefore, we set an ultimte perfornmance
goal of TRmax at |east 10**6 Tps.

A particul ar connection between hosts A and Bis identified by the

| ocal and renote TCP "sockets", i.e., by the quadruplet: {A B,
Port. A, Port.B}. |Imagine that each host keeps a count CC of the
number of TCP connections it has initiated. W can use this CC
nunber to distinguish different incarnations of the sane connecti on.
Then a particul ar SEG M value nmay be labeled inplicitly by 6
quantities: {A B, Port.A Port.B, CC, n}, where n is the byte offset
of that segnent within the connection incarnation.

To bypass the 3-way handshake, we require thgt SEG M val ues on
successi ve SYN segnments froma host Ato a host B be nonotone
increasing. If CC > CC, then we require that:

SEG M A B, Port. A Port.B,CC,0) > SEG MA, B, Port. A Port.B, CC, 0)
for any |egal values of Port.A and Port. B.

To delete old duplicates (allowing TIME-WAIT state to be shortened),
we require that SEG M val ues be disjoint across different
i ncarnations of the same connection. If CC > CC then

SEG M A B, Port. A Port.B,CC ,n") > SEG MA B, Port. A, Port.B, CC, n),
for any non-negative integers n and n’.

W now consi der four different choices for the conmon nonot onic
space: RFC-1323 tinestanps, TCP sequence nunbers, the connection
count, and 64-bit TCP sequence nunbers. The results are summarized
in Table I.

5.1 Cached Ti mest anps

The PAWS nechani sm [ RFC-1323] uses TCP "ti nestanps" as
monotonically increasing integers in order to throw out old
duplicate segments within the sane incarnation. Jacobson
suggested the cacheing of these timestanps for bypassing 3-way
handshakes [Jacobson90], i.e., that TCP tinestanps be used for our
common nonotonic space M This idea is attractive since it would
all ow the sanme tinestanp options to be used for RTTM PAWS, and
transacti ons.
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To obtain at-nost-once service, the criterion for inmrediate
acceptance of a SYN nmust be that SEGMis strictly greater than
the cached Mvalue. That is, to be useful for bypassing 3-way
handshakes, the tinmestanp clock nmust tick at | east once between
any two successive transactions between the sanme pair of hosts
(even if different ports are used). Hence, the tinmestanp cl ock
rate woul d deternine TRrax, the maxi num possi ble transaction rate.

Unfortunately, the tinestanp clock frequency called for by RFC
1323, in the range 1 sec to 1 ms, is nmuch too slow for
transactions. The TCP tinmestanp period was chosen to be
conparabl e to the fundamental interval for conputing and
schedul i ng retransm ssion tinmeouts; this is generally in the range
of 1 sec. to 1 ms., and in nmany operating systens, nuch closer to
1 second. Although it would be possible to increase the tinestanp
clock frequency by several orders of magnitude, to do so would
make i npl enentation nore difficult, and on sone systens

excessi vel y expensi ve.

The wraparound tine for TCP tinestanps, at |east 24 days, causes
no problemfor transactions.

The PAWS nechani smuses TCP tinestanps to protect against old
dupl i cate non- SYN segnents fromthe sane incarnation [ RFC 1323].

It can also be used to protect against old duplicate data segnments
fromearlier incarnations (and therefore all ow shortening of
TIME-WAIT state) if we can ensure that the tinmestanp clock ticks
at | east once between the end of one incarnation and the begi nning
of the next. This can be achieved by setting U= 2 seconds, i.e.,
to twice the maxi mnumti mestanp cl ock period. This value in
formula [2] |leads to an upper bound TRmax = 32K Tps between a host
pair. However, as pointed out above, old duplicate SYN detection
using timestanps leads to a smaller transaction rate bound, 1 Tps,
which is unacceptable. In addition, the tinmestanp approach is
inmperfect; it allows old ACK segnents to enter the new connection
where they can cause a disconnect. This happens because old
duplicate ACKs that arrive during TIME-WAIT state generate new
ACKs with the current tinestanp [ RFC 1337].

We therefore conclude that tinestanps are not adequate as the
nmonot oni ¢ space M see Table |I. However, they may still be usefu
to effectively extend sone other nonotonic nunber space, just as
they are used in PAWS to extend the TCP sequence nunber space.
This is discussed bel ow.
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5.2 Current TCP Sequence Numbers

It is useful to understand why the existing 32-bit TCP sequence
nunbers do not form an appropriate nonotonic space for
transacti ons.

The sequence number sent in an initial SYNis called the Initial
Sequence Nunber or |ISN. According to the TCP specification, an
ISNis to be sel ected using:

[ 3] ISN = (R‘T) nod 2**32

where T is the real tinme in seconds (froman arbitrary origin,
fixed when the systemis started) and Ris a constant, currently
250 KBps. These I SN val ues forma nonotonic time sequence that
waps in 4.55 hours = 16380 seconds and has a granularity of 4
usecs. For transaction rates up to roughly 250K Tps, the | SN
val ue calculated by formula [3] will be nobnotonic and coul d be
used for bypassing the 3-way handshake.

However, TCP sequence nunbers (al one) could not be used to shorten
TIME-WAI T state, because there are several ways that overlap of

t he sequence space of successive incarnations can occur (as
described in Appendix to [ RFC-1185]). One way is a "fast
connection", with a transfer rate greater than R, another is a

"l ong" connection, with a duration of approximtely 4.55 hours.
TIME-WAIT delay is necessary to protect against these cases. Wth
the official delay of 240 seconds, formula [1] inplies a upper
bound (as RTT -> 0) of TRmax = 268 Tps; with our target ML of
2000 sec, TRmax = 32 Tps. These values are unacceptably | ow.

To inprove this transaction rate, we could use TCP tinestanps to
effectively extend the range of the TCP sequence nunbers.

Ti mest anps woul d guard agai nst sequence nunber w ap-around and
thereby allow us to increase Rin [3] to exceed the maxi num
possi bl e transfer rate. Then sequence nunbers for successive

i ncarnations could not overlap. Tinestanps would al so provide
safety with an MSL as large as 24 days. W could then set U= 0
inthe TIME-WAIT delay calculation [2]. For exanple, R = 10**9
Bps |l eads to TRmax <= 10**9 Tps. See 2(b) in Table I. These

val ues woul d nore than satisfy our objectives.

We shoul d make clear how this proposal, sequence nunbers plus
timestanps, differs fromthe timestanps al one di scussed (and
rejected) in the previous section. The difference lies in what is
cached and tested for TAQ the proposal here is to cache and test
BOTH the | atest TCP sequence nunber and the |atest TCP tinestanp.
In effect, we are proposing to use tinmestanps to logically extend
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the sequence space to 64 bits. Another alternative, presented in
the next section, is to directly expand the TCP sequence space to
64 bits.

Unfortunately, the proposed solution (TCP sequence nunbers plus

ti mestanps) based on equation [3] would be difficult or inpossible
to inplenent on nmany systens, which base their TCP inplenmentation
upon a very low granularity software clock, typically Q(1 sec).

To adapt the procedure to a systemwith a |low granularity software
cl ock, suppose that we calculate the | SN as:

[ 4] ISN = ( RRTs*fl oor(T/Ts) + g*CC) nod 2**32

where Ts is the time per tick of the software clock, CCis the
connection count, and q is a constant. That is, the ISNis
incremented by the constant R*Ts once every clock tick and by the
constant g for every new connection. W need to choose g to
obtain the required nonotonicity.

For nmonotonicity of the 1SN s thenselves, =1 suffices. However,
monotonicity during the entire connection requires q = R*Ts. This
val ue of g can be deduced as follows. Let S(T, CC, n) be the
sequence nunber for byte offset n in a connection with nunber CC
at time T:

S(T, CC, n) = (R Ts*floor(T/Ts) + q*CC + n) nod 2**32
For any T1 > T2, we require that: S(T2, CC+1, 0) - S(T1, CC, n) >

0 for all n. Since Ris assunmed to be an upper bound on the
transfer rate, we can wite down:

R>n/(T2 - T1), or T2/Ts - T1/Ts > n/(R*Ts)
Using the relationship: floor(x)-floor(y) > x-y-1 and a little
al gebra leads to the conclusion that using q = R*Ts creates the
requi red nonotoni ¢ nunber sequence. Therefore, we consider
[ 5] ISN = R*Ts*(floor(T/Ts) + CC) nod 2**32
(which is the algorithmused for |1SN sel ection by BSD TCP).
For error-free operation, the sequence nunbers generated by [5]
must not wap the sign bit in less than MSL seconds. Since CC
cannot increase faster than TRmax, the safe condition is:

Rt (1 + Ts*TRmax) * MsL < 2**31.

W are interested in the case: Ts*TRmax >> 1, so this relationship
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reduces to:
[ 6] R* Ts * TRmax * MsL < 2**31

This shows a direct trade-off anong the nmaxi mum effective

bandwi dth R, the maxi numtransacti on rate TRmax, and the maxi mum
segnent lifetine MSL. For reasonable Iimting values of R Ts,
and MsL, fornmula [6] leads to a very |ow value of TRmax. For
exanple, with ML= 2000 secs, R=10**9 Bps, and Ts = 0.5 sec, TRmax
< 2*10**-3 Tps.

To ease the situation, we could suppl enent sequence nunbers with
timestanps. This would allow an effective MSL of 2 seconds in
[6], since longer times would be protected by differing

ti mestanps. Then TRmax < 2**30/(R*Ts). The actual enforced MSL
woul d be increased to 24 days. Unfortunately, TRmax woul d stil
be too small, since we want to support transfer rates up to R ~
10**9 Bps. Ts = 0.5 sec would inmply TRmax ~ 2 Tps. On many
systens, it appears infeasible to decrease Ts enough to obtain an
accept abl e TRmax using this approach.

5.3 64-bit TCP Sequence Nunbers

Anot her possibility would be to sinply increase the TCP sequence
space to 64 bits as suggested in [RFC-1263]. W would al so
increase the R value for clock-driven I SN sel ection, beyond the
fastest transfer rate of which the host is capable. A reasonable
upper limt mght be R= 10**9 Bps. As noted above, in a
practical inplenentation we would use:

ISN = R*Ts*( floor(T/Ts) + CC) nod 2**64
| eadi ng to:

Re(1 + Ts * TRmax) * MSL < 2**63
For exanple, suppose that R = 10**9 Bps, Ts = 0.5, and MsSL = 16K
secs (4.4 hrs); then this result inplies that TRmax < 10**6 Tps.

We see that adding 32 bits to the sequence space has provided
feasi bl e values for transaction processing.

5.4 Connection Counts

The Connection Count CCis well suited to be the nonotonic
sequence M since it "ticks" exactly once for each new connection
incarnation and is constant within a single incarnation. Thus, it
perfectly separates segnents fromdifferent incarnations of the
sanme connection and would allow U =0 in the TIME-WAIT state del ay
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formula [2]. (Strictly, U cannot be reduced below 1/R = 4 usec,
as noted in Section 4. However, this is of little practica
consequence until the ultimate limts on TRmax are approached).

Assune that CCis a 32-bit nunber. To prevent wap-around in the
sign bit of CCin less than MSL seconds requires that:

TRmax * MSL < 2**31

For exanple, if MSL = 2000 seconds then TRmax < 10**6 Tp. These
are acceptable lints for transaction processing. However, if
they are not, we could augnent CC with TCP tinestanps to obtain
very far-out limts, as discussed bel ow.

It would be an inplenentation choice at the client whether CCis
global for all destinations or private to each destination host
(and maintained in the per-host cache). In the latter case, the
| ast CC val ue assigned for each renmpte host could al so be

mai ntai ned in the per-host cache. Since there is not typically a
| arge anpbunt of parallelismin the network connection of a host,
there should be little difference in the perfornmance of these two
di fferent approaches, and the single global CC value is certainly
si npl er.

To augnent CC with TCP tinestanps, we woul d bypass a 3-way
handshake if both SEG CC > cache. C(J A] and SEG TSval >=

cache. TS[A]. The timestanp check woul d detect a SYN ol der than 2
seconds, so that the effective wap-around requirenment woul d be:

TRmax * 2 < 2**31

i.e., TRmax < 10**9 Tps. The required MSL would be raised to 24
days. Using timestanps in this way, we could reduce the size of
CC. For exanple, suppose CC were 16 bits. Then the wap-around
condition TRmax * 2 < 2**15 inplies that TRmax is 16K

Finally, note that using CC to delete old duplicates fromearlier
i ncarnati ons woul d not obviate the need for the time-stanp-based
PAW5 nechanismto prevent errors within a single incarnation due
to wrapping the 32-bit TCP sequence space at very high transfer
rates.

5.5 Concl usi ons
The alternatives for nonotonic sequence are sunmarized in Table |
We see that there are two feasible choices for the npnotonic

space: the connection count and 64-bit sequence nunbers. O these
two, we believe that the sinpler is the connection count.
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We

I mpl enent ati on of 64-bit sequence nunbers would require

negoti ati on of a new header format and expansion of all variables
and cal cul ati ons on the sequence space. CC can be carried in an
option and need be exam ned only once per packet.

We propose to use a sinple 32-bit connection count CC, without
augnmentation with timestanps, for the transaction extension. This
choi ce has the advantages of sinplicity and directness. |Its
drawback is that it adds a third sequence-like space (in addition
to the TCP sequence nunber and the TCP tinestanp) to each TCP
header and to the main |ine of packet processing. However, the
additional code is in fact very nodest.

now have a general outline of the proposed TCP extensions for

transacti ons.

(o]

(]

Br aden

A host nmmintains a 32-bit gl obal connection counter variable CC

The sender’s current CC value is carried in an option in every
TCP segment .

CC val ues are cached per host, and the TAO nechanismis used to
bypass the 3-way handshake when possi bl e.

I n non- SYN segnments, the CC value is used to reject duplicates

fromearlier incarnations. This allows TIME-WAIT state delay to
be reduced to K*RTO (i.e., UW=0 in Eq. [2]).
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TABLE |: Summary of Monotoni ¢ Sequences

Novenmber 1992

APPROACH TRmax (Tps) Requi red MsSL COVMVENTS
1. Timestanp & PAVWS 1 24 days TRmax is
too snal |
2. Current TCP Sequence Nunbers
(a) clock-driven
I SN eq. [3] 268 240 secs TRmax & MsL
too smal |
(b) Ti mestanps& cl ock-
driven ISN[3] & 10**9 24 days Hard to
R=10**9 i mpl enent
(c) Timestanps & c-dr
I SN: eq. [4] 2**30/ (R*Ts) 24 days TRmax too
smal | .
3. 64-bit TCP Sequence Nunbers
2**63/ (MBL* R* Ts) IVBL Si gni fi cant
TCP change

e.g., R=10**9 Bps,
MSL = 4.4 hrs,
Ts = 0.5 sec=>
TRmax = 10**6

4. Connection Counts

(a) no tinestanps 2**31/ MBL VBL
e.g., MsSL=2000 sec
TRmax = 10**6

(b) with tinmestanps 2**30 24 days
and PAWS

3rd sequence
space

(ditto)
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6

CONNECTI ON STATES

TCP has al ways all owed a connection to be half-closed. TAO nmakes a
significant addition to TCP senantics by allowi ng a connection to be
hal f-synchroni zed, i.e., to be open for data transfer in one
direction before the other direction has been opened. Thus, the
passive end of a connection (which receives an initial SYN) can
accept data and even a FIN bit before its own SYN has been

acknow edged. This SYN, data, and FIN rmay arrive on a single segnent
(as in Figure 4), or on nmultiple segnents; packetization nakes no
difference to the logic of the finite-state machine (FSM defining
transitions anbng connection states.

Hal f - synchroni zed connections have several consequences.

(a) The passive end nust provide an inplied initial data w ndow in
order to accept data. The mninmumsize of this inplied w ndow
is a paraneter in the specification; we suggest 4K bytes.

(b) New connection states and transitions are introduced into the
TCP FSM at both ends of the connection. At the active end, new
states are required to piggy-back the FIN on the initial SYN
segnent. At the passive end, new states are required for a
hal f - synchroni zed connecti on

This section develops the resulting FSM description of a TCP
connection as a conventional state/transition diagram To develop a
conplete FSM we take a constructive approach, as follows: (1) wite
down all possible events; (2) wite down the precedence rul es that
govern the order in which events may occur; (3) construct the
resulting FSM and (4) augnent it to support TAO In principle, we
do this separately for the active and passive ends; however, the
symretry of TCP results in the two FSMs being al nbst entirely

coi nci dent.

Figure 8 lists all possible state transitions for a TCP connection in
the absence of TAO, as elementary events and correspondi ng acti ons.
Each transition is |labeled with a letter. Transitions a-g are used
by the active side, and c-i are used by the passive side. Wthout
TAO transition "c" (event "rcv ACK(SYN)") synchronizes the
connection, allowi ng data to be accepted for the user

By definition, the first transition for an active (or passive) side
must be "a" (or "i", respectively). During a single instance of a
connection, the active side will progress through sonme pernutation of
the conpl ete sequence of transitions {a b c d e f } or the sequence
{abcdef g}. The set of possible pernutations is determ ned by

precedence rul es governing the order in which transitions can occur
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Label Event / Action
a OPEN / snd SYN

b rcv SYN [No TAQ/ snd ACK(SYN)

C rcv ACK(SYN) /

d CLOSE / snd FIN

e rcv FIN/ snd ACK(FI N)

f rcv ACK(FIN) /

g ti meout =2MsSL / delete TCB

h passive OPEN / create TCB

i rcv SYN [No TAQ/ snd SYN, ACK(SYN)

Figure 8. Basic TCP Connection Transitions

1992

the notation "<." to nean "nust precede", the precedence rules

Logi cal ordering: nust open connection before closing it:

b <. e

Causality -- cannot receive ACK(x) before x has been sent:

a<. candi < candd«< f

Acknowl edgments are cumul ative

c <. f

First packet in each direction nust contain a SYN
b < candb«< f

TIME-WAIT state

Whenever d precedes e in the sequence, g nust be the | ast
transition.
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Appl ying these rules, we can enunerate all possible pernutations of

the events and summarize themin a state transition diagram Figure
9 shows the result, with boxes representing the states and directed

arcs representing the transitions.

| h
| CLOSED |--------- >| LI STEN |
[ I [ I
I I
| a | i
v v.__..
I I b I I e I I
I [--------- >| [------mmmm - >| I
[ I [ I [ I
/ / | / |
/ / | ¢ d/ | ¢
/ / v | v
/ / I | e I I
d | d / I [------------ >| I
I I [ I I [ I
I I I I I
I I I vV I
I I I I I I
I I I I I I
I I I [ I I
I I I I I
v V_ | I I
I I b | | e | I I I I
I [------- >| |--------- >| I I
[ I [ I I [ I I I
I / I I I
c | / d c | c | d |
I / I I I
V.V vV v V_
I | e | I I I
I | ---->] I I I
[ I I I I I
I I I
| f | f | f
vy v v
I | e | TIME | g| I

Figure 9: Basic State Di agram
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Al though Figure 9 gives a correct representation of the possible
event sequences, it is not quite correct for the actions, which do
not conpose as shown. In particular, once a control bit X has been
sent, it nust continue to be sent until ACK(X) is received. This
requires new transitions with nodified actions, shown in the
following list. W use the |abeling convention that transitions with
the same event part all have the sanme letter, with different nunbers
of prinmes to indicate different actions.

Label Event / Action
b (=i) rcv SYN [No TAQ / snd SYN, ACK( SYN)
b’ rcv SYN [No TAQ / snd SYN, FI N, ACK( SYN)
d’ CLCSE / snd SYN, FIN
e’ rcv FIN/ snd FIN, ACK(FI N)
e’ rcv FIN/ snd SYN, FI N, ACK(FI N)

Figure 10 shows the state diagramof Figure 9, with the nodified
transitions and with the states used by standard TCP [ STD- 007]
identified. Those states that do not occur in standard TCP are
nunbered 1-5.

Standard TCP has another inplied restriction: a FIN bit cannot be
recogni zed before the connecti on has been synchronized, i.e., ¢ <. e.
This elimnates fromstandard TCP the states 1, 2, and 5 shown in
Figure 10. States 3 and 4 are needed if a FINis to be piggy-backed
on a SYN segnment (note that the states shown in Figure 1 are actually
wong; the states shown as SYN- SENT and ESTABLI SHED are really states
3 and 4). In the absence of piggybacking the FIN bit, Figure 10
reduces to the standard TCP state diagram [ STD-007].

The FSM described in Figure 10 is intended to be applied

cunmul atively; that is, parsing a single packet header may lead to

nmore than one transition. For exanple, the standard TCP state

diagramincludes a direct transition from SYN-SENT to ESTABLI SHED:
rcv SYN, ACK(SYN) / snd ACK(SYN)

This is transition b followed i mediately by c.
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I h I
| CLCSED |--------- >| LI STEN |
| I | I
I I
| a | i
v v
| SYN- | b’ |  SYN | e’ | |
| SENT |--------- >| RECEI VED| - ------------- >| 1 |
| I | I | I
/ I I I
d/ d/ | ¢ da | c |
/ / v | v
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| / | LISHED| ------------ | -->] VAIT |
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Figure 10: Basic State D agram --

Correct Actions

Next we introduce TAO If
becones hal f-synchroni zed.

the TAO test succeeds, the connection
This requires a new set of states,

mrroring the states of Figure 10, beginning with acceptance of a SYN

(transition "b" or "i"),
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and endi ng when ACK(SYN) arrives (transition
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"c"). Figure 11 shows the result of augnenting Figure 10 with the
additional states for TAO The transitions are defined in the
fol l owi ng tabl e:

Key for Figure 11: Conplete State Diagramw th TAO

Label Event / Action

OPEN / create TCB, snd SYN

rcv SYN [no TAQ/ snd SYN, ACK( SYN)

rcv SYN [no TAQ/ snd SYN, FI N, ACK( SYN)
rcv ACK(SYN) /

CLOSE / snd FIN

CLOSE / snd SYN, FIN

rcv FIN/ snd ACK(FI N)

rcv FIN/ snd SYN, ACK(FI N)

rcv FIN/ snd FIN, ACK(FI N)

rcv FIN/ snd SYN, FI N, ACK(FI N)

rcv ACK(FIN) /

timeout =2MsL / delete TCB

passive OPEN / create TCB

rcv SYN [no TAQ/ snd SYN, ACK( SYN)

rcv SYN [ TAO OK] / snd SYN, ACK( SYN)
rcv SYN [TAO OK] / snd SYN, FI N, ACK( SYN)

X TTDTQ TTOODOODODODOOO0 T
—~
1
o
~

Each new state in Figure 11 bears a very sinple relationship to a
standard TCP state. W indicate this by naming the new state with
the standard state nane followed by a star. States SYN SENT* and
SYN- RECEI VED* differ fromthe corresponding unstarred states in
recording the fact that a FIN has been sent. The other new states
with starred nanes differ fromthe corresponding unstarred states in
bei ng hal f-synchroni zed (hence, a SYN bit needs to be transmitted).

The state diagramof Figure 11 is nore general than required for

transaction processing. |In particular, it handl es sinultaneous
connection synchronization fromboth sides, allowi ng one or both
sides to bypass the 3-way handshake. It includes other transitions

that are unlikely in normal transaction processing, for exanple, the
server sending a FIN before it receives a FIN fromthe client
(ESTABLI SHED* -> FINNWAIT-1* in Figure 11).
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| WALT-2 |---->] VWAIT |--> CLOSED |

Figure 11: Conplete State Diagramw th TAO

The rel ati onshi p between starred and unstarred states is very

regular. As a result,

the state extensions can be inplenented very

sinmply using the standard TCP FSMwith the addition of two "hidden"

bool ean fl ags,
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as described in the functiona

speci fication neno
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[ TTCP- FS] .

As an example of the application of Figure 11, consider the m nimal
transaction shown in Figure 12.

TCP A (dient) TCP B (Server)
CLGSED LI STEN
1. SYN SENT* --> <SYN, dat al, FI N, CC=x1> --> CLOSE- WAI T*

(TAO test OK=>
dat al- >user _B)

LAST- ACK*
<-- <SYN, ACK(FIN), dat a2, FI N, CC=y1, CC. ECHO=x1> <--
2. TIME-VWAIT
(TAO test K
dat a2- >user _A)

3. TIME-WAIT --> <ACK(FIN), CC=x2> --> CLOSED

(timeout)
CLCSED

Figure 12: Mninmal Transaction Sequence

Sendi ng segnent #1 |eaves the client end in SYN-SENT* state, which
differs from SYN-SENT state in recording the fact that a FIN has been
sent. At the server end, passing the TAO test enters ESTABLI SHED*
state, which passes the data to the user as in ESTABLI SHED state and
al so records the fact that the connection is half synchronized. Then
the server processes the FIN bit of segnent #1, noving to CLOSE-WAI T*
st ate.

Movi ng to CLOSE-WAI T* state shoul d cause the server to send a segnent
contai ning SYN and ACK(FIN). However, transm ssion of this segnent
is deferred so the server can piggyback the response data and FIN on
the sane segnment, unless a tineout occurs first. Wen the server
does send segnment #2 containing the response data2 and a FIN, the
connecti on advances from CLOSE-WAI T* to LAST- ACK* state; the
connection is still half-synchronized fromB' s vi ewpoint.

Processi ng segnent #2 at the client again results in nultiple
transitions:
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SYN-SENT* -> FINNWAI T-1* -> CLOSING® -> CLOSING -> TIME-VWAIT

These correspond respectively to receiving a SYN, a FIN, an ACK for
A's SYN, and an ACK for A's FIN

Figure 13 shows a slightly nore conpl ex exanple, a transaction
sequence in which request and response data each require two
segnents. This figure assunes that both client and server TCP are
wel | - behaved, so that e.g., the client sends the single segment #5 to
acknow edge both data segnments #3 and #4. SEG CC val ues are onitted
for clarity.

TCP_A TCP_B
1. SYN SENT* --> <SYN, datal> --> ESTABL| SHED*
(TAO K,

datal-> user)

2. SYN- SENT* --> <data2, FIN> --> CLCSE- WAI T*
(dat a2-> user)

3. FI N-WAI T- 2 <-- <SYN, ACK(FI N), dat a3> <-- CLOSE- VAI T*
(dat a3->user)

4. TIMEWAIT <-- <ACK(FIN), dat a4, FI N> <-- LAST- ACK*
(dat a4- >user)

5. TIME-WAIT --> <ACK(FIN)> --> CLOSED

Figure 13. Milti-Packet Request/Response Transaction

7. CONCLUSI ONS AND ACKNOWLEDGVENTS

TCP was designed to be a highly symmetric protocol. This symetry is
evident in the piggy-backing of acknow edgnents on data and in the
common header fornmat for data segnents and acknow edgnents. On the
ot her hand, the exanples and discussion in this nenp are in genera

hi ghly unsymmetrical; the actions of a "client" are clearly

di stinguished fromthose of a "server". To explain this apparent

di screpancy, we note the followi ng. Even when TCP is used for
virtual circuit service, the data transfer phase is symmetrical but
the open and cl ose phases are not. A mininal transaction, consisting
of one segnent in each direction, conpresses the open, data transfer,
and cl ose phases together, and nmeking the asymmetry of the open and

Br aden [ Page 32]



RFC 1379 Transaction TCP -- Concepts Noverber 1992

cl ose phases dominant. As request and response nessages increase in
size, the virtual circuit nodel becomes increasingly relevant, and
symretry agai n dom nates

TCP' s 3-way handshake precludes any performance gain fromincl uding
data on a SYN segnent, while TCP's full-dupl ex data-conserving cl ose
sequence ties up conmuni cation resources to the detrinent of high-
speed transactions. Merely |oading nore control bits onto TCP data
segnments does not provide efficient transaction service. To use TCP
as an effective transaction transport protocol requires bypassing the
3-way handshake and shortening the TIME-WAIT delay. This neno has
proposed a backwards-conpati bl e TCP extensi on to acconplish both
goals. It is our hope that by building upon the current version of
TCP, we can give a boost to conmunity acceptance of the new
facilities. Furthernore, the resulting protocol inplenentations wll
retain the algorithnms that have been devel oped for fl ow and
congestion control in TCP [Jacobson88].

O Mal | ey and Peterson have recently recommended agai nst backwar ds-
compati bl e extensions to TCP, and suggested instead a nechanismto
all ow easy installation of alternative versions of a protocol [RFC
1263]. Wiile this is an interesting | ong-term approach, in the
shorter termwe suggest that increnmental extension of the current TCP
may be a nore effective route.

Besi des t he backward- conpati bl e ext ensi on proposed here, there are
two ot her possi bl e approaches to making efficient transaction
processing widely available in the Internet: (1) a new version of TCP
or (2) a new protocol specifically adapted to transactions. Since
current TCP "al most" supports transactions, we favor (1) over (2). A
new version of TCP that retained the semantics of STD 007 but used 64
bit sequence nunbers with the procedures and states described in
Sections 3, 4, and 6 of this meno woul d support transactions as well
as virtual circuits in a clean, coherent manner.

A potential application of transaction-nmode TCP ni ght be SMIP. |If
commands and responses are batched, in favorable cases conplete SMIP
delivery operations on short messages could be perforned with a
single mnimal transaction; on the other hand, the body of a nessage
may be arbitrarily large. Using a TCP extended as in this neno could
significantly reduce the I oad on large nmail hosts.

This work began as an el aboration of the concept of TAO, due to Dave
Clark. | amgrateful to himand to Van Jacobson, John Wocl awski ,
Dave Borman, and ot her nenbers of the End-to-End Research group for
hel pful ideas and critiques during the |ong devel opnent of this work.
I also thank Limng Wi, who tested the initial inplementation in Sun
cs
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APPENDI X A -- TIME-WAIT STATE AND THE 2- PACKET EXCHANGE

Thi s appendi x considers the inplications of reducing TIME-VWAIT state
del ay below that given in formula [2].

An i nmedi at e consequence of this would be the requirenment for the
server host to accept an initial SYN for a connection in LAST-ACK
state. Wthout the transaction extensions, the arrival of a new
<SYN> in LAST-ACK state |ooks to TCP like a hal f-open connection, and
TCP's rules are designed to restore correspondence by destroying the
state (through sending a RST segnent) at one end or the other. W
woul d need to thwart this action in the case of transactions.

There are two different possible ways to further reduce TIME-VWAIT
del ay.

(1) Explicit Truncation of TIME-WAIT state

TIME-WAI T state could be explicitly truncated by accepting a new
sendto() request for a connection in TIME-WAIT state.

This would allow the ACK(FIN) segnment to be del ayed and sent
only if a timeout occurs before a new request arrives. This
all ows an ideal 2-segnment exchange for closel y-spaced
transacti ons, which would restore some symmetry to the
transacti on exchange. However, explicit truncation would
represent a significant change in many inpl enentations.

It mght be supposed that even greater symetry would result if
the new request segment were a <SYN, ACK> that explicitly
acknow edges the previous reply, rather than a <SYN> that is
only an inplicit acknow edgnent. However, the new request
segment might arrive at Bto find the server side in either
LAST- ACK or CLCSED state, dependi ng upon whether the ACK(FIN)
had arrived. |In CLOSED state, a <SYN, ACK> woul d not be
acceptable. Hence, if the client sent an initial <SYN, ACK>

i nstead of a <SYN> segnent, there would be a race condition at
the server.

(2) No TIME-WAIT del ay
TIME-VWAI T del ay could be removed entirely. This would inply
that the ACK(FIN) woul d al ways be sent (which does not of course
guarantee that it will be received). As a result, the arriva
of a new SYN in LAST-ACK state would be rare

This choice is much sinpler to inplenment. |Its drawback is that
the server will get a false failure report if the ACK(FIN) is
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lost. This may not nmatter in practice, but it does represent a
significant change of TCP semantics. It should be noted that
reliable delivery of the reply is not an issue. The client
enter TIME-WAIT state only after the entire reply, including the
FIN bit, has been received successfully.

The server host B nust be certain that a new request received in
LAST- ACK state is indeed a new SYN and not an ol d duplicate;
otherw se, B could fal sely acknow edge a previ ous response that has

not in fact been delivered to A. |If the TAO conpari son succeeds, the
SYN nmust be new, however, the server has a dilemm if the TAO test
fails.

In Figure A1, for exanple, the reply segnent fromthe first
transacti on has been lost; since it has not been acknow edged, it is
still in B s retransm ssion queue. An old duplicate request, segnent
#3, arrives at B and its TAOtest fails. Bis in the position of
having old state it cannot discard (the retransni ssion queue) and
needing to build new state to pursue a 3-way handshake to validate
the new SYN. If the 3-way handshake failed, it would need to restore
the earlier LAST-ACK* state. (Conpare with Figure 15 "O d Duplicate
SYN Initiates a Reset on Two Passive Sockets" in STD-007). This
woul d be conplex and difficult to acconplish in many inpl enentations.

TCP A (dient) TCP B (Server)
CLGSED LI STEN
1. SYN- SENT* --> <SYN,datal, FIN> --> CLCOSE- WAI T*

(TAO test K
dat al- >server)

2. (lost) X<-- <SYN, ACK(FIN), data2, FI N> <-- LAST- ACK*
(ol d duplicate)
3. ... <SYN data3, FIN> --> LAST- ACK*
(TAO test fail;
3-way handshake?)
Figure A . 1: The Server’s Dil enma
The only practical action A can taken when the TAOtest fails on a

new SYN received in LAST-ACK state is to ignore the SYN, assuming it
is really an old duplicate. W nust pursue the possible consequences
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of this action.

Section 3.1 listed four possible reasons for failure of the TAO test
on a legitimte SYN segnent: (1) no cached state, (2) out-of-order
delivery of SYNs, (3) waparound of CCgen relative to the cached

val ue, or (4) the Mval ues advance too slowy. We are assuning that
there is a cached CC value at B (otherw se, the SYN cannot be
acceptable in LAST-ACK state). Wapping the CC space is very
unlikely and probably inpossible; it is difficult to inmagine

ci rcunmst ances which would all ow the new SYN to be delivered but not
the ACK(FIN), especially given the | ong waparound tine of CCgen.

This | eaves the probl em of out-of-order delivery of two nearly-
concurrent SYNs for different ports. The second to be delivered may
have a | ower CC option and thus be | ocked out. This can be sol ved by
usi ng a new CCgen value for every retransnission of an initial SYN

Truncation of TIME-WAIT state and acceptance of a SYN in LAST- ACK
state should take place only if there is a cached CC val ue for the
renote host. Qherwise, a SYN arriving in LAST-ACK state is to be
processed by normal TCP rules, which will result in a RST segnent

fromeither A or B

Thi s discussion leads to a paradigmfor rejecting old duplicate
segnents that is different from T TAO This alternative schene is
based upon the foll ow ng:

(a) Each retransmission of an initial SYNw Il have a new val ue of
CC, as described above.

This provision takes care of reordered SYNs.

(b) A host maintains a distinct CCgen value for each renote host.
This value could easily be maintained in the same cache used for
the received CC val ues, e.g., as cache. CCgen[].

Once the caches are prined, it should al ways be true that
cache. CCgen[ B] on host A is equal to cache.CJ Al on host B, and
the next transaction fromA will carry a CC value exactly 1
greater. Thus, there is no problemof waparound of the CC

val ue.

(c) A new SYNis acceptable if its SEG CC > cache.C(client],
otherwi se the SYNis ignored as an old duplicate.

This alternative paradi gmwas not adopted because it would be a

somewhat greater perturbation of TCP rules, because it may not have
the robustness of TAO and because all of its consequences may not be
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under st ood.
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